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NO1 dung

» Kha1 ni€ém co ban

» Muc ti€u cua an toan thong tin

» Tam quan trong An toan thong tin d6i vdi ca nhan/doanh nghiép
va xa hoi

» Cac phuong phap dam bao an toan thong tin
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Dt li€u va Thong tin
» Dt licu (Data) 1a gi?

» Dit liéu ¢6 thé duoc dinh nghia nhu la mét tap cac su viéc, su kién, con $.
Vi du: ho tén, ngay sinh cua mot nguoi, trong luong, gia ca, chi phi, s6
luong, tén san pham, ma so thug,...

» Dir liéu 1a khong c6 ¥ nghia cho dén khi né duoc dua vao mot méi lién quan
nao do

» Dit liéu c6 thé duoc thu thap, xir 1y, luu trit trong may tinh

» Dit liéu chua xur 1y dugc goi la dir li¢u tho (Raw data),

» Dt liéu duogc trinh bay dudi1 dang: cac con s0, céc tir, hinh anh, 4m thanh, da
phuong tién, dir li¢u dong

» Hay cho vi du mét vai dir li¢u
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Dt Ii¢u va Thongtn

» Thong tin (Information) la gi?

» La dit liéu da duoc xir ly, t6 chuc, ~ Information is created from data

cu trac hozfu; trinh béEy trong mot T = T
ngir canh nhat dinh dé lam cho fii=
ching hitu ich \ 1
» La dit lidu da duge xi Iy theo cach IPmce‘s sing
c¢6 y nghia doi voi nguoi dugc _
nhan no.

» Cho vi duy vai thong tin
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Data (dtr i€u) va information (thong tin)

D liéu Thoéng tin
Baker, Kenneth D. 324917628 Class Roster
Course: MGT s00 Semester: Spring 2010
Doyle, Joan E. 476193248 SRR
Section: 2
Flnl(le, Cllve R 548429344 Name ID Major GPA
Doyle JoanE. . 470109248 MKT 3.4
Lewis, Jorm (- BITRG | | eeches  wms T3
McFerran. erra R. 409723145 IS 2.9
MCFerran, Debra R. 4097231 45 Sisneros, Michael 392416582 ACCT 3.3

DU LIEU —— THONG TIN
(DATA) XULY (INFORMATION)
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Hé thong thong tin

» Hé thong thong tin (Information systems)

Hardware §= | m Networks
Eo—— : Ey N
Software Information ' - Procedures
System EEE
i
— -9
Data m People
41—
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An toan thong tin

» Information Security

» La tap cac quy trinh va cong cu duogc
thiét ké va trién khai dé bao vé cac thong
tin nhay cam cua doanh nghiép tur su truy
cap, hiéu chinh, pha huy khong hop phap

» An toan thong tin mang (information
security), an toan may tinh (computer
security), dam bao thong tin (information

assurance) duoc sir dung hoan do61 cho
nhau.
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Tai sao can an toan th()ng tin?

» Thong tin 1a mot tai san, glong nhw cac tai san quan trong
khac cua doanh nghiép, co gia tri doi voi to chire va can
dwoc bao vé mot cach phu hop (BS ISO 27002:2005)

» > Néu thong tin cua to chure lot vao tay nhiing nhitng nguoi
khong co tham quyén hoidc khong hop phép thi din dén nhig
hiu qua rat nghiém trong

» 2Vi thé, bao vé thong tin tré thanh mét yéu cau khong thé
thiéu trong moi hoat dong néi chung va hoat dong dién tur no1
riéng. An toan thong tin trong thot dai sO 1a quan trong hon bao
210 hét.
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2. Muc ti€u cua an toan thong tin

» Ba khai niém ATTT can dam bao:
» Tinh bao mat (Confidentiality),
» Tinh toan ven (Integrity) va
» Tinh san ding (Availability)
hinh thanh mot Tam gidc bdo mat
CIA (CIA triad).

» Ba khai niém thé hién cac muc tiéu
cot 18 an toan cho ca thong tin va
dich vu cua hé théng thOong tin

services
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2. Muc tiéu an toan thong tin

» Tinh bao mat (Confidentiality)
» La nguyén tic dam bao kiém soat truy cap thong tin.
» Thong tin chi dugc phep truy cap boi nhirmg doi tugng (nguoi, chuong
trinh may tinh...) dugc cap phép.
» Vi du: Trong hé thong ngan hang, mot khach hang duoc phép
xem thong tin so6 du tai khoan ctia minh nhung khong duoc
phép xem thong tin cua khach hang khéc.
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2. Muc tiéu an toan thong tin

» Tinh toan ven (Integrity)

» La su dam bao dir li€u la dang tin cay va chinh xac.

» Thong tin chi dwoc phép‘x()a hoac swra b~(")’i nhitng d6i twong dwoc
phép va phai dam bao rang thong tin van con chinh xac khi dwoc
luu trir hay truyeén di.

» Vi du: Trong hé thong ngan hang, khong cho phép khach hang
tu thay do6i thong tin s6 du cua tai khoan ctia minh.
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2. Muc tiéu an toan thong tin

» Tinh san dung (Availability)
> L‘é su dam bao lién tuc va mirc d6 dap tng kip thoi ctia hé thong khi c6 yéu
cau truy cap dir li¢u hoac thao tac tur nguoi dung.
» Bam bao thong tin/ dich vu ludn san sang khi nhitng nguoi dung hodc tmg
dung dugc uy quyén yéu cau
» Vi du: Trong hé thong quan 1y thong tin ngan hang, can dam bao
rang chu tai khoan co thé truy van/giao dich thong tin tai khoan cua
minh bat ctt lic nao.
» Mot server chi bi ngung hoat dong hay ngimg cung cap dich vu
trong vong 5 phut trén mot nim thi do san sang cua nd 1a 99,999%.
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2. Muc tieu an toan thong tin

Mdi twong quan gitva Confidentiality - Integrity —
Availability

X$=C+I+A

p 13 An toan thong tin



2. Muc ti€u an toan thong tin

Moi twong quan giira Confidentiality - Integrity — Availability
Bo ba C, I, A nay 1a nhirng ti€u chi quan trong trong qua trinh
phan tich, du tru kinh phi, thoi gian xay dung hé thong dam bao
an toan thong tin. Cac tiéu chi ndy c6 moi twong quan nhu sau:
X$=C+I+A
X$ 1a kinh phi cho viéc xay dung va phat trién hé thong va C, I, A
1a thudc tinh ctia tam giac. Theo toan hoc, véi moi X$ khong doi,
viéc tang chi s6 C s& lam giam I va A va nguoc lai.
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2. Muc tiéu an toan thong tin

» Bén canh bd ba CIA, trong linh vuc an toan con khai niém quan
trong can co:

» Tinh xac thyc (Authent1c1ty) vieéc xac thuc nguon goc cua thong tin trong
h¢ thong (thuoc s¢ hitu ctia doi twong nao) dé dam bao thong tin dén tir mot
nguon dang tin cay

» Tinh chong thoai thac (Non- repudlatlon) Kha nang ngan chan vi€c tur
chdi mot hanh vi da 1am. Bén giao dich khong thé phu nhén viée ho da thuc
hién giao dich véi cac bén khac.

» Vi du: Trong hé thong ngén hang, c6 kha nang cung cap b'ﬁmg chimg dé
chirng minh mot hanh vi khach hang da thuc hién va nguoi thuc hién do co
hop phap khong, nhu giao dich thanh toan, giao dich chuyén khoan...
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3. An toan thong tin d6i vai mot to chic

» ATTT thuc hi€én 4 chirc nang quan trong cho mot to chirc
» Bao vé duoc cég chirc nang nhiém vu cuia mot td chirc
Hoat dong cua to chirc khong gidn doan
Khoéng mat chi phi dé phuc hoi hoat dong cua to chirc
» Co6 dugc cac hoat dong an toan trén cac ing dung cua t6 chuire
Hoat dong cua t6 chirc hién dai can c6 va van hanh cac ung dung tich hop
» Bao vé dugc dir liéu ma t6 chtre di thu thap va sir dung

Khoéng co dir licu, t6 chirc s& mét cac ho so giao dich hoac kha nang cung cép dich vu
cho khach hang

» Bao v¢ dugc tai san cong nghé cua t6 churc
Pé thyuc hién hiéu qua, cac t6 chirc phai sir dung cac dich vu co sg ha tang an toan phu

hop v6i quy md va pham vi ctia to chie. Khi mot to chire phét trién, no phai phat trién
cac dich vu bao mat bo sung.
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3. An toan thong tin d6i vai mot to chic

An toan thong tin ciia ciia mot to chirc bi mat thi diéu gi xay ra?

INNOVATION - UNITY - HUMANITY

An toan thong tin

www.iuh.edu.vn




4. Giai phap dé ATTT

SO HOW DO
WE
OVERCOME ™
THESE
PROBLEMS?
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4. Giai phap dé ATTT

Information

Sacurity Policy

Organisation
of Information
Security

INFORMATION

Human
Resource

Security

System
Development
&
Maintenance

Access Control
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4. Giai phap dé ATTT

Mot so giai phap

» Chinh sach ATTT

» Kiém soat truy cap

» Mat ma hoc

» Duy tri an toan thong tin

» Tuan thu cac quy dinh phap luat
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