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» Kha1 niém co ban

» M6t s6 mbi de doa

» C4c tan cong va cach phong chong
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1. Khai niém co ban
L5 hong — Méi de doa — Rili ro
» Vulnerability (16 hong):
» mot di€m y€u trong to chirc, hé€ thong IT, hodac mang ma c6 thé dugc
kham pha bo1 moi1 de doa.
» Threat (mdi nguy/moi de doa)

» mot cai gi d6 ma c6 the gay thiét hai dén t6 chirc, hé thong IT hodc hé
thOng mang.
» Risk (rui1 ro)
» mot kha ndng ma mot moi de doa khai thac 16 hong trong tai san va gay
ra nguy hai hodc mat mat dén tai san
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1. Khai niém co ban

L.0 hong — Moi de doa — Rui ro
» M0i quan hé gitra 16 hong, modi de doa, rui ro

exploit

|  Vuinerabilities |

| Threats ]

Controls * ]'——"‘l Risk Information
assets

Protection [ Asset values _I
Requirements

* Controls: A practice, procedure or mechanism that reduces risk
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1. Khai niém co ban
» Tan cong (Attacks)
> Hz‘mh,déng }(hai thac 16 hong (tre 1a mot diém yéu duge xac dinh) trong
h¢ thong ki€m soat
» Thyc hién tan cong nham gy thiét hai hodc an cap thong tin cua to chirc
hoac ca nhan
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1. Khai niém co ban
» Pé bao vé thOng tin cua t6 chirc, ban can biét diéu g1?
» Thong tin nao can duoc bao vé
» Cac hé thong luu trit, truyén tai va xir 1y
» Biét nhitng méi de doa (threats) ma ban d6i mit
» Nam bat dugc cac moi de doa dén con ngudi, tng dung, dit ligu va h¢
thong thong tin
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2. Phan loa1 cac mo1 de doa

» Hanh dong vo v (Inadvertent Acts)
» Hanh dong cb v (Delierate Acts)
» Tham hoa tu nhién (Natural Disaster)
» L6i vé k§ thuat (Technical Failures)
» Loi vé phan cung
» Loi vé phan mém
» Loi vé quan Iy (Management)
» Khong xay dung hodac thuc thi chinh sach ATTT
» Khong cap nhat dién bién va cong nghé
https://www.slideshare.net/swapneel07/threats-to-information-security
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Hanh dong vo y (Inadvertent Acts)

»La nhﬁ’ng hanh dong ma xay boi 10i nao do, nguo1 thuc hién
khong cO y

» Ké tan cong khong ¢ ac ¥

» Céc hanh dong 16i ctia con nguoi, sai léch tir chat lugng dich vu,
truyén thong 161 1a cac hanh dong vo v.

» Nhan vién hoac nguoi dung hé théng cling la moi de doa ndi bd
h¢ thong
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Hanh dong c6 ¥ (Delierate Acts)

»La cé,c hanh dong dugc thuc hién bo1 ngudl cua t6 chirc 1am ton
hai dén thong tin

» Cac ké tan cong c6 mot v dinh xau va muon dn cap hodc pha huy
du liéu

» Bao gom cac hanh dong nhu gian diép, hacking, Cracking
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Tham hoa tu nhién (Natural Disaster)

» Strc manh cua thién nhién la rat
nguy hiém béi vi chung 13 diéu

khong ngO’ va xuat hién do1 khi }
khong co canh bo ”f[m"”m a—

» Chung pha v& cudc song ciia con pzzme L L Tonwave
nguo1 nhung cling gay nguy hai 7 NATURALS
dén thong tin dugc luu vao trong — ADiSASTER -

r /4 - oeh

may tinh 9 r/<Z

» Cac mo1 de doa nay co thé tranh msiive | WA LT
nhung chung ta phai c6 nhiing SR

bi€n phap phong ngura can thiét
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Ldi vé k¥ thuat (Technical Failures)

» Chia lam 2 loati:
» Loi vé phan cung
» LOi vé phan mém
» Lbi vé phan cung:
» NO xay ra khi nha san Xuat phan phoi thiét bi c6 16i ma nha san xuat c6
thé biét hoic khong biét

» Ldi phan mém k¥ thuét:

> Nhu:ng 16 nay co thé khlen h¢ thong hoat dong theo cach khong mong

muon hodc bat ngo. Mot sO trong sO nay la khong thé phuc hoi trong khi
mot so xay ra dinh ky
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Lo6i trong quan 1y (Management Failure)

» Quan 1y phai luon ludn cap nhat vé dién bién va cong nghé hién
tai

» Ké hoach phu hop phai duoc thuc hién bdi nha quan 1y dé bao
vé tot thong tin

» Cac chuyén gia CNTT cling phai gitip ban quan 1y trong viéc
bao vé thong tin, bang cach ho tro ban quan 1y nang cao cong
nghé méi nhat
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3. Cac cach tan cong va cach phong chong

Tan cong Password

Backdoor

Denial-of-service (DoS)

Distributed denial-of-service (DDoS)
Spam

Mail bombing

Spoofing

. Man-in-the-middle

10. Sniffers

11.Social engineering

A P AN R A e
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3.1 Ma doéc (Malware)

» D6 1a bat c» phan mém doc hai
duwoc thiét ké dé lam nguy hai dén
mot may tinh ma khéng co sy dong
thuan cua ngudi dung

» Vidu

> 14 An toan théng tin



3.1 Ma doc (Malware)

Bio vé chong lai ma doc

> Dépl bao réng ban da cap nhat h¢ diéu hanh va cac phén mém
chong ma doc

» Khong str dung p\hﬁn mém khong co ban quyén hoic tai cac tap
tin tor nhirng ngudn khong dang tin cay.

» Thuc hién quét (scans) 6 dia cting thudng xuyén

» St dung phan mém co6 ban quyén
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3.2 Tan cong Password

» Password 1a gi?

» C6 3 dang tan cong Password pho bién:
» Brute Force Attack (tan cong do mat khau)
» Dictionary Attack (tan cong tir dién)
» Key Logger Attack (tan cong Key Logger)
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3.2 Tan cong Password

» Brute Force Attack (tin cong do mat khau)

» Ké tan cong su dung mot cong cu manh me, c6 kha nang thu nhiéu
username va password cung lac (tir d& dén kho) cho t6i khi ddng nhap
thanh cong.

» VD: dit mat khau don gian nhu 123456, password 123, daylamatkhau,. ..
rat dé bi tan cong brute force.
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3.2 Tan cong Password

» Dictionary Attack (tan cong tir dién)
» La mot bién thé ctia Brute Force Attack
» Tuy nhién ké tan cong nham vao cac tir c6 nghia thay vi thr tat ca moi
kha nang.
» Nhiéu nguoi ding c6 xu hudng dat mét khau la nhimg tir don gian va c6
nglr nghia. VD: motconvit, illoveyou,... Day la 1y do khién Dictionary
Attack co ti 1€ thanh cong cao hon.
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3.2 Tan cong Password

» Key Logger Attack (tan cong Key Logger)

» Ké tan cong luu lai lich str cac phim ma nan nhan go, bao gém ca ID,
password hay nhiéu noi dung khac.

» K& tan cong can phai sir dung mot phan mém doc hai (malware) dinh
kém vao may tinh (hodc dién thoai) nan nhan, phﬁn mém d6 sé ghi lai tat
ca nhitng k¥ tu ma nan nhan nhap vao may tinh va gtri vé cho ké tan
cong. Phan mém nay duoc goi la Key Logger.

» Nguy hiém hon 2 céach tin cong trén, do viéc dat mat khau phirc tap
khong giup ich gi trong truong hop nay.

INNOVATION - UNITY - HUMANITY

An toan thong tin

www.iuh.edu.vn




3.2 Tan cong Password

» 3 tan cong trén chi 14 cac dang tan cong mat khau truc tiép.
» Ngoai ra, ké tan cong co thé tan cong gian tiép thong qua viée:
» Lira dao ngudi dung tu cung cap mat khau (Tan cong gia mao Phishing);
» Tiém nhiém Malware
» Tan cong vao co so dit liéu — kho luu trir mat khau nguoi dung ciia cac
dich vu...
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3.2 Tan cong Password

Cach phong chong
» Dat mat khau phure tap
» Tuy don gian nhung bién phap nay giap nguoi dung phong tranh duoc hau hét
cac cudc tan cong do mat khau thong thuong.
» MOt mat khau manh thuong bao gém: chir IN HOA, chit thuong, so, ky tu dac
biét (vi du @$*%&#)
» Bat xac thuc 2 budc:

> Hau hét dich vu cho phép nguoi dung bat xac thuc 2 buoc khi dang nhap trén
thiét bi mai. Piéu nay khién hacker c6 hack duoc mat khau ciing khong thé
dang nhap duoc.

» Hién ta1 Facebook, Gmail, cac ngan hang, vi dién tir... d€u co6 tinh nang nay.
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3.2 Tan cong Password

Cach phong chong
» Quan ly mat khau tﬁp trung:
» Viée luu tat ca mat khau trén mét thiét bi 1a con dao hai ludi. Nguoi
dung can nhac khi thuc hién.

» Thay doi mat khau dinh Ki:
» Gay kho khin cho qua trinh hack mat khau cua tin tic.
» Than trong khi duyét web:

» Tin tic c6 thé hack mat khau cua ban bang cach tao ra mot - duong link
gia mao. Link gia thuong gan gidng trang web chinh vi thé, ludn than
trong voi cac duong link trude khi dua thong tin ca nhan
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3.2 Tan cong Password

Cach phong chong
» Can trong khi mé email, tai file:
» Tuyét d6i khong ma file la, va ludn kiém tra dia chi email nguoi giri
xem cO chinh xac khong.
» VD: tén nguoi gui 1a Ngoc Luan JSC nhung dia chi email 1a ngoclunajsc
thi c6 dau hi¢u ltra dao.
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3.2 Tan cong Password

Bi hack mat khiu phai lam sa0?
» Ngay lap tirc khoa dich vu dang st dung:

» Lién h¢ truc tlep vo1 cac nha cung cap dich vy (ngan hang, facebook,
gmail...) de ' yéu cau tam ngung dich vy cho tai khoan cua ban.

b Ngat két noi vai cac dich vu khac (neu c0):

» Néu ban bi mat tai khoan Gmaﬂ can ngat két n6i vai taj khoan facebook, tai
khoan ngan hang bang cach thong bao cho nhan vién ho tro.

» Xac nhan danh tinh dé lay lai mat khau:

» Ban chi cin chon “Forget Password” hoao ‘Quén mat khau” roi tién hanh
nhap thong tin can thiét dé lay lai mat khau. Mdi dich vu khac nhau yeu cau
xac minh thong tin khac nhau thong thuong chinh 1a thong tin ban st dung dé
dang ky tai khoan
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3.3 Tan cong bang Backdoor

» Backdoor (cwra hﬁu)

» Backdoor trong phan mém hay hé
thong may tinh thuong 1a mot cong
khong dugc thong bao rong rai.

» Cho phép nguoi quan tri xam nhap
h¢ thong dé tim nguyén nhan gay
ISiohOEIC bao dudng (do nha phat
trién tao ra).

» Hacker va gian diép dung backdoor
dé truy cap bat hop phap vao hé

thong (cai dit thong qua mot s6 ma
doc).
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3.3 Tan cong bang Backdoor

» Cach phat hién tan cong Backdoor
» Rat kho phat hién, tuy thudc vao hé hiéu hanh
» Dung phan mém antimalware quét va kiém tra backdoor
» Mot s6 truong hop khac doi hoi phai Su dgng cac cong cu chuyén dupg,
hoac cac cong cu giam sat giao thirc dé€ ki€m tra go1 mang moi co6 thé
phat hién dugc backdoor.
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3.3 Tan cong bang Backdoor

» Cach phong chong
» Tuan thu dung cac phuong phap bao mat
» Chi cai dit cdc phan mém tin cdy va dam bao da bét tuong lura (firewall)
trén thiét bi (ﬁrewall c6 thé ngan chan céc cudc tan cong backdoor, han
ché luu luong truyén qua cac cong mo)

» Theo doi1 luu lwong mang dé phat hién va kiém tra xem c6 sy hién dién
cua backdoor hay khong
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3.4 Tan cong tu choi dich vu

» Denial-of-service (DoS)
» La hinh thtrc tan cong kha pho bién hién nay, né khién cho may tinh muc
tiéu khong thé xir 1y kip céc tac vu va dan dén qua tai.
» Cac cudc tan cong DOS nay thudng nham vao cac may chu ao (VPS)
hay Web Server ctuia cac doanh nghi¢p 16n nhu ngan hang, chinh phu hay
la cac trang thuong mai dién tur. ..
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3.4 Tan cong tu choi dich vu

» Denial-of-service (DoS)

Attacker

Bombs victim with
HTTP requests

Legitimate
requests can't

__— getthrough
and fail

—X

Webserver

User

» Tan cong DOS thuong chi dugc tan cong tu mot dia diém duy nhat, tirc 1a né
s& xuat phat tai mot diém va chi c6 mot dai IP thdi. Ban c6 the phat hi¢én va
ngan chan duoc.
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3.4 Tan cong tu choi dich vu
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3.4 Tan cong tu choi dich vu

» Distributed Denial Of Service (DDoS)

» La mot dang tan cong nham gy can kién tai nguyén hé thong may chu va lam
ngap luu luong bang thong Internet, khién truy cap tir nguoi dung tdi may chu
bi ngat quang, truy cap chip chon, thim chi khong thé truy cap duoc Internet,
lam té liét hé théng hoac tham chi la ca mot hé théng mang nd1 bo.

» Tan cong DDOS manh hon DOS rat nhiéu, diém manh cua hinh thrc nay do
1a n6 dugc phan tan tir nhiéu dai IP khac nhau, chinh vi thé nguoi bi tan cong
sé& rat kho phat hién dé ngan chan duogc.

» Hacker khong chi sir dung may tinh cua ho dé thuc hién mot cudc tan cong
vao mot trang web hay mot hé thong mang nao do, ma ho con lgi ding hang
triéu may tinh khac dé thuc hién viéc nay.
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3.5 Mail Bombs

» La mét dang cua DoS

» M6t s6 lwong 1én email dwoc givi dén mot tai
khoan v&i muc dich chinh la ha guc tai
khoan email muc tiéu (gian doan trong qua
trinh nhan/chuyén va xt ly cac thu hop

phap)
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3.5 Tan cong Mail Bombs

» Tan cong Mailbomb thuong tan cong cac may chi email.

» Trong kiéu tan cong nay thay vi cac goi, cac email qua 16n hoic
email rac dugc loc (ngan chan) thi lai lién tuc dugc gin dén mot
may chu email muc ticu.

» Diéu nay thuong 1am sip may chu email do tai dot ngdt va khién
chiing vo dung cho dén khi duoc sira chita.
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3.6 Tan cong Man-in-the-middle

Tén cong xen giira (Man-in-the-middle)

» La mot kiéu tan cong mang, trong d6 ké tan cong chin duong
lién lac gitra 2 bén

» Muc tiéu la bat ky loai g1ao0 tiép truc tuyén nao, nhu trao doi
email, phuong tién truyén théng mang xa ho1 hoac tham chi cac
trang web tai chinh, cac két noi lién ‘quan dén khoa cong khai
hoac khoa rleng va cac trang web y€u cau dang nhap.

» Tin tic c6 thé xem dit lidu riéng tu ctia ban (cac cudc hoi thoat,
thong tin dang nhap hoac thong tin tai chinh). Ho cling co6 thé
gir1 va nhan dir liéu ma ban khong biét.
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3.6 Tan cong Man-in-the-middle

Cac loai tin cong Man-in-the-middle
» Email Hijacking (Panh cap email)

» Chiém quyén diéu khién email ctia cac tO chitc ngan hang hoic tai chinh.
Ho c6 quyén truy cép vao tai khoan ca nhan ctia nhan vién va khach
hang va theo doi cac giao dich. Khi ¢ co hoi1, ho stir dung dia chi email
ctia ngan hang dé gtri hudng dan riéng cho khach hang. Bang cach lam
theo cac hudng dan nay, khach hang vo tinh giri tién cua ho cho nhitng
ké tan cong thay vi ngan hang ctia ho.
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3.6 Tan cong Man-in-the-middle

Cac loai tin cong Man-in-the-middle
» Wi-Fi Eavesdropping (Nghe lén Wifi )

» K& tan cong thiét 1ap mét dia chi Wi-Fi c6 tén ¢6 vé hop phap. Sau do,
ho cho nguoi dung (ban) két ndi voi mang Wi-Fi. Khi ban két noi véi
Wi-Fi, tin tic c6 thé truy cap thiét bi cta ban, theo ddi hoat dong cua ban
va chan dit 11éu cd nhan cua ban. Sau d6 dung cac thong tin do thuc hién
mot tan cong khac.
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3.6 Tan cong Man-in-the-middle

Cac loai tin cong Man-in-the-middle
» Session Hijacking (chiém phién lam viéc)
> Mgf)t phién la khqémg thoi gian ban da dang nhap va lam viéc trong h¢
thong (cac hé thong ngan hang, tai chinh)
» Muc tiéu lay thong tin ddng nhép, thong tin c4 nhan, theo ddi phién lam
Vi’éC thong qua cac cookie cua ban tham chi thay mat ban thuc hién mot
sO giao dich.
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3.6 Tan cong Man-in-the-middle

Cac loai tin cong Man-in-the-middle
» IP Spoofing/DNS Spoofing/HTTPS Spoofing
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3.6 Tan cong Man-in-the-middle

Bio vé khéi tan cong MITM

» Str dung két n6i HTTPS

» St dung HSTS (HTTP Strict Transport Security)

» Luon ludn cap nhat hé théng va chuong trinh cua ban
» Can than véi mang Wi-Fi

» Sir dung mang riéng ao (VPN)
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3.7 Tan cong Sniffing

» Sniffing la mot chuong trinh lang nghe trén hé t,héng’ mang dé
truy€n dir liu. Sniffing cho phep cac ca nhan nam bat dir ligu
khi no truyén qua mang.

» Ky thuat nay dugc su dung bo1 cac chuyen gla mang de chuan
doan cac su c6 mang va bai nhitng users co y dinh xau dé thu
thap dir li¢u khong dugc ma hoa, nhu password va username.
Néu thong tin nay duoc ghi lai trong qua trinh nguo1 dung co thé
truy cap vao hé thong hodc mang.

» Khéi dau Sniffer 1a tén mot san pham cta Network Associates
coO tén la Sniffier Analyzer.
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3.7 Tan cong Sniffing

» D61 twong Sniffing 1a:
» Password (tir Email, Web, SMB, FTP, SQL hoac Telnet)
» Cac thong tin vé thé tin dung
» Van ban cua Email
» Cac tap tin dang di dong trén mang (tap tin Email, FTP hoac SMB)
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3.7 Tan cong Sniffing

» Sniffing thuong dugc st dung vao 2 muc dich khac bi¢t nhau.

» Tich cuc:
Chuyén d6i dit liéu trén duong truyén dé quan tri vién c6 thé doc va hiéu y nghia cua
nhirng dit licu do.
Bang cach nhin vao luu luong ctia hé thong cho phép quan tri vién co thé phan tich 10i
dang mac phai trén hé thong luu lugng cua mang.
Mot s6 Sniffing tan tién c6 thém tinh nang tu dong phat hién va canh bao cac cudc tan
g@ng. da)ng duogc thuc hién vao h¢ thong mang ma n6 dang hoat dong. (Intrusion Detecte

ervice

Ghi lai thong tin vé cac goi dit liéu, cac phién truyén Giup cac quan tri vién c6 thé xem
lai thong tin vé€ cac goi dir li€u, cac phién truyén sau su co...Phuc vu cho cong viéc phan
tich, khac phuc cac sy ¢ trén he thong mang.

» Tiéu cuc:
Nghe 1én thong tin trén mang dé€ 1ay cac thong tin quan trong.
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Tan céng Social Engineering

Tan cdng Social Engineering
» la ky thuat tac dong dén con ngudi,
nham muc dich lay dwoc thdng tin

hoac dat dwgc mot muc dich mong
muon.

» Dya vao diém yéu tam ly, nhan thire
sai lam clia con ngum vé viéc bao
mat thong tin, sty dung sw anh
hwo’ng va thuyet phuc dé danh Itva
nguoi dung nham khai thac cac
théng tin ¢é loi cho cudc tan cong,
hodc thuyét phuc nan nhan thuc
hién mo6t hanh déng nao do.
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Tan cong Social Engineering

Cac hinh thitc tan cong Social Engineering pho bién
» Phishing

» Watering Hole

» Pretexting

» Baiting va Quid Pro Quo
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Tan céng Social Engineering

Phishing

» Ghép twr “Fishing” va Phony” (“cau
ca” va “Itra dao”)

» La mdt hinh thire Iva dao bang cach
gia mao cac td chire ¢é uy tin nhw
ngan hang, trang web giao dich tryc
tuyén, cac cong ty thé tin dung dé
Ilra nguwdi dung chia sé théng tin tai
chinh bi mat nhw: tén dang nhap,
mat khau giao dich va nhirng théng
tin nhay cam khac.

> 45 An toan thong tin



Tan cong Social Engineering

Cac kiéu tan cong Phishing
> Spear phishing
» Tan cong ca nhan hodc t6 chitc cu the v6i ndi dung duoc thiét ké riéng cho
nan nhan. Hacker phai thu thap va d01 chleu cac thong tin ciia nan nhan (tén,
chirc danh, email, tén dong nghiép, m01 quan h¢,...) dé tao ra mot email lira

dao dang tin cdy, y€u cau ban cung cap thong tin cua minh. Ban tuong email
d6 1a email tir mot nguoi hodc bat ky to chitc nao ma ban biét.

» Vi dy, something.com c6 thé c6 tén mién phu tén 1a paypal.something.com.
K¢ tan cong tao mot ID email 1a support@paypal.something.com. Email c6 ve
kha gidong v6i1 ID email 1ién quan dén PayPal.

» La moi de doa nghiém trong d6i véi doanh nghiép, chinh phu va gy thiét hai
16n
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Tan cong Social Engineering

Cac ki€u tan cong Phishing
» Spear phishing
» Cac bién phap bao v¢ kho1 Spear Phishing

Néu ban nhan dugc bat ky email nao, dudi bat ky hinh thirc ndo, yéu cau ban cung cap
thong tin chi tiét, thr ma ban khong cam thay thoai mai khi chia sé, hiy coi d6 1a mot hinh
thirc spear phishing va truc tiép loai bé nd. Bo qua cac email, tin nhan d6 va két thuc céc
cudc goi nhu vay.
Chi chia sé nhiing gi can thiét trén cic trang mang xa hoi
Nén c6 mot phﬁn mém bao mat tét dé loc cic email ciia minh. Ban c6 thé thém churng chi
email va ma hoa cho cac img dung email ma ban st dung dé ban duoc bao vé tot hon.
Nhiéu cudc tan cong spear phishing c6 thé bi phat hién bang cac chuong trinh hodc chimg
chi bao mat dugc tich hgp hay cai dat cho ing dung email.
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Tan cong Social Engineering

Cac kiéu tan cong Phishing
» Clone phishing
» Hacker sao chép cac email hop phap, nhung thay thé duong dan hoic
trong email. Khi nguoi dung nhap vao lién két hoic mé tép dinh kém, tai
khoan cua ho s& bi hacker kiém soat. Sau d6, hacker sé g1a mao danh
tinh ctia nan nhan dé thyc hién phishing trong chinh t6 chirc ctia nan
nhan
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Tan cong Social Engineering

Cac kiéu tan cong Phishing
» Phone phishing

» “vice phishing” hoac “vishing”

» Cac phishe;r s€ tu xung la dai dién c’ﬁa ngan hang, s& canh sét,‘hoéfic tham
chi s& t,hué vu tai dia phuong ban song. Ho sé€ de d(,)avvé yeéu cau ban ‘
cung cap théng tin ta1 khoan hodc nop phat qua chuyén khoan hoac bang
the tra trudce dé tranh b1 theo doi1
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Tan cong Social Engineering

Cac kiéu tan cong Phishing
» Lira ddo qua mang xa hoi:
» Hacker thuc hién bang cach giri duong dan qua tin nhan, trang thai
Facebook hodc cac mang xa ho1 khac. Cac tin nhan nay co thé 1a thong
bao trung thu’Gng cac hién vat co gia tri nhu xe SH, xe 6t0, dién thoai

iPhone,... va huéng dan ngudi dung truy cip vao mot du’ong dan dé
hoan tat viéc nhan thuong.

> Ngoal viéc ltra nan nhan ndp 1¢ phi nhan thuong, tin tac co thé chiém
quyén diéu khién tai khoan, khai thac thong tin danh sach ban be st
dung cho cac muc dich xau nhu lira muon tién, mua thé cao dién
thoai,...
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Tan cong Social Engineering

Cach phong tranh tan cong Phishing

» Khong m¢ email tr nguoi la

» KHong nhap vao céc lién két dang ngo trong email

» Néu nghi ngd mot trang web trong c6 vé khong hop phap, ban hiy nhap
dia chi trang web hop phap trén trinh duyét web theo cach thu cong

» Kiém tra xem cac website c6 dung cc giao thirc hd tro bao mat khong

» Néu nghi n?g(‘)’ pl@t email khong h()’p’ phép, hiy lay cac thong tin trong
email do dé kiém tra xem c6 cudc tan cong Itra dao nao thuc hi¢én bang
phuong phap tuong tu khong

» St dung phan mém bao mat chong phan mém ddc hai dang tin ciy
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Tan cong Social Engineering

Watering Hole

» Hacker tan cong c6 chu dich vao cac TC/DN thong qua viéc lLira
cac thanh vién truy cap vao cac trang web chira ma doc.

» Tin tic thuong nham dén cac trang web c6 nhiéu ngudi truy cap,
web “den” hoic tao ra cac trang web riéng dé lira ngudi dung,
trong d6 co ¥ chén vao website cac ma khai thac lién quan dén
cac 16 hong trinh duyét.

» Néu truy cap vao website, cac ma doc nay s€ dugc thuc thi va
lay nhiém vao mady tinh cta ngudi dung.
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Tan cong Social Engineering

Kich ban ciia tan cong Watering Hole

» Budc 1: Thu thap thong tin vé TC/DN muc ti€u, gom danh sach cac website ma
cac nhan vién hay lanh dao cia to chirc thu:()’ng xuyen truy cap. Sau do, tin tac
bat dau tim kiém cac trang web ma chung dé c6 thé xAm nhap, két hop v6i k¥
thuat tan cong local attack dé nang cao kha nang tan cong.

» Bude 2: Sau khi da chiém duoc quyen diéu khién ctia mot website ma cac nhan
vién cua to chuc thuong xuyén truy cap, tin tic s& thuc hién chén cac mi khai
thac cac 16 hong thong qua trinh duyét, tng dung flash hay java

» Bugc 3: Sau khi nguoi dung truy cé@p vao cac trang web dgc hai, ngay lép turc
ma doc s& duoc thuc thi. Khi do, tin tic s& chiém quyén diéu khién va cai dat
cac chuong trinh doc hai cho phep diéu khién tir xa {én may tinh nan nhan, Tur
d6, khai thac cac thong tin tir nguoi dung hodc st dung chinh may do6 dé tan
cong cac may tinh khac.
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Tan cong Social Engineering

Pretexting

» Hacker tap trung vao viéc tao ra mot ly do hop 1y, hoac mdt kich ban da
duogc tinh toan tur tI'lIGC dé an cap thong tin ca nhan cua nan nhan.

» Hacker co thé s& co thao tang cac muc tiéu dé khai thac cac diém yéu veé
cau triic ctia mot to chirc hodc cong ty. Vi du, mot tin tic mao danh mot
kiém toan vién cua dich vu CNTT bén ngoal cong ty vo1 nhirng 1y 1€ hop
ly, du suc thuyet phuc nhan vién an ninh v€ mat vat Iy, cho phép tin tac
vao co sO lam vi€éc cua cong ty do.

> Khéng giéng nhu cac email Itra dao von loi dung su s¢ hii va khan cép
cua nan nhan, cac cudc tan cong Pretexting dua vao viéc xay dung cam
giac tin cdy cho dbi twong can khai thac.
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Tan cong Social Engineering

Baiting va Quid Pro Quo
» Loi dung sur t0 mo cua con nguoi hoac hira hen vé mot mat hang hay
mot san pham hap dan nao d6 dé danh lira nan nhan. Vi du dién hinh 1a

mot kich ban tan cong ma tin tac sir dung mot t€p doc hai dugc gia mao
thanh ban cap nhat phan mém hoic phan mém pho bién nao do.

» Hacker ciing c6 thé tan cong Baiting vé mit vt ly, vi du nhu phat mién
phi thé USB bi nhiém doc trong khu vue lan can cua to chirc muc tiéu va
doi nhan vién nodi bd 14y nhiém phan mém ddc hai vao may tinh cua
cong ty Sau khi dugc thuc thi trén cac may tinh, cac phan mém doc hai
duoc cai dat trén cac USB nay s€ giup tin tac chiém duoc toan quyén
diéu khién, qua d6 phuc vu cho muc dich tan cong tiép theo.
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Tan cong Social Engineering
Baiting va Quid Pro Quo

» Quid Pro Quo hay Something For Something la bién thé ctia Baiting.

» Thay vi du dua ra 101 hira vé mot san pham hacker htra hen mot dich vy hoac
mot 10’1 ich dya trén viéc thuc hién mot hanh dong cu thé nao d6 qua mot mot
dich vu hoic loi ich duoc tin tic Xay du’ng dé trao doi thong tin hodc quyén
truy cap.

» Hacker mao danh nhan vién CNTT ctia mot t6 chirc 16n. Hacker d6 c6 gang
lién lac qua dién thoai v6i nhan vién cua to chice dinh tan cong, sau 4o cung
cap va hu¢ng dan cho ho mot s6 thong tin lién quan dén viée nang cap hoac
ca1 dit phan mém. Dé tao diéu kién cho viéc thuc hién cac hanh vi doc hai,
cac hacker s& yéu cau nan nhan tam thoi vo hiéu hoa phan meém antivirus cai
trong may, nho d6 irng dung ddc hai duoc thuc thi ma khong gap phai bat clr

tré ngai nao.
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Tan cong Social Engineering

Bién phap phong chong Social Engineering- Déi voi ca nhan
> Can than va khong nén tra 101 bat ky thu rac nao yéu cau xac nhan, cap nhat
bat ky thong tin nao vé tai khoan ctia ca nhan, TC/DN.

» Khong kich chudt vao bat ky lién két di kém véi thu rac néu khong chic chan
veé no.

» Canh giac v cac thong tin khuyen mai, trung thudéng nhan dugc trén MXH;
Khong nhap chuot vao cac duong dan cia cac trang web la; Khong cung cap
thong tin ca nhan, dac biét 1a ta1 khoan ngan hang; St dung mat khau phu:c tap
d6i véi céc tai khoan MXH va thuong xuyén thay d6i cac mat khau nay.

» Canh giac khi thuc hién truy cap vao cac trang web, dac biét la cac trang web
khong pho bién vi chung rat c6 thé ton tai 16 hong ma tin tic dang nham vao

dé khai thac.
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Tan cong Social Engineering

Bién phap phong chong Social Engineering - Péi voi TC/DN
» Phan chia ta1 khoan, quyén han va trach nhiém ro rang ddi véi cac tai khoan
MXH, website, h¢ thong.
» Tranh s dung mot mat khau cho nhiéu tai khoan khac nhau nham tranh nguy
co 10 lot thong tin.

» Han ché dang nhiing thong tin ca nhan, thong tin cong ty, doanh nghiép lén
mang x3 hoi dé tranh ke xau mao danh.

» Nang cao kién thirc vé tan cong va cach phong tranh Social Engineering, k¥
nang ATTT cho can bg, nhan vién; Thuc hién cac budi tép huan vo1 cac tinh
huong gia mao, qua do nang cao nhan thirc, v thirc canh giac va kinh nghiém
d6i pho voi nhu:ng tinh hudng twong tu.

» Thuong xuyén cap nhat ban va cho phan mém, hé diéu hanh.
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