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1. Chinh sach an toan thong tin (ISP) la gi

Information Security Policy (ISP)

ISP 1a m{t tip cac quy tic, hwéng din ma to chire dwa ra nham dam
bao tinh an toan h¢ thong thong tin va mién nhiém chong lai tan cong
nguy hiém.
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1. Chinh sach an toan thong tin (ISP) la gi

» ISP cung cap mot méi trwong dé quan Iy théng tin mét cdach an toan
trong toan to chirc.

»ISP duoc viét cho tit cd cdc cdp nhdn vién khdc nhau.

»ISP gém cdc quy tic chung vé tit cd cdc chii dé cé lién quan dén an
ninh théng tin va sir dung mdy tinh hodc cdc quy tic riéng biét vé cic
chii dé khdc nhau

»Vi du: quy tic dung e-mail, quyén han truy xuat dit liéu, quy trinh backup
dit lidu,....
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1. Chinh sach an toan thong tin (ISP) la gi
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2. Muc dich cua ISP

Cac t6 chtrc dua ra cac ISP bai nhiéu Iy do khac nhau:

»Thiét 1ap mot cach tiép can chung d6i véi an ninh thong tin.

»Phat hi€n va ngan chan su thoa hi€p cua an ninh thong tin nhu
lam dung dit licu, mang, hé thong may tinh va cac irng dung.

»Dé bao vé danh tiéng cua cong ty d6i vai trach nhiém dao dtc va
phap Iy cua cong ty.

»Thuc hién cac quyén cua khach hang, Cung cap co ché hiéu qua
dé dap ung cac khiéu nai va thic mac lién quan dén su khong

tuan tha chinh sach thuc té hodc khong nhan thire dugc 1a mot
cach dé dat duoc muc tiéu nay.
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3. Tam quan trong ctia ISP

»Giam thleu nguy co 1o ri dit liéu hodc mat mat
»Bao vé to churc khoi nhirng ngwo1 dung noi bg va bén ngoai "doc har*

»Thiét 1ap cac hudng dan, thuc tién tot nhat vé sir dung va dam bao
tuan thu dung

»Thong bao nd1 bo va bén ngoai thong tin do la tai san, tai san rieng
ctia to chire, va duogc bao vé khoi bi truy cap trai phep, stra doi, tiét 16
va huy hoal

»Pay manh lap truong chil ddng cho to chirc khi ¢ van dé phap 1y
phat smh

»Cung cap hudng nang cap cac tiéu chuan an ninh trong va ngoai to
chirc
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4. Poi tuong ap dung ISP

»Ngudi quan 1y — tat ca cac cap do
»Nhan vién k¥ thuat — nguo1 quan tr1 hé théng, .

»Ngudi dung cudi — tat ca cac nguoi dung dich vu ctia hé théng
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5. C4c budc trién khai ISP

10. Modify Policy

9. Evaluate Effectiveness

8. Momitor for Comphance

7. Awareness & Trammng

6. Implement Policies and Standards

5. Develop Information Secunity Policies

1. Develop the Information Secunity Plan

3. Create a Policy Review Panel

2. Perform Risk Asscssment

1. Collect Background Information
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6. NO1 dung cua mot ta1 licu ISP

» G101 thi€u

»Muc dich

»Pham vi

» Chinh sach

»Vai tro va trach nhiém
»Vi pham va xu 1y

»Lich stra d6i va cap nhat
» Thong tin li€n hé

»Pinh nghia/thuat ngir
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6. NO1 dung cua mot ta1 licu ISP

Vi du vé chinh sach an toan thong tin
»https://www.sans.org/security-resources/policies/
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7. Vi du vé chinh sach an toan thong tin

Network Security Policy
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7. Vi du vé chinh sach an toan thong tin

Mobile Device Acceptable
Use Policy
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7. Vi du vé chinh sach an toan thong tin
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7. Vi du vé chinh sach an toan thong tin

Wireless Security Access Policy
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7. Vi du vé chinh sach an toan thong tin

A

IT Computer Equipment
Security Policy
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7. Vi du vé chinh sach an toan thong tin

Software Installation Policy
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4. Vi du vé chinh sach an toan thong tin

Responsible Use of Information
and Technology Resources
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7. Vi du vé chinh sach an toan thong tin

Sample Internet Usage Policy
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