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1. Khai niém co ban

2. Ky thuat ma hdéa doi xirng

3. Ky thuat ma hoa bat doi xirng



1. Kha1 niém co ban vé ma hoa

Mat ma hoc * La nganh khoa hoc nghién clru cac phuong
phap toan hoc dé ma hoa gitr bao méat thdng

(Cl'YI.OtOQI'aP.hY): tin. Bao gdm ma héa va giai ma.

M3 hda « La qua trinh chuyen ban rd thanh ma hda. N6
- ] giup chung ta che glau bao mat thong tin
(Encryption): trong khi Iteu trie cling nhw truyén thong tin di.
Giai ma « Giai ma (decryption) la qua trinh dwa ban méa
(Decryption) vé lai ban ré ban dau
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1. Kha1 niém co ban vé ma hoa

Ban ro (Plaintext):

« La van ban ban dau duoc goi 1a ban tin gbc. & dang rd, cé nghia cé thé doc hiéu va can
bao vé.

Ban ma (Ciphertext):

« La van ban sau khi ma hoa, & dang me, nghia la khéng thé doc hiéu dwoc.

Khéa (Key):

* Buwoc st dung trong qua trinh ma hoéa va giai ma

Hé théng ma héa (cryptosystem)

» Cryptosystem = encryption + decryption algorithms
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1. Kha1 niém co ban vé ma hoa

Chtrc nang co ban cua hé ma hoéa

 Tinh bi mat: n6 dam bao tinh bi mat cua dir li€u ma minh gui
di va chi nhwng ngudi lién quan maéi biét dwoce ndi dung.

* Tinh toan ven: dam bao di¥ liéu khdong thé bi mat mat hoac
chinh stra trong qua trinh gt¥i va nhan ma khéng bi phat hién.

« Tinh xac thwe: ddm bao danh tinh cua thuwc thé dwoc xac
minh.

» Tinh khéng thé chdi tir: ddm bao nguoi givi khéng thé chdi
cai v&i théng tin minh gui di
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1. Khai niém co ban vé ma hoa

Hé thong mi héa

Keye

Plaintext 2 = Ciphertext

Hello, A% SCROD
——>| Enecryption |[—>

This content is EFRE AT ML v 3T

confidential .CZE 1‘&' "" “@ @)«z

...................... Cryptosystem

7 <——1| Deeryption £ —
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1. Kha1 niém co ban vé ma hoa

Hé thong ma héa

- Hé thong ma héa doi xirng (Symmetric Cryptosystem)
« S&r dung mét khéa bi mat chia sé (sharedsecret-key) cho
ca hai qua trinh ma hda va giai ma.
- Hé thong ma héa bat doi xirng (Asymmetric
Cryptosystem)

« Sr dung mot khoa cong khai (public key) va mot khoa
riéng phan (prlvate key) cho qua trinh ma hoa va giai ma.

» Hé thong ma hoa bat doi xirng con goi hé thdng ma hoa
khéa cong khai (public-key cryptosystem)
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1. Khai niém co ban vé ma hoa

Hé thong mi héa

= Ma hoéa do1 ximg: K=K,
= Ma hoa bat do1 xirng: Ki K,
Ke
. [ .
Plaintext {,I. Ciphertext
Hello, L rEO@
f:', Encrypti I:: D
This comtent is > e el FF AN E e 3
confdential
Cryptosystem
< Decryption |
X il
\_-/ -
— KD —
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1. Khai niém co ban vé ma hoa
KV thuit co ban dé chuyén ban ré thanh ban ma

(2) Phép thé (substitution): dung ting ky tu (hay tirng nhom ky tu)
trong ban rd dugc thay thé bang mot ky tu (hay mot nhom ky tu) khac
dé tao ra ban ma. Bén nhén chi can dao nguoc trinh ty thay thé trén
ban ma dé cé duoc ban rd ban dau.

(b) Hoan vi (transposition): Cac ky tu trong ban ro dugc gitr nguyeén,
chiing chi duoc sap xép lai vi tri dé tao ra ban ma. Yéu cau co ban 1a
khong c6 thong tin ndo bi mat (c6 nghia 1a tat ca cac thao thac co thé
dao nguoc).
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2. K§ thuat ma hoa do6i xtng

» M3 hoa d6i xtng st dung mot khoa bi mat chia sé (sharedsecret-
key) cho ca hai qua trinh ma hoa va giai ma.
» Con goi ma hoa mot khoa hoac ma hoa khoa bi mat

Khéa ma hoéa va
@ giai ma giéng nhau @
Ow m O

'—) M3 hoa Gié_i_mé —“

Nguwoi NgLrvi
guri l C c T nhan

O Kénh truyén
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2. K§ thuat ma hoa do6i xtng

Hé mi héa gom

» Ban r0 (M): ban tin dugc sinh ra bo1 bén g

» Ban ma (C): ban tin che_ gidu thong tin ctia ban 13, dugc gl tdi bén
nhan qua mot kénh truyén thong thudng (khong bao mat)

» Khoa (Ks): no la gia tri ngau nhién va bi mat duoc chia sé gitra cac
bén trao do1 thong tin va dugc tao ra tu:
» Bén thr 3 dugc tin cay tao Vélq phan phoi t61 bén guri va bén nhan
» Hodc, bén guri tao ra va chuyén cho bén nhan

» M2 hoa (encrypt-E): C = E(Kg, M)

» Giat ma (decrypt): M = D(Kg, C) = D(Kq, E(Kg, M))
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2. K§ thuat ma hoa do6i xtng

Co ché hoat dong

» Nguot gui (sender) va nguo1 nhan (recipient) chia s€ chung khoa
K, (chi c6 ngudi gli va ngudi nhan biét K)

» Nguoi giri sé dung thuét toan ma hoa dé ma hoa thong diép M
thanh ban ma C va g1 C cho ngud1 nhan, nguo1 nhan nhan dugce
C sé& dung thuit toan giai ma dé giai ma C thanh M thi méi ¢6
thé doc duoc

» Chi ai c6 khoa K, thi méi thé giai C thanh M
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2. K§ thuat ma hoa do6i xtng

Pic dibm S S

» Khoa K dung dé ma hoa va gidi ma = néu bi 16 hodc bi danh cap
bo1 nguoi thir 3 thi thong diép M sé bi 10 thong tin, khong con bao
mat.

» Can kénh truyén bao mat dé chia sé khoa bi mat giita cac bén = ton
chi phi

» Bé dam bao lién lac an toan cho tat ca moi nguoi trong mot nhoém
gom n nguodi = can tong so luong 16n khoa [a n(n-1)/2, van dé quan
ly va phan phoi khoa 9 9

» M3 d6i xtng dung dé bao mat dit liéu nhung khong thé dung dé xéac
thuc hay chong thoai thac.
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2. K§ thuat ma hoa do6i xtng

Cac k¥ thuat ma héa déi xirng thong dung:
» Ma ¢6 dién

» DES

» Triple DES

» AES
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2. K§ thuat ma hoa do6i ximng — ma DES

» Data Encryption Standard (DES)

» Phat hanh 1977, chuan héa 1979

» Mdi thong diép duge chia thanh nhitng khéi (block) 64 bits
» Kich thudc khoa la 56 bit

» 1998, t6 chirc Electronic Frontier Foundation (EFF) xay dung dugc mot thiét bi pha
mi DES gom nhiéu may tinh chay song song, tri gia khoang 250.000$. Thoi gian thir
khoa la 3 ngay.

» Hién nay ma DES van con duoc st dung trong thuong mai, tuy nhién ngudi ta da bit
dau ap dung nhirng phuong phap ma hoa khac co chiéu dai khoa 16n hon (128 bit hay
256 bit) nhu TripleDES hoac AES.
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2. K§ thuat mi hoa do6i xtmg — Triple DES

» 1999, Triple DES duoc khuyén khich sir dung thay cho DES

» Triple DES: thuc hién giai thuat DES ba lan.

»Ma hoa: C=E(E(E(M, K,).K,),K};)

» Chiéu dé‘li‘ khoa la 168 bit s¢ ,gﬁy phtic tap hon nhiéu cho viéc
pha ma bang phuong phap tan cong gap-nhau-o-gitra.

» Trong thuc té ngudi ta chi d1‘11‘1g Triple DES va1 hai khoa K1, K2
ma van dam bao do an toan can thiét.

C:E(E(E(Pa K1)9K2)9K1)
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2. K§ thuat ma hoa d6i ximg — ma AES

» Advanced Encryption Standard (AES)

» Thap ni€n 90, nguy co cua ma hoa DES la kich thuoc khoa
ngan, c¢6 thé bi pha ma trong twong lai gan, Cuc tiéu chuan quoc
gia Hoa Ky da kéu goi xay dung mot phuong phap ma hoa mou.
Cu6i cting mot thuat toan c6 tén 1a Rijndael (ctia Daemen va
Rijmen) dugc chon va doi tén thanh Andvanced Encryption
Standard hay AES.

» Khoa c6 kich thudc 256 bit 1a “an toan méi mdi” bat ké nhiing
tién b trong nganh k¥ thuat may tinh.
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3. K¥ thuat ma hoa bat d6i xting

Céac van dé gip phai cua k¥ thuat ma hoa dbi xtmg?
» Quan 1y va phan phoi khoa phtc tap

» Moi ciip ngudi dung phai co khoa riéng

» N nguoi dung can N * (N-1)/2 khoa

- Viéc quan 1y khoa trd nén phire tap khi s6 lugng nguoi dung ting

» Khong phu hop cho chit ky s6 do khong dat duoc

» Tinh xac thuc

» Tinh chong khoai thac
> ma hoa bat d6i xtig ra doi khac phuc 2 van dé nay ctia d6i
xurng
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3. K¥ thuat ma hoa bat d6i xtng

» Moi nguoi dung c6 1 khoa riéng phan (Private key) va 1 khoa
cong khai (Public Key)
» Khoa riéng phan bi mat
» Khoa cong khai co thé chia sé
» Quan 1y khoa
» N nguoi dung can N khoa cong khai dugc xac thuc
» Ha tang khoa cong khai PKI
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3. K§¥ thuat ma hoa bat doi xtng

» Ma hoa dung khoa cong khai KU
» C = E(M, KU)

» G1a1 ma dung khoa riéng KR
» M = D(C, KR)

Khoéa ma hoéa va

QM MQ

.—-) M héa Giai ma —‘

Nguw&i \ Ngueori
b c c nhan (B)

0 Kénh ltruyén )
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3. K§¥ thuat ma hoa bat doi xtng

» M2 hoa dung khoa khoa riéng KR
» C = E(M, KR)

» G1a1 ma dung cong khai KU
»M = D(C, KU)

Khoéa ma hoa va

giai ma khac nhau
{
Ow m O

‘—) Ma héa Giai ma —‘
|

nhén (B)
| Kénh truyén ]
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Ma hoa do1 xirng vs. bat do1 xung
Khoa bi mat Khoa cong khai
SO khoda 1 2
Bdo vé khda Khoa dugc gilr bi |1 khoa bi mat
mat 1 khoa cong khai
Ung dung Bi mat va toan ven Trao d6i khéa
dir lieu Xac thuc
Toc do Nhanh Cham
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3. K¥ thuat ma hoa bat d6i xting

» Ly thuyét nén tang

» Do phtrc tap

» S6 hoc dong du (Modular Arithmetic)
» Cac hé Mat ma khoa cong khai

» RSA

» Puong cong €lip (Elliptic Curve)

» Diffie-Hellman

» ElGamal

» DSS
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3. K¥ thuat ma hoa bat d6i xting

» Ung dung ma hoa cong khai
» C6 thé phan thanh 3 loai:

» Ma hoa/giai ma (Encryption/decryption): Sender ma hoa thong diep
bang khoa public key ctia ngudi nhan.

» Chit ky so (Digital signatures) — cung cap ching thuc (authentication):
Sender ma hoa thong diép bang khoa public key ctia ngudi nhan. Chir ky
duoc luu béng mot thuat todn ap dat vao message hoac gén vao mét khoi
nho dit 11éu ma 1a mot ham cua message

» Trao doi khéa (Key exchange): Hai bén hop tac dé trao do6i khéa phién
(session key)
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3. K¥ thuat ma hoa bat d6i xting

» MOt vai thuat toan thi phu hop cho tat ca cac rng dung, loai
khac thi chi danh riéng cho mot loal irng dung

Algorithm Encryplion/Deeryption — Digital Signature Key Exchange

R3A Vs Yoy Yes
Elliptic Curve Yes Yis Yes
Ihffie-Hellman No N Yes
DSS No Yoy No
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