MA HOA
(Cryptography)

Ma hoa doi xirng
SYMMETRIC CIPHERS
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6

Mot s ma d6i xtrng thong dung

INNOVATION - UNITY - HUMANITY

Nhdp mon an toan thong tin

www.iuh.edu.vn




Goithien

MAT THU 1: 45, 24,34 — 12, 11 -
13- 14, 35, 11, 34 — 31, 15, 45

1 2 3 4 5
1 A |B C D |E
2 |F |G [H T ] TINBAC
3 |K [L |[M [N [O DOAN KET
4 P Q |R |5 T
5 u (V [W [ X |Y
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G101 thiéu

MAT THU 2:

TI VE - TUAT THUONG — HO'| NHAT — SUU
HUONG — DAU YEU —DAN MAT — MEO TRO'I — T
SE - MUI NGU Ol — NGO THAY — THAN BAN

VE HWUONG MAT TROI BAN SE THAY

NGU Ol BAN YEU THUONG NHAT

=12 CON GIAP: TI. SUU, DAN, MEO,
THIN, NGO, M;I, THAN, DAU, TUAT. HOI
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Ma hoa la gi?

» M4 héa 1a mot phuong phap ho tro rat tot trong viée chong lai
nhitng truy cap bat hop phap tdi dir liéu duoc truyén di qua cac
kénh truyén thong

» M4 hoa s& khién cho ndi dung thong tin dugc truyén di dudi
dang mo va khong thé doc duge doi voi bat ky ai c6 tinh muon
lay thong tin d6
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Cac khai nieém co ban

» Ky thuat mat ma (cryptology) la nganh khoa hoc nghién ctru
2 linh vuc: ma hda (cryptography) va phan tich mat ma
(cryptanalysis codebreaking)

» Mat ma (Cryptography) la nganh khoa hoc nghién ctru cac
phuong phap va ky thuat dam bao an toan va bao mat dit li¢u
trong viéc truyén tin.

W. Stallings (2003), Cryptography and Network Security:
Principles and Practice, Third Edition, Prentice Hall
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Khai niém ma hoa
» Ung dung ctia mat ma:
» Trong cac co quan chinh phu: bao v¢ thong tin mat, cac thong
tin quan su, ngoai giao, ...
» Trong linh vuc kinh té&: bao mat thong tin tai khoan ngan
hang, giao dich thanh toan, thong tin khach hang, ...
» Trong y té: bao vé thong tin c4 nhan,
» Trong bao v¢& thong tin ca nhan: thong tin riéng tu, ta1 khoan
email, an toan trén mang xa hoi, ...
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Khai niém ma hoa

» Phan tich mat ma (cryptanalysis): nganh khoa hoc nghién
ctru cac phuong phap, k¥ thuat nham pha v& hé thong ma hoa.

» Trong su phat trién ctia mat ma thi linh vuc mat mi va phan tich
méat ma phat trién song hanh véi nhau, tuy nhién trong hoc tap,
nghién ctru thi linh vuc mat ma hoc dugc quan tam rong rai hon
do cac g dung thuc tién, hiéu qua ma n6 dem lai.
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Khai niém ma hoa

» Giao thirc mat ma (cryptographic protocol) 1a tap hop cac
quy tac, trinh tu thue hién so d6 ma hoa.

» Py an toan ciia hé ma héa: 13 kha ning chong lai viéc tham
ma, trong nhiéu truong hop duge tinh bang s6 phép toan can
thuc hién dé tham ma stir dung thuit toan toi wu nhat.

» Hé thong mat mi (cryptosystem) 1a hé thong dam bao an toan
dit 11€u st dung cong cu ma hoa. He théng mat ma bao gém: SO
d6, giao thirc mat ma, quy tac tao va phan phoi khoa. Khai niém
hé thong mat mi cé thé hiéu don gian hon 1a bao gom: thuat
toan (algorithm) va gia tri mat (key).
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So do ma hoa

Kénh khong an toan

, . (Insecure channel)
Dir li¢u goc

M3 hé 5 Gial ma o
(Plaintext, — > a hoa (Decrypt) —> Dit liéu goc

Cleartext) (Encrypt) Ban ma

(Ciphertext)

M4 hinh toan hoc tong quat:
Ma hoa: C=E(P)
Giai ma: P=D(C),
voi Plaintext (P), Encrypt (E), Ciphertext (C), Decrypt (D)
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Mo hinh don gian cua Mat Ma

Khoa mat chi biet boi Khoa mat chi biet boi
ngued #ui va nFuoi nhan nguoi Fui va nguoi nhan

Truyen van

han ma > @

¥ ¥
Van ba Van b
2:“ ¥:um Thuat toan ma hoa Thuat toan gial ma ;:“ :;" o
(T.D DES) (nguoc voi thuat toan
ma hoa)
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Mo hinh don gian cua Mat Ma

Noi dung goc : “Hello everybody”

Ma hoa do1 nd1 dung sang phai — Keycode =1
-2 “Ifmmp fwfsacpea”

Gial ma : do1 nd1 dung sang trai — Keycode =1
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Hé thong ma hoa

Hé thong ma héa (cryptosystem)
Cryptosystem = encryption + decryption algorithms
Khoa (key) dugc su dung trong qua trinh ma hoa va giai ma

= = Ciphertext

A% S§C=r O @
Encryption E:>

Plaintext

Hello, :

This content is F e s A2 I L o 3T
confidential O5 |2 1) S8 D D 3 A

Cryptosystem
Decryption <:[ """"

p?(j::l_
° 0 ﬁ—' 00 252
’\:.-:-} KeyD ——
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Phan loa1 ma hoa

Theo thoi gian c6 thé chia mat ma thanh:

» M4 hoa cb dién (classical cryptographic)

» Ma hoda hién dai (modern cryptography)

Ngoai ra, dua theo cach thirc xur Iy dir liéu dau (data input) vao

nguo1 ta phan chia thanh 2 loai:

» M héa khoi (block cipher): x Iy dit li¢u dau vao theo khoi
tai mot thoi di€m, cho két qua theo mot khoi dir 1i¢u ¢ dau ra.

» Ma h(')‘fl ludng (strealq cipher): xu 1}’1 tuan tu"céc phan tir lién
tuc o dau vao va cho két qua tung phan tir & dau ra tai mot thoi
diem.
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Phan loa1 ma hoa

» Ma héa co dién (classical cryptographic): day la k§ thuat
dugc hinh thanh tu xa xua, v tudng bén go1 st dung thuat toan
ma hdéa cO dién dua trén hai ky thuit co ban: thay thé
(substitution) va hoan vi (transposition), bén nhan dua vao thuat
toan ctia bén gdi dé giai ma ma khong can dung khoa.

» Do do, dd an toan cua ky thuat nay khong cao do chi dua vao su
che gidu thuit toan, hién nay ma hoa cb dién it duoc sir dung
trong thuc té.
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Phan loa1 ma hoa

» M4 hoéa hién dai (modern cryptography): ma hoa d6i xiing
(symmetric cipher, secret key cryptography — 1 khéa), bat doi
xtmg (asymmetric cipher, public key cryptography — 2 khoa),
ham bam (hash functions — khong c6 khoa).
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M3 hoa co dién (classical cryptographic)

» Mi hoa co dién dya trén k¥ thuat thay the (thay thé ki tu hodc céc ki
tu nay bang ki tu hodc cac ki tu khac twong rng) va hoan vi (thayq doi
trat tur, yi tri cac ky tu) trong van ban goc. Cac k¥ t‘huétt nay co thé ap
dung do1 vé1 mot ky tu (monoalphabetic) hoac nhiéu ky tu
(polyalphabetic) tuy vao muc dich sur dung.

» Cac loai ma hoa co dién:

» Ma Caesar (Caesar cipher)

» Ma hoa don bang (Monoalphabetic Substitution Cipher)
» Ma hoa Vigenere Cipher (Vigenére cipher)

» Ma Playfair

» One-Time Pad

» M3 hang rao sat (rail fence cipher)
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Caesar Cipher

» The ky thtr 3 trude cong nguyén, Julius Ceasar dua ra phuong
phap ma hoa nay.

» Thay thé moi ky tw trong ban ré bang ky tw dirng sau né k vi
tri trong bang chir cai.

» Gia sir chon k=3, ta ¢ bang chuyén doi:

> ACTIONS%EGXMSRW
Chithandiu: abcdefghijklmnopgrstuvwxyz

Chirthaythé: DEFGHIIJKLMNOPQRSTUVHWXYZABC
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Caesar Cipher

Chitbandin: abcdefghijklmnopgrstuvuwxyz
Khoa P ZPBYJRSKELXOQNRVDHMGUTOIAEHC

Nhu vay ban 1o meet me after the toga party
duoc ma hoa thanh: NJJU NJ ZRUJM UKJ UVSZ DZMUE
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Caesar Cipher

» Pé tin cong hé mat Caesar co thé sur dung mot s6 k¥ thuat sau:

» Vét can (brute-force): thur tat ca cac kha ning bién doi co thé
xay ra dé tim dugc quy tac thay thé, do hé ma Caesar chi c6 26
ky tu (twong tng 25 quy tac - khoa) nén viée giai ma khong mat
nhiéu thoi gian trong diéu kién hién nay.

» Tan so xuat hién ki tu (Character frequen01es) dua vao thong

ke xuat hién cua cac ki tu trong ban ma, doi chiéu véi bang tan
50 dugc khao sat trude cla tirng ngdn ngir.
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Caesar Cipher

» Trong 25 truong hop trén, chi
cO truong hop k=3 thi ban giai
ma tuong ung 1a co y nghia.

» Do d6 doi thi c6 thé chic chin
rang “meet me after the toga
party” 13 ban rd ban dau.

INNOVATION - UNITY - HUMANITY

www.iuh.edu.vn

KEY

O Weo-ow e WM

PHHW

oggv
nffu
meet
ldds
kecer
jbbg
laap
hzzo
gyyn
£xxm
ewwl
dvvk
cuuj
btti
assh
Zrrg

yqqft
xppe
wood
vnnc
ummb
tlla
skkz
"33y
qiix

PH

og
nt
me
1d
ke

ia
hz
gy
fx
ew
dv
cu
bt
as
zZr

vq
Xp
Wo
vn
um
tl
sk
rJ
gi

DIWHU

chvgt
bgufs
after
zesdqg
ydrcp
xcqgbo
wbpan
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puitg
othsf
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lgepc
kpdob
jocna
inbmz
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glzkx
fkyjw
ejxiv
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vig
uif
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max
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esp
dro
cgn
bpm
aol
znk
ymJ
x1i

WR3D

vgic
uphb
toga
shfz
rmey
gldx
pkcw
ojbv
niau
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lgys
kfxr
Jjewq
idvp
hcuo
gbtn
fasm
ezrl
dyqgk
cXpJ
bwoi
avnh
zumg
ytlf
xske

SDUWB

rctva
gbsuz
party
0ZgsX
nyprw
mxoqVv
lwnpu
kvmot
julns
itkmr
hsjlg
grikp
fghjo
epgin
dofthm
cnegl
bmdfk
alcej
zkbdi
yjach
xizbg
whyaf
vgxze
ufwyd
tevxc
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Caesar Cipher

1. Ap dung mat ma Ceasar mat ma hda cac ban ro sau v0i
khoa k = 4

actions speak louder than words

2. DPoan khoda k va giai ma cho ban mat sau:
ST RFS HFS XJWAJ YBT RFXYJWX
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Caesar Cipher

1. (G141 ma ban ma sau, gia st ma hoa Ceasar dugc sir dung dé
ma hoa vd1 k=3: IRXUVFRUHDQGVHYHQBHDUVDJR

2. Khoa
Plain(a): abcdefghijklmnopqrstuvwxyz
» Cipher(b): DKVQFIBJWPESCXHTMYAUOLRGZN
Ma hoa:
» Plaintext: ifwewishtoreplaceletters
» Ciphertext: WIRFRWAJUHYFTSDVFSFUUFYA
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Caesar Cipher

» Eve has mtercepted the ciphertext “UVACLYFZLJBYL”. Show
how she can use a brute-force attack to break the cipher.

» Solution: Eve tries keys from 1 to 7. With a key of 7, the

plaintext 1s “not very secure”, which makes sense.
Ciphertext: UVACLYFZLIBYL

Plaintext: tuzbkxeykiaxk
Plaintext: styajwdxjhzwj
Plaintext: rsxzivewigyvi
Plaintext: qrwyhubvhfxuh
Plaintext: pgvxgtaugewtg
Plaintext: opuwfsztfdvsf
Plaintext: notverysecure

AARAARARANAR
T T T R R TR
N AU AW -
R

a b C d e f g h 1 j k I m
0 1 2 3 4 5 6 7 8 9 10 11 12

n 0 p q r 5 t u v w X y z
13 | 14 [ 15 | 16 17 | 18 | 19 | 20 | 21 | 22 | 23 24 25
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Caesar Cipher

» Gan cho mdi chit cai mot con s6 nguyén tir 0 dén 25:
» V&i mdi ky tu trong P thay bang chir ma hoa C, trong do:
TERM->GREZ véi k=0
C=(P+ k) mod 26 (mod: phép chia lay so du)
» Va qua trinh gia1 ma don gian la:
P=(C—-k) mod 26
» k dugc goi la khoa.
» Hién nay, ma Ceasar khong duoc xem la an toan.

A b C d e i g h ] i k I m
{0 1 2 3 4 3 b T & Y 10 11 12
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Caesar Cipher

Vi du: Bang chir cai tiéng Anh c6 26 k¥ tu:

ABCDEFGHIJKLMNOPQRSTUVWXYZ

M3 hoéa ki tu x v6i khoang cach dich chuyén 1 doan n=13 theo
qui tac sau:y=(x-+13) mod 26

Gi1ar ma: x=(y-13) mod 26

M3 hoa chudi ky tu sau theo qui tac trén:

GUIDELINES FOR TERM PAPERS

Két qua:

THVQRYVARF SBE GREZ CNCREF
i b C d e f g h i i k ] m
0 1 2 3 . 5 6 7 8 9 10 11 12
n 0 P q r : t u v W X y Z
13 14 13 16 17 18 19 20 21 22 23 24 23

www.iuh.edu.vn
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Caesar Cipher

» Use the additive cipher with key = (?+15) mod 26 to encrypt the
message “hello”.

» Solution
» We apply the encryption algorithm to the plaintext, character by
character:
Plaintext: h — 07 Encryption: (07 + 15) mod 26 Ciphertext: 22 - W
Plaintext: e — 04 Encryption: (04 + 15) mod 26 Ciphertext: 19 - T
Plaintext: 1 — 11 Encryption: (11 + 15) mod 26 Ciphertext: 00 — A
Plaintext: | — 11 Encryption: (11 + 15) mod 26 Ciphertext: 00 — A
Plaintext: o — 14 Encryption: (14 + 15) mod 26 Ciphertext: 03 — D
| b c d e f g h i i k I m

0 1 2 3 4 3 b i & Y 10 11 12

n 0 p q r s t u v W X y z
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Caesar Cipher

» Use the additive cipher with key = (?-15)mod 26 to decrypt the

message “WTAAD”.
» Solution
» We apply the decryption algorithm to the plaintext character by
character:
Ciphertext: W — 22 Decryption: (22 — 15) mod 26 Plaintext: 07 — h
Ciphertext: T — 19 Decryption: (19 — 15) mod 26 Plaintext: 04 — ¢
Ciphertext: A — 00 Decryption: (00 — 15) mod 26 Plaintext: 11 — 1
Ciphertext: A — 00 Decryption: (00 — 15) mod 26 Plaintext: 11 — 1
Ciphertext: D — 03 Decryption: (03 — 15) mod 26 Plaintext: 14 — o
a b C d s f g h i i k I m

0 1 2 3 4 3 i) 7 & Y 10 11 12

n 0 p q r s t u v W X y
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Caesar Cipher

» Gia sir ¢6 ban tin goc (bdn ré): meet me after the toga party
» M4 hoa ban goc trén?
» G1a st ban cO6 duoc ban ma

PHHW PH DIWHU WKH WRJD SDUWB
va bict dugc phuong phap ma hoa va giai ma 1a phép cong trir
modulo 262>Ban c6 suy ra dugc ban goc khong?

i b C d - g h ] ] k ] m
() 1 2 3 3 6 fi s 9 10 11 12
n 0 P q r 5 t u v W X ¥ z
13 14 15 16 17 18 19 20 | 2] 22 23 24 23
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Caesar Cipher

» V&i ban chir cai Tiéng Viét (29 ky tu) véi khéa 1a 3:
. Gan cho mbi chir cai mot con s6 nguyén tir 0 dén 28:
+ Phuong phap Ceasar biéu dién tiéng Viét nhu sau: véi moi chit
cai p thay bang chit ma hoa C, trong do:
C=(p +Kk) mod 29
- Va qua trinh giai ma don gian la:
p = (C -Kk) mod 29

AAABCDPEEGHI KL MNOOGOPU QRSTUUVXY

0 ) 2 &% 30 &89 Wil 12 105 M Iy lo FC 8 19k 21 25 35 04 35 J§ 218
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Caesar Cipher

Code Java
private String encryptMessage(String msg, int k) {

String result=""";

for (int i =0; i < msg.length(); i++)

result += encryptChar(msg.charAt(i), k);
return result;

h

private char encryptChar(char c, int k) {
if (Character.isLetter(c))
return (char) ("A' + (¢ - 'A' + k) % 26); //'A'=65
else
return c;

)
» Néu gial ma: encryptMessage(msg,26-k);
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Caesar Cipher

| Caesar Cipher fo | @ &S| ([ Caesar Cipher R
Message: |mest me after the toga party || | message: [PHHW PH DIWHU WKH WRJD SDUWB|
Key: Eg Key: [1%

Action: ® Encrypt (_) Decrypt Action: ) Encrypt ® Decrypt
Result: PHHW PH DIWHU WKH WRJD SDUWB Result; MEET ME AFTER THE TOGA PARTY
| Encrypt Message J Decrypt Message

. Caesar Cipher [ @ )| (L2 Caesar Cipher fo] @ =]
Message: [tan cong luc ba gio sang \ Message: |‘u’CF‘ EQPI NWE DC IKQ UCPI |
Key: ES Key: EE
Action: ® Encrypt ) Decrypt Action: ) Encrypt ® Decrypt
Result: VCP EQPI NWE DC IKQ UCPI Result: TAN CONG LUC BA GIO SANG

Encrypt Message Decrypt Message
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Ma hoa don bang

(Monoalphabetic Substitution Cipher)

» Phuong phap don bang tong quat hda phuong phap Ceasar bang
cach dong ma hoa khong phai 1a mot dich chuyén k& vi tri cia
cac chtr cat A, B, C, ... nra ma la mot hoan vi cua 26 chir cai
ndy. Luc ndy moi hodn vi dugc xem nhu 1a mot khoa.

» SO lugng hoan vi ctia 26 chit cai 1a 26! =4x102%(twong duong
v6i s6 khoa).

» Vi 26! 12 mot con s6 kha 16n = tin céng pha ma vét can khoa
la bat kha thi (6400 thién nién ky védi toc d6 thu khoa 1a 109
khoa/giay).

= phuong phap nay duoc xem la mot phuong phap ma hda an

toan trong sudt 1000 nim sau cong nguyén.
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Monoalphabetic Ciphers

» Vidu
» Chitbandau:a b cde fghijklmnopgrstuvwxy z
» Khoa : ZPBYJRSKFLXQNWVDHMGUTOTA EC

» Nhu vay ban ro meet me after the toga party
» dugc ma hoéa thanh: NJJU NJ ZRUJM UKJ UVSZ DZMUE
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Monoalphabetic Ciphers

» Tuy nhién vao thé ky thir 9, mot nha hién triét ngudi A Rap tén
la Al-Kindi da phat hién ra mot phuong phdp phda ma kha thi
khac. Phuong phap pha ma nay dua trén nhan xét sau:

» Trong ngdn ngit tiéng Anh, tan suat st dung ciia cac chit cai khong
déu nhau, chit E duoc st dung nhiéu nhat, con céc chir it duoc st
dung thuong 1a Z, Q, J. Tuong tu nhu vay, d6i véi cum 2 chir céi
(digram), cum chit TH dugc st dung nhiéu nhat.

» Néu chit E dugc thay bang chit K thi tan suat xuat hién cia chit K
trong ban ma 1a 13.05%. Pay chinh 1a co s¢ dé thuc hién pha ma.
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Monoalphabetic Ciphers

Tan suat cua chir tiéng anh

Chrr cai (%) Cum 2 chir (%0) Cum 3 chir (%0) T (%0)
E 13.05 TH 3.16 THE 4.72 THE 6.42
T 9.02 IN 1.54 ING 1.42 OF 4.02
8] 8.21 ER 1.33 AND 1:33 AND 3.15
A 7.81 RE 1.30 ION 1.00 TO 2.36
N 7.28 AN 1.08 ENT 0.98 A 2.09
| 6.77 HE 1.08 FOR 0.76 M 1.77
R 6.64 AR 1.02 TIO 0.75 THAT 1.25
5 6.46 EN 1.02 ERE 0.69 s 1.03
H 5.85 Tl 1.02 HER 0.68 | 0.94
D 4.11 TE 0.98 ATE 0.66 IT 0.93
L 3.60 AT 0.88 VER 0.63 FOR 0.77
C 2.93 OMN 0.84 TER 0.62 AS 0.76
F 2.88 HA 0.84 THA 0.62 WITH 0.76
u 2.77 ou 0.72 ATI 0.59 WAS 0.72
W 2.62 IT 0.71 HAT 0.55 HIS 0.71
P 2.15 ES 0.69 ERS 0.54 HE 0.71
¥ 1.51 5T 0.68 HIS 0.52 BE 0.63
w 1.49 OR 0.68 RES 0.50 NOT 0.61
G 1.39 NT 0.67 ILL 0.47 BY 0.57
B 1.28 HI 0.66 ARE 0.46 BUT 0.56
v 1.00 EA 0.64 CON 0.45 HAVE 0.55
K 0.42 VE 0.64 NCE 0.45 YOu 0.55
X 0.320 cOD 0.59 ALL 0.44 WHICH 0.53
J 0.23 DE 0.55 EVE 0.44 ARE 0.50
Q 0.14 RA 0.55 ITH 0.44 ON 0.47
Z 0.09 RO 0.55 TED 0.44 OR 0.45

Bang 2-2. Bang liét ké tan suat chifr cai tiéng Anh
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Monoalphabetic Ciphers

Tan suat cua chir tieng anh
14

=
-~
=
12
1 E
& = &
= =
= ﬁ -
2 = 7
4 2 s 5
-
¥ glﬂ '-n' r-ﬁ
= =
= = -
<z 6 -
=1
o -
< =
4
ﬁ &
oo -
- b5 - g o i §. o
- L = = o] =
2 S = =
[ —]
7 2 : 2 |l 2
® = = = =
A B C D E F G H 1 J KLMMNOUPOQUBRSTDU VY WX Y Z
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Vi du kham ma

Cho ban ma:
UZQSOVUOHXMOPVGPOZPEVSGZWSZOPFPESXUDBMETSXAIZ
VUEPHZHMDZSHZOWSFPAPPDTSVPQUZWYMXUZUHSX
EPYEPOPDZSZUFPOMBZWPPDPTGUDTMOHMQ

» Pém tan suat ky tu

A2 F 3 K o P 17 u 9 oT2 | W22 | PE2 | T52 XU 2

B 2 G 3 L@ Q 3 v > DZ 2 MO 2 PO 3 D 2 70 2

Cio H 8 "4 o ¥ 4 P3| ow2 | P2 | uz3 75 2

D6 T 1 N a8 S 18 X 5

o : - = . S 3 P3| oP3 | X3 | w2 7 2
S w2 | P03 | sz2 | ws2 7 3

Sé lan xuét hién cla cac digram

(xuat hién ttr 2 1an tré 1én)
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Vi du kham ma

» Do d6 ta ¢6 thé doan P 1a ma héa cua e, Z 1a mi hoa cua t. Vi
TH c6 tan suat cao nhat trong cac digram nén trong 4 digram
70, ZS, ZU, ZW c6 thé doan ZW 14 th.

» Chu y rang trong dong thir nhat c6 cum ZWSZ, néu gia thiét
rang 4 chit trén thudc mot tir thi tir d6 c6 dang th t, tir d6 o thé
két luan rang S 1 ma hoa ctia a (vi tir THAT c6 tan suat xuat
hién cao).

» Nhu vay dén budc ndy, ta dd pha ma dugc nhu sau:
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Vi du kham ma

UZ050VUOHEMOPVGPOZPEVSGAWS ZOPFPES XUDEMETSXATY
t a e e te a that e e a a
VUEPHZHMDZ SHZOWSF PAPPDTSVPOQUZWYMEXUZUHS X
e t ta £t ha e ee a e th t a
EPYEPOPDZSZUF POMBZWPFUPZHMDJUDTMOHMO
e e e tat e the t

Suy luan tiép tuc ta cod duge ban rd

1t was disclosed yesterday that several informal bhut
direct contacts have been made with political
representatives of the viet cong 1n moscow
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Bai tip pha ma sir dung bang tan suat

Bai 1
M3 hoa ban rd: illustrate s dung ma thay thé v&i khoa la 1
hoan vj bat ki sau:

a | b |c cl|e|f|g|l1|1|_i|k|1|m|u|o|p|q|r|s|t
NN | Y A|H|P|O|G|2|Q|1&T|B|T|5|F|L|R|c|v|M
u | v | e 25-5'.|}-’|?_

| E KI|D|I

CiperText: ZBBUVMCXMH
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Bai tip pha ma stir dung bang tan suat

» Eve has mtercepted the following ciphertext. Using a statistical
attack, find the plaintext.

XLILSYWIMWRSAJSVWEPIISVISY VQMPPMSRHSPPEVWMXMWASVX-LQSVILY-
VVCFUSVIXLIWIPPIVVIGIMZIWQS VISJIIVW

» When Eve tabulates the frequency of letters 1n this ciphertext,
she gets: [ =14, V =13, S =12, and so on. The most common
character 1s I with 14 occurrences. This means key = 4.

the house 1s now for sale for four million dollars it 1s worth more hurry before the seller
receives more offers
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Bai tip pha ma sir dung bang tan suat

“YIFQFMZRWQFYVECFMDZPCVMRZWNMDZV
EJBTXCDDUMJ

NDIFEFMDZCDMQZKCEYFCIMYRNCWIJCSZRE
XCHZUNMXZ

NZUCDRIXyYMTMEYIFZWDYVZVYFZUMRZCR
WNzZDZJT

XZWGCHSMRNMDHNCMFQCHZIMXJZWIEJYU
CFWDINZDIR ”
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Ma hoa Vigenere Cipher (Vigeneére cipher)

» Thé ky thtr 15, mot nha ngoai giao ngudi Phap tén 1a Vigenere
d3 tim ra phuong an ma hoa thay thé da bang.

» Ma hoa Vigenere dugc hinh thanh trén ma hoa Caesar cO su
dung khoa (chudi cac chit cai) trén vin ban goc (gom cac chit
cai).

» M4 hoa Vigenere 1 sy két hop cta nhiéu phép mi hoa Caesar
v6i cac budce dich chuyén khac nhau.

» P& mi hoa, s dung bang ma Vigenere (Hinh x) vo1 cot doc la
chudi khoa (khoa duoc lap di lip lai dé chiéu dai twong tmg véi
van ban goc), cot ngang — vin ban goc, giao giira ki tu tuong
ung cOt chira khoa va van ban géc chinh 1a ki ty ma cua thuat
toan.
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ipher)
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Ma hoa Vigenere Cipher (Vigeneére cipher)

» Vi du: ban tin: “We are discovered, save yourself’ va khoa la tu
DECEPTIVE, ta ma hoa nhu sau:

» Ung v6i véi chit w trong ban rd 1a chit D trong khoa, nén dong
ma hda thr 4 ing vé1 khoa D trong bang Vigenere dugc chon.
Do d6 chir w dugc ma hoa thanh chir Z. Twong tu nhu vay cho
cac chtr con lai.

» Trong vi du trén, cac chit e trong ban r0 dugc ma hoa twong rng
thanh I, T, G, T, H, M trong ban ma. Do d6 phuong phap pha
ma dua trén théng ké tan suat chit cai la khong thuc hién duoc.
Trong 3 thé ky sau d6 ma hoa Vigenere dugc xem la mi hoa
khong thé bi pha.
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Ma hoa Vigenere Cipher (Vigeneére cipher)

» PO an toan cua ma hoa Vigenere phu thudc vao do dai cua
khoa. Khi do, ké tan cong s& cac dinh chiéu dai cua khoa trudc
khi thuc hién cac budc tiép theo, nhu viéc phan tich tan s6 cho
cac ban ma Caesar khac nhau.
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Ma Playfair

» Puoc biét nhu 1a ma thay thé da ky tu

» Pugc dé xuat bdi Charles Wheatstone, duoc mang tén cua
nguo1 ban Baron Playfair
» Md hoa Playfair xem hai ky tw dirng sat nhau la mot don vi

ma héa, hai ky tw nay dwoc thay thé cung liic bang hai ky tw
khac.
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Ma Playfair

» Mat ma da ky tu (mdi 1an ma 2 ky tu lién tiép nhau)
» (G1a1 thuat dua trén mot ma tran cac chir cai 5x5 duoc xay dung
tir mot khoa (chudi cac ky tu)
1. Xay dung ma tran khoa
» Lan luot thém tirng ky tu cua khoa vao ma tran
» Néu ma tran chua day, thém céc ky tu con lai trong
» bang chir cai vao ma tran theo thr tu A - Z
» IvaJxemnhu la 1 ky tu
» Cac ky tu trong ma tran khong dugc trung nhau
2. Mat ma hoa

3. G1a1 mat ma.
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Playfair Cipher

» Dua trén ma tran 5 x5 cua cac ky tu dugc xay dung be:ing tur

khoa (keyword)
MO N|A|[R
ColEpE B | D
E | F.l4G .| |LEK
L P | O S | T
U | VI IW|X|Z

» Trong ma tran trén, khoa la ttr MONARCHY duoc dién vao cac
dong dau cua bang, cac chir cai con lai cta bang chir cai duoc
dién tiép theo mét cach tuan tu. Riéng hai chir I, J duoc dién
vao cung mot 0
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Ma Playfair

» Ban rd dugc ma hoa mot 1an 2 ky tu theo quy tac sau:

1.Cap hai ky tu gidong nhau xuat hién trong ban rd s& duoc tach ra
boi 1 ky tu loc, chang han nhu x. Vi du trudc khi ma hoa
“balloon” s& duoc bién do6i thanh “balxloxon”.

2. Hai ky tu trong cip déu roi vao cung mot hang, thi ma mdi ky
tu bang ky tu bén phai noé trong cung hang ciia ma tran khoa,
néu né 1a phan tir cudi ciia hang thi vong sang ky tu dau cung
ctia hang, chang han “ar” ma hoa thanh “rm”

MIO[N|A|R
C|H|Y | B | D
E |F |G || K
L [P | Q|85 |T
I [ VIW | X | Z&
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Ma Playfair

3. Hai ky tu ma r(n vVao cung mot ¢Ot thi n6 dugc ma bang ky tu
ngay dudi, néu nd & cudi cot thi vong sang ky tu & dau cot,

chang han “mu” duoc ma hoa thanh “CM”, ov duoc ma hoa
thanh HO

4. Trong trudng hop khac, moi ky tu ctia ban 1d trong mot cip
duogc thay boi ky tu nam cung hang véi nd va cot 1a cung cot
v6i ky tu cung cip (dudng chéo ctia mot hinh chit nhat). Chang
han, “hs”’ma thanh “bp”, va‘ea”ma thanh “im”hoac “jm”

MO N|[A|R
S 2 = ¢ D
E | F |G| |K
L | P | & | 3 T
U |V W[ X | Z
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Ma Playfair

Vi du 2: Hay tim hiéu qua trinh ma héa va giai ma bang phuong
phdp ma Playfair

Ban r6: DHCNTPHCM

Khoda: smythework
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Playfair Cipher

» An toan duogc cai tién hon véi m3 hoa don ban (simple
monoalphabetic ciphers)
» Chi x¢ét trén 26 ky tu thi ma khoa Playfair c6 26x26=676 cap ky
tur.
= cac cap ky tu nay it bi chénh léch vé tan suat hon so voi su chénh I1énh
tan suat cla ting ky tur. Ngoal ra s6 luong cac cip ky tu nhiéu hon cung
lam cho viéc pha ma tansuat kho khan hon. Day chinh Ia 1y do ma ngu:0’1 ta
tin rang ma hoa Playfalr khong thé bl pha va dugc quan do1 Anh sir dung
trong chién tranh thé glcn lan thtr nhat.
» Tuy nhién, n6 c6 thé bi bé khoa néu cho trudc vai trim chir, vi
ban ma van con chtra nhiéu cau triic cua ban rd.
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Bai tap Ma Playfair

» An example of a secret key 1n the Playfair cipher

LIGID|BJ|A
QIM|H|E |C
Secret Key= (U |R | N F
X|V|IS|O|K
Z1Y|W[T]|P
Let us encrypt the plaintext “hello” using the key in the Figure
he —» EC Ix - QZ lo - BX
Plaintext: hello Ciphertext: ECQZBX
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Bai tap Ma Playfair

1. Mat ma hoa ban ro sau:
hide the gold in the tree stump
2. Hay tim hiéu qua trinh m4 hoa va giai ma bang phuong phap
ma Playfair
Ban ro P= “Dai hoc su pham”
Khoa K=tinhoc
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One-Time Pad (OTP)

» One-Time Pad — bd dém mét 1an.
Pugc dé xuat bai Joseph Mauborgne __
» Mot khéa ngiu nhién 6 chidu dai bing chidu dai = |
ciia ban rd, mdi khoa dung méot 1an -
» Khé bé khoa vi khong c6 quan hé nao giita ban rd va |
ban ma.
» Vi du ma hoa ban tin “wearediscoveredsaveyourself”

» Ban tin P: wearediscoveredsaveyourself

» Khéa KI: FHWYKLVMKVKXCVKDJSFSAPXZC |
VP Joseph Mauborgne

» Ban ma C: LWPOODEMIJFBTZNVINJQOJORGGU
» Dung K1 dé giai ma thi ta dugc:

“wearediscoveredsaveyourself’
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One-Time Pad (OTP)

Xet hai truong hop gialt ma ban ma trén voi 2 khoa khac nhau
»Truwong hop 1.

» Ban ma C: LWPOODEMIFBTZNVINJQOJORGGU

» Khoa K2: IESRLKBWIJFCIFZUCJLZXAXAAPSY

» Ban giai ma: theydecidedtoattacktomorrow
(they decided to attack tomorrow)

»Truwong hop 2:
» Ban ma C: LWPOODEMIJFBTZNVINJQOJORGGU
» Khoa K3: FHAHDDRAIQFIASIGIWQSVVBJAZB
» Ban giai ma: wewillmeetatthepartytonight
(we will meet at the party tonight)
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One-Time Pad (OTP)

Trong c4 hai truong hop trén thi ban giai ma déu co ¥ nghia.

» Néu nguo1 pha ma thuc hien pha ma vet can thi sé tim dwoc
nhiéu khoéa Gng voi nhiéu ban tin c6 ¥ nghia => khong biét
duoc ban tin nao la ban ro.

» Piéu nay ching minh phuong phap One-Time Pad la phuong
phap ma héa an toan tuyét doi.

» Bé phuong phap One-Time Pad 1a an toan tuyét d6i thi moi
khoa chi dugc st dung mot lan.

» Néu mot khoa duge st dung nhiéu lan thi cling khong khac gi
viec 1ap la1 mot tur trong khoa (vi du khoa co6 tt DECEPTIVE
duoc lap lai1).
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One-Time Pad (OTP)

Thue té:

» Phuong phap One-Time Pad khong c6 v nghia str dung thuc té.
Vi chiéu dai khoa bang chiéu dai ban tin, méi khoa chi sir dung
mot lan, nén thay vi truyén khoa trén kénh an toan thi ¢ thé
truyén truc tiép ban rd ma khong can quan tim dén van dé ma
hoa.
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M3 hang rao sat
(rail fence cipher)

» Pay 1a mot ma dung phép hoan vi hodc chuyén vi, vi vay goi 1a
ma hoan vi hoac ma chuyén vl (classical transposition or
permutation ciphers)

» Thuc hi€n x40 tron thir tu cac ky tu trong ban rd. Do thtr tu cua
cac ky tu bi mat di nén nguoi doc khong thé hiéu dugc v nghia
ctia ban tin du cac chit d6 khong thay doi.

» Pon gian nhat ctia mi hoa kiéu nay 1a ma rail fence cipher
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Rail Fence Cipher

» Ghi cac ky tu trong ban rd theo tirng hang rao, sau d6 két xuat
ban ma dua trén cot. Sau do doc bang ma theo tung hang

» Vi du: ban rd “meet me after the toga party” voi hanh rao sat do
sau la 2 (Tach ban r6 thanh 2 hang)
» Vi du: ban rd “meet me at the toga party” duoc viét thanh

mematrhtgprtry
e t e f e teoaalt

» Cho ban ma
MEMATRHTGPRYETEFETEOAAT

INNOVATION - UNITY - HUMANITY

Nhdp mon an toan thong tin

www.iuh.edu.vn




Rail Fence cipher

» Vi du ban r0 “attackpostponeduntilthisnoon” dugc viét lai thanh
bang 4 x 7 nhu sau:

attackp
ostpone
» Khikétxg dunt1lt
hisnoon Y

“AODH1DdUILL 1INDAF I NCUIUSNNLUPEIN”
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Rail Fence cipher

» B¢ an toan hon nita, cé thé 4p dung phuong phap hoan vi 2 lan
(double transposition), tirc sau khi hoan vi lan 1, ta lai lay két
qua do hoan vi thém mot lan nita.

» Bé pha ma phuong phap hoan vi 2 lan khong phai 1a chuyén dé
dang vi rat khé doan ra dugc quy luat hoan vi.

» Ngoai ra khong thé ap dung duoc phuong phap phan tich tan
suat chit cai giong nhu phuong phéap thay thé vi tan suat chit cai
ctia ban rd va ban ma 1a giong nhau.
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Rail Fence cipher

» Mot co ché"phl’rc; tap hon la chung ta co thé hoan vi cac cot
trudce khi két xuat ban ma.
» Vi du chon mét khoa 1a MONARCH, ta c6 thé hoan vi cac cot:
Ban ro “attackpostponeduntilthisnoon”

MONARCH ACHMNOR
attackp akpatEc
ostpone — pneotso
duntilt tltdnaid
hisnoon nonhsio

va cO duoc ban ma:
“APTNKNLOPETNAODHTTNSTSUICOIO”. Viéc giai
ma duogc tién hanh theo thir tu ngugc lai.
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Rail Fence cipher

» Pé an toan hon nita => hoan vi 2 1an (double transposition):
» Sau khi hoan vi lan 1, ta léy két qua do hoan vi lan nira:

MONARCH ACHMNGOR
aptnanknl iR L.atp k
opetnao » Taooepn
dhaTtTEhnst t 3=E8d Tt h o
s uicaiod € 1.8 5 Lid'o

» Va cudi cung ban ma 1a:
“NTTCNASILOTOAODSTETIPPHUKNNO”

» Pha ma phuong phap hodn vi 2 1an khong phai 1a chuyén dé dang vi
rat kho doan ra dugc quy luat hoan vi.

» Khong thé ap dung duoc phuong phap phan tich tan suat chir cai
giong nhu phuong phap thay thé€ vi tan suat chir cai cua ban r6 va ban
ma l1a gidng nhau.
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Cac k¥ thuat hoan vi1 - nang cao

» Ban 16 duoc viét trén mot hinh chit nhat va doc theo cot. Thir tu
cac cot trd thanh khoa cua giai thuat.
» Vidu: ban r0 “meet me at the toga party”

» Key 4 1 2 5 3 6

» ban ro m e e t m e
a t t h e t
0 g a p a r
t y X y Z W

» ban mat etgyetaxmeazmaotthpyetrw
» Dé tang do mat, co thé ap dung hoan vi nhiéu lan
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Cac k¥ thuat hoan vi1 - nang cao

Bai tap: Vi du: mat ma
» Ban ro:
hide the gold in the tree stump
» Ban mat:
BM OD ZB XD NA BE KU DM UI XM MO UV IF
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Cac k¥ thuat hoan vi1 - nang cao

Bai tap: Vi du: mat ma Ban r0:
hide the gold in the tree stump
KEY= midnight

M3 hoa hoan vi 2 lan

» Ban mat:

M | D N | G H T
H I D E T H E G
O L D I N T H E
T R E E S T U M
P

BANG MA: DDEHTTEHUILRTNSHOTPEIEGEM
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Cac k¥ thuat hoan vi1 - nang cao

Bai tap: Vi du: mat ma
» Ban ro:
hide the gold in the tree stump

KEY=
midnight> DDEHTTEHUILRTNSHOTPEIEGEM
M 1 D N I G H T
D D E H T T E H
Uu 1 L R T N S H
O T P E 1 E G E
M

BANG MA: ELPTNEESGDITTTIDUOMHREHHE
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Rail Fence Cipher

» Bai tap: ban rd “attack at midnight” voi hanh rao sat d6 sau 1a 4
» Va hoan vi véi tir khoa 1a NGAY QUOC TE PHU NU
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» Cac phuong phap ma hoa co dién thuong dua trén hai
phuong thtec.

I. Dung phuong phap thay thé mét chi¥ cdi trong bin ré
thanh mot chir cdi khdc trong ban md (substitution). Cac
ma hoa dung phuong thirc nay la ma hoa Ceasar, ma hoa
thay thé don bang, da bang, one-time pad.

». Dung phuong phap hodn vi dé thay doi thir tw ban dau ciia
cdc chir cdi trong ban ro (Rail Fence)

INNOVATION - UNITY - HUMANITY

Nhdp mon an toan thong tin

www.iuh.edu.vn




Cau hoi

I, Tai sao khi giri ban ma trén kénh truyén thi khong sg bi 10 thong tin?

2. Kl}()a 1a gi? Tai sao can gitt bi mat khoa chi c6 nguoi gii va ngudi nhan
biet?

3. Tai sao lai gtri khoa qua kénh an toan ma khong giri truc tiép ban rd trén
kénh an toan?

4. Pha mi khac giai ma & diém nao?

5, Phé:l mi theo hinh thirc vét can khoa thuc hién nhu thé nao? Can lam gi dé
chong lai hinh thirc pha ma theo vét can khoa?

6. Cac phufqng phe}p Ceasar, ma hoa don bang, da bang, one-time pad dung
nguyén tac gi dé ma hoa?

7. Phuong phap hoan vi dung nguyén tic gi dé ma hoa?

8. Ta,i sao ph‘u’ong,phép m3 hoa don bang cd thé bi tan cong pha ma dung
thong ké tan suat?
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\ A

Bai tap

1. (G1a1 ma ban ma sau, gia st ma hoa Ceasar dugc sur dung dé ma hoa véi
k=3:
IRXUVFRUHDQGVHYHQBHDUVDJR

». M4 héa ban 1 sau: “enemy coming®, dung phuong phap ma hoa thay thé
don bang v61 khoa hoan vi K 1a:

TAUTMOCSNREBDLHVWYFPZJXKGQ

3.M3 hoa thong diép sau bang phuong phap hoan vi:
we are all together
biét khoa 24153

4. Pha ma ban ma sau, gia st ma hoa Ceasar duoc sir dung:
CSYEVIXIVQMREXIH
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5. Phd ma ban ma sau (tiéng Anh), biét phuong phap ma hoa sir dung 1a
phuong phap thay thé don bang:
GBSXUCGSZQGKGSQPKQKGLSKASPCGBGBKGUKGCEUKUZKGGBSQEICA
CGKGCEUERWKLKUPKQQGCIICUAEUVSHQKGCEUPCGBCGQOEVSHUNSU
GKUZCGQSNLSHEHIEEDCUOGEPKHZGBSNKCUGSUKUASERLSKASCUGB
SLKACRCACUZSSZEUSBEXHKRGSHWKLKUSQSKCHQTXKZHEUQBKZAEN
NSUASZFENFCUOCUEKBXGBSWKLKUSQSKNFKQQKZEHGEGBSXUCGSZQ
GKGSQKUZBCQAEIISKOXSZSICVSHSZGEGBSQSAHSGKHMERQGKGSKR
EHNKIHSLIMGEKHSASUGKNSHCAKUNSQQKOSPBCISGBCQHSLIMQGKG
SZGBKGCGQSSNSZXQSISQQGEAEUGCUXSGBSSJICQGCUOZCLIENKGCA

USOEGCKGCEUQCGAEUGKCUSZUEGBHSKGEHBCUGERPKHEHKHNSZKG
GKAD
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6. Xét ban ma dugc ma hoa bang phuong phap One- Time Pad
nhu sau: KITLKE. Néu ban rd 1a “thrill” thi khoa 1a gi? Néu ban
o 1a “tiller™ thi khoa 1a gi?

8. Mot truong hop tong quat cia ma hoa Ceasar 13 ma Affine,
trong do ky tu p dugc ma hoa thanh ky tu C theo cong thirc:
C = E(p, [a, b]) = (ap + b) mod 26
» Mot yéu cau cuia thuat toan ma hoéa 1a tinh don anh, tirc néu p#q
thi £(p) #E(q). Ma Affine khong phai 1a don anh v61 moi a. Vi
du, v61 a=2, b=3 thi £(0) = E(13) = 3.

a) Co diéu kién gi dat ra cho b hay khong? Tai sao?

b) Xac dinh nhirng gia tr1 cua a lam cho ma Affine khong don
anh.
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Ma hoa hién dai
(modern cryptography)

» M4 hoéa hién dai (modern cryptography): ma hoa d6i xiing
(symmetric cipher, secret key cryptography — 1 khéa), bat doi
xtmg (asymmetric cipher, public key cryptography — 2 khoa),
ham bam (hash functions — khong c6 khoa).
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Ma hoa hién dai
(modern cryptography)

» Hé thong méa héa doi xirng (Symmetric cryptosystem) 13 hé
théng ma hoda st dung mot khoa bi mat chia s¢ (shared-secret-
key) cho ca hai qua trinh ma hoa va giai ma.

» Hé thong mé héa bét doi xirng (Asymmetric cryptosystem) 1a
hé thong ma hoa str dung mot khoa cong khai (public key) va
mot khoa bi mat (private key) cho qua trinh ma hoa va giai ma.

» Hé thong ma hoa bat d6i xtng con dugce goi 14 hé thong ma hoa
khoa cong khai (public-key cryptosystem)
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Ma hoa hién dai
(modern cryptography)

= M3i hoa doi xtimg: K =K;
= Mihoabat doiximg: K #K,

K E
: [ :
Plaintext N Ciphertext
Hella, &%“%Tﬁ-@ '::EI
:> Encryption E:>
This content i Eﬁ‘ﬂﬁ:ﬁ;ﬂ;j{
confidentiasl EIE:-@-“{_E é}"x;‘
Cryptosystem

7 <::1 Decryption

~
0023

i
ﬁKD -

Nhdp mon an toan thong tin
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Ma hoa do1 xing
(symmetric cipher)
input : van ban thuan tuy Van ban mat ma output : van ban thuan tuy

‘AxCvGsmWe#4A, s “An intro to
dgfMwir3:dkJeTsY8 PKI and few
R\s@!93%” deploy hints”

“An intro to
PKI and few
deploy hints”

DES
Ma hoa

a

DES
Giai m
Hai khoa gibng nhau T
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Phan loa1

» Ma dong (stream cipher) la mét k¥ thuat ma h6éa ma ma hoa
mot dong dir 1i€u s6 mot bit hoac mot byte tai mot tho1 diem.

» Ma khoi (block cipher) 1a mot co ché mi hoéa/giai ma ma
trong d6 mot khoi cta ban rd dugc xir Iy nhu mot tong thé va
dung dé tao ra khoi ban mi c6 d6 dai bang nhau. Thong thuong
kich c¢& khoi 12 64 hoic 128 bit dugc st dung.
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Stream Ciphers va Block Ciphers

b hils
- -
Plaintext
Key * Bil-stream Key Bit-stream
I_Kj_'. generation {.ﬁ”}_.' generation
algorithm it Key Encryption
Cryptlographic Cryptographic [K} ﬂlgﬂ rithm
hit stream ( k, ) hit stream ( k; )

n .T T T
Plaintext Ciphertext Plaintext s
Lpy) @ > () (p;) ‘ LI]].II‘E'I'IEH.[ I
- .

b hits
(b) Block cipher

(#) Stream cipher using algorithmic bit-stréeam generator
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Stream Ciphers

Ma dong c¢6 cac dac tinh sau:
» Kich thudc mot don vi ma hoéa: gdm £ bit. Ban rd duoc chia
thanh cac don vi ma hoa:

» M6t bd sinh diy s6 ngau nhién: dung mot khoa K ban dau dé
sinh ra cac s0 ¥ = PoP1Pz --Pn-1 (pi  kDit)  ch thuée don vi
ma hoa:

» Moi so ngau nhién dugc XOR véi don vi ma hoa cia ban rd dé
cO du StreamCipher(K) — S = 545155 ...5,_1 (5; * k bit)
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Stream Ciphers

» Qua trinh giai ma duoc thuc hién nguoc lai, ban ma C duogc
XOR v6i diy s6 ngau nhién S dé cho ra lai ban rd ban dau:
» Trong vi du p=111100000011 don vi ma hoa c6 chiéu dai k = 4
bit, n = 3:
Po = ¢o D So, 1 =¢1 D 51 .-

p, = 1111, p, = 0000, p, = 0011
S{]:Sl:Sz:K:{]lUl
¢y = 1010, ¢; = 0101, ¢, = 0110
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Stream Ciphers

» P61 vo1 ma dong, cac s6 s1 dugc sinh ra phar dam bao mot do
ngau nhién nao do (chu ky tuan hoan dai):

P Po p1 Pn-1
B R
C Co C1 Cn-1

Hinh 3-1. Mo hinh ma dong

Diém quan trong nhat cua cac ma dong 1a b sinh s6 ngau nhién
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Stream Ciphers

» Qua trinh giai ma duoc thuc hién nguoc lai, ban ma C duogc
XOR v6i diy s6 ngau nhién S dé cho ra lai ban rd ban dau:

» Trong vi du p=1111 0000 0011 don vi ma hoa c6 chiéu dai k
= 4 bit, n = 3, v6i cac khoa phat sinh ngau nhién sau: s0=0101,
s1=1010, s2=1100, s3Po = co D So, 1 = ¢1 D 51 -

» 1010 1010 1111

Cho biét két qua sau khi ma hoa

INNOVATION - UNITY - HUMANITY

Nhdp mon an toan thong tin

www.iuh.edu.vn




Cac h¢é ma dong
» Chii y: Néu ta coi "0" biéu thi gia tri "sai" va "/" biéu thi gi4 tri
"dung" trong dai so Boolean thi phép cong theo moulo 2 s& ing
vo1 phép hodac loai trir (XOR).
» Bang chan 1y phép cong theo modulo 2 giong nhu bang chan Iy
cua phép toan XOR
a b|lc=a+bmod 2

0 0|10+0=0mod 2
0 1|10+1=1mod 2
L. 1} 140=1mnbcd 2

1 1| 14 L={mod 2
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Cac h¢ ma dong

» Vi du: ma hoa ky tu ‘A’ bo1 Alice

» Ky tu ‘A’ trong bang ma ASCII duoc tudng Ung vl ma
65,,=1000001, dugc ma hoa boi hé khoa z,,...,z.=0101101

> Hamma hoa: e text z; 1000001 = ‘A’ (ASCII symbol)

key stream z;: 0101101

ciphertext y;: 1101100 ‘1" (ASCII symbol)

» Ham gia1 ma:

ciphertext y;: 1101100 ‘I (ASCII symbol)

key stream z;: 0101101
plaintext z;: 1000001 = ‘A’ (ASCII symbol)
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M3 khoi (Block Cipher)

» Trong may tinh cac chit cai duoc biéu dién bang mi ASCIL.
Ban tin: attack
Ma ASCII: 97 116 116 97 99 19/
Biéu dién nhi phan; 01100001 01110100 01110100 01100001 01100011 01101011

» Trong ban tin nhi phan ciing ton tai mot s6 dic tinh thong ké nao do
ma nguoi pha ma co thé tin dung dé pha ban ma, du rang ban ma bay
gid ton tai dudi dang nhi phan.

» M3 hoa hién dai quan tdm dén van dé chong phd mad trong cdc truong
hop biét triuede ban ré (known-plaintext), hay ban ré dwoc lva chon
(chosen-plaintext).
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M3 khoi (Block Cipher)

» Vi du: ching ta sir dung ban r0 1a cac chit cai Chir cai Nhi phan

clia mot ngdn ngir gom c6 8 chir cai A 000

A,B,C,D,E,F, G, H trong 6 mdi chit cai duoc bidu : call

di&n bing 3 bit. ¢ 010

» Nhu vay néu c6 ban rd 1a *head’ thi biéu dién nhi E T;;
phan tuong trng la: 111100000011 . 101

» Gia sir dung m(f)t khoa K gom 4 bit 0101 dé ma hoa G 110
ban r0 trén bang phép XOR @: H 111

ban ro: 1111 0000 0011 (head)

khoa: 0101 @101 @101
ban ma: 1010 0101 0110 (FBCG)

Trong phép ma hoa trén, don vi ma hoa khong phai 1a mét chir cai ma la mot khoi
4 bit. Bé giai ma, lay ban ma XOR mot 1an nira véi khoa thi co6 lai ban 10 ban dau.
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M3 khoi (Block Cipher)

M3 khoi an toan ly tuwéng

» Phép toan XOR c6 mdt han ché 1a chi can biét mot cdp khoi ban
rd va ban ma, nguoi ta c6 thé dé dang suy ra dugc khoa va dung
khoa dé dé giai cac khoi ban ma khac (knownplaintext attack). :

ban ré: 1111 0080 0011 (head)
khéa: 0101 0101 0101
ban md: 1010 0101 ©11@ (FBCG)

Néu biét ban ma co= 1010 c6 ban rd twong ng 1a po= 1111, thi
c6 thé dé dang suy ra khoa 1a 0101.
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M3 khoi (Block Cipher)

» Do d6 dé chong pha ma trong trudng hop Ban ré Ban ma
known-plaintext hay choosen-plaintext, chi co 0000 1110
thé 1a 1am cho P va C khong c6 moi lién hé 0001 0100
toan hoc. Piéu nay chi co thé thuc hién duoc i o

A A Ay 12 ' X . A . ) 0011 0001
neu ta 1ap mot ban tra clru ngau nhién gitra ban e BiTE
r0 va ban ma. 0101 1111

> Pay 1a md khoi an toan ly twong vi Ngudi goi 0110 1011

cling nhu ngudi nhan phai biét toan bd bang trén 0111 1000

dé ma hoa va giai ma 1000 0011

_ . . 1001 1010

—> Khong kha thi vi kich thudc khoi 16n thi s6 1010 0110

dong cua bang khoa cling 16n va gay tro ngai cho 1011 1100

viece luu trir cling nhu trao doi1 khoa gitra nguot 1100 0101

g1 va nguol nhan 1101 1001
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Cac mo hinh tng dung ma khoi

» Mi khoi (nhu m3 DES) duoc ap dung dé ma hoa mot khoi dit
liéu c6 kich thuéc xac dinh. Dé ma hoa mot ban tin dai, ban tin
duoc chia ra thanh nhiéu khoéi (P=P,P,P,...P, ;) va 4p dung ma
khoi cho tirng khoi mot. C6 nhiéu mo hinh ap dung ma khoi 1a
» Electronic Code Book (ECB)

» Cipher Block Chaining Mode (CBC)
» Cipher Feedback Mode (CTR)

» Output Feedback Mode (OFB)
» Counter Mode
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(G101 th1€u mot so thuat toan
» Ma Feistel (Feistel Cipher)

» Ma DES (Data Encryption Standard)

» Ma Triple DES

» Ma AES (Advanced Encryption Standard)

» RC 4, RC 5, RC 6 (Rivest Cipher 4,5,6 )

» Skipjack

» Blowfish

» CAST-128
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Ma Feistel (Feistel Cipher)

» Puoc dé xuat bai Horst Feistel
» Ban 16 s& duoc bién doi qua mot s6 vong dé cho ra ban ma cubi
cung
K, K K Koy
P - i - 2 — . —

» Trong d6 ban ro P va cac ban ma Ci dugc chia thanh nura trai va
ntra phai:

P=(L,R); C=(,R)i=1,2,..n
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Ma Feistel (Feistel Cipher)

» Quy tac bién doi cac ntra trai phai ndy qua cac vong dugc thuc
hién nhu sau:
Li=R.;; R =L,;DFR,,K)
»K. 1a mot khoa con cho vong thir i. Khoa con nay duoc sinh ra tr khoa K

ban dau theo mot thuat toan sinh khoa con (key schedule): K = K, > K,
2 ...2K,

»F 1a mot ham ma hoa dung chung cho tat ca cac vong. Ham F dong vai
trd nhu 1a phép thay thé con viéc hoan doi cac nira trai phai cd vai tro
hoan vi.
» Ban ma C duogc tinh tir két xuat cua vong cuo1 cung:
c=C,=(L,R)
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Ma Feistel (Feistel Cipher)

Plaintext block

} SO d6 tinh tOéIl Cﬁa hé mﬁ F@iSt@l (Divide mnto two halves, I and R) l

Orutput (plaintext)

TR e By
Input {plaimiext) ey l
[ LEw i REy | [LD=REs] RINys = LEy |
e
i " =
| ' 3
- tf 2 Ky
[ e, | mE; | [Loys=RE,  #D\s=LE, |
i~ . wi -
: K 5 K,
= : K =
= Round ,
[, | ke, | [0 =RE; | RDyy = LE; ] -
™ [ ]
.
| LEyy RE 4 | |.[.D1=REH;'ED;=LE“|
= - -~ -
F e E j K
= = Kis Round |
[ LExs | RE;s | [LD1=RE:s} RD, = LE ;]
4
- Ky = :
= = 1 Kis

| LEyy & | |m,=n£,,§w,=wu|
{>‘<} Input (ciphertext)
[ LBy | RE; |
Output (ciphertext)
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Feistel Cipher

» Dé g1a1 ma qua trinh dugc thue hién qua cac vong theo
thur tu nguoc lai:
C>L R,
R =L, (theo ma hoa Li = Ri-1)
L., =R ®F(R,, Ki)
(theoma hoaR. =L, ; ® F(R,_,, K,))
Va cudi cung ban 18 1a P = (L,, R)).
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Feistel Cipher

Viéc thuc hién chinh xac mot ma Feistel tuy thudc vao:

» Kich ¢& khoi (Block size): Kich cO khoi cang 16n c6 nghia 1a
bao mat cang cao, nhung toc d0 ma hoa/giar ma
(encryption/decryption) giam (block size: 64 bits).

» Kich ¢o cua kKhoa (Key size): Khoa ca‘mg da1 thi bao mat ce‘mg
cao nhung ctung giam toc d0 ma hoa/giai ma. Bao mat cao co
nghia la khang cu lai dugc tan cong vét can (brute-force
attacks) va su hon don (Key size: 128 bits).

INNOVATION - UNITY - HUMANITY

Nhdp mon an toan thong tin

www.iuh.edu.vn




Feistel Cipher

» S0 dong (Number of rounds): Ban chat thut toan ma Feistel
la mot dong duy nhat 1a d3 cung cap day du tinh an toan nhung
néu s6 vong cang tang thi tinh an toan cang cao. (thdng thuong
16 vong).

» Thuat toan phat sinh Kkhoa con (Subkey generation
algorithm): Thuat toan cang phtrc tap thi s€ kho khan hon trong
viéc tham ma.

» Ham vong F (Round function F): Cang phuc tap thi dé khang
cang cao d6i voi tham ma.
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Feistel Cipher

Uu diém:

» Qua trinh ma hoa va giai ma trung nhau, chi khac nhau ¢ thir tu
khoa con, diéu nay sé& tiét kiém duoc nira tai nguyén khi thuc
hién thuat toan trén phan cing.

» Ham F c6 thé chon voi d6 kho bat ky, vi khong phai tim ham
nghich.

INNOVATION - UNITY - HUMANITY

Nhdp mon an toan thong tin

www.iuh.edu.vn




Feistel Cipher

Nhuoe diém:

» Vi moi vong ma chi thyc hién bién doi nita khéi dit liéu, nén
can s vong ma hoa 16n dé dam bao do an toan ctia hé mat, diéu
nay lam giam dang ké toc do ma.

» Ngoai ra xay dung trén co s mang Feistel ton tai 16p khoa
tuong duong, nén lam khong gian khoa giam d1 mot nira.
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Ma DES (Data Encryption Standard)

» DES duoc cong nhan vao nam 1977 bdi Vién nghién ctru qudc
gia vé chuan ctia My (NIST —National Institut of Standards and
Technology), chuan héa 1979.

» La ma thudc hé ma Feistel gom 16 vong, ngoai ra DES c¢6 thém
mot hoan vi khot tao trude khi vao vong 1 va mot hoan vi khoti
tao sau vong 16

» Kich thuée cua khoi 1a 64 bit.

» Vi du ban tin “meetmeafterthetogaparty” biéu dién theo ma
ASCII thi ma DES s& ma hoa 1am 3 1an, moi lan 8 chir cai (64
bit): meetmeaf - tertheto - gaparty.
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Pic diém cua thuit toan DES

» Khoa dung trong DES c6 d0 dai toan bd 1a 64 bit. Tuy nhién chi c6 56
bit thuc su dugc st dung; 8 bit con lai chi dung cho viéc kiém tra.

» M6i vong ctia DES dung khoa con c6 kich thuéc 48 bit dugc trich ra
tr khoa chinh.

» Des xuat ra ban ma 64 bit.
» Ma hoa va gidi ma dugc st dung cung mot khoa.
» DES duoc thiét ké dé chay trén phan clng.
64 bit M 64 bit C
DES Encryption >

Y
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Plaintext

M6 ta thuat toan 7 .
» DES nhan vao mot thong di€p M 64 bit, mot i ®‘~ K
khoa K 56 bit va cho ra mot bang ma C 64 bit. l>ﬁ
Li=Fy By=LyEf [ R, K}

» Budc 1: 4p dung mot phép hoan vi( bit khoi tao

[P vao M cho ra M’: M’=IP(M). E>_<.E ®=-‘ K,

» Budc hai, chia M’ thanh hai phan: nira trai LO

. . . Le=Fy By=L1Bf (R, K
=32 bit va nua phai R,;=32 bit.
» Budc ba, thi hanh cac phép toan sau voii=1, B
2,...16 (c6 16 vong). x v
L1s=Fis R1s=L 48f (R1y, K

Li=Ri-1 I
Ri=Li-1 @ f(Ri-1, Ki) & —( >‘—lh -
» Cudi cung hoan vi véi phép hoan vi( IP-!) dé | I

9 ~ A \ Fi15=L H:':'fl:R K Lys=Fss
dugc ban ma cuoi cung C. = 5

Ip-1

Ciphertext
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Cac vong Feistel cua ma DES

Gd-bit plaintext Od-bit key
Initial permutation Permuted choice 1
6 56
K, 4% 56 ] i
Round 1 Permuted choice 2 Lefi circular shift
L3 56
K; as 50
Round 2 Permuted choice 2 Lefi circular shift
I |
I I
| |
I |
I |
| |
| I
+ . +
45 56
Round 16 L Permuted choice 2 Left circular shift
32-bit swap
64 bits
Inverse initinl
Permutation
Gd-bin ciphertext
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Cac vong Feistel cua ma DES

Ban ro 64 bit Khoa 64 bit

! |

Hoan vi khai tao Hoan vi khoa

~
S
—

64 56
. ¥ 48 . 56 . v
Vong 1 }7 Nén khoa « Dich vong trai
64 56
¥ Y

'y

. 48 . N 56 ¢
Vong 2 }'7 Nén khoa Dich vong trai
l 64 l 56

J’ 48 . 56 l
Vong 16 Nén khoa ].—{ Dich vong trai ]

64

-

pdi 2 nlra dau, cudi }
64

h 4

Hoan vi két thuc }

l Cac vong Feistel cuia ma DES
Ban ma 64 bit
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Cau truc mot vong cua ma DES

<-----32 bit------ > <-----32 bit------ >
L. Ri-|1
v
mo rong g/hoan
--- 48 bit
K
hop S --- 48 bit
' --- 32 bit

giao hoan

»@ --- 32 bit
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Mo ta thuat toan

Thuat toan dwoc thue hién trong 3 giai doan:
1. Cho ban r0 x (64bit) dugc hoan vi khot tao IP (Initial
Permutation) tao nén xau bit x,,
x,=IP(x)=L(R,

L, 1 32 bit dau tién clia x,,.
R, 1a 32 bit cudi cua x,,.
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Mo ta thuat toan

» Hoan vi khai tao va hoan vi két thuc:

» Ta danh so6 céc bit cua khoi 64 bit theo thir tu tir trai sang phai 1a
0,1,...,62,63: bobib,...bgobgs

» Hoan vi khoi tao s& hoan doi cac bit theo quy tac sau :

537 949 41 33 25 1 9

29 5L 43 35 27 19 11
Bi 53 4 37 29 2 13
63 35 47 39 31 23 15
56 48 40 32 24 16 8

58 50 42 34 26 18 10
60 52 44 36 28 20 12
62 54 46 38 30 22 14

(b[}ble b62b63 —2 bS?b49b41 b14b6)

A kA MNO NN W
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Mo ta thuat toan

» Hoan vi két thic hoan d6i cac bit theo quy tac sau:

» Hoan vi két thuc chinh 1a hoan vi nghich dao ctia hoan vi khoi
tao. D6i v6i knownplaintext hay chosen-plaintext attack, hoan
vi khoi tao va hoan vi két thuc khong c6 ¥ nghia bao mat, sy ton
tal cua hai hoan vi trén dugc nhan dinh 1a do yéu t6 lich str.

B ¢ 4f 15 55 @23 ‘A8 Il
38 5 46 14 54 22 62 30
3 5 45 13 53 21 61 28
36 4 44 12 52 20 60 28
3% 3 =3 11 51 19 59 &7
34 2 42 10 50 18 58 26
32 L. =1 9 a8 ‘W 5 25
32 0 490 8 48 16 56 24
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Cau truc mot vong cua ma DES

Left Shift Left Shift

28 28
K; /
Compress \
48 [ "
Y
KL; KR;

Hinh 3-7. Ciu tric mot vong cua ma DES

INNOVATION - UNITY - HUMANITY Nhdp mén an toan thong tin

www.iuh.edu.vn




Mo ta thuat toan

2. T L, vaR,sélap 16 vong, tai moi vong tinh:
Li=R;,
R=L. ®f(R
vOl1:
@ la phép XOR cua hai xau bit:
0®0=0, 1 ® 1=0
1 & 0=1, 0@ 1=1
f 1a ham ma ta s€ mo ta sau.
K, 1a cac xau co do dai 48 bit dugce tinh nhu 1a cac ham cua
khoa K.
K, dén K¢ 1ap nén mot lich khoa.

K) voiri=1,2,...,16

-1
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Mo ta thuat toan

40 8 48 16 56 |24 64 |32

39 7 47 15 55 |23 63 |31

38 6 46 14 54 |22 62 |30

37 5 45 13 53 |21 61 29

36 4 44 12 52 |20 60 |28

35 3 43 1 51 19 59 |27

34 2 42 10 50 18 58 |26

33 : 41 9 49 17 57 |25

3. Tai vong th&r 16, R16 ddi chd cho L16. Sau d6 ghép 2

ntra R16, L16 cho di qua hoan vi nghich dao cua hoan
vi IP sé tinh dwoc ban ma. Ban ma cling c6 dé dai 64
bit. Hoan vi IP-1
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Mo ta thuat toan

Ham f ( (; ] K,
LY ]
Bj B Bi By B; By B- Bg
° v v i IR R I
51 53 S3 Sq 53 Sg 57 Sg
Y A f /
Net [ler [ & | cal | esf/| cof | erf[ es/]
Nob I /
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» P61 s6 dau Ri-1 s& duoc “md rong” thanh xau c6 d6 dai 48 bit
trong tmg voi ham mo rong E c6 dinh. E(Ri) bao gdm 32 bit tir
Ri1, duoc hoan vi theo mot cach thire xac dinh, vé1 16 bit duoc
tao ra 2 lan.

» Ham f lay d6i s6 dau 1a xau nhap Ri-1 (32 bit) d6i sb thit hai 12
Ki (48 bit) va tao ra xau xuat c6 do dai 32 bit. Cac buodc sau
duoc thuc hién.
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32 1 2 3 4 5
4 5 6 14 8 9
8 9 10 11 12 13
12 13 14 15 16 17
16 17 18 19 20 21
20 21 22 23 24 25
24 25 26 27 28 29
28 29 30 31 32 1

Ham mé& réng E
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2 Tinh E(R.,) ® K; két qud duogc mot khéi c6 do dai 48 bit.
Khoé1 nay s€ dugce chia lam 8 khoi B=B B,B; B 4BsBB-Bg
Moi kh01 nay c6 do dai 1a 6 bit.

3. Budc ké tiép 1a cho cac khoi Bi di qua hop S: s& bién mot
khdi c6 do dai 6 bit thanh mot khoi C, co do dai 4 bit.
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» Mdi hop S-box 1a mét bang gom 4 hang va 16 cot duge danh so
tir 0. Nhu vy moi hop S ¢6 hang 0,1,2,3. Cot 0,1,2,...,15. Moi
phan tir ctia hop 1a mot s6 4 bit. Sau bit vao hop S s& xac dinh
s6 hang va so cot dé tim két qua ra.

» Mdi khoi Bi ¢ 6 bit ki hiéu 1a bl, b2, b3, b4, b5 va b6. Bit bl
va b6 duoc két hop thanh mot s6 2 bit, nhan g14 tr1 tur 0 dén 3,
trong Umg véi mot hang trong bang S. Bon bit & giita, tir b2 t6i
b5, dugce két hop thanh mot s6 4 bit, nhan gia tri tr 0 dén 15,
trong irng vo1 mot cot trong bang S.
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Vi du: Ta co6 B1=011000 thi b,bs=00 (xac dinh r=0), b,bsb,bs=1100
(xac dinh ¢=12), tr d6 ta tim dwoc phan t& o vi tri (0,12) -->

Sb11(bi1=)0=00101 (twong rng voi s6 5). b2b3b4bT=11OO
a4 |13] 1|2 ]15]11| 8|3 [10|6 12|59 |0 |7
O (15| 7 |4 |14 2 |13|1 |10 6 |12|11| 9 | 5| 3 | 8
4 11|14 8 (13|62 | 1115|129 |7 |3 |10/ 5| 0
15(12 8 |2 |4 |9 (1|7 |5|11|3|14(10| 0| 6 |13

Hop S1

- Mdi xau xuat 4 bit ciia cac hép S dwoc dwa vao cac Cj twong
tng: Cj = Sj(Bj) (1<=j<=8).
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Hop S2
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lis |8 |11 |5 |6 |15 |o |3 |4 |7 |2 |92 |1 |16 |14 |9

D | O (B [ EX | GRL: | 15 | 15 |'1 3 4 |5 |2 g |4
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Hop S5
2 (124 |1 |7 [10]1n]e |8 |5 |3 |15 |13 ]0 |14 |9
:.14f.1122 TIE.:I -’? .-13 .:l ..5 :ID -.15 :Illl}f.?r 9 f.S | 6
4 ‘2 1 :.1111{} .“13.? ..S .15 ..9 .12 ..5 4] 3 rIi} 1l-I-
11 3:12? 1:14'2'13'5:15'0:9 1&4:5 3
Hop S6
121 |10|15(9 |2 |6 |8 |o |13]3 |4 |14]7 |5 |1
10 .1524 2 T -’12 .-9 .:5 ..5 :Il 13 14€.D 11 ‘3'3 | 8
o |14 [15]s |2 |8 [12]3 |7 o [4 [10]1 |13]11]s
4 |3 ::z 12 |9 :5 15 [10 |11 |14 |1 :? :5 0 :3 13
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4. Xau bit C = C,C,C3C,C5CsC;Cq cO d0 dai 32 bit dugc
hoan vi twong *ng v&i hoan vi c6 dinh P. Két qua c¢o

PIC)= TR, 16 7 20 | 21
29 | 12 | 28 | 17

: 15 | 23 | 26

Hoan vi P 5 18 31 10

2 8 24 | 14

32 | 27 3 9

19 | 13 | 30 6

22 | 11 4 25
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- K la mot xau co do dai 64 bit trong do 56 bit dung lam

khoa va 8 bit dung dé kiém tra sy bang nhau (phat hién
161).

- Cac bit ¢ cac vi tri 8, 16,..., 64 dugc xac dinh, sao
cho moi byte chira so 1é cac so 1, vi vay tung 10i ¢ thé
duoc phat hién trong moi 8 bit.

- Céc bit kiém tra sy bang nhau 13 dugc bo qua khi tinh
lich khoa.
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So do tinh khoa K1, K2, ..., K16

e D | PC2 | Kis ]
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» Qua trinh tao cac khoa con (subkeys) tir khdéa K dugc mo ta nhu
sau:

» Cho khoa K 64 bit, loai bod cac bit kiém tra va hoan vi céc bit
con lai cua K tuwong tmg véi hoan vi c6 dinh PC-1. Ta viét
PC1(K) = CODO, véi CO bao gom 28 bit dau tién ctia PC-1(k)
va DO 1a 28 bit con lai.

Trong d6 bang so bit dich trai tai moi vong la:

Vong 1 )| 25|43 @ T | 8|2 |14 |12 (25 (14 |15 | 16

S6 bit dich RS A0 I - I S I S SO O S S

INNOVATION - UNITY - HUMANITY

Nhdp mon an toan thong tin

www.iuh.edu.vn




Cac hoan vi cd dinh PC-1 va PC-2:
Bang trat tw khoa (PC-1):
57149 |41 |33 |25 |17 9 | 1 |58 |50| 42|34 26| 18

10 | 2 |59 |51 |43 (35|27 (19 |11 | 3 | 60 | 52| 44 | 36
63 | 55 |47 |39 (31 |23 |15 | 7 |62 | 54 | 46 | 38 | 30 | 22
4. | 6 (61 (53 (45|37 |29 |21 |13 | 5 | 2B |20 | 12 | 4

Bang trat tw nén(PC-2):
14 | 17 | 11 | 24 1 < 3 28 | 15 6 21 | 10

23 |19 |12 | 4 | 26 | 8 16 | 7 |27 (20| 13 | 2
41 | 52 | 31 | 37 | 47 | 55| 30 | 40 | 51 | 45 | 33 | 48
44 | 49 | 39 | 56 | 34 |53 |46 | 42 | 50 | 36 | 29 | 32
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Gial ma

» Viéc giai ma dung cung mot thuat toan nhu viéc ma hoa.

» Bé giai ma dir liéu d3 dugc ma hod, qua trinh giong nhu ma hoa
duoc lap lai nhung cac chia khoa phu dugc dung theo thur tu
nguoc lai tu K4 dén K, nghia la trong budc 2 cua qua trinh ma
hoad dir lieu dau vao & trén R, s€ dugc XOR vo1 K. chu
khong phai véi K.
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Pac diém cua ma DES

Tinh chat bu cia mz’g DES:
DES co tinh chat bu:

EH(P)=C#EE( )=E

trong do :

A 1a phan bu cia A theo ting bit (1 thay bang
0 va nguoc lai).

E¢ 1a ban ma hoa cua E vo1 khoa K. P va C 1a van
ban ro (trudc khi ma hoa) va van ban ma (sau khi ma
hoa).

Do tinh bu, ta c6 thé giam do phtc tap cia tan cong
duyét toan b xudng 2 lan (twong ung véi 1 bit) véi
diéu kién 1a ta c6 thé lwa chon ban rd.
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Pac diém cua ma DES

Cac khoa yéu trong mi Des:
Ngoéi ra DES con co6 4 khoa yéu (weak keys). Kl}i s dung khoa
yeu thi ma hoa (E) va gidi ma (D) s€ cho ra cung két qua:
EAE(P)) =P or equivalently, £, = Dy
Bén canh d0, con ¢ 6 cip khéa mira yéu (semi-weak keys). Ma
hoa v&1 mot khoa trong cap, K1, twong duong vl giar ma voi
khoa con lai, K2:
E«{(Ex,(P))=P or equivalently E, =D,
Tuy nhién c6 thé dé dang tranh dugc nhimg khoa nay khi thuc
hié~n thuat toan, c6 thé bang cach thu hoac cl}on kl}éa mot cach
ngau nhién. Khi d6 kha nang chon phai khoa yéu la rat nho.
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Pac diém cua ma DES

Triple DES:

Triple-DES chinh 1a DES v61 hai chia khoa 56 bit. Cho mot
ban tin can ma ho4, chia khoa dau tién duoc dung dé ma hoa DES
ban tin do.

Két qua thu dugc lai dugc cho qua qua trinh giai ma DES
nhung v&i1 chia khoa 1a chia khoa thir hai.

Ban tin sau qua d3 dugc bién d6i bang thuit toan DES hai lan
nhu vay lai dugc ma hoa DES mot lan nita vGi chia khoa dau tién
dé ra dugc ban tin ma hoa cudi cung.

Qua trinh ma hoa DES ba budc nay dugc goi 1a Triple-DES.
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P0 an toan cua DES

» Tén cong vét can khoa (Brute Force Attack)

» Khoa cua DES: 56 bit nén dé tién hanh vét can khoa can kiém
tra 256 khoa khac nhau.> rat lon

» 1998, t0 chitc Electronic Frontier Foundation (EFF) thong bao
da xdy dung duoc mot thiét bi pha ma DES gom nhiéu may
tinh chay song song, tri gia khoang 250.000%. Thoi gian thir
khoa la 3 ngay.

» Hién nay ma DES van con dugc st dung trong thuong mai,
tuy nhién nguoi ta da bat dau ap dung nhitng phuong phap ma
hoa khac c6 chiéu dai khoa 16n hon (128 bit hay 256 bit) nhu
TripleDES hoac AES.
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P0 an toan cua DES

» Pha ma DES theo phwong phap vi sai (differential
cryptanalysis):

» Nam 1990 Biham va Shamir da gio1 thieu phuong phap pha
ma vi sai. Phuong phéap vi sai tim khoa it ton thdi gian hon
brute-force. Tuy nhi€n phuong phdp pha ma nay lai do1 hoi
phai c6 247 cap ban r0 - ban ma dugc lua chon (chosen-
plaintext). Vi vay phuong phap nay 1a bat kha thi du rang so
lan thir c¢6 thé it hon phuong phap brute-force.
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P0 an toan cua DES

» Phd md DES theo phwong phdp thir tuyén tinh

(linear cryptanalysis)

» Nam 1997 Matsui dua ra phuong phap pha ma tuyén tinh.
Trong phuong phap nay, can phai biét trudc 243 cip ban ro-
ban ma (known-plaintext). Tuy nhién 243 ciing 1a mot con so
16n nén pha ma tuyén tinh ciing khong phai 1a mot phuong
phap kha thi.
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Ma Triple DES

» Mot trong nhitng cach dé khiac phuc yéu diém kich thudc khoa ngan
ctia ma hoa DES 1a st dung ma hoa DES nhiéu lan voi cac khoa khac
nhau cho cing mot ban tin. Pon gian nhat 1a dung DES hai lan véi
hai khoa khac nhau, cach thirc nay dugc goi 1a Double DES

C:E(E(Pa Kl)bKZ)

» Piéu ndy giong nhu 1a Double DES dung mot khoa co kich thude 1a
112 byte, chi ¢c6 mot han ché 1a tbc d6 cham hon DES vi phai dung
DES hai lan. Tuy nhién ngudi ta d3 tim mot phuong phap tan cong
Double DES co6 tén go1 la gap-nhau-o-gitra (meet-in-the middle).Day
14 mdt phuong phap tan cong chosen-plaintext.
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Ma Triple DES

» Néu dung DES ba lan véi ba khoa khac nhau, cach thic nay
duoc goi la Triple DES:

C=E(E(E(P, K,),K,),K;)

» Chiéu dai khoa 1a 168 bit s& gy phtrc tap hon nhiéu cho viéc
phda ma bang phuong phap tan cong gap-nhau-o-gitra. Trong
thuc t€ ngudi ta chi dung Triple DES véi hai khoa K1, K2 ma
van dam bao d6 an toan can thiét.

C=E(E(E(P, K,),K,),K,)
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Ma AES (Advanced Encryption Standard)

» Tiéu chuan ma hoa tién tién (Advanced Encryption Standard -
AES) dugc gi61 thieu vao nam 2001 bo1 NIST vé1 muc dich
thay thé DES c6 nhiéu han ché, va duoc st dung rdng rai trong
cac ung dung hién nay, thuit toan duogc thiét ké bai Joan
Daemen va Vincent Rijmen véi tén goi ban dau 1a Rijndael.

» Khoa c6 kich thudc 256 bit 1a “an toan mdi méi” bat ké nhiing
tién bo trong nganh k¥ thuat may tinh.

» AES 1a thuat toan ma hoa d6i xting dang khoi 128-bit
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Ma AES (Advanced Encryption Standard)

» Nhu DES, ma AES 1a ma khdi, nhiéu vong, nhung ma
AES khong phai la mét ma Feistel. Thuat toan AES
kha phtre tap.

» Pac diém chinh ctia AES:

» Cho phép lua chon kich thudc khoi ma hoa 1a 128, 192 hay
256 bit.

» Cho phep lwa chon kich thudce cua khoa mot cach doc lap von
kich thudc khoi: 1a 128, 192 hay 256 bit.

» SO lugng vong c6 thé thay doi tir 10 dén 14 vong tuy thudc
vao kich thudc khoa.
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Ma AES (Advanced Encryption Standard)

Key
Plaintext (16 bytes) Plaintext
(16 bytes) |  Expand key | (16 bytes)
{ — 4 1
| Addround key f¢——o—t— w[0, 3] —————>] Add round key |
T - )
| Substitute bytes | | Inverse sub bytes | _'g
v
: I Shift rows ] I Inverse shift rows I &
S — (e ]
-~ Mix columns Inverse mix cols
+ T
| Addround key |je———t— W[4, 7] —————>| Add round key |
It 1 >
& I Inverse sub bytes I '§
. 1 =
3 | Inverse shift rows |
L T
| Substitute bytes | .
‘ -
| Shift rows | .
E 1]
5 | Mixcolumns | —1 | Inverse mix cols |
v T
| Addround key |je———1—w[36,39] ————| Addroundkey | _
+ 1 E
| Substitute bytes | | Inverse subbytes | S
=
I S — e ——T
Shift rows Inverse shift rows
2
= + 1
rAdd round key IQ— w|40, 43] —.I Add round key I
!
Ciphertext Ciphertext
(16 bytes) (16 bytes)
(a) Encryption (b) Decryption
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Ma AES (Advanced Encryption Standard)

» Qua trinh ma hoéa bao gom 4 budc:

B1: AddRoundKey - moi byte ctia khoi dugc két hop
vo1 khoa con, cac khoa con nay dugce tao ra tur qua trinh
tao khoa con Rijndael.

Add round key transformation
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Ma AES (Advanced Encryption Standard)

» B2: SubBytes - day 1a qua trinh thay thé trong d6 mdi
byte s€ dugc thay thé bang mot byte khac theo bang

tra.
l’v
x
L » |
s.‘. So_ Su S.__; S-box s'“ S.o_ s'u S..._-;
—1
s . s' L .
Si0 all T T S0 al IR0 B
S20 | S21 | S22 | 523 520 | 521 | 522 | 52
. L] L
S_mIS:uIS_u S33 S30 | S5 | 552 | S5

Substitute byte transformation

INNOVATION - UNITY - HUMANITY

Nhdp mon an toan thong tin

www.iuh.edu.vn




Ma AES (Advanced Encryption Standard)

» B3: ShiftRows - doi chd, cac hang trong khéi duoc
dich vong.

]
12
o
T
3
Lm
]
L

[
3
[
. )
!.f:
I
-
T
-

Shift row transformation
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Ma AES (Advanced Encryption Standard)

» B4: MixColumns - qua trinh tron lam vi€c theo cac cot
trong khoi theo mot chuyén doi tuyén tinh.

» Tai chu trinh cu6i thi MixColumns dugc thay thé bang
AddRoundKey

-
2935 3
1231 | |
=11 123" |7
3112
RER
. L ' .
Soo | %o | 502 | %03 50,0 | %01 | 502 | %03
Siol %] 512|513 5101 %10 512 %13
S20| 521 | 522 | %23 S20 | 521 | 522 | 523
510|831 | 532 | %33 S3p | 851 | 552 | $3a
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Ma AES (Advanced Encryption Standard)

» PO an toan cua AES lam cho AES duoc st dung ngay cang
nhiéu va trong tuong lai s€ chiém vai tro cua DES va Triple
DES.
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Uu va nhuoc diém cua ma hoa doi xing
U'u diém:
- P0§ an toan cao (phu thudc vao thuat toan va khoa), qua trinh

ma hoa va gidi ma nhanh do d6 ma hoa do1 xirng dugc st dung
pho bién trong viéc truyén dir licu.
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Uu va nhuoc diém cua ma hoa doi xing

Nhuroe diém: Mot Sé)’ van dé can quan tadm cta hé thong ma hoa

do1 xuing li€én quan dén khoa, bao gom:

» Do qua trinh ma hda va giai ma su dung chung mot khoa nén
khoa (spcret key) st dung can phar dugc bao quan an toan
tuyét do.

» Van dé phan phoi khoa

» Van dé quén‘l}'l kh’(')a (vO1 he 1,:hc“')ng c6 n nut khac nhau thi so
lwong khoa can thiét cho h¢ thong 1a n(n+1)/2

» Khong cung cap tinh chong thoai thac thong tin
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Cau ho1 va bai tap

I, Ma hoa doi xtmg hign dai va ma hoa doi xung c6 dién khac
nhau ¢ di€m nao.

>, Ma dong hoat dong dua trén nguyén tac thay thé hay hoan vi?

3. HE ma Fiestel c6 thuan lo1 gi trong viéc thuc hién ma khoi?

4. T§1i sao ma hoa DES lai dung cac phép bién do6i phirc tap chi
dé ma hdéa mot khoi 64 bit?
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Cau ho1 va bai tap

1. Khai niém ma hoa, tai sao phai mi hoa thong tin khi truyén
tin trén mang?

2. Khai niém ma hoa doi xirng, co ché, cic thanh phﬁn cua hé
ma hoa do1 xung.

3. Tai sao giri ban ma (cipher) trén ké truyén thi khong so bi 10
thong tin?

4. Khoa la gi? Tai sao can gitt bi mat khoa chi c6 nguoi giri va
nguo1 nhan biet?

5. Kham ma khac giai ma ¢ diém nao?

6. Kham ma theo hinh thirc vet can khoa thuc hi¢n nhu thé nao?
Can lam gi dé chong la1 hinh thirc kham ma theo kiéu vét can
khoa?
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Cau ho1 va bai tap

7. Cac phu’qng phe}p Ceasar, ma hoa don bang, da bang, one-time pad dung
nguyén tac gi dé ma hoa?

8. Ma hoda ban ro “DAI HOC CONG NGHIEP”, dung phuong phap ma hoa
Ceasar vo1 k=3

9. (G1a1 ma ban ma sau, giai su ma hoda Ceasar dugc sir dung dé ma hoa vai
k=3
IRXUVFRUHDQGVHYHQBHDUVDJR

7. Ma hoa ban ro “DAI HOC CONG NGHIEP”, dung phuong phap ma hoa
thay thé don ban (Monoalphabetic Ciphers) vo61 khoda hoan vi K 1a:
IAUTMOCSNREBDLHVWYFPZIXKGQ

8. Ma hoa ban ro “DAI HOC CONG NGHIEP”, dung phuong phap ma hoa
Playfair v61 khoa k 1a “monarchy”.

0. Bai tap trang 59 (File BaiGiangATTT.pdf)
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Cau ho1 va bai tap

Find the output of the initial permutation box when the input is
given in hexadecimal as:

0x0000 0080 0000 0002

Solution

Only bit 25 and bit 64 are 1s; the other bits are Os. In the final
permutation, bit 25 becomes bit 64 and bit 63 becomes bit 15.
The result 1s

0x0002 0000 0000 0001

INNOVATION - UNITY - HUMANITY

Nhdp mon an toan thong tin

www.iuh.edu.vn




Cau ho1 va bai tap

Prove that the initial and final permutations are the inverse of
cach other by finding the output of the final permutation if the

input 1s

0x0002 0000 0000 0001

Solution

The input has only two 1s; the output must also have only two 1s.
Using Table 6.1, we can find the output related to these two bits.
Bit 15 1n the mput becomes bit 63 in the output. Bit 64 in the
input becomes bit 25 1n the output. So the output has only two 1s,
bit 25 and bit 63. The result in hexadecimal 1s
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Cau ho1 va bai tap

The input to S-box 1 1s 100011. What 1s the output?

Solution

If we write the first and the sixth bits together, we get 11 1n
binary, which i1s 3 in decimal. The remaining bits are 0001 in
binary, which 1s 1 in decimal. We look for the value in row 3,
column 1, in Table 6.3 (S-box 1). The result 1s 12 in decimal,
which 1 binary 1s 1100. So the mput 100011 yields the output
1100.
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Cau ho1 va bai tap

The input to S-box 8 is 000000. What is the output?

Solution

If we write the first and the sixth bits together, we get 00 1n
binary, which 1s 0 in decimal. The remaining bits are 0000 1n
binary, which 1s 0 in decimal. We look for the value in row 0,
column 0, in Table 6.10 (S-box 8). The result 1s 13 1n decimal,
which 1s 1101 1n binary. So the mput 000000 yields the output
1101.
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Cau ho1 va bai tap

What 1s the probability of randomly selecting a weak, a semi-
weak, or a possible weak key?

Solution

DES has a key domain of 2°°. The total number of the above keys
are 64 (4 + 12 + 48). The probability of choosing one of these
keys is 8.8 x 10716 almost impossible.
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THANKS YOU
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