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MAT MA HOC

(Cryptography)

M3 hoa bat doi xirng
ASYMMETRIC CIPHERS
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NOI DUNG

. Mé dau
2. Ma hoa khoa cong khai (Public-Key
Cryptosystems)

3. Thuat toan RSA
4. Mot s6 méi hoa khoa cong khai khéc

( Cryptography and Network Security: Principles and
Practices (3rd Ed.) — Chapter 9, 10)
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Pat van dé

Khuyét diém ctia ma hoa d6i xtng:

» Van dé trao do6i khoa giira nguodi guri va nguoi nhan: Can phai
c6 mot kénh an toan dé trao d6i khoa sao cho khoa phai dugc
giit bi mat chi c6 nguoi giri va ngudi nhan biét. Piéu nay 6 ra
khong hop 1y khi ma ngay nay, khoi luong thong tin luan
chuyén trén khap thé giodi 1a rat 16n. Viéc thiét lap mot kénh an
toan nhu vay s& ton kém vé mat chi phi va cham tré vé mat thoi
glan.

» Tinh bi mat cua khoa: khong cé co s& quy trach nhiém néu
khoa bi tiét 19.
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» Vao nam 1976 Whitfield Diffie va Martin Hellman da tim ra
mot phuong phap ma hoa khac ma c6 thé giai quyét dugce hai
van dé trén, d6 1a ma hoa khoa cong khai (public key
cryptography) hay con goi 1a ma hoa bat doi xting (asymetric
cryptography).

» Whitfield Diffie va Martin Hellman dua ra 2 phuong an sau:
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» Phuong an 1: ngud1 nhan (Bob) gitt bi mat khoa K2, con khoa
K1 thi cong khai cho tat ca moi nguoi biét.

» Alice muon géi dit liéu cho Bob thi dung khoéa K1 dé ma hoa.
Bob dung K2 dé giai ma.

» O day Trudy ciing biét khoa K1, tuy nhién khong thé dung
chinh K1 d¢ gidi md ma phai dung K2. Do dé chi c6 duy nhat
Bob méi c6 thé giai ma duogc.

» Diéu nay bao dam #inh bdo mdt ciia qua trinh truyén dit liéu.

» Uu diém cta phuong an nay la khoéng can phai truyén khoa K1
trén kénh an toan.
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» Phuong an 2: nguo1 gui (Alice) gitt bi mat khoa K1, con khéa K2 thi
cong khai cho tat ca moi ngudi biét. Alice mudn géi dit liéu cho Bob
thi dung khoa K1 dé ma héa. Bob dung K2 dé giai ma.

» O day Trudy ciing biét khoa K2 nén Trudy ciing c6 thé giai ma duoc.
Do d6 phwong an nay khong dam bao tinh bao mat.

» Tuy nhién lai c6 tinh chat quan trong 1a ddm bdo tinh chirng thuc va
tinh khéng tir choi. Vi chi c¢6 duy nhat Alice biét dugc khoa K1, nén
néu Bob dung K2 d¢ giai ma ra ban tin, thi diéu d6 co nghia 1a Alice
la ngudi gtri ban ma. Néu Trudy ciling c6 khoa K1 dé giri ban ma thi
Alice s€ b1 quy trach nhiém lam 10 khoa K1.

» Trong phuong an ndy ciing khong can phai truyén K2 trén kénh an
toan—>Ma bat doi xung két hop 2 phuong an trén
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Ma hoa cong khai (Public-Key Cryptosystems)

» M3 bat d6i xtmg 13 mot dang ctia hé thong mat ma ma trong do
ma hoa (encryption) va giai ma (decryption) dugc thuc hién
bang cach dung hai khoa (Key) khac nhau

» Mot 1a khoa cong khai (Public key) va mot la khoa bi mat
(Private key).

» NO cling dugc go1 tén la

MA HOA KHOA CONG KHAI
(Public-key Encryption)

C0 hait mode lam viéc :

» Bao mat : M3 bang public key = giai mi bang private key

» Xac thuc : M3 bang private key = giai ma bang public key

INNOVATION - UNITY - HUMANITY

Nhdp mon an toan thong tin

www.iuh.edu.vn



admin
Highlight

admin
Highlight


M3 hoa bat d6i xting

input : van ban thuan tuy Van ban mat ma
“An intro to “‘Py75c%bn&*)9|f An intro to
PKIl and few De”bDzjF @g5=& PKIl and few
deploy hints” nmdFgegMs” deploy hints”
RSA
Ma hoa

Hai khoa khac nhau

rd N
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Ma hoa cong khai (Public-Key Cryptosystems)

» M d6i xtng c6 thé dung dé bao mat (Confidentiality),
chirng thuc (Authentication), hoac ca hai.

» Hi€én nay, ma hoa khoa cong khai dugce tirng dung rong
ra1 trong nhiéu linh vuec, trong do bao gém: trao doi,
phan phoi khoa, chit k¥ s6, bao mat dir liéu.

» M6t s6 thuét toan ma hoa doi xtrng: Diffie-Hellman,
El-Gamal, RSA, ECC ...
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Ma hoa cong khai (Public-Key Cryptosystems)

» M4 hoa khoa cong khai duoc dung rong rai nhat 1a ma
RSA.

» PO kho cia viéc tan cong dugc dua vao do kho cua
viéc tim thira s6 nguyén to (Prime factors) cia mot so
composite number (hop s0).
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Ma hoa cong khai (Public-Key Cryptosystems)

» Hai van dé cua Khoa bi mat

» Hai co ché cua ma hoa khoa cong khai
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Ma hoa cong khai (Public-Key Cryptosystems)

» Vin dé phén phoi khoa:
» Kho dam bao chia s¢ ma khong 1am 16 khoda bi mat
» Trung tdm phan phdi khoa cé thé bi tan cong.

» Khong thich hop cho chir ky so:

» Bén nhan co thé 1am gia thong diép va ndi rang nhan tir bén
g1,
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Ma hoa khoa cong khai Public-Key Cryptosystems

» Ma hoa khoa cong khai (Public-Key Cryptosystems)

» Phat minh b1 Whitfield Diffie & Martin Hellman - Stanford
Unit, vao nam 1976

» Muc tiéu 1a khac phuc diém yéu ciia mi hoa doi xung
» Mot s6 tng dung cu thé: SSL, VPN, SSH.
» Phuong phap: dung hai khoa khdac nhau cho qua trinh ma
hoa va giai ma
C=E/P,K))vaP=D(C,K,)
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Gia1 thuat Ma hoa cong khai (Public-Key Cryptosystems)

Giai thuat khoa cong khai gom 6 thanh phan:

» Pau vao ciia giai thuat: Ban rd (thdng diép c6 thé doc)

» Giai thuat mat hoa

» Khoéa cong lfhai va bi mat: mot cap kl}(’)a duoc chon sao cho 1
khoa dung d€ ma hoa va 1 khoa dung dé gia1 ma.

» Ban ma: thong di¢p dau ra & dang khong doc duogc, phu thudc
vao ban r0 va khoa. Nghia 1a vo1 cung mot thong digp, 2 khoa
khac nhau sinh ra 2 bang ma khac nhau

» Giai thuat giai ma
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Public-key encryption scheme: Encryption

y

Alice's public PR, Alice's private
key ey

— Transmitted X= —
—— X Ei]i'll.' et IHFRu-l ]1 =
Be—— —» g — 2 —
¥ =E|PU, X] S
|
Pladmtexd e
E Eneryption algerithm Drecryption algerithm ¥

i 1 I
e {eg. RSA) i

S — e A

Hah (a) Encryvption with public key Alice
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Public-key encryption scheme: Authentication

Alice's
puhlic key

Mike Bah
PR; | Bob's private PLy | Bob's public
key ke
; e i=
— Trammited DIPLL Y] a—
— ciphertext —_—
———— 3 > — | ===
—— ¥ = H”:Rm II e
Plaintext £ Plaintext

input Encryption algorithm Decryption algorithm putput

(eg. RSA)

| S v _—
Boh (b} Encryption with private keyv Alice
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Pic diém Public-Key Cryptosystems

» Khong thé tinh toan dé tim khoa giai ma (decryption key) khi
chi bi€t thuat toan va khoa ma hoa (encryption key)

» Mot trong hai khoa cd thé dung cho viéc ma hda (encryption),
Khoa con lai dung cho giai ma (doi véi thuat toan RSA)
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So sanh

» Conventional Encryption
(Ma hoa thong thuong)

>

>

Cung thuat toan vai cung khoa dugce
dung cho viéc ma hoa va giai ma
Sender va Receiver phai cung chia
s¢ thuat toan va khoa

Khoa phai gitr bi mat

Khong thé hoac it nhat khong thyc
thé dé giat ma mot thong diép néu
nhting thong tin khac c6 san.

Su hiéu biét vé thuat toan cong vdi
cac mau ciphertext phai du thi moi
xac dinh ra duoc khoa.

INNOVATION - UNITY - HUMANITY
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» Public-key Encryption

>

Mot thuat toan dwoc dung dé ma
hda va giai ma voi mot cap khoa,
mot khoa danh cho ma hoa va
mot danh do giai ma

Sender va receiver phai c6 moét
trong cap khoa (khéng gidng
nhau)

Mot trong hai khda phai dwoc gily
bimat )

Khén% thé .hoac it _nhat khong
thwe thé de giai ma mot thong
diep néu nhirng thong tin khac co
san.

Sw hiéu biét vé thuat toan + mét
trong hai khdéa + cac mauy
ciphertext phai du thi moi co thé
xac dinh dwoc khoa con lai.
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Public-Key Cryptosystems: Secrecy

i
— |
Cryptanalyst A
- 2,
Source A Destination B

Message Encryption y ~ Decryption || .
- . - Desti
Algori i g Algorithm taisaton
A
AUy KRy,

key Pair
Source
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Public-Key Cryptosystems: Authentication

Cryplanalyst

Source A Destination B

Encryption | Y
Algorithm

B |

KRy KU,

key Pair
Source

Decryption
Algorithm

o
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Public-Key Cryptosystems: Secrecy and
Authentication

i

Decryplion '_,
Algorithm ||

Key Pair
Source

Encryplion ._I
Algorithm ||

Encryplion)
Algorithm |

KUy

KK, KU,
Key Pair
Source
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Public-Key Application

» Co thé phan thanh 3 loai:
» Ma hoa/giai ma (Encryption/decryption): Sender ma hoa thong
diép bang khoa public key cua nguo1 nhan.

» Chivt ky s0 (Digital signatures) — cung cap ching thuc
(authentication): Sender ma hoa thong diép bang khoa public key
cua nguol nhan. Chir ky duogc luu béng mot thuat toan ap dat vao
message hoac géin vao mot khdi nhé dir liéu ma 1a mot ham cua
message

» Trao d6i khéa (Key exchange): Hai bén hop tac dé trao doi khéa
phién (session key)
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Public-Key Application

» Mot vai thuat toan thi phu hop cho tat ca cac rng dung, loai
khac thi chi danh riéng cho mot loai irng dung

Alporithm Encryption/Decryplion  Digital Signature Key Exchange

R5A Yes Vs Yis
Elliptic Curve Vis Yis Yes
Inffie-Hellman N N Yes
[¥55 N s O
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Pha ma Public-key

» Tan cong vét can (Brute Force attack): Ludn luon 1a c6
thé vé mat 1y thuyét
» = St dung khoa da 16n (>512 bits)
» > khoa 16n anh hudng dén toc do cua viéc ma hoa va giai ma
» Tim Private key khi biét Public key:
» = Chua duoc chirng minh tinh kha thi cia phuong phap nay

INNOVATION - UNITY - HUMANITY

Nhdp mon an toan thong tin

www.iuh.edu.vn




An ninh Public-Key Cryptosystems

» An toan cua hé ma hoda khoa cong khai dua trén dé kho cua viec
g1d1 bai toan nguoc.

» Tinh bén cua su an toan nay con phu thuoc vao phuong phap
tan cong cua cac tham ma
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Uu diém mai hoa khoa cong khai

» Pon gian trong viéc luu chuyén khoa: Chi can ding ky mot
khoa cong khai = moi nguoi sé lay khoa nay dé trao doi thong
tin voi ngudi ding ky > khong can thém kénh bi mat truyén
khoa.

» MOi ngudi chi can mot cip khoa (PR, KU) 1a co thé trao doi
thong tin véi tat ca moi nguoi.

» La tién dé cho su ra doi ciia chit ky s6 va cac phuong phap
chirng thuc dién tur.
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Han ché ctia ma Public keys

» Toc do xir Iy
» Cac giéé thuat khoa cong khai C,hl?l yéu dung cac phép nhan chim
hon nhi€u so v&i1 cac giai thuat do1 xirng
» Khong thich hop cho ma hoa thong thuong
» Thuong dung trao d6i khoa bi mat dau phién truyén tin
» Tinh xac thuc cua khoa cong khai
» Bat ctr ai ciing c6 thé tao ra mot khoa cong khai
» Chirng nao viéc gia mao chua b1 phat hién co thé doc duoc nodi dung
cac thong bao g1 cho nguon kia
» Can dam bao nhitng nguoi ding ky khoa 1a dang tin
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Nhac lai 1y thuyét s6

1. Phép chia modulo:

» Phép chia modulo 1a phép chia lay phan du.
» Vidu: 27 mod 8 = 3, 35 mod 9 = 8.

» Mot cach tong quat:

amod n=r voia=0 n>0 0<sr<n-—1

g 1 2 n 2n qn a (q+1)n
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Nhac lai 1y thuyét s6

1. Phép chia modulo:

» Néu hai s0 a, b c6 cung s6 du trong phép chia cho » thi ta noi
rang a va b 1a dong du trong phép chia modulo cho n, phép so
sanh dong du duogc ky hiéu bang dau =:

a = b (mod n) hayviéttatlaa = b mod n

» Vidu vo1 n =4 ta cd 4 16p tuong duong sau:
{0,4.8.12.16 ...}
{1,5,9,13,17 ...}
(2,6,10,14,18 ...}
£3.7.141.15,19..1
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4
/N

Nhac lai 1y thuyét s6

2. Mot sé tinh chat ciia phép modulo:
» Cho a, b va n 1a cac sO nguyén, phép modulo c6 cac tinh chat:

a) (a+ b)mod n=|[(amodn)+ (bmodn)| modn
b) (a—b)mod n =|[(amodn)— (bmodn)| modn
¢) (axb)mod n=|(amodn) X (bmodn)| modn
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Nhac la1 1y thuyet so

3. Ubrc s6:

» Néu a ,mod n =0 (viét cach kh,éc a =0 mod n) thi c6 nghia la a
chia hét cho n, hay » 1a u6c so cua a.

» Udc s6 chung 16n nhat cta hai so: ky hi¢u ged(a, b) . B¢ tim
USCLN cua hai s0 a, b, chiing ta c6 thé dung thuat toan Euclid.
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U'éc so chung 16n nhat (Greatest Common
Divisor —gcd)

» Cho hai s6 a, b € Z \{0}, ¢ € Z 1a udc s6 chung (common
divisor) ctia a va b néu cla va c|b

» C dugc goi 1a ude s6 chung 16n nhat (greatest common divisor),
ky hiéu ged(a, b), néu né la sé nguyén lén nhit dwoc chia hét
boicaavab.

» Vi du: ged(12,18) =6, gcd(-18,27)=9
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Thuat toan Euclid tim gcd(a,b)

n=an=b—>e ¥y = a; r, = by (Initialization)
| =
- while (r; > 0]
1 Foal—e I {
: : g =1 [/ r3;
8 Falba| O FiT e
+____i____. 1 = ¥ap Is = K}
1 [ }
gedla, bl=m ged (a, b) =1y
a. Process b. Algorithm
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Vi du: Tim gcd(2740,1760)

9 . T2 s
1 27740 1'7al ehl]
1 1760 Gl el
1 el Tl 200
3 780 200 IR
1 200 180 20
3 180 20 0
20 0

> ocd (2740, 1760) = 20
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Vi du: Tim gcd(25,60)

i ] 2 F

0 23 &0 #3

2 &0 25 10

2 25 10 J

i 10 3 0
3 0

- gcd(25,60)=5
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Nguyén t6 cung nhau
(co-prime hay relatively prime )

» Hai s0 nguyén a, b € Z \{0} dugc goi 1 nguyén to
cung nhau néu ged(a, b)=1.

» Vidu: (5,8), (9,14) 1a cac cip nguyén to cung nhau
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Phan tir nghich ddo ciia phép nhan modulo:

» Néu }1ai sO nguyén a va n nguyén to cung nhau, thi ton
tal sO nguyén w sao cho:
a.w=1modn
» Ta goi w 1a phan tir nghich dao ctia a trong phép
modulo cho n va ky hiéu la a*/
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Nghich dao nhan multiplicative inverse

» Néu ton tai 1 s6 b € Z_ sao cho

ab = 1(mod n)
thi b dugc goi1 1a nghich dao nhan cuia a modulo n
» Ky hi¢u

b = a~! (mod n)

Multiplicative

M1
N T

Inverse?
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Nghich dao nhan multiplicative inverse

» Diéu kién dé so a cé nghich ddio nhdn khi va chi khi gcd(a,
n)=I
» Vidu: a=22, n=25
Gced(22,25)=1 = a c6 nghich ddo nhan
8 =22-1 (mod 25) vi 8.22 =176 =1 (mod 25)
—> 8 1a nghich dao nhan ctia 22 modulo 25
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Cach tim nghich dao nhan

» Céach 1: dung giai thuat Euclid mo rong
au+pv=1 vdiu,v so nguyén
u=a"! mod p
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Thuat toan Euclid mo rong /X . /g _,
(extended Euclidean algorithm) ' )

» Cho 2 s6 nguyén a va b, tim 2 s6 nguyén khac s va t
sao cho:
sXa+txXb=gcd (a, b)
» Thuc hién phép mod céa 2 vé
(sxn+txb)modn=1modn
[(s x n) mod n] + [(txb) mod n] =1 mod n
0 + [(txb) mod n] =1
= (txb)modn=1->tchinh la nghich ddo nhan cua b

» Thuat toan nay vira co thé tinh duoc ged(a,b) vira tinh duge cac
glatrisvat
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Thuat toan Euclid mo rong
(extended Euclidean algorithm)

71=a7‘2=b—) 7 SIZISZZO—) Ky 11:0 12:1—} 1
F— I R T ]
r“/i v v v v
'y I'y —» r S1 Sy > S A [Hh —» !
I ) }—) 0 S1 Sy —» Ky ‘ A [ —» i
] ] ] ]
ged (a, b)=r S =5 [=1
a. Process
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Thuat toan Euclid mo rong
(extended Euclidean algorithm)

Fs 4 ry < b;
siele S0 (Imitialization)
1 < 0; ke
while (7, > 0)
{

g1/

s —q =k

(Updating 7’s)
e e

S S5 —qX%XS$y; _
1852 (Updating s’s)

S] <=8y Sy S ;

s~ —g= )
(Updating 7’s)
hs=l: L L

}

ged (a, D) «—ry; ses51; 1

b. Algorithm
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Vi du:
a=161 vab=28, tim gcd (a, b) va gia tr1 s va t.

q ry r» r Ay So \Y fj 1'2 1
5 161 28 21 | 0 | 0 | -5
| 28 21 7 0 | ~] 1 -5 6

3 21

7
I

> gcd (161,28)=7,s=—-1vat=6.
NEU T1>0 = d=T1,

NEU T1<0>d S @(N)T1
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Vi du: Tim nghich dao nhan cua 23 trong Z .

[=1—qg*X1,
q r ) I t ) t
4 100 23 8 0 | —4
2 23 8 7 | —4 19
| 8 7 | —4 9 -13
7 7 1 0 9 —13 100
Hc- B 0

» GCD(®(N),E) =gcd(100, 23) 1a 1; nghich dao nhan cua 23 1a —

13 hoac 87. /\
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Vidu: Tim nghich dao nhan cua 12 trong Z.

q Iy Iy r t] t2 [
% 26 12 0 | —2
6 12 2 0 —2 13

»gcd(26, 2) 1a 2; nghich dao nhan khong ton tai

L
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Cach tim nghich dao nhan

»  Cach 2: dung giai thuat tinh s6 mil nhanh (véi p 13 s6 nguyén
t0)
al = aP? (mod p)
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Phan tir nghich ddo ciia phép nhan modulo:

- n=10, a =7 1a hai s0 nguyén to cung nhau, do d6 tim duoc a1 =3 (21 = 1 mod 10)

a'l 0 1 2 3 4 5 6 7 8 9
a'x7 mod 10 0 7 4 1 8 5 2 9 6 3

- n=10,a=2khong phai la hai so nguyén to cing nhau, ta ¢ bang phép nhan sau:

K 0 | % 2 |38 | 4|5 | 6|7 &9
a'x2 mod 10 0,2 4,6 |8 0|2 |4 )6/|38

» Trong bang trén khong ton tai s0 a-1 ndo sao cho a.a’! = 1 mod 10. Vay
khong ton tai phan tir nghich dao.
» D¢ tinh chiing ta dung thuat toan Euclid mé rong s X a+1txb =ged (a, b)
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Bai tap tim nghich dao nhan

» Chon=5va a=2. Tim nghich dao nhan

» Vi ged(2, 5) =1, do do 2 s€ c6 nghich dao nhan modulo 5
2> 3=2""(mod) 5vi2-3=1 (mod 5).

» gcd(4, 15) =1 vi vay 4 c¢6 nghich ddo nhan modulo 15.
>Vi4 -4=1 (mod 15) nén 4 =4" (mod 15)
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2. Hé ma hoa RSA

» Pé xuit bai Rivest, Shamir & Adleman — MIT, 1977
» La hé ma hoa khoa cong khai pho bién nhat

» La co ché ma hoa khdi, plaintext va ciphertext 1a cac s6 nguyén
tr 0 dén n-1. Kich ¢& n thuong 1a 1024 bits, hodc 309 chit so
thap phan (nghia la n <21024)

» Dua trén ham mu (exponentiation) trong truong htru han (finite
field)

» Bao mat cao vi chi phi phan tich thira s0 ctia mot s6 nguyén 16n
la rat 16n
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admin
Underline

admin
Underline


Thuat toan RSA Phat sinh khoa

Key Generation Alice
Select p, g p and g both prime, p # ¢
Calculate n =p X g D, g la s6 nguyén td
Calcuate ¢(n)=(p—1)(g— 1)
Select integer e ged (d(n),e) =1;1 <e < ¢p(n)
Calculate d d=e"' (mod ¢(n))
Public key PU = {e, n}
Private key PR ={d,n)
(The Greatest Common Divisor (GCD)- udc so chung 1on nhat)
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admin
Rectangle

admin
Typewriter
p, q là số nguyên tố


Thuat toan RSA Thuc hiegn RSA

Encryption by Bob with Alice’s Public Key

Plaintext: M<n

Ciphertext: C=Mmodn
Decryption by Alice with Alice’s Public Key

Ciphertext: C
Plaintext: M = C" mod n
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Sender

® |

Plaintext P

Decimal string

@

"F!."FJH"'

L
Blocks of numbers

®

@ Ciphertext C
Public key i C,=P,"modn
E-." =] E.1=P1'ﬂ:lﬂdﬂ
& :
n=pq
@ 'l‘rm:lsmil
Private key o Becotened
d.n decimal text
3
Py=C/ " modn
d = e mod ¢in) P,=C;"modn
gin)=ip—1jg-—1) F
® n=pq :
. .
3
Random number P e
generator
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@

*'mm:ler

©

3314 HHZ/:?j;iEI\H\H 20 6

P, =3314 F,=2262 F,=0017
P, =0462 P, =2414 P, =2066

® .

n=11023

]

11023 = T3=151

®

d = 5801

ki

C, = 3314" mod 11023 = 10260
C, =2262" mod 11023 = 9489
C,=17" mod 11023 = 1782
C,=462" mod 11023 = 727

C, = 2414" mod 11023 = 10032
C, =2006"" mod 11023 = 2253

Transmitl

) !

n=11023
[

5891 = 11~ mod 10800
1B =
11023 = T3x 51

e=11
p=73g=151

r

Random number

(T3=1)151-1)

¥

P, = 10260°*! mod 11023 = 3314
P1=‘.H.I!IEI""“ mod 11023 = 2262
P, = 1782 mod 11023 = 0017
P, = 727" mod 11023 = 0462
P, = 10032 mod 11023 = 2414
P, = 2253 mod 11023 = 2006

F !

generator

Receiver
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Ma hoava Glaima RSA

» Vidu RSA: Pé minh hoa ta s& thuc hién mét vi du vé ma hoa
RSA véi kich thudc khoa 1a 6 bit.

I. Chonp=11vag=3,dodoN=pg=33(2>=32<33<64=
29)

2. 0(n) = (p-1)(g-1) =20

3. Chon e =3 nguyén t6 cung nhau vo1 n

4. Tinh nghich dao cua e trong phép modulo ¢(n) duoc d = 7
(3x7=21) 2gcd(d(n) , e) 2gcd(20,3)=1

5. Khoa cong khai K; = (e, N) = (3, 33). Khoa bi mat K = (d,
N)=(7, 33)
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Ma hoa va Giai ma RSA

Theo phuong an 1 (md hoa bao mat):

6) Ma hoa ban ro M = 15:

C =M¢mod N=15mod33 =9 (vi 15> =3375=102Xx33+9)
7) Gitaima ban ma C = 9:;

M=C"mod N=9"mod33=15=M (vi97 = 4.782.696 = 144.938 x 33 + 15)

ban ro ban ma ban ro

21y 199modB33)=9 ° 1, $mod33d=15 15
f

\ \
\ \

Ku=(3,33) Kz = (7,33)
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Ma hoava Glaima RSA

Theo phuong an 2 (md hoa chung thuc):
6) Ma hoa ban ro M = 15:

C=M%mod N =15 mod33 =27 (vi 15" = 170.859.375 = 5177.556 X 33 + 27 )

7) Giraima ban ma C = 9:;

M=C®mod N=27"mod33=15=M (Vi27> =19.683 =596 x 33 + 15)
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Vi du thuc hien RSA

Encryption Decryption

Ciphertext ,
Plaintext

> 880n0d @@= 11 LI 11@?:@1 88 — 83

/

| |

PU =17, 187 PR = 23, 187

Plaintext
88

Ghi cht : RSA sl dung cac s6 nguyén t6 lén p,q dé viéc
phan tich N v&i (N= pq) la vo cung kho khan.
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Example: Confidentiality

»Takep=7,qg=11,son="T77 and ¢p(n) = 60
» Alice chooses e = 17, making d = 53

» Bob wants to send Alice secret message HELLO (07
04 11 11 14)
» 077 mod 77 = 28
» 0417 mod 77 = 16
» 117 mod 77 = 44
» 117 mod 77 = 44
» 147 mod 77 = 42

» Bob sends 28 16 44 44 42

INNOVATION - UNITY - HUMANITY

Nhdp mon an toan thong tin

www.iuh.edu.vn




Example

» Alice receives 28 16 44 44 42

» Alice uses private key, d = 53, to decrypt message:
» 28%3 mod 77 =07
» 16°> mod 77 = 04
» 44> mod 77 =11
» 443 mod 77 =11
» 4253 mod 77 = 14

» Alice translates message to letters to read HELLO

» No one else could read it, as only Alice knows her private key and that 1s
needed for decryption
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Example: Integrity/Authentication

» Take p="7,g=11,s0on="77 and ¢(n) = 60
» Alice chooses e = 17, making d = 53

» Alice wants to send Bob message HELLO (07 04 11 11 14) so
Bob knows it 1s what Alice sent (no changes in transit, and
authenticated)

» 07°3 mod 77 = 35
» 04> mod 77 = 09
» 11°3 mod 77 = 44
» 11°3 mod 77 = 44
» 14°3 mod 77 = 49

» Alice sends 35 09 44 44 49
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Example

» Bob receives 35 09 44 44 49

» Bob uses Alice’s public key, e =17, n =77, to decrypt message:
» 357 mod 77 =07
» 097 mod 77 = 04
» 4417 mod 77 =11
» 447 mod 77 =11
» 497 mod 77 =14

» Bob translates message to letters to read HELLO

» Alice sent it as only she knows her private key, so no one else could have
enciphered it

» If (enciphered) message’s blocks (letters) altered in transit, would not decrypt
properly
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Example: Both

» Alice wants to send Bob message HELLO both enciphered and
authenticated (integrity-checked)
» Alice’s keys: public (17, 77); private: 53
» Bob’s keys: public: (37, 77); private: 13
» Alice enciphers HELLO (07 04 11 11 14):
» (073 mod 77)*" mod 77 = 07
» (04> mod 77)*" mod 77 = 37
» (11°3 mod 77)*" mod 77 = 44
» (11°> mod 77)*" mod 77 = 44
» (14> mod 77)* " mod 77 = 14

» Alice sends 07 37 44 44 14
—>Sinh vién suy ra gidi ma
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1)Tim cap khoa bi mat va cong khai vo1 p=7
va g=19. Thuc hién ma hodéa va giar ma voi
M=DHKHMT (11,08,24,22,41,05) dam bao tinh bi
mat, tinh toan ven/chirng thuc va ca hai.

2) Xay dung ma gia cho thuat toan RSA

3) Demo thuat toan RSA

INNOVATION - UNITY - HUMANITY

Nhdp mon an toan thong tin

www.iuh.edu.vn




(Gia1 thuat tinh a° mod n
2.d=1;
3. for 1=k downto 1 do
if b1 = 1 then
c=cx2+1;
d=(d x d x a) mod n;

C=CX2;

6

4

5.

6. else
7

8 d=(d x d) mod n;
9.

return d;
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Pha ma hé ma hoa RSA

Bo6n hudng c6 thé dé tan cong RSA:
» Vét can (Brute force attacks) Thr tat ca cac khoa private key

c6 thé. Didu nay phu thudc vao do dai khoa. - dung khoa du
16m

» Phan tich toan hoc (Mathematlcal attacks): Co vai hu’()’ng,
nhu’ng tat ca deu tdp trung vao viéc phan tich thira so tich cua
hai s6 nguyén to.

» Phan tich thoi gian (Timing attacks): Cach nay tuy thudc vao
thot chay cua thuat toan giai ma.

» Phan tich ban ma dwogc chon (Chosen ciphertext attacks)

kham pha cac thudc tinh cua thuat toan RSA. - ngan ngtra
bang cach lam nhiéu
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An ninh cua hé ma hoa RSA

» An ninh cua RSA dua trén do kho cua viéc phan tich
ra thira s6 nguyén t6 cac s6 nguyén to 16n.

» Thoi gian can thiét dé phan tich thira sO mot so lon
ting theo ham mil voi s6 bit ctia sO d6
» Mat nhiéu nam khi sb chit so thélg phan cua n vugt qua 100

(gid st lam 1 phép tinh nhi phan mat 1 ns)

» Kich thudc khoa 16n dam bao an ninh cho RSA

» Tur 1024 bit trd 1én

» Gan day nhat nam 1999 da pha ma dugc 512 bit (155 chir s6
thap phan)
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An ninh cua hé ma hoa RSA

Hién twong 10 ban ro:
» HE ma RSA cO N =p*q=5*7,e=17, vGim = 6 ta co
C=6"mod N =6.

» Hé mi RSA c6 N = p*q = 109*%97, e = 865, vi moi m ta déu co
m® mod N = M.

» V&i hé mi RSA ¢6 N = p*q va e bat ky, s6 luong ban rd bi 10
ma hoa s€ la (1 + (e-1, p-1))*(1 + (e-1, g-1)).

» Trong thuc t&€ RSA thuong duoc st dung voi cac thong diép co
kich thuoc n}16 (secsion key), va thuong sur dung lai gheép véi
cac hé mat do1 xirng (DES,AES...)
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Ung dung ctiia hé¢ ma hoa RSA

1. Bao mat thong di€p : St dung khoa cong khai cua
bén nhan d€ ma, khoa riéng cua bén nhan dé giai ma

& = —

SECURITY" R
m.: plain text
i+ P h c: cipher text

Receiver’s Public Key

m;: plain text = c: cipher text

Sender’s Private Key
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Ung dung ctiia hé¢ ma hoa RSA

2. Xac thuc thong di€p : Dung khoa ca nhan cua bén guri
dé ma , khoa cong khai cua bén g1 dé giai ma
o

SECURITY'
m.: plain text X
P e = c: cipher text

Sender’s Private Key

H) —m—

SECURITY®

m;: plain text o= c: cipher text

Sender’s Public Key
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Pham v1 irng dung cua h¢ ma hoa RSA

» Mang hanh chinh cong, E-Business, E-Government

» Kinh doanh thuwong mai dién tr : Thanh toan dién tir, bao mat
cac dir li€u dién tir, ching thuc chit ky dién tu. . .

» Pao tao, thi cu tir xa,bao mat dir li€u tuyén sinh.

» Ngan hang thuong mai: Giao dich, thanh toan qua mang.

» Xuat nhap canh
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I. Chop=25,g=11,e="7. Tinh khoa riéng (d, N) trong phuong
phap RSA.

>, Thuyc hién ma héa va giai ma bang phuong phap RSA véi p =
3,g=11,e="7, M =5 theo hai trudbng hop ma hda bao mat
va ma hoa chirng thuec.

3. Alicechonp=7,g=11,e=17,Bobchonp=11,g=13,¢e=
11:
a. Tinh khoa rieng KRA cua Alice va KRB cua Bob

b. Alice muon gdi cho Bob ban tin M = 9 vira ap dung chtng thuc va bao
mat nhu ¢ so d6 4-3. Hay thuc hi€én qua trinh ma hoa va giai ma.
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I. ChoN=1517. Hay tinh 131435 mod N.

>, Trong hé ma RSAcON=p*q=103 * (219 — 1) thi c6 thé sir
dung t0i da 13 bao nhiéu gia trj cia e dé 1am khoa ma hoa, giai
thich.

3. Trong h¢ ma RSA c6 N =p*q=103 * 113 s€ c6 bao nhiéu
trudong hop 10 ban ro.

4. Cho hé RSA c6 n = 1363, biét phi(n) = 1288 hay ma hoa ban rd M = 2007.

5. Tuong tu Cau 1 voin = 215629 va phi(n) = 214684 hay giai ma ban ma
M = 2007.
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6. Chohé ma RSAcop=31,q=41,e=271.
a) Hay tim khoa cong khai KP, va khoa bi mat KS cua hé ma trén.

b) Pé ma hoa cac thong diép dojoc viét bang tiéng Anh ngojoi ta dung mot
ham chuyén doi1 cac ky tu thanh cac so thap phan co6 hai chit s6 nhu sau:

Ky tw A /B | C|DJ|E|F G |H|I |J |K|L |M
Ma hoa 00010203 |04 (0506|0708 |09 101112
Ky tw N O |P Q@ B[ |T U |V W X |¥Y [Z

Ma hoa 13114 (15|16 | 17|18 1920|2122 |23 |24 | 25

»  Khi d6 vi du xau ABC s& dojoc chuyén thanh 00 01 02 va sau d6 cat thanh
cac sO ¢o 3 chit s6 000 (bang 0) va 102 dé ma hoa. Ban ma thu dojoc la
mot tap cac s6 €ZN. Hay thuc hién ma héa xau P = ”SERIUS”.

» ¢) Gid sir ban ma thu dojoc 1a C = <201, 793, 442, 18> hay thuc hi¢n giai
ma dé tim ra thong di€p ban rd ban dau.
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7.Chohé ma RSA cop=29,q=43,e=11.

a) Hay tim khoa cong khai KP, va khoa bi mat KS cua hé ma trén.

b) Bé ma I}(’)a géc thong di¢p dojoc Vié:t bang tiéng Anh ngojoi ta dung mot
ham chuyén doi1 cac ky tu thanh cac so thap phan co6 hai chit s6 nhu sau:

Ky tw AlB |C | DI|E|F | G|H|I |J |K|L M
Ma hoa 0010110203 |04 0506|0708 |09]10]11]12
Ky tw N [P & R s [T U Y W| X |Y |Z

Ma hoa 13114 |15 |16 | 17 (18 |19 |20 |21 |22 |23 | 24 | 25

» Khi d6 vi du xau ABC s& dojoc chuyén thanh 00 01 02 va sau d6 cat thanh
cac sO ¢0 3 chir s6 000 (bang 0) va 102 dé ma hoa. Ban ma thu dojoc 1a mot
tap cac sO € ZN. Hay thuc hién ma hoa xau P ="TAURUS”.

» ¢) Gia st ban ma thu dojoc 1a C =<1, 169, 1206, 433> hay thuc hién giai ma
de tim ra thong di€p ban rd ban dau.
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8. Cho h¢ ma RSA con=1363, ¢ =57.
a) Hay tim khoa cong khai KP, va khoa bi mat KS cua hé ma
trén.
b) Gia str ban rd P = 102 hay ma hoa va dua ra ban ma C.
¢) Gia st h¢ ma trén dugc dung lam hé chir ky dién tu, hay
tinh chir ky v&i thong diép M = 201
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3. Ma khoa cong khai khac

3.1 Trao doi khoa Diffie-Hellman

(Diffie-Hellman Key Exchange)
3.2 Mat ma Elgamal

(Elgamal Cryptographic System)
3.3 Matma ECC

(Elliptic Curve Cryptography)
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Trao doi khoa Diffie-Hellman

» Giai thuat mat ma khoa cong khai dau tién

» Pé xuit boi Whitfield Diffie va Martin Hellman vao
nam 1976

» Chi dung dé trao doi khoa bi mat mot cidch an ninh
trén cac kénh thong tin khong an ninh

» Khda bi mat duoc tinh toan bo1 ca hai bén

» An ninh phu thudc vao d0 phurc tap cua viéc tinh log
rO1 rac
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Trao doi khoa Diffie-Hellman

a. Tao khoa

*Tacéplasénguyéntd (peZ).

* Giaslr a € Z,la mot s6 nguyén thuy (primitive element )
* Cac gid tri p va a duogc cdng bd cdng khai trén mang.

* UID thong tin dinh danh hop |é cho twng user U trén

Ty i ) nn

mang (“tén”,” e-mail address”,” telephone number”...)
* Tirng “user U,V” ¢cé moétsé miia,,a,véi(0<a,,a,<p-2),
va tinh gia tri b, ,b,, céng khai twong ing :
b, = a®, modp va
b, = 0@, modp
* Khoa chung K, , duoctinh K, ,= a°,,%, modp
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Trao doi khoa Diffie-Hellman

b. Thuat giai
* Input: p SNT va «a primitive element € Z7 > truyén
cong khai trén mang
Trng “user U,V” cd métsé miia,,a, v&i :
(O<a,,a, <p-2)
* Output
Hai bén cung tinh b,=a?, mod pva b,= o2 mod p
Hai bén gti cho nhau : b, va b,
1. Bén Vtinh : Ky,=0?, , Vmod p=b, 2 modp
Dung b, tir U cung v&i gia tri mat a
2.Bén U tinh : K,,=0?, 3,

Dung b,, gti tir V cung va&i gia tri mat a,

mod p = b,?, mod p
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Trao doi khoa Diffie-Hellman

c. Vi du Diffie- Hellman

 Gidslr p=25307 va a =2 biét cong khai (p 1a SNT va
a la sé nguyén thuy gdc modulo p).
e User U Chon a,, =3578. Tinh
by = a®™ mod p
= 23578 mod 25307

= 6113,
\‘I Dung dé chirng
* UserV chon a.., = 19956. Tinh nhan U

= a” mod p
= 219956 1,6d 25307

= 7984,
Dung dé chirng
nhan V

Nhdp mon an toan thong tin
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Trao doi khoa Diffie-Hellman

Vi du Diffie- Hellman (tiép)
e User U tinh khoa clia minh

Kyv =by® mod p
= T984%°7® mod 25307
= 3694,

e User V tinh khoa cia minh

Kywv = by®™ mod p
= 611319956 mod 25307
= 3694.
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Mat ma ElGamal

» Puoc dé xuit nim 1985, dwa vao d6 phirc tap cua bai toan
logarit ro1 rac.

» Md ElGamal dugc dung trong so tiéu chuan nhu: Digital
Signature Standard (DSS) va S/MIME e-mail standard

» An ninh cua ElGamal dua trén do kho cua viec tinh logarit roi
rac
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Mat ma ElGamal

» Qua trinh tao khoa cua A st dung h¢ ElGamal gém cac buoc
chinh sau:

» A, B thong nhat s6 nguyén t6 q va phan tir sinh q: o

» Bén tao khoa (A) chon gia tr1 bi mat Xa (Xa<qg-1) va tinh gia tri
Ya=a*, mod q. Khi d6, bd khoa K={PU,PR} cta A, v6i khoa
cong khai PU={q, a,Y 5} va khoa ca nhan PR={X, }
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Mat ma ElGamal

» Qua trinh B st dung bo khoa ctia A trong viéc truyén dit liéu M
(M<q):

» B chon gia tri k (k<q) va tinh toan khoa K =(Y ,)* mod q, C,=
ak mod g, C, =KM mod q. Khi d6 (C1,C2) l1a ban ma duoc
truyén di

» Qua trinh bén nhan (A) gia1 ma:

» Tinh khoa K = (C,)*4 mod q
» Tim ban goc theo cong thirc: M =(C,K-")mod q
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Mat ma duong cong Elliptic

» ECC- Elliptic Elliptic Curve Cryptography
» Uu diém:

» ECC sir dung khoa c6 do dai nho hon so voi RSA. = 1am ting toc do xu
1y mot cach dang ké; véi cung mot do dai khoa thi ECC c6 nhi€u uu diém
hon so vo1 cac giai thuat khac

» C6 thé dung ca 3 irng dung: bao mat, trao doi khoa, chit ky $0.

» An ninh ECC dua trén van dé logarit dudng cong elliptic
» Tinh tin cdy van chua cao bang RSA
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So sanh chiéu dai khoa img véi1 an toan tuong duong

Symmetric ECC-based RSA/DSA
scheme scheme (modulus size in

(key size in bits) | (size of n in bits) bits)
56 112 512

80 160 1024

112 224 2048

128 256 3072

192 384 7680

256 512 15360
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Cau ho1 va bai tap

1. Khai niém ma hoa khoa cong khai, co ché, cac thanh phan
cua hé ma hoa cong khai

b, Céc dic diém va yéu cau ctia hé ma hoa cong khai

3. Néu nguyén tac ciia mi hoa khoa cong khai? Tai sao trong
m3 hoa khoa cong khai khong can dung dén kénh an toan dé
truyén khoa?

4. Trong ma hoa khoa cong khai, khoa riéng va khoa cong khai
¢ phai 1a 2 khoa tuy v, khong lién quan? Néu co lién quan,
tai sao khong thé tinh khoa riéng tir khoa cong khai?
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Cau ho1 va bai tap

5. Ngoéi van dé truyé,n khoa, ma hoa khoa cong khai con uu
diém hon ma hoa do1 xirng ¢ di€m nao?

6. Néu nhuogc diém ctiia ma hoa khoa cong khai.

7. Hay néu cac van dé vé RSA

8. Cho céc cdp sO nguyén to sau: (13,2%); (11,19); (23,29). Hay
thuc hién cac budc phat sinh khoa dé dua ra khoa cong khai,
khoa bi mat

9. Dung cac cip khoa trén dé ma hoa thong diép co6 chiéu dai 88

10. Thé nao 1a do an toan ctia mot thuat toin ma hoa?
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