Chapter 2c

TOAN HOC DUNG CHO MAT MA
MATHEMATICS OF CRYPTOGRAPHY



Noi dung

=SO hoc s6 nguyén (Integer Arithmetic)
°Phép chia hét

°Giai thuat Euclid tim gcd

=S6 hoc déng du (Modular Arithmetic)
°Cac lop dong du

°Nghich dao cong va nhan modulo n



NoOi dung

"Algebraic structures
°Group va Field

°GF(2) va GF(2")

=SO nguyén to (prime)
°Ham Phi Euler

°Dinh ly Fermat va Euler

=Cac bai toan kho giai



Dan nhép

=Ly thuyét mat ma s dung va gan lién vdi rat nhiéu kién
thirc toan hoc, bao gobm:

oLy thuyét so

-Ly thuyét thong tin

DO phurc tap tinh toan

“Théng ké

°T6 hop.



Phan | : Integer Arithmetic




S6 hoc sd nguyén
Integer Arithmetic

=Tap cac sO nguyén
Z={...,-2,-1,0,1,2,...}
*Tap cac s6 nguyén khdong &m
/+={0,1,2,...}
*Tap cac so tu nhién

N=1{0,1,2,..}
=Tap cdac so tu nhién khac khéng ﬂ
N+ =N\ {0} R




Tinh chia hét cua cac s6 nguyén

“Tap Z la dong kin v&i cac phép toan +, - va * nhuwng khong
dong kin vai phép chia
°Phép cOng a+b a
°Phép trira—>b — két qua la 1 s6 nguyén €7
°Phép nhana * b
>Nhung phép chia a /b cé thé khong 13 1 s& nguyén




Tinh chia hét clia cac s6 nguyén

“Cho a va b la cac s6 nguyén (integer) vdi b # 0. Ta noi
a chia hét cho b néu tdn tai 1 s6 nguyén c sao cho:

a=bc
=Ky hiéu b | a dé chi a chia hét cho b.
=Ky hiéu b } a dé chi a khdng chia hét cho b.
=a la bdi s6 cta b (multiple), b Ia wdc s6 (divisor) cua a
“Vidu:2 1|6, 3¢5



Pinh ly phép chia cua Euclid

“Pdi v&i moi sd n, d € Z\{0} ludn tdn tai duy nhat cac so q,
r € Zsao cho

n=qd+r v&di0<r<|d]

*n |a s bi chia (dividend), d la s6 chia (divisor), g la thwong
sO (quotient) va r la sO duw (remainder) ky hiéu la R (n)

“Vidu:R,(16) =2 (vi 16 = 2 x 7+2)
R,(-16) = ?? 5 (Vi -16 = -3 x 7+5)
R,(1) = R,(8) = R,(15) = R,(22)... =1.



Lwuy

=Khi ching ra tinh bang mdy tinh hodc mdy tinh tay, r va q ra s am
(negative) khi a la s &m. Lam thé nao dé chung ra cé thé ngdn chan
diéu nay b&i vi r phai la s6 khong am?

=Giai phap rat don gian, ching ta giam gia tri cia q bdi 1 va ching ta
cé thém gia tri cha n thém r dé 1am cho ndé duong.

255=(-0x1)+(2) &  -25=(-24x1I)+9




U'dc s6 chung Id'n nhat
(Greatest Common Divisor —gcd)

“Cho hais6 a, b € Z\{0}, c € Z 1a uw&c sd chung (common
divisor) chaavab néuclavac]|b

=C dwoc goi la wdc sé chung Idn nhat (greatest common
divisor), ky hiéu gcd(a, b), néu né la sé nguyén lo'n nhét
dworc chia hét bdi ca a va b.

"Vidu: ged(12,18) =6, gcd(-18,27) =9



Thuat toan Euclid tim gcd

"Thuat toan dua trén 2 1ap luan:
gcd (a, 0) = a
gcd (a, b) =gcd (b, r),
v&i r 1a phan dw clia a chia cho b
Vi du:
gcd (36, 10) = gecd (10, 6) = gcd (6, 4)
=gcd (4, 2)=gcd (2,0) =2

> dé tinh gcd(36,10), ta chi can tim gcd(2,0)



Thuat toan Euclid tim gcd(a,b)

n=an=b—>e ¥y = a; r, = by (Initialization)
== =i
¥ A while (r, = 0}
1 Fol—e I {
E E g = I [/ Tyi
71 Falsl O EENE
{r____}{r____' I = XIgp I o= Iy
8] ] }
ged (o, Bl =m god €fayb) =nmy
a. Process b. Algorithm



Vi du: Tim gcd(2740,1760)

9 I T2 ;
1 27740 1780 Ll
1 17e0 s T80
1 Eral Tl 200
3 Te0 200 Ll
1 200 1a0 20
9 10 20 0
20 0

=» gcd (2740, 1760) = 20



Vi du: Tim gcd(25,60)

d | 2 F

0 23 &0 73

2 &0 25 10

2 25 10 3

i 10 3 0
3 0

*=> gcd(25,60)=5



Thuat toan Euclid mo’ rong
(extended Euclidean algorithm)

“Cho 2 s6 nguyén ava b, tim 2 s6 nguyén khacsva't
sao cho:

sXa+txXb=gcd (a,b)

*Thuat todn nay vira cé thé tinh dwoc ged(a,b) vira
tinh duwgccacgiatrisvat



Thuat toan Euclid mo rong
(extended Euclidean algorithm)

F1=ar2=b—> 7 S1:1S2:0—) S l‘1=0 12:1—> il
8 'y —» r S Sy > S A [Hh —» t

r : ) H
;/2 VP’/J
)

ged (a,b)=r

a. Process



Thuat toan Euclid mo’ rong
(extended Euclidean algorithm)

r| < a; ry < b;
e 55— 0; (Initialization)
1 < 0; 1 1;
while (r, > 0)
{

q—ry/ry

PP —qXFy; _
IS (Updating 7’s)

Bl &=t iyt

S8 —qX%X8;
1R (Updating s’s)

S] €85 SHe 58

[l &= tl —q X tz, .
(Updating #’s)
L b; Lt

}

ged(a,b)«r; ses; te— 1

_I:I) Algorithm _




Vi du:

a=161vab =28, tim gcd (a, b) va giad tri s va t.

Gidi:r=r—qgxr,;s=s,—qxs,;t=t;—qxt,

- gcd (161,28)=7,s=-1vat=06.

q ry 1 r Sy 8 \) 5 [
5 161 28 2l 10 1 0 1 =D
1 28 21 0 1 =i 1 8 6
3 21 7 0 1 -1 4 — 6 =25




Nguyén td cung nhau
(co-prime hay relatively prime )

"Hai s6 nguyén a, b € Z\{0} duogc goi |a nguyén td
cung nhau néu gcd(a, b)=1.

=Vidu: (5,8), (9,14) la cac cap nguyén td cung nhau




6‘\‘\ Moy

11 r 1

2| 23
22

Phan ii: Modular Arithmetic




Modulo Operator

“Phép modulo duwgc ky hiéu la mod. Ngd ra r duoc
goi la thang du (residue).

A== Z— S NG

la a

n—>» a=qgxn+tr I Relation n—> mod Operator
(positive) (positive)

Lo

q r (nonnegative) r (nonnegative)




Pong du theo modular
(modular congruence)

“Cho hais6a,b€Zvan€N.So6aduwoc goiladong
du (congruent) v&i b theo modulon néunla-b

“Ky hiéua =b (mod n)
*Vidu: 7=12 (mod5), 4 =-1(mod 5),
12 =0(mod 2), -2=19 (mod 21).

S

T e— ]



Tinh chat ciia dong dw modular n

"V&éimoisdbn ENvaa,b, c€Z cictinh chat sau
lubn thoa man:

1.a =a (mod n) (tinh phan xa)
2. Néu a=b (modn)thi b=a(mod n) (tinh d&i x&*ng)
3.Néuaz=b(modn)andb=c(modn)thia=c(mod

n) (tinh bac cau)



Quan hé tuvong duong
(equivalence relation)

*Theo tinh chat cha quan hé twong duong trén 1 tap
nao do thi tap dé duwoc phan hoach (partitions) thanh
1 tap cac lop tvong duong (equivalence class), dugc
goi la cac lop thang du (residue class).

=Quan hé dong du theo modular n la quan hé tuwong
duong



Quan hé tuvong duong
(equivalence relation)

=Ky hiéu R (a) dé chi l&p déng du chira tat ca cac so x
€ Z déng du vdi a theo modulo n

“R,(a) con duwoc ky hiéu la a hay a+ nZ
Ry(a):={r€Z|a=x(modn)}

Vidu: R,(1)={1,5,9, 13, 17,...}



Tap cac thang dw nho nhat

*Trong moi |&p dong duw ludn cé 1 phan tir khong Am
nho nhat duwoc goi la least residue. Trong |&p [0]
least residue la O, [1] least residue la 1,...

=Tap hop tat ca cac least residue modulo n
Z.={0,1,2,3,..., n-1}
dwoc goi la set of all least residue modulo n



Cac phép toan dong dw

"3 phép toan: Addtion,subtraction, va multiplication

Lor Z,
& b
Operations
i fa+dmod n=2c
fa—bimod =2 I
fa=bymod n=e¢
T m od

B

Z,={0, L 2, ...,n—1}}




Cac phép toan dong du
Vi du:

“Cong 7 v&i 4 trong Z,.

“Tro 11 tw 7 trong Z,,

*Nhan 11 bai 7 trong Z,,

- Giai:

“(14+7)mod 15 - (21) mod 15 =6
“(7-11) mod 13 - (-4) mod 13 =9
“"(7x11) mod 20 - (77) mod 20 =17




Cac phép toan dong du:
Thuoc tinh

First Property: (a+b)modn =[(a mod n)+ (b mod n)] modn

Second Property: (a —b) mod n = [(a mod n) — (b mod n)] mod n
Third Property: (a Xb)modn = [(a mod n) X (b mod n)] mod n




Cac phép toan dong du
Vi du:

“R,(12 + 18) = R,(R,(12) + R,(18)) = 2

“R,(12 - 18) = R,(R,(12) - R,(18))
= R,(5 - 4)= R,(20) = 6




Cac so nghich dao

=Khi thuc hién cac phép toan sdé hoc modular, thuong
phai tim nghich ddo cla 1 s tuong &ng vdi phép
toan.

°Nghich dao cong (additive inverse)

°Nghich dao nhan (multiplicative inverse)




Nghich dao cong
Additive Inverse

“Trong Z,,, hai s a va b 1a nghich dao cong (additive
inverse) ciia nhau néu

a+b=0 (mod n)

‘ Luuyl

Trong phép toan dong dw, mdi s0 nguyén deu co
mot nghich dao cong. Tong s6 nguyén va nghich
dao cbng cua n6é dong duv v&i 0 modulo n.

L /|



Vidu

=Tim tat ca cac cdp nghich dao cong trong Z,,.

=C6 6 cap nghich dao cdng cua nhau trong Z,, 1a (0, 0),
(11 9)1 (21 8)) (3) 7)) (4) 6)) and (5) 5)




Nghich dao nhan
multiplicative inverse

*"Néu téntailsdb €Z saocho

ab = 1(mod n)
thi b dwoc goi la nghich dao nhan cia a modulo n
=Ky hiéu
b = a~! (mod n) -
M1
INT

Inverse?



Nghich dao nhan
multiplicative inverse

“Piéu kién dé sé a cé nghich ddo nhén khi va chi khi
gcd(a, n)=1
*Vidu:a=22, n=25
Gcd(22,25)=1 = a cé nghich dao nhan
8 =221 (mod 25)vi 8.22 =176 =1 (mod 25)
- 8 la nghich dao nhan cua 22 modulo 25



Vi du nghich dao nhan

“Chon=5va a=2.Vigcd(2,5)=1,do do 2 sé cé nghich
dao nhan modulo 5
= 3=21(mod)5vi2:3=1(mod 5).

=gcd(4, 15) = 1 vi vay 4 cé nghich dao nhan modulo 15.
—-Vi4-4=1(mod 15) nén 4 =4 (mod 15)




Cach tim nghich dao nhan

=Cach 1: dung giai thuat Euclid mo rong
au + pv =1 vdiu,vsd nguyén
u=a!mod p

=Cach 2: dung giai thuat tinh s6 mii nhanh (v&ip la s6
nguyén to)

al=aP? (mod p)



Nghich dao nhan
multiplicative inverse

*Pé tinh nghich dao nhan modulo n, 4p dung giai
thuat Euclid mo rong:

sxn+txb=gcd(nb)=1
*Thuc hién phép mod ca 2 vé
(sxn+txb)modn=1modn
[(s x n) mod n] + [(txb) mod n] =1 mod n
0+ [(txb) mod n] =1
= (txb)modn=1->tchinh la nghich dao nhan ctuab



Vi du: Tim nghich dao nhan cua 23 trong Z,,.

t=t,-qxt,
q r; > r Iy I [
- 100 23 8 0 1 —4
2 23 8 7 1 —4 19
1 8 7 1 —4 9 =15
7 7 1 0 9 =13 100
1 0 00 [N

= gcd(100, 23) la 1; nghich dao nhan cua 23 la —13 hoac 87.



Vi du: Tim nghich dao nhan cua 12 trong Z,.

q I’] > r t] t2 I
2 26 12 2 0 1 —
6 12 2 0) 1 —2 L3

=gcd(26, 2) la 2; nghich ddo nhan khéng ton tai



Vi du: Tim nghich dao nhan cta 7 trong Z,,




Cac tap ho'p nghich dao cong & nhan

= Zn={0,1,...,n-1}

Z: = {z € Zy, | ged(z,n) = 1}
*Né&u n |a s6 nguyén td thi Zn \ {0} = Zj,
= Z7 la tip hop tat ca cac sé thudc Zn kha nghich modulo
n
*MO0i phan tw cda Zn déu cé nghich dao cong, nhung chi cé
1 s6 la ¢ nghich ddo nhan. Maoi phan tu cia z* déu cd
nghich dao nhan nhung chicd 1 s6 la cé nghich dao cong.



Vi du mot so tip hop Znva Zn”

Z:.=10,1,2,3,4,5} Z ={1,5}
2= U 1o s G Z. =1{1,2,3,4,5,6)
Z,,=10,1,2,3,4,5,6,7,8,9} Z., =1{1,3,7,9}

Z13=1{0,1,2,3,4,5,6,7,8,9,10, 11, 12}
Z13%=11,2,3,4,5,6,7,8,9, 10, 11, 12}



Phan IV
SO NGUYEN TO (PRIME)




=

i |

3 1=
=

Nguyén to va ho'p so '%

=So tw nhién (natural number) 1 <n € N duwoc goi la so
nguyén to (prime) néu nod chi chia hét cho chinh nd va
cho 1.

=SO tw nhién n € N khdng phai la s6 nguyén to thi
dwoc goi la hop so (composite)

=Tap hop cac s6 nguyén to6 dugc ky hiéu la P

sLuuy : SO 1 khong phai la s6 nguyén to cling khéng
phai la hop s6



Ham dém cac s6 nguyén to

*“Ham dém cac sd nguyén td (prime counting function) mt(n)
cho két qua |a sb cac s6 nguyén té nho hon hay bangn € N

m(n):= [{p €P | p<n}

3
—[ro
o[ o
b | 4
| Ln
| O

7 & 9
4 4 4 4 5 5 6 6




Euler’s Phi Function

“Dung dé dém cac s6 nhd hon n € N ma nguyén to
cung nhau vain

d(n)=|{a €10, ...,n-1}| gcd(a, n)=1}|

“Vi du: $(10) = 4



Euler’s Phi Function

—
o

h(1)=0

h(p)=p-1 néu p la mdt nguyén tod

h(m x n)=h(m) x d(n) néu m va n |a nguyén tod clung
nhau

4. ¢(p®)=p-pc?! néu p la mot nguyén to

N

w



Euler’s Phi Function

“Ké&t hop 4 quy tac trén, néu v&i moi sd nguyén n cé
thé phéan tich thanh thira sé (factorize) nguyén to

k;
n=1[1[,;q

o(n) = [ (e — Vg~

i

Thi

“Vi du: d(45) = b(32.5) = (3-1).321.(5-1).511=24



Vi du: Gia tri caa ¢(240)?
Giai
Chung ta co thé viét 240 = 24 x 3! x 51, thi

0(240) = (2-1) x 2*1) x (3-1) x (3 x (5-1)(5'1)
= 64



Vi du: Chuing ta c6 thé néi ¢(49) = d(7) X &(7) =6 x 6 =362
Gia1

=Khong. Vi 7 va 7 khong 1a nguyén t6 cung nhau nén khong
ap dung duoc luat 3.

=49 =72, chung ta can luat thu 4: $(49) =72 — 71 = 42.



Vi du: Tinh ¢(187), véi 187 = 17 x 11




‘ Lur'uy'l

D06 kho cua viét tim ¢p(n) tty thudc vao do kho cua viéc
phan tich thtra s6 cua n.




Dinh ly Little Fermat (1640

= Néu p la 1 s6 nguyén tod va a la s6 nguyén thi
a*! = 1 modp
= Hoac
= Vidu: cho p=5
= 34=81=1 mod5

= Ung dung: dung dé tinh nghich ddo nhan nhung khong
hiéu qua bang giai thuat Euclid mo rong

Vi XEZ = XxXP2 =1 = x1=xP?2 jn Z,

a’ = a mod p



Pinh ly Euler

=Dinh ly Euler dugc xem nhu truong hop dac biét cua
dinh ly Fermat

“First Version

a?™ = | (mod n)
“Second Version
a*>*m+1 = q (modn)



Tim nghich dao nhan dung dinh ly Euler

“Dinh ly Euler c6 thé duoc dung dé tim nghich dao
nhan modulo 1 hop sé.

a ! modn = a1 modn




Vi du:

“The answers to multiplicative inverses modulo a composite
can be found without using the extended Euclidean
algorithm 1f we know the factorization of the composite:

a. 8 ' mod77=8°"""1mod 77 = 8 mod 77 = 29 mod 77

b. 7 mod 15=7"1)"Tmod 15= 7" mod 15 = 13 mod 15

c¢. 607" mod 187 = 60187 ~Imod 187 = 601°% mod 187 = 53 mod 187

d. 717 mod 100 = 71°090-I0d 100 = 717 mod 100 = 31 mod 100



Example 9.17

The answers to multiplicative inverses modulo a composite can be
found without using the extended Euclidean algorithm if we know
the factorization of the composite:

81 mod 77 = 8"~ mod 77 = 8% mod 77 = 29 mod 77

7 mod 15 =7 mod 15= 7" mod 15 = 13 mod 15

60~ mod 187 = 60°U87) ~1imod 187 =601 mod 187 = 53 mod 187
717" mod 100 = 71901901164 100 = 71°% mod 100 = 31 mod 100

S




PHAN Ill: ALGEBRAIC STRUCTURES



Common
algebraic structures
‘ Groups \ ‘ Rings \ ‘ Fields \




Phan tir déng nhat
Identity element

“Cho Sla 1tap hgp va * la phép toan hai ngbi (binary
operation) trén S. Phan tlr e € S dugc goi la phan tir dong
nhat néu lubn co

exa=a*xe=a VaeEesS

Vi du: phan t&r dong nhat cha phép cong va phép nhan trong
/7?7




Groups

“Group (G): tap hop cac phan tl&r vdi 1 phép toan 2

ngoi “®” va thoa man 4 thudc tinh sau:

°Closure: néua,b e Gthicza®b € G

-Associativity: néu a,beGthi (a®b)ec=ae(bec)
-Existence of identity: Va €G ludn ton tai 1 phan t& e dugc
goi la phan tlr déng nhat (identity element) sao cho e ® a=
a®e=3

Existence of inverse: Va G lubn ton tai 1 phan tir a’ dugc
goi la nghich ddoclaasaochoa®a’ =a’®a=¢e



Nhém giao hoan
Commutative group

“Con duoc goi la abelian group

=La 1 group ma toan t&r cia nhdm thoa man thém
thudc tinh commutativity.

cCommutativity: Va,b eGthiaeb=beg

=G = <Zn, +> cO phai la nhdm giao hoan (commutative
group) khong?

= Yes



Finite Group/Subgroup

*Group duwoc goi la hitru han (finite) néu s6é phan ti
cua no la hitu han.

=Subgroup: tap con H clda group G duoc goi la
subgroup ctia G néu chinh H cling 13 1 group v&i cung
phép toan cua G.

°Viduy: H=<Z,,, +> c6 phai la subgroup cua G=<Z,,,+>?




Cyclic subgroup

*Nhom con vong (cyclic subgroup) : la subgroup cua 1
group duoc tao ra ti phép power ctia 1 phan ti nao
do

-Power cd nghia |a |3p lai nhiéu Ian phép toan ciia nhom.

d'— aeqae ... eg (ntimes)



II Example 4.7

Four cyclic subgroups can be made from the group G = <Z;, +>.
They are H1 = <{0}, +>, H2 = <{0, 2, 4}, +>, H; = <{0, 3}, +>,

and H4= G.

3 mod 6 =0 H3

H1 —
0" mod 6= 0% 3 mod 6=3
H4

0
11m0d6=0 « 49 mod 6=0
12m0d6:1 4! mod 6 =4
I"mod 6=(1+1)mod6=2 4> mod 6 = (4 +4) mod 6 =2
13mod6:(1+1+1)mod6:3
1*mod6=(1+1+1+1)mod6=4 SO H2
Pmod6=(1+1+1+1+1)mod6=5 s od6 =15

52 mod 6 =4
2% mod 6 =0
Sl —1H2 53 mod 6 =3

- 5 mod 6 =2

2°mod 6 = (2 +2) mod 6 = 4

52 mod 6 =1




Vidu

“Ba cyclic subgroup tu group G=<7,,*, x>
*G chicé 4 phantirlail,3,7,9

1°mod 10 = 1— [ 79mod 10 = 1
7"mod10=7

29 mod 10 = 1 7§mod10=9_

2 _

3 mod 10=9 90 mod 10 = 7

3°mod 10 =7 91 mod 10=9 ~



Cyclic group

“Nhom vong (cyclic group) la group ma chinh n6 ciing
la cyclic subgroup.
°Vidu H,=G = G la 1 cyclic group.

“Phan tir tao ra cyclic group dwoc goi la generator.

[e, g, gz, e g”_l}, where g"" = e




Vidu

"The group G = <Z6, +> is a cyclic group with two
generators, g=1and g =5.

"The group G = <Zwo*, x> is a cyclic group with two
generators, g=3andg=7.




Bac cua nhom
(Order of the Group)

*Bac cla 1 nhdm hitru han |G| Ia s6 phan t& trong
nhom G.

=Bac clia G=<Zn*,x> la ¢(n)

*Vi du: bac cia nhom G = <Z,,*, x>?
1G] = (21) = ¢ (3) x ¢ (7) = 2 x 6 =12.
2 2,,*={1,2,4,5,8,10, 11, 13, 16, 17, 19, 20}



Bac cua phan tw
Order of an Element

=B4c cla phan t a, ky hiéu ord(a) trong nhédm G la s6
nguyén nho nhat i sao cho a' = e (mod n) vdi e la phan
tir dong nhat

=B&c cla phan t& |a generator cling |a bac ciia nhém
vong ma no tao ra.



Vidul

*Tim bdc cla tat ca cac phan tr trong G= <Z,*, x>.
*Nhom cé ¢(10) =4 phan tw, Z,,%={1,3,7,9}. Bac cua
moi phan t&r dwoc tinh bang cach trial and error
a.1'=1 mod (10) = ord(1) = 1.

b.3%=1 mod (10) = ord(3) = 4.

c. 7*=1 mod (10) = ord(7) = 4.

d. 92=1 mod (10) = ord(9) = 2.




Primitive root

*Trong nhdm G = <Z_x, x>, khi bac cla 1 phan tlr bang
vai ¢(n), thi phan t&r nay duoc goi la primitive root
cua nhom.

ord(a) = o(n).




Primitive root cua Z,4 1a 2,3,10,13,14,15
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Vi du: tim primitive cua <Z,*, x>

i=3 i=6
a=1 x| ol
d=2 x: 4 el
Primitive root — a=3 x5
a=4 x:2 sial |
Primitive root — a=3 5 A
a=06 X6 sl




Nhém vong
Cyclic Group

*N&u g la primitive root trong nhdm thi g cd thé tao
(generate) tap Z,* nhu sau:

Zn* — {g19 g29 g39 *** g(l)(n)}




Ring

“Ring R=<{...}, ®,[1> cd 2 phép toan
°Phép todn th* nhat ® thda m3n ca 5 thudc tinh cdia nhdm giao
hodan (abelian group)
°Phép toan (] chi can thoa man 2 thudc tinh dau nhwng phai cé tinh
phan phdi (distributivity) déi véi phép todn thi nhat @
>V a,b,ce Rall(b ®c)=(allb) ®(allc)

=Commutative ring la ring ma phép toan th hai thoa man
ca thudc tinh giao hoan (commutative)



Ring

Distribution of [J over @
1. Closure @® || 1. Closure O "
2. Associativity 2. Associativity Note: - _
3. Commutativity 3. Commutativity = L thlr.d properly 18
e R = <Z, +, X> only satisfied for a
4' E)_;;?stence of }der_ltlty  commutative ring.
5. Existence of inverse

la.b.c, ...} & l I

Set Operations

R =<Z,+x>1a commutative ring??



Field

“Field F=<{..}, ®,[ 1> la 1 commutative ring ma phép
toan th& hai thda man ca 5 thudc tinh nhung phan ti
identity cia phép toan th& nhat khéng cé nghich dao
doi vai phép toan thi hai




Field

Distribution of [J over @

1. Closure

2. Associativity

3. Commutativity

4. Existence of identity
5. Existence of inverse

1. Closure L]

2. Associativity

3. Commutativity

4. Existence of identity
5. Existence of inverse

-
Note:

The 1dentity element

of the first operation

has no inverse with

respect to the second

{a,b,c, ...}
Set

o 1

Operations

operation.
-




( (’ (A1) Closure under addition:
(A2) Associativity of addition:
(A3) Additive identity:

Group

{A4) Additive inverse:

Abelian group

(A5) Commutativity of addition:
(M1) Closure under multiplication:

(M2) Associativity of multiplication:
(M3) Distributive laws:

Commutative ring
N
Ring
AL

Field
__,.F‘A\__

Integral domain
_.A-_

(M4) Commutativity of multiplication:
(M35) Multuplicative identity:

(M6) No zero divisors:

k (MT7) Muluplicative inverse:

Figore 4.2 Groups, Ring, and Field




Finite field

“Finite field hay con goi la Galois field la 1 field ma so
phan tlr cia nd la p” v&i p 1a s6 nguyén td (prime) va
nla 1 s6 nguyén duong

Mot Galois field, GF(p"), la mét trwong hivu
han cé p” phan tir.



GF(p) field
“Khi n =1 thi GF(p)

The simplest finite field 1s GF(2). Its arithmetic operations are easily summarized:

+10 1 X0 1 w| —w w!
0 ‘ 0 1 0 ‘ 0 0 0 ‘ 0 —
111 0 110 1 1 1 1
Addition Multiplication Inverses

In this case, addition is equivalent to the exclusive-OR (XOR) operation, and
multiplication is equivalent to the logical AND operation.




Arithmetic in GF(7)

-
-
-

Table 4.

L8

]

o

]

L

LT

L

(a) Addition modulo 7

2]

(c) Additive and multiplicative

£

|

LV

[

e

(]

L

0
0

)

inverses modulo 7

(b) Multiplication modulo 7




i 1 T WA | S 1 8

I. GF(p) consists of p elements.

2. The binary operations + and x are defined over the set. The operations of addi-
tion, subtraction, multiplication, and division can be performed without leav-
ing the set. Each element of the set other than 0 has a multiplicative inverse.

We have shown that the elements of GF(p) are the integers (0,1, ....,p — 1}
and that the arithmetic operations are addition and multiplication mod p.



CAC BAI TOAN KHO GIAI

PHAN V




= Phan tich thira s6 nguyén to
" Thang duw bac hai
" Logarithm roi rac




Pinh ly sd hoc co’ ban
Fundamental Theorem of Arithmetic

»Bat ky s& dwong nao I&n hon 1 déu cé thé biéu dién
duy nhat dwdi dang thira s6 nguyén to (prime
factorization)

n=p“Ixpy?x o xpk

°VGi py, Py, - Py 12 CaC SO NgUyén to
°e,, €,, .., € la cac s6 nguyén duong



Thang du bac hai
Quadratic Residuosity

“Phan tir x € Z_* la thdng du bac hai modulo n (quadratic
residue modulo n) néu tén tai 1 phan tiry € Z * sao cho x
=y2 (mod n) . Phan ti&r y duoc goi la can bac hai cla x
modulo n (square root of x modulo n).

“Thang du bac hai trong Z_* dwoc ky hiéu QR

QR,:={x€Z, | e, : yz

r (mod n)}



Phan loai

"Xét 2 truvong hop thang du bac hai modulo n voi:

°N la s6 nguyén to

°N la hop s6 = bai toan thang du bac hai (Quadratic
residuosity problem QRP)




Thang du bac hai modulo la s6 nguyén té
Quadratic Residuosity modulo prime

=MG6i phan tl trong Z,_* hodc |a thang dw bac hai (quadratic
residue ) hoac khéng thang du bac hai (quadratic
nonresidue)

°Tap hop tat ca s6 khong thang duw bac hai trong Z_*1a phan

bu (complement) cua QRn, ky hiéu QNR_
QNR._=Z *\ QR.



Vi du thang dw bac hai modulo prime

“Trong Z,* céc phan tr {1, 2, 3, 4, 5, 6} c6 thé liiy thira bac hai nhu
sau:

x |1 2 3
|1 4 2

4 5 6
2 1

I

“Chi cé 1,4,2 trong hang th& hai, nd chinh la cac thang du bac hai
2QR, ={1, 2, 4}
< QNR, =7*,\ QR, = {3, 5, 6}



Vi du thang du bac hai modulo la sd nguyén to

=Tim QR19 va QNR19?
QRio = {1,4,5,6,7,9,11,16,17)

QNRig = Z*, \ QR1o = {2,3, 8,10, 12, 13,14, 15, 18}

x2/1/4 9|16/ 6 (17117 |5 |5 /7 11/17/6 |16/9 |4 | 1




Thang du bac hai véi modulo la
SO nguyén to

“V@&i 1 s6 nguyén to |é p>2, ludn co

QRp| =

*V&i moi so nguyén to p>2,2; dwoc phan hoach thanh 2
nhdm con ¢ kich c& bang nhau QRp va QNRp (mo6i nhém
con chira (p — 1)/2 phan t&)



Tiéu chuan Euler
Euler’s criterion

“Cho p la 156 nguyén t8. D&i vdi bat ky s6 x € Z* ,x € QRp néu va chi
néu

p—1

r 2 =1 (mod p)
=Néu tiéu chuan Euler khéng thoa man thi

p—1

r 2z =—1(mod p)

=Tiéu chuén Euler dung dé xac dinh xem 1 sé x cé thudc QRp hay
khong?



Vidu

QR7 = {1; 2) 4}
QNR, =Z*,\ QR, = {3, 5, 6}
"V&i x=2 € QR7 thi

p—1

x2 =2mod7 =1
“V&ix =5 € QNR, thi

p-1
x2 =5 mod7=-1



Bai toan thang dw bac hai
(Quadratic residuosity problem QRP)

*Cho n la mét hgp s6 nguyén duong n € Nva x € Z *. Bai
toan QRP sé quyét dinh x ¢ thudc QRn hay khong??

*Hién van chuwa cé giai thuat hiéu qua néu dau vao la 1sé n
€ N (tich cla 2 s6 nguyén to I1&dn) va x € Z_* c6 thé xac dinh
duwoc x co la thang du bac hai modulo n hay khéng?




Bai toan thang du bac hai
(Quadratic residuosity problem QRP)

*D3 dwoc chi rang cé thé tinh dwoc cin bac hai cda x
néu va chi néu phan tich dwoc thira so cua n.

=»Tinh can bac hai trong Z_* cling kho tvong duong
v&i bai todn phan tich sé n.




Exponentiation va logarithm

Exponentiation: y=a¢* —  Logarithm: x = log, v




Ly thira modulo
Modular Exponentiation

*Tinh ab (mod n)??
=Giai thuat don gian nhat |a nhdn a (mod n ) b Ian
“Giast b=23

R.(¢®*) = Ru(a-a)
Rn(a®) = Rn(a-Rn(a®))
R.(a*) = Ryu(a-Ry(a’)
Exfa") = Ryle-Rula™))

“C4 cach nao ngan hon khéng???



Modular Exponentiation

Ly thira modulo

et et Nt Nt P e

e T e S N e T o B e R

=*Chi can 7 1an nhan




Fast exponential algorithm
Square-and-multiply algorithm

=S dung khai trién nhj phan cta s6 mii b dé bién déi phép
tinh a® thanh 1 chudi cac phép binh phwong va nhan.

({1[—'_ G.b=bg_q...0bgE N)

§+—1
fori = k — 1 downto Odo
§+— 58
ifb; = lthens«<— s-a
return s
(a®)



The square-and-multiply algorithm

*Tinh 72?2 (mod 11)
°Tinh b = (22)10 (10110),.
-Ap dung gidi thuat trén dé tinh nhu sau:

7z — 12.7=7(mod 11)
7102 — 72 =5 (mod 11)
7(10)2  — 52.7=3.7 =10 (mod 11)
7101)2 - —  (10)%2.7 =7 (mod 11)
7A00) — 72 =5 (mod 11)



Discrete logarithm function

“P 1a 1 56 nguyén t6 (prime) va g la primitive root cta Z_*. Ham

Exp,,: Zp-1 — Z,
x — g°
goi la ham discrete exponentiation clia co so g.
=V Exp la song anh nén ham ngwoc cua no la:

Log, gt Z, — Zp—

r — log,x

Puoc goi la ham discrete logarithm




Discrete Logarithm Problem (DLP)

“Cho g |a 1 primitive root cua Zp* va h la 1 phén tw khdc O
cua Zp. Bai todn Discrete Logarithm la bai todn tim s6 mii
(exponent) x sao cho

xX

g =h (mod p)
=SO x duwoc goi la discrete logarithm cua h co s6 g va duwoc ky
hiéu log(h).



Discrete Logarithm Problem (DLP)

*Néu tim dwoc 1 s6 mii nguyén x sao cho g* =h thi sé cd vo
sO loi giai vi theo dinh ly Fermat
g?~1 =1 (mod p)

—Neéu x |a loi giai cta g¥ =h thi X + k(p - 1) ciing la loi gidi
voi moi gia tri k vi

g:c+k(P—1) = gx . (gp_l)k =h- 1k =h (mOd p)



Vidu

“Cho s6 nguyén t6 p = 56509, va g=2 la 1 primitive root ctiia Zp*. Lam
thé& nao dé tinh discrete logarithm cdia h = 38679°?

“Lan lwot tinh:

92, 99 . 9L 95, 96 D ..o (mied 56509)

=Cho dén khi tim thay két qua bang va&i 38679. Viéc tinh todn nay khé
thwe hién bang tay, nhung néu dung may tinh thi dé dang tinh dwoc
logp(h) = 11235.



D3c diém cua Discrete logarithm

=Discrete logarithm khac nhiéu so véi continuous logarithm duoc
dung trong so thuc hay phtrc.
°Vé mat thuat ngit thi nhw nhau, ca hai loai logarithm déu |a nghich
dao cua Ity thira (exponentiation)
°Nhung |Gy thira modulo p thi khac xa voi liy thoa thong thuong.
Két quad cua Idy thira modulo p thay déi bat thudng khéng theo quy
luat nhu Iy thoa thong thuong




Continous logarithm

log; x
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3001

TOO1=

6004

5001

400

3001

200

1001

Figure 2.2: Powers 627' mod 941 fori =1,2,3,...

k |




The discrete logarithm problem has the same
complexity as the factorization problem.




Dinh ly s6 du Trung hoa
(Chinese Remainder Theorem)

x=al (mod n1)
X = a2 (mod n2)

X = ak (mod nk)

= La hé thong géom k phuwong trinh dong du véi ni,...,nk
= Cac gia tri n1, .., nk tirng d6i mdt nguyén td cung nhau.

= Hé thong cd mot nghiém duy nhat x thudc Zn




Giai thuat tim s6 dw Trung Hoa
Chinese remainder algorithm (CRA)

“Pat mi =n/nivdii=1,...k,
va yi = m™t (mod ni)
Khi d6 nghiém x dwogc tinh nhu sau:

k
L= Z aimili (de ﬂ)

=1




Vidu

“Cho 1 hé 3 phuong trinh déng du sau:
 x=5(mod7)
— x=3(mod 11)
~ x=11(mod 13)
Hay tim nghiém x




Vidu

" nl=7,n2 =11, n3 =13 - tat ca cac cap déu nguyén
td cung nhau

= al=5,a2=3vaa3=11
*Tinhn=7-11-13=1001

=» Tinh m1=1001/7 = 143
m2 =1001/11=91
m3 =1001/13 =77




Vidu

"Tinhy, =143Ymod 7) =5
Y, =291 mod 11) =4
Y3 = 7771(mod 13) =12

Tinh x =a;m,y, + a,m,y, +a;m,y,
=5x143x5+ 3x91x4 + 11x77x12
x =14831




Hé 2 phwong trinh déng dw

“Xét hé 2 phuong trinh:
x =al (mod nl)
X = a2 (mod n2) v&iged(nl,n2)=1

Tinh

t =n3 ' (mod ny)

Khi d6: u=(a2—-al)t (mod n2)

Giai thuat nay &ng dung rat nhiéu trong hé mat ma

RSA 1
=81 T+ Uufs




