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Nhu cau toan ven thong tin

» Cac ing dung chu trong muc ti€éu Toan ven
» Tai liéu duge st dung giong hét tai liéu luu trit
» Cac thong di€p trao doi trong mot hé thong an toan khong bi thay
doi/sura chira
» “Niém phong” tai liéu/thong diép
» “Niém phong” khong bi sira d6i/pha hily dong nghia voi tai liéu/thong
diep toan ven
» “Niém phong”: biam (hash), tom luoc (message digest), dit so kiém tra
(checksum)
» Tao ra “ni€ém phong”: ham bam
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Ham bam

» Muc ti€éu an toan
» Toan ven (Integrity)
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1. Ham bam (Hash Function)

» Ham biim 1a cac thuit toan khong st dung khoa dé ma hoéa, nd
cO nhi€ém vu bam thong di¢p dugc dua vao theo mot thuat toan A
mot chiéu nio d6, roi dua ra mot ban bim — vin ban dai dién
— ¢6 kich thwée ¢o dinh. Do d6 ngudi nhan khong biét dugc noi
dung hay d6 dai ban dau cta thong diép da dugc bam bang ham
bam.

» Gia tri ctia ham bam 1a duy nhat, va khéng thé suy nguoc lai
duoc nd1 dung thong digp tu gia tr1 bam nay.
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1. Ham bam (Hash Function)

Micsage or daa block M Garabslength | » Input: M co kich thwoc
bat ky
- » Output — gia tri h c6 kich
B thwée co dinh, ngan.
» H(X) — ham mét chiéu
(“Khoé dé tinh nghich
—— dao”)
(fixed length)
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1. Ham bam (Hash Function)

message message digest
Aliee was beginning to get very tired of \
sitting by her sister on the bank, -/ = DFDC349A
and having nothing to do. /
 am not a crook. A— FB93LE283
1 am not a cook. =) = A3F44398

INNOVATION - UNITY - HUMANITY

Bo mon He thong thong tin

www.iuh.edu.vn




1. Ham bam (Hash Function)

x@

X. Thong di‘%
X3
@

Khéng gian théng diép Khéng gian gia tri bam

9Khong gian gia tr1 Bam nho hon rat nhleu so vo1 Khong gian thong
dlep vé mit kich thudc = chic chan sé ton tai dung do  (trung), nghia
1a co hai tin x va x” ma gia tri Bam cua chung la glong nhau, tirc

14 h(x) = h(x”)
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Tinh chat ham bim

1. Tinh chong tién anh (Preimage resistant — one-way property):
Cho trieée gid tri bam h viéc tim x sao cho H(x)=h la rit khé
2. Tinh chong tién danh thw hai (Second preimage resistant — weak
collision resistant — Tinh chong trung yéu):
Cho thong digp dau vao x, viéc fim mét thong digp x’ véi (x’#x) sao cho h(x’)=h(x) la rit khé
3. Tinh chong trung manh (Strong Collision resistant).
Khéng thé tinh todn dé tim dwoc hai théng diép dau vio
X;#X, sao cho ching co cung gia tri bam
(Nghich ly ngay sinh — Birthday paradox)
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Nghich 1y ngay sinh (birthday paradox)

Bai toan 1: Gia su trong phong co M sinh vién. Vay xac sudt dé

c6 hai SV ¢6 ciing ngay sinh la bao nhiéu phan tram? (1 nam 365
ngay khac nhau)

» Theo nguyéen ly chuOng b6 cau Dirichlet: can co 365+1 = 366 ngu'a’z dé

tim thay 2 ngu'a’z Cco cung ngay sinh voi xac suat 100%. Vi vy véi 30
nguoi thi xac xuat nay rat nhé. = Rat nhé, ding khéng

» Tinh theo xdc sudt thong ké toan hoc thi
MM-1)>=2 x 365 x log.2 (*)
chi can 23 ngueoi la di dé xdc suat hon 50%. Vi vdy bai todn nay goi la
nghich ly ngay sinh
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Nghich 1y ngay sinh (birthday paradox)

Diéu nay muodn ndi 1én rang, trong nhiéu truong hop xdc suat de
hai mdu tin co cung ban Hash la khong nho nhu chung ta nghi.

> Tinh chong tring manh
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Nghich 1y ngay sinh (birthday paradox)

Bai toan 2: Gia s ban dang ¢ trong mot 16p hoc vo1 M sinh vién.
Hoéi M t6i thiéu 1a bao nhiéu dé ton tai mot ban khac co cung ngay
sinh véi ban véi xac suat (XS) 16n hon 50%?

b XS dé 1 ngudi khac ngay sinh v6i ban 1a 364/365.

» >XS dé M ngudi déu khac ngay sinh véi ban 1a (364/365)M.

» XS dé ton tai it nhat mot ngudi ¢ ciing ngdy sinh v6i ban 1a: 1-(364/365)M

» Dé XS nay >50% = M>=253 nguoi

>Tinh chdng trung yéu
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Nghich 1y ngay sinh (birthday paradox)

» Ap dung cho ham bam, ta thay tinh chong
trung m’anh gié‘)ng bai toan 1; tinh chdéng
trung yéu giong bai toan 2.

- Goi n la sb bit cda gia tri bam h, c6 N=2n gia tri
bam khac nhau. Gia sw 2" gia tri bam nay la
ngau nhién, cé kha nang xuat hién nhw nhau.

- Thay 365 cua bat phwong trinh (*) bang 2

M(M-1)>=2 x 2" x log,,2

Giai bat phwong trinh trén, ta cé xap xi

M = 2R = 27/
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Nghich Iy ngay sinh (birthday paradox)

» D¢ tim ra hai thong diép c6 cung gia tri bim (vét can) thi phai
thtr bao nhi€u thong diép khac nhau?

>Phai thur khoang 22 thong diép khac nhau (xac suat > 50%)
» Vi du: Néu n=128 thi phai thir 264 thong diép (kha 1on), nghia 1a

ham hiam dat duoc tinh chong tring manh (twong dugc tan cong
vét can khoa cua DES)
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2. Ung dung ham bam

» Chirng thyce thong diép
(Message Authentication)

» Chir ky so
(Digital Signatures)

» Cac irng dung khac
(Other Applications)
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2.1 Message Authentication

» La mot co ché/dich vu duoc dung dé kiém tra tinh toan ven
cua mot thong diep.

» Dam béo rang dir liéu nhan duoc 1a chinh xac nhu khi duoc giri
(khong b1 chinh stra, chen, hoac thay thé)

» Trong nhiéu truong hop, c6 mot yéu cau 1a co ché ching thuc
phai ho tro nhin dang ngudi gui (sender) 1 hop phap.

» Ham bam dang nay, gi tri bam (h) duoc goi 1a tom tat thong
diép hoic cot thong diép (message digest)
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2.1 Message Authentication

» Vi du co ché chimg thuc don gian

+—Source A———p «4+—Destination B——»
4 ——»=Compare
= Ty b)) /
/
@ H(M)
+«——Source A———» +—Destmation B——»

M "

]
P K Compare
!
S 4
() E(E, H{M))
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2.1 Message Authentication

» Vi du co ché chimng thuc don gian (tt)

<+ Source A————p» «+— Destination B——»

B i o H [ D@,

- Compare
/
s H{ | )

(c)

<4 SourceA——» <4+— Destination B——»
- :
4 = Compare
E(X, [M || =M |[.5]) /
i
H(M || .5
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2.2 Dagital Signatures

» Gia tri bam cua thong diép dugc ma hoa bang private key cua
user, bat ky a1 biét public key cua user thi c6 thé tham tra thong
diép ma dugc gan két v chir ky sO.

» Ké tan cong muodn hiéu chinh thong diép thi s& can phai biét
private key cua user.
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2.2 Dagital Signatures

< Source A—————————————— <+ Destination B——»

M "ﬂ\ | A -'@ ¢

Compare

PR, - P
i T
(®) ’ D

@ E(PRe. HM)

M

Vi Fly Compare
E(X, [M || B(PR, H(M)]) , / % T
E(FR, H(MY

(k)
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2.3 Other Applications

Dung lvu trir mat khau (bim password):

» Ham bam duoc dung dé tao one-way password file, trong co
ché nay gia tri bam cua password dugc luu, diéu nay tot hon 1a
Iru chinh ban rd password. = password khong bi truy xuat boi
ké tan cong noi chira password.

» Khi user nhap vao mot password, thi gia tr1 bam cua password
duoc so vo1 gia tr1 bam dugce luu dé kiém tra.
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2.3 Other Applications

Dung nhan dién xam hai (intrusion detection) va nhan dién

virus (virus detection).

> Tiph, luu qVE‘I bao mat gia tr1 bam H(F) cua cac tap tin trong hé
thong (thé€ luu trén CD-R)

» K& xam hai can phai hiéu chinh F ma khong thay doi H(F)
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2.3 Other Applications

» Dung:
X4y dung ham ngau nhién gia
(pseudorandom function - PRF)
hoac

Phat sinh s6 ngiu nhién gia (pseudorandom number
generator - PRNG)
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» SHA = Secure Hash Algorithm
» Puoc dé xuat va bao tro béi NIST
» Dung trong hé¢ DSS (Digital Signature Standard) cua NIST
» Pugc stir dung rong rai
» SSL, PGP, SSH, S/MIME, IPSec
» Pau vao boi s6 ctia 512 bit
» (G1a tr1 bam 160 bit
» 80 vong lap tinh todn
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» MD = Message Digest
» MD5 duge dé xuat béi Rivest vao nim 1991
» Duoc sir dung rong rai

» Truyén tap tin

» Luu trir mat khau
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NO1 dung chinh

1. Khai niém vé chit ky s6 (Digital Signature)
». Cac dich vu bao mat cung cap boi chit ky s6
3. Mot vai chit ky so thong dung

4. MO ta vai ap dung thuc té cua chit ky so

(Cryptography & Network Security. McGraw-Hill, Inc., 2007.,
Chapter 13)
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1. Khai niém vé chit ky s6
» 1976, Diffie & Hellman 1an dau tién dé cap dén khai niém Chit ky sb
» 12 mot trong tmg dung quan trong nhat ciia ma hoa khoa cong khai.
» 1989, phién ban thuong mai Chit ky s6 dau tién trong Lotus Notes,
dua trén RSA
» Ung dung:
» Hop dong so
» Bau cu dién tur
» Giao dich ngan hang
> ...
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1. Khai niém vé chir ky s

Muc tiéu:
» Xac thuc (Authentication)

» Chong phu nhan (Non-repudiation)

= Chir ky s6 khong nhitng gitp xac thuc thong diép ma con bao
vé moi bén khoi bén kia.
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1. Khai niém vé chtr ky so

» Chik Ky s6 duogc xdy dung dua trén mat ma khoa cong khai.

» Nham bao dam van dé toan ven dir liéu, va chong sw choi b
trach nhiém khi da ky.

» Chit ky dién ttr va chit ky tay déu c6 chung dic diém la rat kho
c6 thé tim duoc hai ngudi cd cung mot chit ky. Chit ky dién tir
duoc nguoi ky tao ra bang Khoa riéng va phan co dic tinh duy
nhat ctia vin ban dugc ky.”
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Quy trinh str dung chit ky s6

» Nguot gut dung mot thuat toan tao chir ky (signing algorithm)
dé ky thong diép. Thong diép va chit ky duoc giri cho nguoi
nhan.

» Nguoi nhan dung thuan toan tham tra chit ky (Verifying
algorithm) dé tham tra.

» Néu ding, thong diép duoc chép nhan, nguoc lai s€ tur choi
thong digp
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Quy trinh st dung chir ky s

Alice Bob
; M: Message ::
: 11/[ } S: Signature : 1\1{[ :
[ Signing | [ Verifying | !
1| algorithm || ' | algorithm ||
SR PU—— M, S) SRR . SR
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Chit ky so dua trén ma hoa khoa cong khai

» Mot digtal s1gnature can hé thong pubhc key. Nguoi ky (signer) ky
bang Pprivate key cua chinh minh; nguoi kiém tra (verifier) kiém
tra bang public key cua signer

Alice Bob
a
I""""_""""". M: Message - 1;/[_ T
Alice’s : S: Signature | Alice’s
l private key ! pubhc key T
Signing : : Verifying
' | algorithm ) : algorithm
N I M, S) e Anmnnna

» Dung khoa bi mat secret key, ky va tham tra chit ky duoc khong?
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Quy trinh sir dung chit ky s6

Ehoa chung cia Khn:&. vidig cua
ngrdii nhan ngrueti hidn
WEn ban Wian ban M3 hoa |Van ban| Gidi ma_| [V&n ban Vian ban
gfc > goc > ma hod # géc > gédc
7
Mg G Truy&n van ban S i
T [rd trén Internet 7

k4 ke
Xac nhan
e f Ky chir ky |
B T
Khod riténg cia Khoa chung cda
e Leci ky e Ledi ey
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Chtr ky trén gia tr1 bam cua thong diép

» Ky trén gia tri bim ciia thong diép thi chir Ky sé ngian hon ky

trén thong dié€p
» Nguoi giri co thé ky trén cot thong diép va ngudi nhan co thé

? 14
A A A A bAY
ki€m tra trén c6t thong di€p

Alice Bob

i I

. ----------------------- M: Message  pemmmmeemeemeeeeeee

: Alice’s | $: Signature - Alice’s :

E M private key E E public key M i

: i | j 1

E ¢—> Hash > Sign ' > i> Verify «— Hash |« i
_________________________ \
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Chtr ky trén gia tr1 bam cua thong diép

Ben guri

M — o M " o M

DS

Ko |

Bé sinh khéa

Tinh Hash [ Hs _l

So sanh

A

DS: Data signature — chir ky dién tur
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Nhan x¢ét

» Chit ky khong phai 1a nét v& ngoan ngoéo khé bat chudc ma 1a
mot day s6 trich tir dic trung van ban da dugc ma hoa.

»So voi chit ky théng thuong, chit ky s6 ¢ wu thé vuot troi hon
chir ky tay.
» Chinh x4c tuyét d6i
» Kiém dinh dé dang va chinh xac

“Chit ky dien tr mo dwong cho cdc dich vu co do tin cdy cao”
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2. Cac dich vu bao mat cung cap boi chit ky s0

» Xac thuc thong diep (Message authentication)
» Mot co ché chir ky s6 giong nhu mot chit ky truyén thong 1a co thé cung
cap su xac thuc thong di¢p
» Toan ven thong di€p (Message Interity)

» Chting ta khong thé c6 duoc cung chir ky néu thong diép da duoc hiéu
chinh
» Chong tir choi (Nonrepudiaton)
» Trust center
» Bao mat (Confidentiality)
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Nonrepudiation

» Nonrepudiation c6 thé dugc cung cap bang cach dung mot
trusted Center

Alice Bob

i M Alice’s E M: M E Public key of M E
! l private key ! : e.ssa’ge . ! trusted center ﬁ T ]
: . ! Sa: Alice’s signature ! = |
! Signing ' St: Signature of trusted center [ Verlfymg '
1| algorithm | : algorithm |

Trusted center

Alice’s M Private key of !
public key . trusted center

¢

Verifying .| Signing
algorithm M | algorithm

INNOVATION - UNITY - HUMANITY

Bo mon He thong thong tin

www.iuh.edu.vn




Confidentiality

T ' M:Message | T i\/-l- "'
Alice’s . S:Signature | Alice’s
l ipmvate key E E public keyjr T
: Signing E i Verifying | |

E algorithm : E algorithm :

E . Bob’s : i Bob’s i D o
ncryption I(— putiic key prlvate key —>| ecryp ion I

________________________________________________________

Encrypted (M, S)

Mot Digital Signature khong cung cap tinh bi mat. Néu can bao mat,
mot tang khac cua encryption/decryption dugce ap dung
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Tan cong trén Digital Signature

» Cac loai tan cong trén Digital Signature
(Attack Types)

» G1a mao chir ky (Forgery)
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Attack Types

» Key-Only Attack: Eve chi c6 thé truy suat dén cac thong tin
cong khai cua Alice, B¢ gia mao thong di€ép, Eve can tao chit ky
cua Alice dé thuyét phuc Bob rang thong di¢p dén tur Alice

» Known-Message Attack: Eve co thé truy suat dén mot hodc
nhi€u cap thong di€p — chit ky, Eve c0 gang tao mot thong digp
khac va gia chir ky cua Alice trén thong diép do

INNOVATION - UNITY - HUMANITY

Bo mon He thong thong tin

www.iuh.edu.vn




Attack Types

» Chosen-Message Attack: Eve bang cach nay hay cach khac sap
dat Alice ky mot hoac nhiéu thong dieép cho co ta. Eve ¢6 mot
cap choose-message/signature. Sau do Eve tao ra mot thong
diép khac, voi ndi dung c6 ta mudn, va gia mao chit ky cta
Alice 1én do
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Forgery Types

» Existential Forgery: c6 thé tim va chi ra dugc thong diép (co
thé vo nghia), do1 phuong co thé tao chit ky hop 1€ trén thong
diép nay

» Selective Forgery: cho trudc mot thong diép, d6i phuong tao
chit ky hop 1¢ trén thong di€p nay (rat kho)

INNOVATION - UNITY - HUMANITY
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3. Vai chit ky s6 thong dung

»RSA Digital Signature Scheme

» ElGamal Digital Signature Scheme
» Schnorr Digital Signature Scheme
» Digital Signature Standard (DSS)

»Elliptic Curve Digital Signature Scheme
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Nhitng bién thé chir ky

» Time Stamped Signatures
» Mot tai liéu duoc ky can dugce gan nhan thoi gian (Timestamped) dé
ngan chan tai liéu bi phat lai (replay) boi d6i phuong
» Vi du: Alice ky mot yéu cau d6i véi nha biang cua co ta, Bob chuyén tién
cho Eve, Tai li¢u yéu cau nay co thé bi chin va phat lai bo1 Eve néu
khong c6 nhin thoi gian gan trén tai liéu
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Nhirng bién thé chit ky

Blind Signatures

» Gia sir ¢6 mot tai liéu ma chiing ta muén ¢ chit ky ma khong
muon tiét 1o ndi dung ciia tai liéu doi voi nguoi ky.

» Vi du: Nha khoa hoc phat minh ra mot 1y thuyét rat quan trong
ma can duoc ky boi cong ching vién, cong ching vién sé ky
nhung s& khong biét gi vé ndi dung ctia phat minh.
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Nhitng bién thé chir ky

Blind Signatures
» Cac buoc thuc hién:
» Bob tao mot thong diép, an (Blind) nd, va giri théng diép an nay cho
Alice
» Alice ky thong diép an va tra vé chit ky trén thong diép an.
» Bob bo an chir ky dé thu vé chir ky trén thong diép goc
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Chirng thu s0

» Chirng thu s6 (digital certificate):

» 14 mot viin ban cung cap khoéa cong khai

» duge cung cap va quan 1y bai mot to chirc goi 1a nha cung cap chirng
chi (certificate authority, hay viét tat 1a CA).

» Chtng thu s6 hoat dong nho vao nguyén 1y bén thi ba tin cay (trusted
third party — TTP), & day bén thir ba chinh la CA. Thong thuong, 2 bén
giao tiép v4i nhau khong tin nhau, tuy nhién, néu ho cing tin vao mot
bén thir ba (TTP), va bén thit ba da xac thuc 2 bén nay, thi 2 bén nay sé
tin tuéng 1an nhau.
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Chtmng thu s6

» La chtmg thuc dé gan mot chia khoa cong khai voi mot thuc thé
(ca nhan, may chu, cty,...). Hay no1 cach khac, CTS giap xac
dinh chia khoa cong khai thudc vé thuce thé nao.

» Mot CTS thuong gdom chia khoa cong khai va mot so thong tin
khéc ve thyc thé s& hitu chia khoa do.

» Chirng thu s6 thudc sé hitu cua nha cc chirg thu s0, viét tait CA
(certificate authority).
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Co quan tham quyén phat hanh ching thuso (CA)

——————————————————————————— Cac chire nang co ban

Cap phat
ch{rng thu

Tai tao
chirng thu
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Chirng thu s6 vdi X.509

X.509 Certificate Format

Version number ]
Serial number
Signature algorithm ID
Issuer name
I : Hash - Signature Signed
Valid d —e—> > gha y OiSRCE
- .1ty pero algorithm LI g algorithm digest
Subjeet nams Signed with CA’s
Subject public key private key
TE I[ssuer unique identifier
-% Subject unique identifier
© Extensions
Signature <« . .
<«—— Hash algorithm ID + Cipher ID + Parameters

RO N R L AT Bé mén Hé théng théng tin

www.iuh.edu.vn




Chirng thu so6 véi X.509

» Version: Chi dinh phién ban cua chirng nhan X. 509

» Serial Number: S6 loat phat hanh dugc gan bo1 CA. Mlo641 CA nén

gan mot ma so loai duy nhat cho mdi gian chimg nhian ma né phat
hanh

» Signature Algorlthm ID: Chi r0 thuat toan tao chit ky ma dugc CA
str dung dé ky giay chu’ng nhan

» Issuer Name: Tén to chirc CA phat hanh chimg thu s6. Hai CA khac
nhau khong dugc dung cung mot té€n phat hanh

» Validity Period: Gom hai gi4 tri chi dinh khoang thoi gian ma giay
chirng nhan co hi€u luc
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Chirng thu s6 vdi X.509

» Subject Name: Tén chu thé duoc cap ching thuc
» Public key: Khoa cong khai ctia chu thé dugc chimg thuc
» Signature: Chit ky s6 dugc to chirc CA ap dung

INNOVATION - UNITY - HUMANITY

Bo mon He thong thong tin

www.iuh.edu.vn




Chirng thu s6 vdi X.509

» Thay madt (Certificate Renewal)
» Certificate hét han dung, néu khong co van dé thi CA cap lai mot certificate
mo1 tric khi hét han

» Thu hoi (Delta Revocation)
» Private key tmg v&i Public Key c6 thé bi thoa hiép
» CA khong mudn ching nan ngudi dung nita
» Private Key ciia CA ma c6 thé dung tham tra Certificate, co thé di bi thoa
higp
» > CA phat hanh danh sach cac thu hoi (Certificate Revocation List - CRL)
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So do kiém tra chirng thw s6

Chirng thye cua Chirng thue cua
User theo X509 CA theo X509
Tén chu thé

Tén chu thé
Khod cong khai

Khoa cong khai /
(Thong tin khac) / (Théng tin khéc)
? Chit ky 56

Chit ky 56
Khoa cong

\ khai cua CA
7 5 Gia tri bam

Chir ky 50
' Giai ma
| . n =
¥ L A & A [L===s}
T'hone tin ve B —
Tén chu thé {o} Q ﬂ‘
4 e » Gia tr1 bam

Khoa cong khai . }
Ham bam

{Thdng tin khac)
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Tinh hinh st dung chir ky dién tir trong DN

Theo “Béo c4o tinh hinh phat trién va tng dung chit ky so tai Viét
Nam niam 2018”, tinh dén thoi dlem 31/3/2019 co:

»703.753 DN sir dung chit ky so trong linh vuc thué trén tong so
711.748 DN dang hoat dong, dat ty 1€ 98,87%, tang 55.623 t0 churc,
doanh nghi¢p so vo1 nam 2018;

»232.431 DN st dung chir ky so trong hoat dong trong linh vuc hai
quan, tang 90.338 doanh nghiép so vo1 nam 2018 9

»441.096 doanh nghiép str dung chir ky so trong ké khai bao hiém xa
hoi, tang 231.678 doanh nghi€p so vo1 nam 2016.

»2.824 DN dung chit ky so trong linh vuc chitng khoan, nam 2018 1a
2.815
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Vi DU CHU KY SO TRONG THU TUC HQPT

________________________________________________________ by G i i ) A T AR e
------------------------------------- e I i R R

Doanh nghiép Hai quan

Doanh nghiép nhap t& khal

Ky dién tcr “| Kiém tra chir ky dién tce

A

Kiém tra hiéu lwc chiv ky s6 clia DN

A

In t& khai va lam cac quy trin

trong thong quan dién to Lwu t& khai va xt ly theo quy trinh nghiép vy
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Céac nha cung cap chit ky dién tir & VN

09 doanh nghi¢p dugc BO TT & TT cap phép trién khai dich vu chi
ky s6 cong cong bao gom:
VINA-CA
VIETTEL-CA
BKAV-CA

VNPT-CA
NEWTEL-CA
NACENCOMMSCT-CA
FPT-CA

CK-CA

SAFECERT-CA
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