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Chirng thuc/xac thuc

» Chirng thwe (Authentication)

» 1a mot hanh dong nham thiét 1ap hoic ching thue mot cai gi d6 (hoic
mot ngud1 nao do) déng tin cay, co nghia 1a, nhitng 1o1 khai bao do
nguo1 do dua ra hoac ve vat do la su that.

» mot quy trinh dung dé xac minh sy nhin dang ciia mot ngudi dung, hoic
thong digp/dir li¢u

» Phai cung cap mot nhan t6 nao do dé ching thuc
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Chirng thuc/xac thuc

» Vi du: Web Application Authentication
» Nhan dang ban la a1
» Ban duoc quyén str dung/ truy xuat thong tin dit liéu nao
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Chirng thuc/xac thuc
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Su iy quyén

- Sw ity quyén hay sw cap phép (Authorization)
» mot quy trinh nhim x4c minh ring mot nguoi dung biét trude, cod quyén
luc dé thao tac mét qua trinh hoat ddng nao do6 hay khong.
» Su chung thuc phai dugc tién hanh trudce sy Gy quyén

Ngui iy quyén cd dugc thue hién
cdng viéc da uy quyén?
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Su iy quyén

Cac quyen:
» Quyén doc (Read (R))
» Poc nd1 dung cua tap tin
b Liét‘ ké da,nh sach thu muc
» Quyen viet (Write (W))
» Cong thém
» Sinh tao ca1 moi
» X0a bo
» Doi tén
» Quyén thi hanh (Execute (X)): th1 hanh (chay) chuong trinh ing
dung.
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Authentication vs. Authorization

Aunthentication

LOGIN
[ Username :
Password :
T Who are
I you?

Vs — :
permissions
=i = d’ﬂ‘“ﬂu have?
{ s )

Auntheorization
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Trao d6i thong diép

MNoise
SE
C‘J

Message
Sender > Recewer

!EdIUm J
Feedbhaclk
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Trao d6i thong diép

Salary
Database j
:‘Fé‘g‘;—. E T - D — %5
i Insert new record
for Darth’s salary l

of $1,000,000

> [e}l— 7 <

Public
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Trao doi thongdiep

» Van dé&?

Salary
Database ’

A—E D [~ &
EEEe Insert new record
for Darth’s salary
of $1,000,000
7 [E— 7 <
Public I Public Private

B

» Can ¢6 co ché nhan dang su thay doi thong diép bat hop phap
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Chung thuc thong diép

» Chirng thuc thong di€p (Message Authentication)
» Xac thuc nguén géc thong di¢p
» Xac thuc tinh toan ven cua thong di¢p
» Chong tlr choi thong diép
e

Shared % a Shared
private key

v,

Message

private key

Message
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Ching thuc thuc thé

» Chirng thuee thue thé (Entity Authentication):
14 mot k¥ thuat duoc thiét ké cho phép mot bén (party) ching
minh sy nhan dang (1dentity) cua mot bén khac.

» Thuwe thé (Entity) 1a gi:
C6 thé 1a mot con nguai, tién trinh, client, hodc mot server.
Thuyc thé ma danh tinh can dugc chimg minh dugc goi 1a ngwoi
thinh cau (Claimant); bén ma c6 gang chirng minh identity
ctia claimant duoc goi 1 ngwoi tham dinh (verifier)
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Ching thuc thuc thé

» MOt cai gi d6 dé ngudi tham tra co thé nhan dang ra nguoi thinh cau
duoc go1 la vat ching
» C6 ba loai vat chiung:

» Nhirng gi ban biét (Something known): La mot bi mat chi duoc biét boi
thinh cau co thé duoc kiém tra boi nguoi tham tra. Vi du: Password, Pin,
secret key, private key.

» Nhirng gi ban co (Something possessed): 12 mot thir ma c6 thé chimg minh
nhédn dang ctia nguoi thinh cau. Vi du: passport, bang 1ai xe, chirng minh nhan
dan, credit card, smart card ,

» Nhirng gi von san c6 (Something inherent): 1a mot dac tinh von san c6 cua
nguoi thinh cau. Vi du: Chir ky thong thuong, van tay, giong noi, dac tinh
khuon mat, vOong mac, va chir viét tay.
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Chung thuc thuc thé
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Ching thuc thuc thé
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Ching thuc thuc thé

USERNAME

(XXX XXX ]
YOUR CODE:

354891
354891
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Ching thuc thong diép va chimg thuc thuc thé

» Chirng thyc thong diép » Chirng thue thire thé
» Khong can xay ra theo thoi gian > Theo thoi gian thwe. Vi d,u: Alice
thue: Vi du: Alice otri thone dié can online va tham gia tién trinh
b i Boh gh, thg P giao tiép, thong diép chi duorc
€16 BOD, Khl BOD chung thic trao dbi khi dwoc chirng thuwe
thong di¢p thi Alice co6 thé khong
can phdi co mat ngay trong tien » Chirng thyc trong subt section
trinh giao tiép

» Chirng thuc cho tung thong diép
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Piéu khién truy cap

» Cap phép hodc tir chdi phé duyét st dung cac tai nguyén xac
dinh.

»La co ché cua hé thong thong tin cho phep hoac han ché truy cap
dén dir liéu hoac cac thiét bi.

» Nhiém vu diéu khién truy cép trong an ninh may tinh bao gom:
» Nhan dién: Nguo1 dung trinh ra cac vat chirng dé chirng minh sy nhan
dién
» Ching thuc: Kiém tra, xac minh cac Gy quyén
» Uy quyén: Cap cac quyén dé thuc hién hanh dong truy cap
» Truy cép: thuc hién truy xuat cac tai nguyén xac dinh
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2. Phuong phap chimg thuc va diéu khién truy cap

Mat khau (Password)
Sinh trac hoc (Biometrics)

INNOVATION - UNITY - HUMANITY

www.iuh.edu.vn




2.1 Dung mat khau (Password)

» La phuong phap don gian va lau doi nhat, dugc go1 la Password-
based Authentication, password la mot thir ma nguo1 dung biét.

» Mot Password duogc dung kh1 mot ngu’()’l dung can truy xuat mot hé
théng dé str dung ngudn tai nguyen cua h¢ thong.
» Khi ddng nhap vao hé thong, nguoi dung duogc yéu cau

» Xac dinh danh tinh — mot dinh danh ngwoi dung (user identification) cong
khai

» Cung cap thong tin xac thuc - mot password bi mat.
» Co 2 co ché password:

» Fixed password

» va one-time password
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2.1 Dung mat khau (Password)

Nhuge djém: ? ,

» Pi€m yéu cua mat khau co lién quan dén tri nhé con nguoi
» Con nguo1 chi co thé nhé mét s6 luong mat khau nhat dinh
» Mat khau dai, phtrc tap dem la1 hi¢u qua t6t nhung khoé nhé

» M1 tai khoan c¢6 mat khéu?khéc nhau 9

» Chinh sach an toan mat khau doi héi mat khau chi ¢6 hi€u luc trong
mot khoang thot gian
» Nguoi dung ghi nhé mat khau nhiéu 15,11

» Nguoi dung thuong chon duong tac
» Dung mat khau yéu
» Stir dung 1 mat khau cho nhiéu tai khoan
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Tan cong mat khau

» K§¥ nghé xa ho1
» Ltra dao, nhin trom, luc lo1

» Chup Ién
» Trinh theo do1 thao tdc ban phim, phan tich giao thirc
» Tan cong “man in the middle”

» Do va veét can
» Tan cong do tu dién
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2.1.1 Fixed Password

» La mot password dugc dung ldp di lip lai mdi lan truy xuat
» C6 3 co ché duge xdy dung theo hudng nay

» User ID va Password File

» Hashing the password

» Salting the password
» Two identification techniques are combined
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Fixed Password

» User ID va Password File
» R4t thé so, User ID va Password duoc luu trong mot tap tin.
» Bé truy xuat tai nguyén, ngudi dung gui ban rd cia User ID va
Password dén hé thong. Néu Password trung khép vai Password trong
hé thong, thi quyén truy xuat duoc gan ngugc lai tir choi.
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Fixed Password

» User ID va Password File

P,: Alice’s stored password

Pass: Password sent by claimant
Bob

Alice (verifier) Password file

(claimant) User ID | Password
Alice .
» Alice Py
Py
Alice, Pass
RS » Same"? Yes Grant
No
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Fixed Password

» Hashing the password

P,: Alice’s stored password
Pass: Password sent by claimant

Bob
Alice (verifier) Password file
(clatmant) User ID | Password

_— Alice _

» Alice h(P,)
h(Py)
Alice, Pass ——>
P h(Pass) Y
= h(...) |—> > Grant
No
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Fixed Password

» Salting the password
P,: Alice’s password
Su: Alice’s salt
Pass: Password sent by claimant

Bob
Alice (verifier) Password file

(claimant) User ID| Salt | Password
r@% ' Alice . i

Allce SA }I(PAi SA)
| h(Po[S4)
AlDA
Alice, Pass —>»

Pass |

A4

Grant

Concatenate
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Fixed Password

» Two identification techniques are combined

A good example of this type of authentication is the use of an
ATM card with a PIN (personal identification number).
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2.1.2 One-Time Password

» La mat khau sir dung mot lan duy nhat gom
mot day cac ky tu hoac chir SO ngau nhién
duoc gui dén s6 dién thoai nham x4c nhan
giao dich.

123456

»Ma OTP duoc tao ra dua trén bd vi xur ly hoac
thé khoa kich thudc bo tii tao ma s6 va chit
sO dé xac thuc quyén truy cap vao hé thong
hoic giao dich. Sau 30s dén 2 phut, mi nay lai
bi thay d6i mét lan.
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2.1.2 One-Time Password

» M3 OTP c¢6 thé dugc trién khai bang phan
cung, phan mém hoac theo yéu cau.
»Ma OTP duogc dung lam bao mat 2 16p

oooooo

trong cac giao dich xac minh dang nhap va — v H
dac biét 1a giao dich v6i tai khoan ngan |
h,e‘mg, nho do, giam thiéu toi da rii ro ,bi N 2 4

tan cong khi 10 mat khau hay tin tac tan

cong.
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2.1.2 One-Time Password

Nhiing loai ma OTP pho bién hién nay
»SMS OTP

» TOKEN KEY (TOKEN CARD)
»SMART OTP — SMART TOKEN
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SMS OTP

» Ma OTP dugc giri qua SMS dén s6 dién thoai
cua khach hang khi can xac thuc gi1ao dich

» Pa s6 ngan hang tai Viét Nam: OTP
vietcombank, otp techcombank, otp
sacombank, otp bidv

» Ban dang ¢ trong khu vuc song kém hoac
ngoai vong phu song thi ban khong thé nhan
duoc ma SMS OTP-> SMS OTP s¢€ khong st
dung dugc.
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» La thiét bi bao mat ma doanh nghi¢p

cung cap dich vu cung cap cho khach hang |
» Token Key c6 thé tao ra ma OTP gﬁlp 6 ky tw, ctr sau moi phut
no s€ tuw dong dugce tao ra ma khong can thong qua Internet.
> MSi tai khoan phai dang k}'l rieng mot Tokey key, va thong tin
veé Token key duoc thay d61 sau mot khoan tho1 gian quy dinh.
» Loai thiét bi nay cuc ky tién 1o1 khi lu(A)n? mang theo bén nguai.
Tuy nhi€n, ban can phai bao quan that can than.
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SMART OTP

» Smart OTP 1a dang OTP t6t nhat hién nay

» Smart OTP 1a su két hop hai hoa giira Token Key va SMS OTP.

» Smart OTP ¢6 thé duoc st dung mo1 lic mo1 no1 vi n6é dugc tich hop
san trén ung dung cua dién thoai. Khi c6 phién giao dich tryc tuyén
thi Smart OTP sé& duoc gui vé ing dung trén smartphone.

» Hai ngan hang d3 str dung cach thanh toan tién Online bang phuong
thirc Smart OTP va SMS OTP 1a Vietcombank va TPBank. Nguoi
dung phai ké khai thong tin va dang ky truc tiép vdi ngan hang ho
muon. Luu ¥, mdi thiét bi chi nén dung 1 ma OTP riéng biét.
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M3 OTP co6 thuc su an toan?

»Ma OTP la lop bao mat cudi cung trudce khi hoan tat glao dich.
Do do, phal can than kiém tra 1y do va s6 tién (néu co trong tin
nhan xac thuc giao d1ch) trude khi nhap ma OTP.

» Vo1 SMS OTP, khi mat dién thoai, ban can phai bao ngay cho
ngan hang dé khoa tam thoi tinh ning nay. V61 Token, ban phai
lu6bn mang theo nd bén minh va dit mat khau cé tinh phtc tap va
luu gitr d€ phong khi quén.

»Ma OTP s€ an toan tuyét d6i néu nhu ban tuin thu dang cac

nguyen tac cling nhu quy trinh st dung dich vu Internet Banking
ma ngan hang dua ra.
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2.2 Biometrics

» Sinh tric hoc (Biometric) 1a phep do
luong vé cac dac tinh sinh 1y hoc

hOéC hé,nh Vi hQC dé nhan dang mét Physiological
ngub,i ¢ @1 s Fingerprint — ',)))
» Sinh trac hoc do luong cac dac tinh s ER B :

ma khong thé doan, an cap hoac <o EN ' -

©

’ /’:e;a.

* 2
hia se. O = Le
C a Se o Geoi?etry i >ignatume 1,/
é‘\ = DNA Ashtopustech
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Qui trinh x4c thuc bang Biometrics

Enrollment . Stored .

Center . - Templates

:

Extraction

I

I

I

I

I
S
. —.b- eature . —.b- Matcher . lﬁ%
S
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Qui trinh x4c thuc bang Biometrics

» Chiing ta s& thao luan cac van dé sau
» Components (thanh phan)
» Enrollment (ghi nhan vao)
» Authentication (chtng thuc)
» Techniques (K¥ thuit)
» Accuracy (do chinh x4c)
» Applications (c4c cing dung)
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Components

» Vai Component can cho sinh
trac hoc, bao gom:
» cac thiét bi thu nhan dic tinh cua

. L Enrollment Biometric Template -
sinh trac hoc Sample Extraction i
< ” , , o , o o
» Chuong trinh xur 1y cac dac tinh 474%
. z <
sinh trac hoc : l =
, 4 . ~ Systemn Access Biometric
» Céc thiét bi luu trir. V o ¥
Resuli' ' A ._«-_ - ﬁ
ﬂi‘:r‘i‘t::ﬁifi?ﬂm % <: Template e 4 <:
Comparison
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Enrollment

» Trude khi dung bat ct k§ thuat sinh trac hoc dé ching thuc, dic
tinh trong rng cua mo1 ngud1 trong cong dong can phai co san
trong CSDL, qua trinh nay dugc goi1 1a enrollment
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Authentication

» Chitng thuc (Authentcation) dugc thuc hién boi su tham tra

(Verification) hoac nhan dang (1dentication)

» Verification: Qéc tinh cua mot nguo1 dugce so khop vor mot mau tin don
trong CSDL d¢€ xac dinh ¢ ta c6 phai 1a ngud1 ma co ta dang tu khai
khong

» Identication: Pac tinl} cua mot nguo1 dugce so lfhép vOi tat ca cac mau
tin co trong CSDL dé xac dinh co ta c6 mot mau tn trong CSDL.
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B
» Chting ta nén chon k¥ thudt sinh tric hoc nao phu hop cho tng

dung

PHYSIOLOGICAL

/;‘mum - Hand .DNA.

.|'

ey
\:\\\:\\

)

e
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Accuracy

» Do chinh xac (Accuracy) cta cac k¥ thuat sinh trac hoc dugc do
luong bang cach dung hai tham so:
» False Rejection Rate (FRR)
» False Acceptance Rate (FAR)

'\

FAR FRR

Percentage of times a false reject (FRR)

and false accept (FAR)
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Applications

» Rat nhiéu tmg dung cua sinh trac hoc dd dugc ap dung trong
nhiéu linh vuc khac nhau.
» Kiém soat truy cép noi lam viéc
» Diéu khién truy xuat hé thong va thong tin nhay cam
» Thuc thi cac giao dich thuong mai dién tir truc tuyén
» Nhan dang t01 pham béng cach phan tich DNA
» Kiém soat nhap cu
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Uu va nhuoc diém cua Biometric

Uu diém:

» Biometrics khong thé bi mat, danh cép, bo quén. N6 nhat quan
va vinh clru

» N6 khong thé duge chia sé hodc dung bdi ngudi khac

» Khong doi hdi phai ghi nhd nhu mat khau, ma Pin

» Biometric luon ludn san dung cho ca nhan va duy nhat
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Uu va nhuoc diém cua Biometric

Nhuoc diém:

» Chi phi cho thiét bi phan ciing

» Cac bo doc dic tinh cua sinh trac hoc ¢6 nhitng 16i nhat dinh
» Ttr ch61 nguot dung hop 1€
» Chap nhan ngud1 dung khong hop 1€
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