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» Cac to churc nén tranh ty tin thai qua sau khi cai thign dugc an toan
thong tm ctia to chirc

» Céc yéu to 1am thay doi cuc dién ATTT
» Tai san mo1 thu duoc
» LS hong méi c6 lién quan dén tai san moi hodc tai san co san
» Dich chuyén uu tién sang huéng kinh doanh méi
» Quan hé dbi tac méi duogc hinh thanh va quan hé doi tac cii giai thé
» Doanh nghiép thoai von hodc dau tu linh vuc moi
» Thu€ ma61 nhan vién hodc luan chuyén nhén vién
» Néu khong cO su hi¢u chinh day du vé ATTT, c6 the bat dau mot
chu ky xay dung ATTT mot 1an nita thi dan den ton kém
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G161 thiéu

» Maintenance and SecSDLC

Investigate

Analyze

Logical Design

Physical Design

Implement

Maintenance
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G161 thi€u

Quan Iy dé thay doi

» Khi mét to chirc da cai thi¢n tu thé¢ ATTT, nhom ATTT phai cha
y dén viéc duy tri trang thai san sang ATTT

» ATTT phai lién tuc theo ddi cac moi de doa, tai san (thong tin)
va 10 hong ATTT.

» Nhom cling xem Xé’t thong tin mo rong dé 11?1611, cap nhat thong
tin m&1 nhat cac mo1 de doa chung va cu thé do1 vl bao mat
thOong tin cua minh
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G161 thi€u

» Bén canh nhiing rai ro vé ATTT do bi tan cong pha hoai c6 chu
dich, t0 chirc ciing c6 thé gip phai nhitng rti ro dbi vdi thong tin
néu: Cac quy trinh quan 1y, van hanh khong dam bao; Viéc quan
Iy quyén truy cép chua dugc kiém tra va xem xét dinh ky; Nhan
thirc ctia nhan vién trong viéc st dung va trao doi thong tin chua
day du....

» Do d6, ngodi cac bién phap k¥ thuat, té chirc can xay dung va ap
dung céc chinh sach, quy dinh, quy trinh van hanh phu hop dé
giam thiéu rui ro.
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Hé thong quan Iy ATTT (ISMS)

» Information Security Management System — ISMS

»1a cong cu dé cac nha lanh dao quan Iy thuc hién giam sat, quan
Iy hé thong thong tin, ting cudng muc dO an toan, bao mat, giam
thiéu rui ro cho hé thong thong tin, dap (g duoc muc tiéu cua
doanh nghiép, to churc.
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Hé thong quan Iy ATTT (ISMS)

» Tuy vao quy mo va linh vuc hoat ddng, mdi to chirc co thé co
cac phuong thure tiép can khac nhau dé xay dung hé thong quan
1y ATTT phu hop

» Hé thong qudn Iy ATTT (ISMS) gitip to chirc thuc hién viée
kiém sodt va dinh hwong cho cdc hoat dong dim bio ATTT
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Hé thong quan Iy ATTT (ISMS)

» Thiét ké va trlen khai H¢ thong ISMS phu thudc vao muc tiéu,
cac yéu cau vé ATTT can phal dat dugc, cac quy trinh dang van
hanh, quy mo va co cau cua to chirc...

»HE thong ISMS ciing doi hoi pha1 [uén dugc xem xét, cap nhat
dé phu h(yp vO1 nhitng thay do1 cua to chtrc va nang cao murc do
an toan vai Hé thong luu trix, xir Iy thong tin.

» T6 chirc cling can cin nh"flc chi phi dau tu xay dung va trién khai
ISMS phu hgp vo1 nhu cau dam bao ATTT.

» Sau khi xay dung hé thong ISMS thi doanh nghiép s& nhan duoc
Churng chi An toan bao mdt thong tin
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Hé thong quan Iy ATTT (ISMS)

» Viée ap dung ISMS 1a quyét dinh mang tinh chién lugc ctia mot
to chirc.

» Hé thong quan 1y an toan thong tin (ISMS) duy tri tinh bao mat,
tinh toan ven va tinh san sang cua thong tin bang cach ap dung
mot qua trinh quan 1y rui1 ro va mang lai su tin cay cho cac bén
quan tAm rang cac rui ro di dugc quan 1y day du.
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Lo1 ich khi ap dung ISMS

1) Pam bao ATTT cua to chirc, doi tac va khach hang, giup cho
hoat dong cua t6 churc ludén thOong subt va an toan.

2) G1ap nhan vién tuan thu viéc dam bao ATTT trong hoat dong
nghiép vu thuong ngay; Cac su co ATTT do nguoi dung giy ra
sé& duoc han ché t6i da khi nhan vién duoc dao tao, nang cao
nhan thic ATTT.

3) Gitip hoat dong dam bao ATTT ludn dugce duy tri va cai tién.
Cac bién phap k¥ thuat va chinh sach tuan thu dugc xem xét,
danh gia, do lvong hiéu qua va cap nhat dinh ky.
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Lo1 ich khi ap dung ISMS

4) Pam bao hoat dong nghi€ép vu cua t6 chirc khong bi gian doan
boi cac sy co lién quan dén ATTT.

5) Nang cao uy tin cta to chtrc, tdng strc canh tranh, tao long tin
v6i khach hang, d6i tac, thuc day qua trinh toan cau hoa va ting
co hoi hop tac quoc té
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Tiéu chuan ISO/IEC 27001:2013

» ISO/IEC 27001 13 tiéu chuan quoc té vé Hé thong quan 1y an
ninh thong tin (ISMS).

» ISO/IEC 27001 1a tiéu chuan quy dinh cac yéu cau doi véi viée
xay dung va ap dung hé thong quan Iy ATTT nham ddm bdo
tinh bao mdt (confidentiality), tinh nguyén ven (integrity) va
tinh san sang (availability) d6i v6i tai san thong tin cia cac to
chuec.
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Tiéu chuan ISO/IEC 27001:2013

» La mot tiéu chuan trong bo tiéu chuan ISO/IEC 27000 vé quan
Iy ATTT, dugc xay dung dua trén cac tiéu chuan vé quan 1y an
toan thong tin BS 7799 ciia Vién Tiéu chuan Anh (British
Standards Institute - BSI).

» Nam 2005, tiéu chuan nay dugc ban hanh lan 1 tiéu chuan
ISO/IEC 27001:2005, ¢én nam 2013 ban hanh tiéu chuan 1an 2
ISO/IEC 27001:2013
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Tiéu chuan ISO/IEC 27001:2013

»Doi twong ap dung: cho nhiéu loai hinh t6 chire (thwong mai, co
quan nha nudc, phi 1g1 nhuan...). Pac biét 1a cac t6 chltc ma cac
hoat dong phu thudc nhiéu vao CNTT, may tinh, mang may tinh,
st dung CSDL nhu ngan hang, tai chinh, vién thong, ...

» Mot hé thong ISMS theo tiéu chuin ISO/IEC 27001:2013 s&
dem lai su tin tudng cta cac bén lién quan nhu doi tac, khach
hang,... cua to chirc.

» Doanh nghiép s& duoc cap Chirng chi An toan bdo mdt thong
tin ISO 27001:2013
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Tiéu chuan ISO/IEC 27001:2013

» T1€u chuan nay dugc xay dung nham cung cap cac yéu cau cho
viéc thiét 1ap, trién khai, duy tri va cai tién lién tuc Hé thong
quan ly an toan thong tin (ISMS).

» ISO/IEC 27001 dic ta cac yéu cau can thiét cho viéc thiét lap,
van hanh va glam sat hoat dong ctia ISMS; dua ra cac nguyén
tac co ban cho viéc khai tao, thuc thi, duy tri va cai tién ISMS.

» Tiéu chuan nay dua ra cac quy tac bao mat thong tin va danh gla
su tuan thu d6i vai cac bo phan bén trong to chtr, Xay dung cac
yéu cau bao mat thong tin ma doi tac, khach hang can phai tuan
thu khi lam viéc vd1 to chuec.
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CAu trac Tiéu chuan ISO 27001: 2013

9. Panh gia két qua
10. Cai tien

Phu luc A: Cac muc tiéu quan
ly va Bién phap quan ly

} INTERNATIONAL 1ISO/IEC
STANDARD 27001
1. Pham vi
2. Tai liéu vién din TR
3. Thuat ngir va dinh nghia
= 4. Boi canh cla t0 ChIFC 1 rermarion technotony — Security
mwchniguwes — Information security
z —] 5 Swlanh deo s S, TS g
E == ﬁh Hnach ainh -h—l-l-d-l—l--u"*‘-ﬂ.’u-il-ldi.im'\-u
= —  7.Hb tro X
B :
5 8. Diéu hanh
o
c
(2]
£
@

RO N R L AT Bé mén Hé théng théng tin

www.iuh.edu.vn




CAu trac Tiéu chuan ISO 27001: 2013

> Gom c6 07 diéu khodn chinh (tir phan 4 dén phan 10 ciia Tiéu
chudn)

» Cac diéu khoan dua ra yéu cau bat budc vé cac céng viéc can
thuc hig¢n trong viec thict lap, van hanh, duy tri, giam sat va
nang cap Hé thong ISMS cua céc to chic.

» Bat ky vi pham nao cua t6 chirc so védi cac quy dinh nam trong
07 di€u khoan nay déu duoc coi 1a khong tuan thu theo tiéu
chuan.
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CAu trac Tiéu chuan ISO 27001: 2013

» Diéu khodn 4 - Pham vi té chirc: Pua ra cic yéu cau cu thé dé to
churc can ctr trén quy mo, linh vuc hoat dong va cac yé€u céu, ky
vong cua cac bén lién quan thiét 1ap pham vi HE thong quan 1y
ATTT phu hop.

» Diéu khodn 5 - Lanh dao: Quy dinh cac van dé vé trach nhi¢m cua
Ban lanh dao m01 to chu*c trong Hé thong ISMS, bao gom cac yéu
cau vé sy cam ket quyet tdm cua Ban lanh dao trong vige xay dung
va duy tri h¢ thong; cac yéu cau vé viéc cung cap nguon luc, tai
chinh dé van hanh hé thong.
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CAu trac Tiéu chuan ISO 27001: 2013

» Diéu khodn 6 - Lip ké hoach: T6 chitc can dinh nghia va ap dung
cac quy trinh danh gia rui ro, tir d6 dua ra cac quy trinh xwr Iy. Diéu
khoan nay cting dua ra cac y€u cau vé viéc thiét 1ap muc tiéu ATTT
va ké hoach dé dat dugc muc tleu do.

» Diéu khodn 7 - Ho tro' yéu cau doi VOl VigC to chirc dao tao, truyen
thong, pang cao nhan thirc cho toan the can bQ, nhan vién cua to
chtrc vé linh vuc ATTT va ISMS, so hoa thong t1n

» Diéu khodn 8 - Vin hanh h¢ thong T6 chtic can cO ke hoach van
hanh va quan 1y dé dat duoc cac muc tiéu da dé ra. Pong thoi can
dinh ky thuc hién danh gia rti ro ATTT va c6 ké hoach xur Iy.
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CAu trac Tiéu chuan ISO 27001: 2013

» Diéu khodn 9 - Danh gid hi¢u ning hé thong Quy dinh trach nhiém cia Ban
lanh dao trong viéc dinh ky xem xét, danh gia H¢ thong ISMS cia t6 chifc.
Phan nay dua ra yéu cau d6i véi m01 ky xem x¢&t hé thong, dam bao danh gia
dugc toan bg hoat dong cua hé thong, do luong hi€u qua cua cac bién phap thuc
hién va c6 ké hoach khic phuc nang cap hé thong cho phu hop véi nhiing thay
do6i trong hoat dong cua to chic.

> Bteu khodn 10 - Cdi tién hé thong: Giit ving nguyén tac Ké hoach - Thuc hién
- Kiém tra - Hanh dong (P-D-C-A), ti€u chuan ciing dua ra cac yéu cau dam
bao Hé thong ISMS khong ngung duoc cai tién trong qua trinh hoat dong. Gom
cac quy dinh trong VIEC ap dung cac chinh sach mai, cac hoat dong khac phuc,

phong ngura cac diém yéu da xay ra va tiém tang dé dam bao hi¢u qua cua H¢
théng ISMS.
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CAu trac Tiéu chuan ISO 27001: 2013
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Quy trinh trién khai tiéu chuan ISO 27001

» Budc 1: Khdo sdt va ldp ké hoach

» Buoc 2: Xac dinh phwong phap quan ly rui ro ATTT

» Budce 3: Xdy dung hé thong dim bao ATTT tai don vi

» Budc 4: Trién khai dp dung: cic bién phap da lya chon, dap ung

chinh sach, quy dinh, quy trinh da xay dung va y€u cau cua tiéu
chuén ISO 27001

» Bude 5: Ddnh gia noi bo: khac phuc cac diem khong phu hop voi
cac quy dinh cua to chirc va y€u cau cua ti€u chuan.
Sau khi thue hién xong buéc 5, to chitc moi cac don vi doc lap dé
danh gia va cap Chu’ng nhdn phu hop vdi tidu chudn ISO
2701:2013 cho HE thong quan 1y ATTT da xay dung.
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DN nhan CC ATTT theo tiéu chuan ISO/IEC 27001:2013

» Cong ty Co phan Dich vu Céng nghé Tin hoc HPT — 12/05/2014
» Ngan hang VIETCOMBANK - 12/12/2014 (NH dau tién)

» Tap doan Bao Viet — 23/1/2016

» Trung tam Internet Viét Nam (VNNIC) - 02/7/2015

» Ngan hang TMCP Sai1 Gon - Ha No1 (SHB) - 20/11/2015

» Trung tam dit li¢u cua VNPT (VNPT Data) — 1/9/2016

» Ngan hang TMCP Quan d61 (MB) - 04/2017
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Mot s6 luu ¥ ctia tiéu chuan ISO 27001:2013

» Hé thong ISMS 1a nhu cau thiét yéu ctia to chirc, dam bao ATTT
mot cach toan dién.
>Xay dung hé thong ISMS theo tiéu chuan ISO/IEC 27001: 2013

s& gitip hoat dong dam bao ATTT cua to chitc dugce quan 1y chat
ché.

» Do ti€u chuén ISO/IEC 27001:2013 xem xét dam bao ATTT
trén nhiéu khia canh. Nén vi¢c xay dung va ap dung h¢ thong
do1 hoi phai ¢6 su quyét tim cua lanh dao to chtrc. Va su ph01

hop dong bd cac bo phan cia to chirc trong viée xay dung va
duy tri hé thong.
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Mot so luu ¥ cta tiéu chuan ISO 27001:2013

» Nhitng van dé kho khan, can luu ¥ khi to chirc bat tay vao xay
dung hé thong ISMS la:

» Nhan thirc cia ngudi ding trong to ch’l'rc vé viéc dam bao ATTT. Panh
21a lo1 ich mang lai khi ap dung hé thong ISMS chua cao.

» Trach nhiém xay dung, duy tri hé thong dl}’()’C phan cong khong phu hop.
Pon vi du:(_)’cq giao khong nhan dugc su pho1 hop, cong tac cua cac don vi
khac trong to chtrc.

> V‘iéc xay dgng va nang cap hé thong can sy quan tdm ctia lanh dao va
dau tu nguodn luc thich dang.
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