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LOI CAM ON
T6i xin giri 161 cam on chan thanh dén TS Ngé Hiru Diing d3 huéng dan va hd tro toi
sudt qua trinh thyc hién bai bao cao vé "Tim hiéu vé Ham Bam va Céach thire Tén cong
Mat khau". Thay da danh thoi gian quy bau dé chia sé kién thirc chuyén sau va cung
cip nhitng huéng dan can thiét, giup t6i hiéu rd hon vé ndi dung dy an va phat trién k¥
nang trong linh vuc An toan thong tin.
Sy dong vién va nhitng 10i chi bao tir Thay Ngo Hitu Diing di truyén dong luc 16n dé
t61 hoan thanh dy 4n nay mot cach thanh cong. Toi rat biét on vé sy nhiét tinh va tan
tam cta Thay trong viéc hudng din va dinh hudng cho twong lai nghé nghiép cua toi.
Xin chan thanh cam on Thay Ngé Hitu Diing mot lan nita!
Tran trong,

Hd Phuc Lam
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CHUONG |. HAM BAM
1.1. Gi6i thi€éu ham biam

Ham bam la cac thuat toan khong st dung khoa dé ma hoa, nd c¢6 nhiém vu bam
thong diép duoc dua vao theo mot thuat todn h mot chidu nao d6, roi dwa ra mot ban
bam - van ban dai dién - ¢6 kich thuéc ¢ dinh. Do d6 nguoi nhan khong biét dugc nodi
dung hay d6 dai ban dau cua théng diép di duoc bam biang ham bam.Gia tri ctia ham
bam 14 duy nhat, va khong thé suy nguoc lai duoc ndi dung théng diép tir gia tri bam
nay.

Trong nganh mat ma hoc, mot ham bim mat ma hoc (tiéng Anh: Cryptographic
hash function) 1a mét ham bam véi mot s6 tinh chat bao mat nhat dinh dé phu hop viée
sit dung trong nhiéu ung dung bao mat thong tin da dang, chang han nhu ching
thuc (authentication) va kiém tra tinh nguyén ven cua thong diép (message integrity).
Mot ham bam nhéan dau vao 1a mot xau ky tu dai (hay thong diép) c6 do dai tiiy ¥ va tao
ra két qua 12 mot xau ky tu c6 d6 dai ¢d dinh, doi khi dwoc goi 1a tom tit thong

diép (message digest) hoac chir ky sb (digital fingerprint).
1.2. Ham bam MDS5 (Message Digest Algorithm 5)
« MD5 la mot thuat toan bam duoc phat trién bai Ronald Rivest vao nam 1991.
« MDS5 tao ra mot bam c6 do dai 128 bit (16 byte), thuong duoc biéu dién dudi
dang chudi hexa 32 ky tu.
« Thuat toan nay nhanh chéng va don gian, nhung da bi thay thé trong cac ung
dung an ninh bai nhitng 16 hong bao mat da duoc phéat hién.
o MD5 khéng nén duoc sur dung cho muc dich bao mat nhay cam vi hién nay da

c6 kha ning tim ra hai dau vao khac nhau cho ciing mot gié tri bam.



1.3. SHA-1 (Secure Hash Algorithm 1)

SHA-1 1a mét thuat toan bam duogc phat trién boi NSA vao nim 1993 va duoc
cong bb nam 1995.

SHA-1 tao ra mot bam co6 d6 dai 160 bit (20 byte), thuong dugc biéu dién dudi
dang chudi hexa 40 ky tu.

Trong thoi gian gan day, SHA-1 ciing d bi coi 1a khong an toan do cac véan dé
lién quan dén va cham (collision attacks) va nén duoc thay thé bai cac thuat toan

bam manh hon nhu SHA-256.

1.4. SHA-256 (Secure Hash Algorithm 256-bit)

SHA-256 1a mdt thuat toan bam trong ho céac thuat toan SHA-2, duoc phat
trién boi NSA.

SHA-256 tao ra mot bam c6 do dai 256 bit (32 byte), thuong duge biéu
dién dudi dang chudi hexa 64 ky tu.

SHA-256 hién duoc coi 1a mot trong nhitng thudt toan bam manh va an
toan nhat dugc sir dung rong rai trong cac ing dung bao mat, bao gom ma

hoa mat khau, chir ky s6, va xac thyc dir licu.

1.5. SHA-3 (Secure Hash Algorithm 3)

SHA-3 la mot thuat toan bam thudc ho cac thuat toan SHA, dugc thiét ké boi
Keccak Team.

NIST da tiéu chuan héa SHA-3 va cong bé né 1a mot tiéu chuan Federal
Information Processing Standard (FIPS) vao nam 2015.

SHA-3 duoc coi 1a mot trong nhirng thuat toan bam manh va an toan nhat hién
nay.

SHA-3 duoc sir dung rong rai trong cac wng dung bao mat, bao gém ma hda mat

khau, chir ky 6, xac thuc dit liéu, va cac ang dung an ninh mang.



CHUONG 2. MAT KHAU
2.1. P manh mat khau

1. Po dai cia mat khau: Do dai cua mat khau 12 yéu té quan trong nhat trong viéc
xéac dinh do manh cua n6. Mat khau cang dai thi cang kho dé bi do ra bang céac

phuong phap tan cong do mat khau.

2. Pa dang héa ky tu: Mat khau nén bao gom céc loai ky tu khac nhau nhu chit
cai (in hoa va thuong), chir s6 va ky tu dic biét. Viéc st dung cac loai ky tu da

dang s& 1am tang d6 kho cho viéc doan dung mat khau.

3. Khéng sir dung cac thong tin dé doan: Tranh sir dung cac mat khau dé doan
nhu tén ngudi ding, ngay sinh, dong chix lién tuc trén ban phim, hozc céc tir xuat
hién trong tir dién.

4. Khong sir dung cac mat khau trung lap: Khdng st dung cing mot mat khau
cho nhiéu tai khoan. Néu mat khau ciia mot tai khoan bi phoi bay, hacker c6 thé
str dung no dé truy cap vao céac tai khoan khac cuaa ban.

5. Cac yéu cau bao mat ciaa hé théng: Ngoai cac yéu tb trén, cac hé théng co thé
y8u cau cac tidu chi bao mat khac nhu sir dung mat khau c6 it nhat mét chir s,
mot ky tu dac biét, hoac mot ky tu in hoa.

2.2. Cac dang tan cong mat khau pho bién

e Brute Force Attack (tin cong do mat khau)

o Ke tin cbng st dung mot cong cu manh mé, c¢6 kha ning thir nhiéu
username va password cung luc (tir d& dén kho) cho téi khi ding nhap
thanh cong

o VD: dat mat khau don gian nhu 123456, passwordl123,

daylamatkhau, ...rat d& bj tan cong brute force.



e Dictionary Attack (tan cong tir dién)
o Lamot bién thé cua Brute Force Attack
o Tuy nhién ké tdn cdng nhim vao céc tir co nghia thay vi thir tit ca moi
kha nang
o Nhiéu nguoi ding c6 xu huéng dit mat khau la nhitng tir don gian va cé
ngit nghia. VD: motconvit, iloveyou,... Pay 1a 1y do khién Dictionary

Attack co0 ti I¢ thanh cong cao hon
e Key Logger Attack (tan cong Key Logger)

o K¢ tan cong luu lai lich st cac phim ma nan nhan g, bao gom ca ID,

password hay nhiéu noi dung khac

o Ke tin cong can phai st dung mot phan mém doc hai (malware) dinh kém
vao may tinh (hoic dién thoai) nan nhan, phan mém d6 sé ghi lai tat ca
nhitng Ky tu ma nan nhan nhap vao may tinh va gui vé cho ké tan cong.

Phan mém nay duoc goi la Key Logger

o Nguy hiém hon 2 cach tin cong trén, do viéc dat mat khau phuc tap khdng

gitp ich gi trong truong hop nay
CHUONG 3. KET LUAN

Trong bai bao céo ndy, chung ta da tim hiéu vé hai khai niém quan trong trong

linh vuc An toan thong tin 12 ham bam va cach thic tin cong mat khau.

V& ham bam, ching ta dd nim duoc rang day 1a cac thuat toan khong sir dung
khoa dé ma hoa thong diép, ma thay vao do, chung bién doi thong diép thanh mot van
ban dai dién (ban bam) c6 kich thuéc ¢b dinh. Cac ham bam nhu MD35, SHA-1, SHA-
256 va SHA-3 déu la nhitng thuat toan pho bién dugc st dung dé dam bao tinh toan ven

thong diép va cung cap ching thuc trong cac tng dung bao mat.



Pbi v6i mat khau, chiing ta da tim hiéu vé cac yéu td quan trong dé tao ra mat
khau manh va tranh céc dang tan cong phé bién nhu Brute Force Attack, Dictionary
Attack va Key Logger Attack. Viéc s dung mat khau dai, da dang hoa ky tu, khéng st
dung cac thdng tin d& doan va khong tai sir dung mat khau I nhitng thu thuét quan trong

gitip tang cudng do bao mat cua hé thng.

TAI LIEU THAM KHAO
o https://hplamit1302.qgithub.io/AnToanThongTin/

« Gido trinh: Chuong 6. Him Bim va chit ky s6

o https://vi.wikipedia.org/wiki/Cryptographic-hash-function

o https://fptshop.com.vn/tin-tuc/danh-gia/hash-la-gi-175056

o https://locker.io/vi/passwords/password-health-checker
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https://locker.io/vi/passwords/password-health-checker

