NOI DUNG KIEM TRA VA THI CUOI KY
CAU 1: Van dung kién thirc vé quan trj hé théng dé xac dinh cac giai phap lién quan dén:
Hién thuc:

Van dung duoc kién thirc quan tri hé théng va dua ra duoc giai phap quan tri phu hop theo yéu
cau cua hé thong mang. Cai dat va trién khai dugc giai phap

- Quan tri domain

Mo hinh:
192.168.1.1
XX

XX o
@ Domain : iuh.edu.vn

Server

Client Client Client
192.168.1.2 192.168.1.3 192.168.1.4

Vin dung kién thirc vé qua tri domain:

Dé dua ra giai phap quan tri pht hop cho hé thong mang vé quan tri domain, c6 thé ap dung cac
phuong phap va cong cu quan tri hé thong sau day:

1. Thiét 1ap va quan 1y méay chii domain controller: Domain controller 1a may chu quéan 1y
danh sach ngudi dung, nhém va chinh sach quyén truy cép trong mang domain. Céan ddam bdo
rang mdy chii domain controller dwoc cdi dat va cdau hinh ding, dam bdo tinh bdo mdt va kha
ndng san sang cao.

2. Quén Iy nguoi dung va nhom: Xac dinh va tao ngudi ding, nhom va quyén truy cap tuong
mg véi timg nguoi dung trong domain. Diéu nay gitip tang tinh bao mdt, kiém sodt quyén truy
cdp va dé dang quan Iy tai nguyén trong mang.

3. CAu hinh chinh sach bao mat: Str dung cong cu Group Policy dé thiét 1ap cac chinh sach
bao mat trén mang domain. Céc chinh sach nay c6 thé bao gdm mat khau phirc tap, khoa tai
khoan sau mot sb 1an dang nhap khong thanh cong, gidi han quyén truy cap vao tai nguyén va
han ché cac hoat dong khong an toan.

4. Quan 1y phéan phdi phan mém cip phat tai nguyén: Str dung tinh ning quéan 1y phan phdi
phan mém trong mang domain dé tu dong trién khai va cap nhat phan mém cho cac may tinh
trong mang. Diéu nay giup don gian hoa qua trinh cai dit va bao tri phan mém trong toan bo hé
thong.

5. Giam sat va bao tri hé théng: Pam bao rang hé théng domain dang hoat dong mét cach
6n dinh va bao mat. Thuc hién viéc gidm sat h¢ théng, dam bao su san sang ctia may chi domain
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controller va cac dich vu lién quan. Thuc hi¢n sao luu dir li¢u dinh ky va xay dung ké hoach khic
phuc su cd.

6. Dao tao nguoi dung va quan tri vién: Pam bao rang ngudi dung va quan tri vién trong hé
thong co6 du kién thirc va k¥ nang dé st dung céc tinh nang va cong cu quan tri domain.

c. Xac dinh cac giai phap thwe hién (Thue hién trén Windows Server 2019) (Pay la cac
budée thuwe hién; néu dé ¢ cho chi tiét thi 1am chi tiét nhw VD file server; kiéu cu thé hon
nhuw User la ai, May DC la may nao, Nhom nao,.....):

> Thiét 14p va quan 1y may chi domain controler (La cAi may dé cho hoic trong mé hinh
cua minh):

o Tién hanh dat IP tinh cho may dugc chon lam domain controler, tr6 DNS vé chinh
Server dugc chon lam may chi domain

o Trén may Server duoc chon lam domain. Tién hanh xdy dung Domain controler [
Cai dat dich vu AD-DS (Active Directory Domain Services

e Tién hanh thing cap may chu thanh domain controller (Promote this
server to a domain controller)

e Chu hinh trién khai véi cac budc dé thiét 1ap domain o Tién hanh dit
dia chi IP, trd6 DNS cac may client vao DNS may domain controller va
tién hanh gia nhap cac may client vao domain vira duoc tao

» Quan Iy ngudi ding va nhém (La cai nguwoi ding hodic nhém hoidc OU dé cho 1am nhw
File Server):

o Xac dinh cac nguoi ding va nhém va quyén truy cap tuong tng trong domain o
Tién hanh xac dinh cac OU(Organiztion Unit), cac nhom ngudi dung (Group),
nguoi dung (User) va tao cac OU, Group, User tuong ung

e Vao Active Directory User and Computer

e Chon Domain va tao cac OU, Group, User tuong tng

e Ap dung cac chinh sach bao mat ddi véi timg ddi tugng ngudi ding va
nhom nguoi dung

o Tién hanh gia nhap cac User vao Group; cac Group vao cac OU tuong tig

» Céu hinh chinh sach bao mat (Nay 1a buéc thwe hién. Con giai phap 1a: User A c6 quyén
truy cap DC; Group B khong cé quyén voi thue muc,...... (dé bai cho). Lam kiéu nhw File
server):

o Str dung cong cu Group Policy dé cdu hinh cac chinh sach bao mat; GPO(Group
Policy Object) ¢ 2 chinh sach 1a Default Domain Controller Policy ( Ap dung
cho DC) va Default Domain Policy ( Ap dung cho toan hé thong), cho phép cai
dat cac chinh sach nhu ( Cho phép User dang nhap vao DC, Cai dat chinh sach
mat khau dbi v6i viéc quan Iy ngudi dung, Cho phép hoidc khong cho phép User
thay d6i cai dit, ....)

o Dé cho phép User dang nhip vao may DC:

e Default Domain Controllers Policy —Edit—Computer Configuration
—Policies »Windows Settings —Security —User Right Assigment
—Allow log on locally — Add User —Apply va chay lénh gpupdate

/force trong cua s6 Run dé tién hanh cap nhat chinh sach

o Dé hiéu chinh cac chinh sach mat khau:

e Default Domain Policy —Edit — Computer Configuration —Policies
—Windows Settings —Security —Password Policy — Thuc hién céc
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cai dat twong wéng — Chay 1énh gpupdate /force trong cua sé6 Run dé
tién hanh cap nhat chinh sach
> Quan Iy phan phdi phan mém va cip phat tai nguyén cho ngudi dung:
o (Cai thw muc nay dwoc lwu trir bao nhiéu; cAm cac file nao, OU nao link...
dé néu cho)
o Thuyc hién phan phdi phan mém bang Deploy Software
e Tao GPO méi mang tén tuong ing
e Edit »User Configuration —Policies —Software Settings —Software
Install »New —Packge — Tién hanh chon dudng din luu trir phan
mén (Luu y phai 1a duong din mang (bang cach chia sé file cai dit qua
mang)) — Thyc hién céc ciu hinh twong tng
e Link tir GPO méi dugc tao sang cac OU mong mudn
e Cap nhat chinh sach bang 1énh gpupdate /force trong ctra s6 Run
e Cac User trong OU khi ding nhap cac phan mém ty dong cai dit o
Thuyec hién cép phat tai nguyén bang File Server Resource Manager: [
Gi61 han dung lugng luu trir (Disk Quota)
* File Server Resource Manager —Quota Management —Quotas
—Create Quota— Thyc hién cic cAu hinh phu hop véi yéu cau
tuong rng
e Gidi han khong cho phép chép cac file khong dugc phép
* File Server Resource Manager — File Screening Management
—VFile Group — Create File Group —Thuc hién céac cai dat phu
hop
« Ap dung cic cai dat vao 6 dia/folder — File Server Resource
Manager — File Screening Management — File Screen —Create
File Screen.. —Customer Properties — Chon File Group vira dugc
cai dat —Save/OK
» Giam sat va bio tri hé thong
> Dao tao ngwoi dung va quan tri vién:

d. Trién khai hé thong ( Cac buéc thuc hién )

Céc budce nhu phan ¢ hodc néu lam dugc lam giong File Server
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Backup hé thong, Restore hé thng

a. Xay dung mo hinh mang va chuan bi may do.

Backu
XN D
N N E— Restore
Server Data Backup Data Storage

* Backup Data Storage co thé 1a mot 6 dia/Thu muc trong chinh Server hodc 1a mdt noi luu trix

dir liéu chuyén biét & bén ngoai va két ndi véi Server bang dudng mang

b. Van dung kién thic vé Backup hé théng (System Backup), Restore Hé thong (System

Restore) .

¥ Sao luu hé thdng (System Backup) 13 viéc tao ra cac ban sao cia dir liéu gdc va luu trix
chung & mot noi an toan. Khi hé théng gap su cd, ban co thé sir dung céc ban sao luu dé
phuc hdi lai dit liéu. Viéc nay gilp tang kha nang chiu 16i ctia hé théng va bao vé dir liéu
quan trong cua ban.

¥ Phuc hoi hé thong (System Restore) 1a viée st dung cac ban sao luu dé khoi phuc lai dir
lidu va cai dat cua hé thong vé trang thai trudc d6. Viée nay gitip ngudi ding co thé khic
phuc céc su ) phén cung, 16i phﬁn mém hodc céc van dé khac ma c6 thé gay ra mat mat
dir lidu.

O Trong quan tri va bao tri hé théng, viéc sao luu hé théng / Phuc hoi hé théng dong vai tro
quan trong trong viéc dam bao an toan va tinh sin sang cua dit liéu. Ngan nglra mat mét
dit liéu do sy c6 phan ctng, 18i phan mém hodc cac van dé khac, nguoi ding c6 thé khoi
phuc lai hé théng vé trang thai hoat dong binh thudng sau khi gip su cd. Ngoai ra, viéc
sao luu hé thdng con gitp quan tri vién c6 thé khoi phuc lai hé théng vé trang thai trude

d6 trong truong hop can thiét.
c. Xac dinh cac gidi phap thuc hién (Thuc hién trén Windows Server 2019).

- Xac dinh thu muc/O dia can backup ( C:\; D:\ .... Gi d6)

- Xac dinh noi ding dé luu trir 1a may (ABC gi d6) hodc 6 dia (C:\ D:\, Thu myc gi d6) -
Thuec hién chia sé qua mang d6i v6i thu muc dung dé Luu trir dir liéu Backup (Everyone:
Full control)

- Trén may mudn backup thay duoc Noi luu trit dir liéu backup di chia sé - Trén  may

Server cai dat va cau hinh Backup /Recovery
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d. Trién khai hé théng ( Céac buéc thue hién )

- Trén may Server cai dit va cdu hinh Backup /Recovery o Cai dit Feature Windows
Server Backup o Tool — Windows Server Backup —Local Backup o Thé Action
—Backup One néu mudn thue hién mot 1an sao luu ngay lap tic

0 Trong muc Backup Options, chon Different options va nhip vao Next.

0 Trong muc Select Backup Configuration, chon Full server
(recommended) dé sao luu tit ca dit liéu may chu, tmg dung va trang thai
hé thong. Nhap vao Next.

0 Trong muc Specify Destination Type, chon Remote shared folder (Chon
noi luu trir 1 dia chi mang cta noi luu dit liéu backup) va nhap vao Next.

0 Cung cip thong tin ding nhap ciia ngudi ding c6 quyén ghi vao thu muc
mang dugc chia sé.

0 Trong muc Confirmation, nhap vao Backup.

o Thé Action — Backup Schedule néu mudn 1én lich tu dong sao luu theo thoi gian
dinh sén

0 Mo Windows Server Backup va chon Local Backup ¢ bén trai, sau do
nhip vao Backup Schedule & bén phai dé cau hinh cic quy tic sao luu tyr
dong.

0 Trong muc Getting Started, nhap vao Next dé bat dau.

0 Trong muc Select Backup Configuration, chon Full server néu ban mudn
sao luu toan b hé théng. Néu khong, chon Custom dé chi dinh mot sb tap
tin hodc thu muc cu thé dé sao luu. Sau d6 nhép vao Next.

0 Trong muc Specify Backup Time, chon thoi gian dé sao luu hang ngay
hodc nhiéu 1an trong ngay. Sau d6 nhip vao Next.

o Thé Action —Recovery dé thuc hién khoi phuc dir li¢u tir Backup Data
Storage

0 Chon vi tri luu trir ban sao Iuu: This server hodac A backup stored in
another location. Nhap vao Next.

0 Chi dinh dia cyc by hoac thu myuc mang noi luu trir ban sao luu va nhép vao
Next.
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- File server.

Vi du vé File server:

Cau héi:

Cong ty ABC muén xay dung mot hé théng mang nham muc dich chia sé dit liéu ndi bo. Cong
ty ¢c6 bon phong ban 1a K¢ toan, kinh doanh, gidm doc va quan tri, nhan sy ¢ cac phong ban nhu
sau: Phong Ké toan gom: Nguyén Vin Tai, Tran Thi Minh. Phong kinh doanh gom: Lé An Tan,
Nguyén tric Duong, Nguyén Tuan Pirc. Phong giam doc gom: Nguyén Vin Tin, Pang Vian Hiéu.
Phong qua tri gom: Piang Cong Phung, Nguyén phiuc Hung. Va 50 nhan vién ban hang. Ban giam
doc cong ty mudn thye hién tin hoc hoa véi cac yéu cau thuc hién chia sé cac thu muc nhu sau:

= Chia sé thuy myc cha la thu myc Congty cho toan nguoi dung trén mang co thé thdy
va truy cap.

= Thu muyc ctuia phong ban nao thi chi nhitng nguoi dung ctia phong ban d6 moéi co
quyén truy cap vao.

= Trong tirng phong ban 1a tirng thu muc ¢4 nhén danh cho tirng nhén vién trong phong
ban d6. Tuong Gmg voi 1 thu muc ngudi ding thi chi ¢6 ngudi d6 méi co thé truy
cAp vao va co toan quyén trén thu myc ctia minh. Ngoai ra trudng phong cia bd
phan ma nhan vién d6 dang tryc thudc ciing nhu Ban giam déc ciing duoc quyén
truy cdp vao nhung chi c6 quyén doc ma thoi.

= Ban quén tri cua cong ty thi dugc toan quyén trén tit ca cac thu muc cua phong ban
cling nhu cac thu muc cua nhan vién trong cong ty.

- Ban giam dbc duge quyén truy xuat téi tt ca cac thu muc cia cac phong ban nhung
chi dugc quyén doc. Ban gidm doc khong dugc truy xuat té1 cac thu muc cua Ban
quan tri.

Yéu ciu:

a. Xay dung mo hinh mang va chuan bi may 4o.

b. Vén dung kién thirc vé File server, quyén NTFS Permission.
c. Xac dinh cac giai phap thuc hién.

d. Trién khai h¢ thong mang phul hop vdi yéu cau mé ta ctia cong ty.
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Cau tra loi File server:

a.X4ay dung mé hinh mang va chuyén bi may do:
Server
172.16.10.1

Client 1
172.16.10.2

Client 2
172.16.10.3

b. Véan dung kién thirc vé File Server, quyén NTFS Permission:

File server tam dich 12 may chu tép tin, 1a mot hé thong quan 1y dir liéu tap trung dua vao mang may
tinh LAN, cho phép donah nghiép luu trit va quan ly dir liéu tdp chung trén server. Tu d6 doanh
nghiép s& quan 1y viéc truy cap, quyén truy cip va sir dung dit liéu cung timg nhén vién trong timg
phong ban hodc timg nhom lam viée. File server cung cap dia diém luu trit cac tap tin may tinh
duoc chia sé ma c6 thé duoc truy cdp boi cdc may tram lam viéc trong mang may tinh. Céc tép tin
¢ day 1a file am thanh, hinh anh, video, CSDL,... Cho phép nguoi dung chia sé qua mang ma khong
can phai str dung dia ngoai hodc thiét bi luu trix khac.
NTFS Permission 1a hé thong tap hop cac quyén cho phép hoic khong cho phép nhém ngudi
ding (Group) hay ngudi dung (User) truy cdp vao cac d6i twong chtra trén mot phan ving NTFS
bao gém thu myc va tap tin.
Céc quyén co ban NTFS bao gom:

«  Full control(Toan quyén): Cho phép ngudi ding cé toan quyén truy cap, chinh stra va x6a

thu muc hodc tép tin
* Read : Cho phép nguoi dung doc ndi dung file
» List folder content: 1iét ké ndi dung folder ( User c6 thé m& folder dé xem cac file
Subfolder)

« Read and excute: C6 thé doc nodi dung céc file va thuc thi céc file

»  Write : Chinh sura, tao méi dir 1i€u, ghi dir li¢u

«  Modify: C6 quyén Read, List Folder, Read and Execute; Write va Delete.
c. Xac dinh cac gidi phap thye hign gom:
Tao cac user va Group theo mé ta nhu trén.
Trén may Server tao céc tai khodn nguoi dung va tai khoan nhoém nhu sau:

- Nhém KETOAN gom: nvtai,ttminh
Nhom KINHDOANH gom: Ivtan, ntduong, ntduc
Nhém GIAMDOC gom: nvtin, dvhieu
Nhom QUANTRI gom: dephung, nphung
Ghi chii: Mot nhan vien c6 tén 1a Nguyén Vin Tai s& c6 username: nvtai, pasword: nvtai va
ct phap GROUP;USER ( tén khong dau, khong khoang tring, khong ky tu ddc biét, khong
vira chit thuong vura chir hoa) hodc gan tén cac nhan vién thanh ktl; kt2; qtl....(nay hoi lau)
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Tao cay thw muc theo mo ta ciia cong ty:

D:\
I
CONGTY
| | I | |
KETOAN KINHDOANH GIAMDOC QUANTRI
—— I f 1 —— ——
tai minh tan duong duc tin hieu phung hung
Ban md ta phan quyén NTFS trén cic thw muc con cho phit hop véi yéu ciu:
CONGTY
Everyone R
QUANTRI F
KINHDOANH tan duong duc

GIAMDOC R R R R
QUANTRI F F F F
KINHDOANH R
latan R F R R
ntduong F
ntduc F

KETOAN tai minh
GIAMDOC R R R
QUANTRI F F F
KETOAN R
nvtai R F R
ttminh F

GIAMDOC tin hieu
GIAMDOC R
QUANTRI F F F
nvtin F R
dvhieu F

QUANTRI phung hung
QUANTRI R
dcphung F R
nphung F
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Ghi chu:

* F la Full control
* RIa3 quyén chinh dé truy xuét va thuc thi duge trén thu muc: Read & Execute, List
Folder Content, Read

d. Trién khai hé thong mang phu hop véi yéu cau mé ta ciia cong ty.
- Trién khai theo mé ti & trén va thuc hién phan quyén

Thuc hién phan quyén cho thu muc congty s& kiém tra dung theo bang mo ta
Thyc hién phan quyén cho thu muc kinhdoanh, tan, duong, duc

Thuyc hién phan quyén cho thu muyc ketoan, tai, minh

Thyc hién phan quyén cho thu myc Giamdoc, tin, hieu

Thuyc hién phan quyén cho thu myc Quantri, phung, hung

Thiee hanh va kiém tra trén may gido vién Test két qua.

- Chia sé cac thu muc

Thuec hién chia sé cho thu muc congty s& kiém tra dung theo bang mo ta
Thuc hién chia sé cho thu muc kinhdoanh, tan, duong, duc

Thuc hién chia sé cho thu muc ketoan, tai, minh

Thuc hién chia sé cho thu muc Giamdoc, tin, hicu

Thuc hién chia sé cho thu muc Quantri, phung, hung

Thiee hanh va kiém tra trén mdy gido vién Test két qua.
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CAU 2: Van dung nguyén 1y 40 hoa dé xac dinh cac giai phéap thiét 1ap cac dich vu 4o hoa hé
thong.
Hién thuec:

Van dung nguyén 1y 4o hoa dé thiét 1ap dich vu a0 héa (Hyper-V, Xen,VMWare, KVM,
VirtualBox, ...) dé tao nhidu may 4o twong tac duoc voi nhau

Cau hoi:

Cong ty abc c6 200 ngudi lam viée trong 3 phong ban gdm: Phong ké toan, phong nhan sy, phong
dao tao, dudi day la thong ké cac trang thiét bi mang da duoc cong ty trang bi gom:

- 1 may Server IBM x3200 M3 c¢6 cau hinh: Processor: Intel ® Xeon ® Lynnfield Quad- Core
X34302.4 GHz 8MB LGA 1156 95W, System Memory: 32G DDR- 3 1333 MHz ECC Memory,
Storage: HDD SAS/SATA 3.5" Hot Swap, Network Controller: Dual Gigabit Ethernet
10/100/1000, Power: 1x Power Supply 430 watt 4x3.5", SATA/ SAS Driver Bay ...

- 200 may tinh dé ban CPU Dual Core E5200, Ram 2GB... - 15 may tinh xach tay cau hinh: CPU
Core i5, Ram: 2GB...

- 20 may in, 2 may photo, scan
- Cung mot s6 thiét bi Switch, Router...

. Cong ty da thuc hién két ndi mang ndi bo (mang LAN) nhung hé théng mang LAN chua
chuyén nghiép va cac thiét bi khong tap trung tai Phong Server nén kho khin cho viéc quan 1y
va khic phuc su cd.

. Két ndi internet hién tai chi sir dung cho cac nhu cau don gian nhu sir dung email, quan
tri thong tin trang web cua cong ty, tra clru, tim kiém thong tin,....

. Nhu cau két ndi Internet ctia ngudi ding trong cong ty twong dbi cao nhung hé théng
mang ctia cong ty lai khong c6 thiét bi bao mat (Firewall) chuyén dung, din dén viéc mat an toan
thong tin 14 rat cao, dit liéu cong ty dé dang bi danh cip.

. May chu hi¢n tai cua cong ty dugc sir dung trong viéc luu trit va chia sé tai nguyén ndi
bo. Pidu nay khién cho lugng tai nguyén va hi¢u nang st dung ciia may chu chua dugc tan dung
t6i da trong khi nhu cau sir dung may chii dé chuyén trach dam nhiém thém céc nhu cau thyc tién
khéc trong cong ty dang rat can thiét. Dé tiét kiém chi phi, tan dung tbi da hidu ning cta cac thiét
bi trén hé thong hién co, ban lanh dao cong ty mudn trién khai hé théng nay bang giai phap ao
hoa, v6i tu cach 1a nguoi chiu trach nhiém vé giai phap IT cua cong ty.

Yéu cau:
1. Hay chon cong ngh¢ 4o hda nao cho phu hop véi cong ty? Giai thich vi sao chon?

2. Pua ra giai phap thiét 1ap hé thong ao héa cho cong ty ma ban di chon. V& so dd hé thong cac
may 4o két noi voi nhau, cau hinh IP cac may 4o va Ping dugc véi nhau.
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Cau tra loi:
1. Cong ngh¢ 40 hoa nao phu hop véi cong ty?

- Theo em, cong nghé 4o hoa phu hop véi cong ty 1a 4o hda may chu (server virtualization).
Day 1a cong nghé cho phép tao ra nhidu may chu 4o (virtual server) trén mot may chu vat 1y
(physical server), mdi may chu 40 c6 thé chay mot hé didu hanh va cac ing dung riéng biét. Cong
nghé nay gitip tan dung tdi da tai nguyén phan cimg ctia may chu vat 1y, tiét kiém chi phi dau tu,
béo tri va dién ning, cling nhu d& dang quan 1y va mé rong hé thdng. Ddi v6i nhu cau cua cong
ty thi s& stir dung 40 hoa VMWare ESXi, ddy la cong nghé a0 hoéa may chu loai 1. Mién phi va
dang tin cay, duoc st dung rong rai trén thi truong. VMWare ESXi cé thé cai dat truc tiép Ién
méy chu vat 1y ctia cong ty, khong can c6 hé diéu hanh khac. VMWare ESXi ¢6 thé quan 1y cac
may 4o thong qua giao dién web hoic phan mém VMWare vSphere Client.

- Ly do chon coéng nghé nay 1a vi cong ty c6 nhu cau sir dung may cha cho ba phong ban
1a NHANSU; KETOAN; DAOTAO. Néu sir dung ba may chu vat 1y riéng biét cho timg chiic
ning, s& gy lang phi tai nguyén va chi phi, ciing nhu khé khin trong viéc bao tri va nang cap.
Néu str dung mot may chu vat 1y duy nhit cho ca ba chirc ning, s& gy ra xung dot cau hinh,
thiéu nhit quan trong chinh sach bao mat va giam hiéu suat ctia hé théng. Do do, viéc sir dung
cong nghé 40 hoa may chii s& giai quyét dugc nhirng van dé trén.

2. Giai phap thiét 1ap hé thong a0 héa cho cong ty:
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- Sau khi cai dit VMWare ESXi, ta ¢ thé tao ra ba may 4o trén may chu vat Iy ctia cong ty, mdi
may 4o c6 cau hinh nhu sau:

Server ao Phong KETOAN
192.168.1.6

Server vat ly

IBM x3200 M3 Gateway:192.168.1.
_ 1 Server ao
VMWare ESXi i Phéng
DAOTAO
192.168.1.5 (eee | Virtual Switch 192.168.1.7

Gateway:192.168.1.1 (XD

DNS:192.168.1.1

Gateway:192.168.1.1
DNS:192.168.1.1

E Server ao Phong NHANSU

192.168.1.8
Gateway:192.168.1.1
DNS:192.168.1.1

Router
192.168.1.1

oF OO &

200 PC Dual Core 15 Laptop Core i5, 2 May in,

E5200, Ram 2G,.. Ram 2G,.. photo, scan
192.168.1.21 — 192.168.1.254 DHCP 192.168.1.20
Gateway:192.168.1.1 Gateway:192.168.1.1
DNS:192.168.1.1 DNS:192.168.1.1

Mo td mo hinh:

*  Sur dung may Server IBM x3200 M3 lam may chu vat 1y dé chay a0 héa VMWare ESXi.
May chi nay c6 dia chi IP la 192.168.1.5; Subnet mark:255.255.255.0; Default Gateway
:192.168.1.1 ; DNS :192.168.1.1 . Puoc két ndi voi LAN thong qua Switch.

« Tao cic may 4o trén may chu vat 1y. O day vi du c¢6 3 may 4o chay cac phong ban. Cac
méy 4o dugc chay cac hé diéu hanh khac nhau dé phi hop véi yéu cau. Gan IP cho lan
lugt cac may 1a 192.168.1.6 ; 192.168.1.7 ; 192.168.1.8 va Default Gateway va DNS cho
ca 3 may 4o 1a:192.168.1.1

«  Céc may 4o dugc két ndi voi nhau va véi LAN cong ty thong qua Vitual Switch cua
VMWare ESXi. Vitual Switch 1a mot thiét bi mang ao dugc tao ra trén VMWare ESXij,
cho phép két ndi cac may 4o voi nhau va véi mang LAN cua cong ty. Vswitch c6 thé duoc
thiét 1ap cac VLAN dé biét 1ap cac nhom may ao theo timg chirc ning hodc theo ting
phong ban

200 may tinh d& ban CPU Dual Core E5200, Ram 2GB,... va 15 may tinh x4ch tay
CPU Core 15, Ram 2GB,...duoc cép phat IP tur 192.168.1.33 dén 192.168.1.254; Subnet

mark:255.255.255.0; Default Gateway va DNS : 192.168.1.1 bang DHCP thong qua router
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20 may in, 2 may photo,scan duogc dat IP tir 192.168.1.10 dén 192.168.1.32 ; Subnet
mark:255.255.255.0; Default Gateway va DNS : 192.168.1.1

Céc nhan vién co thé lam viéc véi may 4o bang cach Remote deskop (Piéu khién tir xa)
thong qua dia chi IP may 4o. Céc thiét bi s& lién lac v6i nhau thong qua dia chi IP cia
chung

Thiét 1ap cac chinh sach bao mét cho may a0 dé dam bao an toan thong tin cua céc tai liéu
n6i bo, vi du nhu thiét 1ap quyén truy cap, ma hoa dir lidu, sao luu va khoi phuc dit liu. ..
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