TRUONG PAI HOC CONG NGHIEP PE MINH HQA THI CUOI Ki 02
THANH PHO HO CHI MINH Mén thi:Quan Trj va Bao Tri Hé Théng

Lép: DHTHI19

KHOA CONG NGHE THONG TIN  Ngay thi: 2024

Thoi gian: 60 phut

MO TA HE THONG
Cong ty XYZ la mdt doanh nghiép hoat dong trong linh vuc cdng nghé véi khoang 150 nhan
vién. Cong ty mudn xay dung hé théng cong nghé thong tin dé quan tri va t6i wu hoa viée sir

dung tai nguyén hé théng. Cu tric to chirc nhu sau:

> Ban Gidm ddc: Gom 1 Giam doc va 2 Phé Giam doc.
Phong K¥ thuat: Truédng phong va 30 k¥ su.
Phong Kinh doanh: Trudng phong, 20 nhan vién kinh doanh.

Phong Nhan su: Truong phong va 10 nhan vién.

YV V VYV V

Phong IT (Quén tri hé thng): Gom 1 Trudng phong va 5 nhan vién phu trach quan trj hé
thdng va hd tro k¥ thuat.

Cong ty ¢6 cac yéu cau nhu sau:

1. Thiét 1ap mot hé théng domain dé quan 1y nguoi ding, nhom, va cac tai nguyén cia
cong ty.
2. Xay dung chinh sach chia sé tai nguyén qua hé thong File Server voi quyén truy cap
dugc phan loai rd rang:
a. Céc phong ban chi dugc truy cép thu muc cua minh.
b. Ban Giam dbc dugce quyén doc dit liéu toan cong ty (trir thu muc ctiia phong IT).
c. Phong IT duoc quyén truy cap va quan tri toan bo hé thong.
3. Xay dung co ché backup va restore hé thong dé dam bao dir liéu khong bi mét trong
truong hop xay ra su cé.
4. Ap dung cong nghé a0 héa dé trién khai cac may chi nham tiét kiém chi phi va nang

cao hiéu qua str dung tai nguyén.
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YEU CAU
Cau 1: Quan tri h¢ thong (5 diém)

a. Xay dung hé thong domain phu hop v6i mo ta trén. Thiét ké so do hé thdng domain,
bao gébm cac OU (Organizational Units), nhém nguoi ding (Group), va phan quyén.
b. Céau hinh File Server va phan quyén truy cép st dung NTFS Permissions dé dap ung
yéu cau chia sé tai nguyén.
c. Dua ra chinh sach quan tri tai nguyén, bao gom:
e Chinh sach dit mat khau cho ngudi ding.
e Chinh sach luu trir va quan 1y tai liéu cua tirng phong ban.
d. d. Pé xuit va mo ta giai phap backup va restore dit lidu cho toan bo hé thong, bao gom

lich trinh backup, cong cu st dung, va quy trinh khoi phuc dir liu.
Céu 2: Ao héa hé thong (5 diém)

a. Chon mdt cong nghé 4o hoa phu hop (vi du: VMware, Hyper-V, hodc Proxmox). Giai thich
1y do lya chon cong ngh¢ nay.
b. Thiét ké va trién khai hé thong 4o hoa, bao gom:
e So d6 két ndi giira cac may ao.
e CAu hinh IP cta cic may 4o.
e Dich vy trién khai trén tirng may 4o (vi du: Domain Controller, File Server, Web

Server, v.v.).

Hét

Lueu y: Dé thi dwoc siv dung tai lidu chép tay
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PAP AN THAM KHAO CHO BAI THI TU LUAN 60 PHUT

CAu 1: Quan tri hé théng (5 diém)

a. Xay dung hé thong domain phui hop v6i mé ta trén
e Domain Name: xyz.local
o Ciu tric Organizational Unit (OU):
o OU: Ban_ Giam Doc
= User: GiamDoc
= User: PhoGiamDocl
= User: PhoGiamDoc2
o OU: Phong Ky Thuat
=  Group: KySu
=  Users: KySuO1, KySu02, ... KySu30
o OU: Phong Kinh Doanh
= Group: KinhDoanh
=  Users: NVKDOI, NVKDO02, ... NVKD20
o OU: Phong Nhan Su
= Group: NhanSu
= Users: NSO1, NS02, ... NS10
o OU: Phong IT
= Group: QuanTri
= Users: TruongPhongIT, NVITO01, NVIT02, ... NVIT05
e Phan quyén:
o Ban Giam Pdc: Quyén doc trén toan bo thu muc, trir thu muc cua Phong IT.
o Phong IT: Toan quyén trén tat ca cac thu muyc.
o Phong ban khac: Chi quyén truy cip thu muc ctia phong ban minh.
b. Céu hinh File Server va NTFS Permissions
o Thu muc cha: \Server\XYZ (quyén truy c4p tat ca nhan vién).
o Thu muc phong ban:
o \Server\Phong Ky Thuat: Chi nhan vién phong K¥ Thuat truy cép.

o \Server\Phong Kinh Doanh: Chi nhan vién phong Kinh Doanh truy cép.
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o \Server\Phong Nhan Su: Chi nhan vién phong Nhan Su truy cap.

e Quyeén trén thu muc ca nhan:

o User ch¢ toan quyén trén thu muc ca nhan.

o Truéng phong cd quyén doc.

c. bé xuat chinh sach quén tri tai nguyén

1. Chinh sach mat khau:

o Mat khiu phai c6 it nhat 8 ky ty, bao gdm chit hoa, chir thuong, va ky tu dic
biét.

o Cudng ché thay d6i mat khau mdi 90 ngay.

2. Chinh sach luu tri:

o Moi phong ban phai tao thu muc chung.

o Quyén truy cap phan chia theo nhém/phong ban.

d. Giai phap backup va restore

Cong cu backup: Str dung Windows Server Backup hodc Veeam Backup &
Replication.

Lich backup:
o Backup full hang tuan (chi nhat).
o Backup incremental hang ngay.
Quy trinh restore:
1. Xéc dinh file/thw muc can khoi phuc.
2. Sur dung ban backup gan nhat dé khoi phuc dit liéu.

3. Kiém tra tinh toan ven sau khi restore.
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CAu 2: Ao héa hé thong (5 diém)

a. Chon cong nghé 40 hoa phu hop
e (Cong nghé dugc chon: VMware ESXi.
e« Lydo:

o VMware ESXi 1a hypervisor mién phi, hiéu ning cao, da duoc ching minh
trong thuc té.

o Ho trg quan ly dé dang thong qua VMware vCenter.
o Tuong thich tot v6i hau hét cac hé didu hanh (Windows Server, Linux).
b. Thiét ké va trién khai hé thong a0 héa
« Ha tang phan cung:
o Server vat 1y: CPU Intel Xeon, 64GB RAM, 4TB HDD.
e Danh sach may ao:
1. DCO1 (Domain Controller):
= OS: Windows Server 2022.
= [P:192.168.1.10.
2. FSO1 (File Server):
= OS: Windows Server 2022.
= [P:192.168.1.20.
3. APPO1 (Application Server):
= OS: Windows Server 2022.
= IP:192.168.1.30.
4. WEBO1 (Web Server):
= OS: Ubuntu Server 22.04.
= [P:192.168.1.40.
« Trién khai mang 4o (vSwitch):
o Tao vSwitch két ni cac may 4o ndi bo.

o Céu hinh VLAN d¢ phan tich mang cic phong ban (néu can).
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Quy trinh trién khai:
1. Cai dat VMware ESXi 1én server vat ly.
2. Tao va ciu hinh cic may 4o trén ESXi.
3. CAu hinh mang 4o va dia chi IP cho tirmg may 4o.

4. Trién khai cac dich vu can thiét trén tirng may ao (AD DS, File Sharing, Web
Hosting).

5. Kiém tra két ndi gita cac may 4o va hé thong vat y.
Backup va snapshot:
o Céu hinh snapshot dinh ky cho tirng may 4o dé phong ngira 16i hé thong.

o Sir dung cong cu backup nhu Veeam dé sao luu toan bo hé thong may ao.
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