ON TAP GIT’A KI MON QUAN TRI VA BAO TRI HE THONG
CAU HO!I:
Cong ty ABC mudn xay dwng mdt hé thdng mang nham muc dich chia sé dit liéu ndi bd. Cong ty
cé bdn phong ban 13 K& toan, kinh doanh, gidam ddc va quan tri, nhan su & cac phong ban nhu
sau: Phong K& toan gom: Nguyén Vin Tai, Tran Thi Minh. Phong kinh doanh gom: Lé An Tan,
Nguyén tric Dwong, Nguyén Tuan Dirc. Phong giam déc gdm: Nguyén Vin Tin, BDdng Vin Hiéu.
Phong qua tri gdm: Dang Cong Phung, Nguyén phic Hwng. Va 50 nhan vién ban hang. Ban gidm

doéc cong ty mudn thue hién tin hoc hda véi cac yéu cau thye hién chia sé cac thu muc nhu sau:

e Chia sé thy muc cha la thw muc Congty cho toan ngudi dung trén mang cd thé thay va
truy cap.

e Thuw muc cha phong ban nao thi chi nhitng ngudi dung ctia phong ban dé mai c6 quyén
truy cap vao.

e Trong trng phong ban la tirng thu muc ca nhan danh cho tirng nhan vién trong phong
ban dé. Twong &ng véi 1 thu muc ngudi dung thi chi cd ngudi dé méi cd thé truy cip vao
va cé toan quyén trén thu muc cda minh. Ngoai ra truéng phong cla bd phidn ma nhan
vién dé dang truc thudc cling nhw Ban gidm déc cling duwoc quyén truy cdp vao nhung
chi cé quyén doc ma théi.

e Ban quan tri cda cong ty thi dwoc toan quyén trén tat cd cac thu muc cta phong ban cling
nhu cac thu muc cGia nhan vién trong cong ty.

e Ban gidm doc duoc quyén truy xuat tdi tat ca cac thu muc cda cac phong ban nhung chi

duoc quyén doc. Ban gidm ddc khdng duoc truy xuat tdi cdc thu muc cda Ban quan tri.
YEU CAU:
a. Xay dwng mé hinh mang va chuan bi may ao.
b. Van dung kién thirc vé File server, quyén NTFS Permission.
c. Xac dinh cac giai phap thuc hién.

d. Trién khai hé thdng mang phu ho'p véi yéu ciu mé ta ctia cong ty.
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Noi dung lam bai va tiéu chi danh gia

a. Xay dung mo hinh mang, dit dia chi IP, thyc hién Ping cho thong
nhaun.

Client 1 Server 1

@ ]
R 172.16.10.1

172.16.10.2

Q — )
| D Client 2
172.16.10.3

a——

b.  Vin dung kién thirc vé File server, quyén NTFS Permission.

c.  Xie dinh cac gisi phap thyc hién gom:

- Tao cac user va Group theo mo ta nhir trén.
Trén may Server tao cac tai khoan ngudn ding va ta1 khodn nhom nhu sau:
- Nhom KeToan gom: nvtai, ttminh
- Nhom Kinhdoanh gom: Ivtan, ntduong, ntduc
- Nhém GiamDoc gém: nvtin, dvhien
- Nhém Quantri gom: dephung, nphing
Ghi chii: Mit nhin vién co tén 1a Nguyén Vin Tai s& o6 username: nvtai, password:

mtat
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- Tao edy the myc theo mo ta cha cong ty.

[
Congty
]
] 1 | ]
KeToan KinhDoanh CiamDoc QuanTri
!_L\ | | !_IT ht_\
1 minh tan duong duc tin hien phung hung

Két qua:

. Local (E3)
CONGTYABC
GIAMDOC
hieu
tin
KETOAN
minh
tai
KINHDOANH
duc
dung
tan
QUANTRI
hung
phung
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Tao user

] 1]

. Acti
File Action View Help

R EIEEEN EEE Y R 2K

» 82 GIAMDOC_MANAGER
& nvtin
v 3] KeToan users
. 82, KETOAN
» 82, KETOAN_MANAGER
> & nvtai
> & ttminh
v (3] KinhDoanh users
s ho phuc lam
. 82, KINHDOANH
> % KINHDOANH_MANAGER
> & le an tan
> & ntduc
» & ntduong
v 2] QuanTri users
> & dcphung
> & nphung
. 8, QUANTRI
. #2, QUANTRI_MANAGER
» 2] Domain Controllers

2 i ~ || Name Type Description
> B Saved Querios 17 Builtin builtinDomain
v . l\u.h.vn_ i ] Computers Container Default container for up...
5’ zt:)l:\:‘uters ;J: ForeignSecurityPrincipals Container Default container for se...
« &) CONGTYABC J Managed Service Accounts  Container Default container for m...
@ Computers E Users Container Default container for up...
v B Users QJ— CONGTYABC Organizational..
v BB GiamDo¢ tisers [Z] Domain Controllers Organizational.. Default container for do...
, s dvhieu [Z] Truong Phong Organizational..
» 8, GlAMDOC
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Mb ta phan quyén

Trong do

R: gbm
o Read and excute
o List forlder content
o Read

F: full control

Congty
Everyene R
QuanTn F
Advanced Security Settings for CONGTYABC O et
Name: EANCONGTYABC
Owner: Administrators (IlUHVAdministrators) E;‘ Change
Permissions Share Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
L Allow CREATOR OWNER Full control None Subfolders and files only
L Allow SYSTEM Full control None This folder, subfolders and files
8L Allow GIAMDOC (IUH\GIAMDOC) Read & execute None This folder, subfolders and files
8L Allow QUANTRI (JUH\QUANTRI) Full control None This folder, subfolders and files
a Allow Administrator Full control None This folder, subfolders and files
8L Allow Administrators (IUH\Administrators) Full control None This folder, subfolders and files
8L Allow Users (IUH\Users) Read & execute None This folder, subfolders and files
Add Remove View

Enable inheritance
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+ phédn quyén cho group giam doc

Advanced Security Settings for GIAMDOC

MName: EACONGTYABO\GIAMDOC
Owner: Administrators (JUHVAdministrators) G Change
Permissions Share Auditing Effective Access

0 Sorting the permission entries does not change the order in which they are evaluated.
Restore ordering.

Permission entries:

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if a

Type Principal Access
a Allow Administrator Full control
2 Allow Administrators (IUH\Administrators) Full control
! 3 Allow CREATOR OWNER Full control
£ Allow QUANTRI (IJUH\QUANTRI) Full control
! 3 Allow SYSTEM Full control
£ Allow GIAMDOC (IUH\GIAMDOC) Read & execute
! 3 Allow GIAMDOC_MANAGER (IJUH\GIAMDOC_MANAGER) Read & execute

+ phédn quyén cho group kinh doanh

Name: EANCONGTYABC\KINHDOAMNH
Owner: Administrators (IUH\Administrators) G Change
Permissions. Share Auditing Effective Access

o Sorting the permission entries does not change the order in which they are evaluated.
Restore ordering.

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit

Permission entries:

Type Principal Access
a Allow Administrator Full control
2 Allow Administrators (IUH\Administrators) Full control
8 Allow CREATOR OWNER Full control
8 Allow QUANTRI (IUH\QUANTRI) Full control
8 Allow SYSTEM Full control
2 Allow GIAMDOC (IUH\GIAMDOC) Read & execute
8 Allow KINHDOANH (IJUH\KINHDOANH) Read & execute
£ Allow KINHDOANH_MAMNAGER (IUH\KINHDOANH_MAMNAGER) Read & execute
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+ phédn quyén cho group két todn

MName:

Owner:

Permissions

EANCONGTYABC\KETOAN

Administrators (JUH\Administrators) !;‘ Change

Sorting the permission entries does not change the order in which they are evaluated.

Restore ordering.

Permission entries;

Share

Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (i

RERREER®

Type

Allow
Allow
Allow
Allow
Allow
Allow
Allow

Principal

Administrator

CREATOR OWNER

QUANTRI (JUH\QUANTRI)

SYSTEM

GIAMDOC (IUH\GIAMDOC)

KETOAN (IUH\KETOAN)

KETOAN_MANAGER (IUH\KETOAN_MAMAGER)

Access

Full control

Full control

Full control

Full contral
Read & execute
Read & execute
Read & execute

+phén quyén cho group quan tri

MName:

Owner:

Permissions

EANCONGTYABOWQUANTRI

Administrators (IUH\Administrators) G Change

Sorting the permission entries does not change the order in which they are evaluated.

Restore ordering.

Permission entries:

Share

Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edi

REMPRER

Type

Allow
Allow
Allow
Allow
Allow

Principal

CREATOR OWNER

SYSTEM

Administrator

QUANTRI (IJUH\QUANTRI)

QUANTRI_MAMNAGER (IUH\QUANTRI_MAMNAGER)

Access

Full control

Full control

Full control
Read & execute
Read & execute
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-phén quyén cho tirng user ctia ké todn:

MName:

Owner;

Permissions

EACONGTYABCYKETOAN taI

Administrators (IUH\Administrators) G Change

Sorting the permission entries does not change the order in which they are evaluated.

Restore ordering.

Permission entries:

Share

Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Eg

REERPERR

Type

Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow

Principal

CREATOR OWMER

SYSTEM

QUANTRI (IUH\QUANTRI)

nvtai (nvtai@iuh.vn)

Administrator

Administrators (IUHVAdministrators)
GIAMDOC (IUH\GIAMDOC)
KETOAN_MAMNAGER (IJUH\KETOAMN_MAMNAGER)

Access

Full control

Full control

Full control

Full control

Full control

Full control
Read & execute
Read & execute
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Cau héi: Admin uy quyén cho user lam dwoc gi?
Khi mét quan trj vién (admin) Gy quyén cho mét nguoi dung, diéu d6 cé nghia 13 ho trao cho
nguwdi dung mot sd quyén hodc kha nang cu thé trong hé théng hodc &rng dung. Viéc nay cho
phép ngudi dung thuye hién cdc hanh déng nhat dinh ma ho khéng cé quyén mac dinh.
Pap an tham khao:
Dudi day la cdc vi du vé quyén ma admin cé thé Gy quyén cho ngudi dung
1. Quan ly tai nguyén:
o Tao, chinh stra hodc xda céc tai nguyén nhu tap tin, thu muc, hoac &ng dung.
2. Quan ly nguwdi dung:
o Tao, chinh stra hodc xda tai khoan nguoi dung.
o D&t quyén truy cap cho cdc ngudi dung vao cac tai nguyén khac nhau.
3. Quan ly hé théng:
o Cau hinh va quan ly cc cai dat hé théng nhu cidu hinh mang, bao mét, co s& dit
liéu, v.v.
4. Quan ly irng dung:
o Cai dat, cdp nhat hodc g& bd cac &ng dung trén hé théng.
o Quan ly ciu hinh va cai d3t cho céc rng dung cu thé.
5. Quan ly dich vu:
o Khéiddng, dirng hodc khdi dong lai cac dich vu trén hé théng.
6. Quan ly bdo mit:
o Quan ly va ciu hinh bdo méat hé théng, bao géom:
= C4u hinh twong Ilra.
» Thiét 1ap chinh sdch bao mat.
7. Quan ly dir liéu:
o Truy cap, chinh sra hodc xda dit liéu trong co s& dit liéu hodc hé théng Iwu trir.
Quyén Uy quyén cu thé s& phu thudc vao nhu ciu va yéu cau cla té chirc. Diéu quan trong |a
viéc Oy quyén can duwoc quan ly cdn than dé dam bdo tinh bao méat va tuan thd cic quy dinh lién

quan.
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Cau héi: tai sao phai phan quyén cho user trong doanh nghiép?

Viéc phan quyén cho ngudi dung trong cdc doanh nghiép rat quan trong vi né mang lai nhiéu

lgi ich quan trong nhu sau:

1. Bao mat thong tin: Phan quyén gitip ddm bao rang ngudi dung chi cé quyén truy cip va
slra d6i thdng tin ma ho can cho cong viéc cta minh, tir do gidm thi€u nguy co ro ri thdng

tin hoac truy cap trai phép.

2. Nguy co tién Iénh dwoc gidm thiéu: Phan quyén giup ngin chin nguy co tién 1énh bang
cach chi cho phép ngudi dung thyc hién cdc hanh déng cu thé ma ho can, tranh trudong

hop mét ngudi dung vo tinh hodc cd vy thue hién cdc hanh dong gay hai cho hé thong.

3. Tang hiéu qua lam viéc: Bang cach chi cp quyén truy cip va stra d6i thdng tin lién quan
dén coéng viéc cla ho, ngudi dung cé thé tip trung vao nhiém vu cu thé cda minh ma

khéng bi lam phién bdi cac tai nguyén khéng can thiét.

4. Quan ly dé dang: Phan quyén gitip quan ly nguoi dung va tai nguyén mot cach hiéu qua
hon bang cach phan chia hé théng thanh cac nhém ngudi dung va cap quyén tuong ng
v&i tirng nhém.

5. Tuan thid quy dinh va chinh sach: Phan quyén giup ddm bao rang t6 chirc tuan thi cac

quy dinh va chinh sach vé quan ly théng tin va bdo mat dir liéu.

6. Tranh lang phi tai nguyén: Bang cach han ché quyén truy cip vao cdc tai nguyén khong

can thiét, phan quyén gitp tranh lang phi tai nguyén va tang cuong hiéu suat st dung.
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