


Noi dung

¢ Active Directory (AD) la gi
< Kién tric Active Directory
¢ Cai dat Active Directory Domain Services (AD-DS)




Thu muc dong (Active Directory )

< Active Directory la thanh phan quan trong cta hé diéu hanh

may chu:

1 Active Directory (AD): la noi luu trit thOng tin tal nguyén
mang: User data, printers, servers, databases,
groups, computers, and security policies... dugc to chuc
theo mién, cay, ring.

d Thong tin duoc st dung dé truy xuat va quan ly tai nguyén
trén mang

3 Cung cap mot cach dat tén nhat quan giGp mé ta, dinh
vi, truy xuat va bao mat tal nguyén mang
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< Uu diém Active Directory:
1 Don gian hoa quan ly bao méat (Domain, OU)
J Luu trr du phong thong tin bao mat
1 Chinh sach nhom
1 Kha nang mé rong
Q Uy quyén quan tri




Active Directory Server Roles la gi?

Active Directory Domain
Services (AD DS)

Active Directory
Lightweight Directory
Services (AD LDS)

Active Directory Certificate
Services (AD CS)

Active Directory Rights
Management Services (AD
RMS)

Active Directory Federation
Services (AD FS)

Mot thu muc tap trung quan ly va ching thuc cho nguoi st dung va
may tinh trong mang Windows Server

Mot dich vu thu muc LDAP (Lightweight Directory Access Protocol)
cung cap mot co ché nham hd trg cac ung dung directory-enabled (st
dung thu muc dé luu trix dit liéu), ma khong c6 yéu cau trién khai
mién, bd diéu khién mién.

Mot giai phap dugc sir dung dé bao vé thong tin duoc luu trix trong
c4c van ban, tin nhan, e-mail va céc trang Web khéng dugc phép xem,
stra d6i, hodc st dung

La dich vu dugc dung dé két hop véi cac ung dung hd tro AD RMS
(AD RMS — enable application), nham bao vé dit liéu quan trong trudce
nhirng doi twong nguoi ding khéng duge phép (unauthorized users).

La mot dich vu cung cap co ché dang nhap - single sign- on (SSO),
cho phép ban dang nhap chi mot lan nhung cé thé dung nhiéu tng
dung Web cé quan hé vai nhau.




Active Directory

¢ Active Directory Domain Services (AD DS) la mot dich vu
tren WServer, st dung thong tin luu trir trong Active
Directory dé quan ly cac doi twong users, group, computer.

< Cung cap thong tin vé tai nguyén dua vao thudc tinh cua tai
nguyen.

O Tu phan tan dén cac may tinh trén mang.
3 Ty nhan ban: gilp ADDS tu bao vé, dé truy xuat.
1 C0 kha nang phan tan -> tang kha nang luu trix

¢ GOm nhiéu phan: mién, cau hinh, lugc do




AD DS Integration with Other Active Directory
Server Roles

4

®

L/

» AD DS la nén tang cho mot mang chirc ning

4

» Hau hét cac vai trd may cha phu thudc vao
AD DS dé cung cap cho nguoi st dung va
ngudn tai nguyén thong tin cho cac vai trd
may chu khac

L/

« AD DS ciing cung cap dich vu xac thuc va
uy quyen




Kién truc Active Directory

&

» Kién trac
> Poi twong AD (Active Directory Objects)
» Luoc d6 AD (Active Directory Schema)

» Cac thanh phan AD (Active Directory Components — cau
trdc luan ly va cau truc vat ly)
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Kién truc Active Directory

*Domain*

< Active Directory nhu mot Datastore ¢ 2 thanh pt™3
Q NTDS.DIT ¢6 5 thanh phin
»Domain NC: chtra cac doi tugng nhu user, computer, OU....
>Schema: 1a noi luu trir cac dinh nghia vé timg thugc tinh trén
mo1 do1 tuong
>Configuration: chtra toan bo c4c cau hinh caa Active Directory
»>DNS: Iuu thdng tin cau hinh DNS

>Global Catalog (PAS): dam nhiém chitc ning chung thuc
(authentication) cho hé thong Active Directory. May chii quan
tri mién ndo (Domain controller) Iuvu trit Global Catalog thi
duoc goi la Global Catalog Server.
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< Active Directory nhu mot Datastore ¢6 2 thanh phan

« [ SYSVOL: la mot thu muc chira cac chinh sach danh cho
cac doi tuong nguoi dung hoac may tinh va cac doan script
quan trong khac.

Corp Contoso.com
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Poi twong AD

N/

¢ Thong tin users, may In, server, database, groups,
computers va security policies

&

L/

L)

» Moi object c6 nhitng thudc tinh riéng dic trung cho object
dd (vi du nhu object user cé cac thudc tinh lien quan nhu
First Name, Last Name, Logon Name, ...)

®

L/

» Mot so object dic biét bao gom nhiéu object khac bén trong
duoc goi la cac “container”, (Vi du nhu domain la mot
container bao godm nhiéu user va computer account).

12




Doi twgng AD

Objects

S

Computer name
Description

Active Directory

First name
Last name
Logon name
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Cac quy woéce dat tén trong AD

< Moi do6i tuong trong Active Directory duoc nhan biét thong

* qua mot ten

< Active Directory ho trg cac quy udc dit tén bao gom:
(1 Distinguished Name (DN)

1 Globally Unique Identifier (GUID)

» (1 Relative Distinguished Name (RDN)
(1 User Principal Name (UPN)
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Cac quy woée dat tén trong AD-DN

¢ Distinguished Name (DN)

3 MJdi doi tuong trong Active Directory s& c6 mot tén duy nhat dua
trén giao thiac LDAP (Lightweight Directory Access Protocol)

O DN chura day du thdng tin vé dbi tuong bao gom:
>Tén cta mién noi leu trir d6i tugng
>Puong dan day du téi doi twong

A Thi du sau day chi ra DN cua nguoi dung David Beckham trong
Cty abc (abc.com) va thudc phong Development (OU=DevV):
/DC=com/DC=abc/OU=dev/CN=Users/CN=David Beckham

DC: Domain Component Name

OU: Organizational Unit Name
CN: Common Name
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Cac quy woc dat ten trong AD-GUID

¢ Globally Unigue Indentifier (GUID)
0 Cac GUID la céc so 128 bit duy nhat duoc gan cho doi twong
tai thoi diém no duoc tao.
0 GUID khong bao gio thay doi ngay ca khi doi tugng dugc
doi tén (DN) hay di chuyén.
 Tuong tu nhu mot SID (Security Identifiers) trong Windows
NT nhung:

»SID dugc tao bén trong mot mién 1a duy nhat trong mién dé
»>GUID la duy nhat trén tat ca cac mién trong mot rimg
3 GUID giong nhu s6 CMNN cua mot ngudi nao do
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Cac quy woc dat ten trong AD-RDN

< ADDS ho tro truy Véln Distinguished name (DN)
thﬁng gua thU@C tinh cua | Relative distinguished name (RON)— |
mét d@l tu’Q’ng, dO do Cé Domain_name / Users /Sales / Managers / Jane Doe
thé xé4c dinh dugc dbi Yot

tuong ngay ca khi khong
biét DN.

» RDN ctia mot doi tuong
|a thudc tinh caa déi
tuong do

- Users OU

&

o = DN must be unique

in the Directory.

®

= RDN must be unique
in an OU,
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Cac quy woc dat ten trong AD-UPN

*

0

» User Principal Name (UPN)
» La tén than thién cua doi twong ngudi dung.

o

o

» NO la su ket hop gitta mot tén ngan cua doi tuong va tén

NS

» DNS cua Domain noi luu giir d6i tuong.

e

*

&n ngan thuong 14 tén dang nhap (logon) ctia nguoi dung.
3 Vi du: doi véi nguoi dung Lam Chi Nguyen c6 tén

dang nhap la Icnguyen, thi UPN sg la:
lchguyen@abc.com
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mailto:lcnguyen@abc.com

Luogc do AD

N/

< Chua nhitng dinh nghia vé cac doi tuong khac nhau duoc
luu trir trong AD.

» Cac dinh nghia duoc Iuu trit nhu d6i tugng trong AD.

» Luoc do la duy nhat trong mot ring va dugce tao ra trong
qua trinh cal dat Domain Controller dau tién cua rung.

» Schema duoc dinh nghia gom 2 loai object 14 Schema Class

Objects va Schema Attribute Objects.

4 Schema Class co chuc nang nhu mot template cho viéc tao
mai cac doi tuong trong AD.

1 Schema Attribute dinh nghia cac Schema Class tuong tng
vO1 NO.

®

&

L/

L)

&

L/

L)

4

®

L/
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Luogc do AD

Partial list of
schema class objects
\ >

Computer
class object definition

Group

e

User

Description
Common name
X.500 OID

Class type
Category

categorylD
attribute object definition | «—

Description
Common name
X.500 OID

Syntax range limits

Partial list of

schema attribute objects

X

=

—

accountExpires
accountNameHistory
aCSAggregateTokenRatePerUser

catalogs
categories
categoryliD

Schema class objects and attribute objects
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“* DPuoc anh xa thong qua mo hinh domains, OUs, trees va
forest

The relationship of Active Directory domains, OUs, trees, and forests
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Mién (Domain)

Trong mot mién thi phai co it nhat 1a mot
may chu quan Iy mién (Domain Controller)

NO la sy tap hop cac may tinh duoc dinh
nghia bo1 nguol quan tri.

Tat ca cac may tinh trong mién dung chung
mot co s& dir liéu Active Directory chia sé

Muc dich chinh cta mién la phuc vu nhu mét
ranh gio1 bao mat trong mang Windows
Server.

Cac may chu trong cung mot mién s& dong

bd v6i nhau vé cac doi tuong trong mién dé
(Domain Name Context)

domain active directory

accounts

==
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Pon vi to chire OU (Organization Unit — OUs)

< Trong mién, cac doi tuong
duoc sap x&p va té chirc bang
cach st dung cac OU.

< NO chira cac doi twong nhu
nguol dung, may tinh, may
In, nhom va OUs khac.

¢ OU giup cho viéc phan loal
va to chirc cac doi tuong mot

cach hop ly nhu y cua ban

®
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La mot nhom ctia mot hay nhiéu domain, ma cac domain nay chia sé
mot khong gian tén lién ké va cau trac dat tén co thir bac.

‘:‘ Cé.C déc tinh Cﬁa Céy: microsoft.com
3 Theo chuan DNS
d Cac Domain trong cay

uk.microsoft.com us.microsoft.com

Chla Sé Chung Common As.uk.microsoft.com
schema va Global |
Catal Og A domain tree

Nhitng mién c6 sir dung chung tén goc hay tén mién khong bi gian doan
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Rirng (forest)

% Forest: La tap hop cua nhiéu tree co quan hé véi nhau

< Cac domain trees trong forest 1a doc lap véi nhau vé to

chuic

microsoft.com

uk.microsoft.com

As.uk.microsoﬂ.com

A forest of trees

us.microsoft.com

uk.msn.com

/\qsn.com
/\s.msn.com

sis.uk.msn.com
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Rirng (forest)

¢ Mot forest phai dam bao thoa cac dac tinh sau
1 Toan bo domain trong forest phai co 1 schema chia sé chung
1 Cac domain trong forest phai co 1 global catalog chia sé chung

0 Céac domain trong forest phai c6 moi quan hé trust 2 chiéu véi
nhau

[ Caéc tree trong 1 forest phai c6 cau tric tén(domain name) khac
nhau

1 Cac domain trong forest hoat dong doc lap véi nhau, tuy nhién
hoat dong ctia forest la hoat dong cia toan bo hé thong to chic
doanh nghiép.
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Danh muc toan cuc (Global Catalog)

¢ Global catalog la trung tam luu gitr cac thong tin cta cac
» d0i tuong trong Active directory

< Nhung théng tin (thudc tinh ctia d6i tuong) dugc luu trit
trong Global catalog thuong xuyén duoc st dung cho hoat
dong tim kiém va dinh vi cac doi tuwong trong AD

< Global catalog duogc tao ra trong Domain Controller dau
tien cua Forest -> Global Catalog Server
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Danh muc toan cuc (Global Catalog)

IGlobal catalog setver]




Cau truc vat ly cia AD (Physical Structure)

<% Cau tric vat Iy va cau trdc logic la hoan toan tach biét

< Cau truc vat Iy duogc st dung dé to chic viéc trao doi trén
mang, trong khi cau truc logic dung dé t6 chuc tai nguyén
trén mang.

< Cau truc vat Iy cia AD gom:

e >Sites
* >Domain Controllers

29




Sites

N/

¢ La mot thuat g duogc dung dén khi noi vé
vi tri dia Iy cua cac domain trong hé thong.

e Mot site la mot su két hop cua mot hoac
nhiéu subnets IP duoc két ndi vai tde do
Cao

» Cac Sites dugc dinh nghia dé toi wu hoa
viéc truy xuat va nhan ban Active
Directory.

% Muc dich chinh cuaa viéc dinh nghia cac

sites la:

O Pé dam bao chac chan két ndi tde do cao
gitra cac domain controllers

0 Dé t6i vu hod bang thong gitta c4c site

A single domain with a single site

A single domain with multiple sites

Multiple domains with a single site

O
00
e
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Khai niém nay thuong duoc chia theo vung, vi du cong ty ctia ban c6 2 chi

nhanh, mot tai Ha Noi va mot tai Ho Chi Minh. Khai niém Site ¢ day dugc hiéu
la khi cac may trong do thudc vé cting mot subnet dia chi IP Cac may chu trong
cung mot subnet thi duoc goi 12 Intrasite, con cac may cha nam khac subnet thi
duoc goi la Intersite.

~ . DC5
INTERSITE :
P - DC3 *‘ | DC; Site B S
< e = —— INTRASITE B
4 - —
U
‘} g

‘:h_‘i_._." - . DCZ ./:"

intrasite intersite active directory
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B diéu khién mién (Domain Controllers)

¢ Mot domain controller (DC) la mét may chay Windows
Server va no chira mot ban sao cua Active directory.

¢ Cac chtrc nang cua Domain Controller:

1 Duy tri mét ban sao CSDL cua active directory

0 Céc DC trong mét domain ty dong nhan ban tat ca cac doi
tuong trong domain td1 moéi DC.

0 Duy tri thong tin ctia cac doi tuong trong Active Directory

3 Cung cap kha niang chiju 16i trong moi truong da DC.

3 Quan Iy va hd tro nguodi s dung trong viée tim kiém
thong tin tren AD
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Nhan ban (Replication) trong AD

N/

< Nham bao dam rang nhiing thay doi trén bat ky Domain
Controller nao cting duoc phan anh to1 cac DC khac trong
mién.

< Nhitng thong tin trong Active Directory gom:

0 Thong tin heoc do.

0 Thong tin cau hinh.

1 Théng tin mién.

1 Thoéng tin phan mém ung dung.

Vi du: trén DC tha nhat, ban duoc phép truy cap vao tai nguyén A, trong khi
theo may chu DC thir 2, ban lai khong c6 dugc quyén nay???

L)
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> Mot hé thong thi phai cO sy nhat
quan ro rang, tir cac doi tuong, cho
t&1 cac chinh sach thuec thi,

> Can phai cO mot sy dong bo gitra
cac cac may chu quan ly vé doi
tuong, chinh sach .vy,

Replication Active Directory
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Nhan ban (Replication)

¢+ Nhan ban bén trong Site la nhanh va tin cay.
“* Nhan ban gitra cac Sites
3 St dung théng tin két ndi mang tao ra két ndi doi tuong, diéu nay
cung cap tinh chiu 16i va kha ning phuc hoi.
3 Viéc nhan ban sé& ¢6 hiéu qua cao néu cac lich biéu nhan ban duoc
toi vu, Vi du 1én lich nhan ban khi luu lvong mang it.
< QU4 trinh nhan ban két thdc khi tat ca cac bd diéu khién mién
da dugc cap nhat.

INTERSITE ‘
Site B

DC1 |
DCa 1 ,—-’/
INTRASITE “_p

| DC3

P INTRASITE = 54

|/i DC2

Site A Sf

intrasite intersite active directory
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Trust Relationships

\/

¢ Trust Relationships:

d Domain A, khi tin cay mot domain B, quan tri vién domain A co
thé cho phép nguoi dung bén domain B, truy cap vao tai nguyén
cua minh.

A Tuy nhién, nguoi dung & domain A, tham chi ngay ca quan tri
vién domain A ciing khong thé truy cap vao tai nguyén cta B, do
khong duoc domain B tin tuéng.

3 Diéu ndy chi cd thé xay ra, khl quan tri VIEn tir domain B cling ¢co
mot dong thai tuong tu. SS=

itrust relation ship active directory
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Cai dat Active Directory trén Windows Server 2012

% Cau hinh IP tinh cho may

AR

»  Dat ten may: serverxx (server4l)
» Tén mién cua don vi: domainXX.com (domain4l.com)
» Vao Server Manager, chon Add roles and features:

Server Manager ESCN  |

NS

AR

anager * Dashboard

RRRRRRRRRRRRRRRRRRRR

Services

Performance

| . ) SRBG oa 37




<

< An Next dé giit nguyén cac cai dit mic dinh. Dén Select server
roles -> Chon Active Directory Domain Services (AD DS) va DNS
Server:

s Xem thém tal liéu

DESTINATION SERVER

Select server roles AD

| Select one or more roles to install on the selected server.

Before You Begin
Instaliatior Type Roles Description
Server Selection S : 2 A Domain Name System (DNS) Server
O We Dfrectory Cerhﬁf:ate Se'mces & provides name resolution for TCP/IP
[Vl Active Directory Domain Services networks. DNS Server is easier to
Features [[] Active Directory Federation Services manage when it is installed on the
AD DS s : ; : & : same server as Active Directory
| Actfve Dfrectory Ls'ghtwelght Directory Ser'wces Do Serkes fFvou seled the
DNS Server [[] Active Directory Rights Management Services Active Directory Domain Services
Confirmation [[] Application Server role, you can install and configure
= DNS Server and Active Directory
Domain Services to work together.
(=] File And Storage Services (Installed)
O Hyper-v
[[] Network Policy and Access Services |
[ Print and Document Services
[[] Remote Access
[[] Remote Desktop Services -
B
<Previous | | Net> | | nstall || Cancel




