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Quan ly don vi to chiic

Quan ly tai khoan nguoi dung

Tao tai khoan may tinh

Ty dong quan ly doi twong AD DS



1. Quan ly don vi to chire

NS

» Pon vi to chic (OU) 1a gi?

» C4c thanh phan chtra trong OU
Cap bac OU Ia gi?

Céc thao tac quan tri OU

* Str dung cong cu dong 1énh
Demo tao OUS
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Pon vi té chire (OU) I1a gi?

Mot don vi to chire (OU):

3 La mot d6i twong thu muc dong trong mién
3 L& pham vi nhé nhat, ‘dO’Il vi ma ban cO thé an dinh cai dat chinh
sach nhom hoac uy quyén quan tri
3 CO6 thé chira nguoi dung, may tinh, nhém, may in, va cac OU khéc
<+ OUs duogc dung deé:
3 Tao dia gidi hanh chinh trong mién bang cach uy quyén
3 Trién khai m6 hinh quan 1y phi tap trung
3 Ap dit chinh sach nhém (GPO)




Céc thanh phan chira trong OU

&

®

» Tai khoan nguoi dung, nhom, cac OU khac

®

o

» Cac ung dung

NS

» May tinh, May In,..

NS

» CA4c thiét bi ngoai Vi

o

* Thu muc chia sé




** DPuoc thuc hién trong OU
3 Uy quyén C4c tac vu quan tri
[ Quan tri chinh sach nhom
3 Che giau doi tuong
% Cac thao tac quan tr1 OU
3 Tao, x0a, an, di chuyén OU
A Di chuyén doi tugng trong OU



Str dung cong cu dong 1énh

Thém mot OU

4 )

dsadd ou OrganizationalUnitDN -desc
Description -d Domain -p
Password

\ /




Str dung cong cu dong 1énh

Stra d6i md ta cac thuoc tinh cia OU

4 )
ds ou OrganizationalUnitDN -desc
Description -d Domain -p
Password

\ /




Str dung cong cu dong 1énh

Xo6a mot OU

4 )

dsrm ou OrganizationalUnitDN -desc
Description -d Domain -p
Password

\ /




» Vao Server Managet,
chon Active Directory
User and Computer

> Click phai 1én mién can

tao OU, chon new, OU

File Action View Help

e 2E FB|XECE BHE LaETER

] Active Directory Users and Com || Name Type

p ] Saved Queries

& Administrator User

S

4 |E domaindl.c—
p | Builtin

b | Comput

p 2. Domain

b (| Foreign®

b | Manage
7] Users

Delegate Control...

Find...

Change Domain...

Change Domain Controller..,
Raise domain functional level...

Operations Masters...

Description
Built-in account for ad...

. Members in this group c...
. Members of this group ...

. Members of this group t...
. Members in this group c...

. Members who have ad...

. Members who have vie...
. DNS Administrators Gro...

DALE L

New

All Tasks

Refresh

Properties

Help

H Enterprise R... Security (
& ftp User
2 Group Polic... Security ¢
&.,‘ Guest User

Computer

Contact

Group
InetOrgPerson
mslmaging-PSPs
MSMQ Queue Alias

Organizational Unit

2, Protected Us... Security ¢

Printer
User
Shared Folder

82, RAS and IAS ... Security

roup.. Servers in this group can...

Creates a new item in this container.
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< Trong cua s6 Active Directory Users and Computers

chon View > chon Advanced Features

File Action View Help

e tE 0Bk Emtaavah

File  Action
L] *‘ bl E Add/Remove Columns...
E Active Dire Large lcons escription
b Saved @ Smalllcons -
. i5 to show in this view.
4 3 domain, Lict
b [ Built .
] COI‘I|E| fet
b 51 Do Users, Contacts, Groups, and Computers as containers
b (] Fore r Advanced Features I
b [ Man Fifter Onfi
ilter Options...
[ User pt
2] Saler Customnize...

] Active Directory Users and Com
p ] Saved Queries
4 3 domaindl.com
b [ Builtin
| Computers
t 2] Domain Controllers
b | ForeignSecurityPrincipals
b | LostAndFound
| Managed Service Accour
b T Program Data

b (2] Sales

b [] System

p [ Users

b | NTDS Quotas
b [ TPM Devices

MName
[ Buittin
(] Computers

|21 Domain Contrallers

[ ForeignSecurityPrinci...

Infrastructure
& Lam Chi. Nguyen
[ LostAndFound

(] Managed Service Acc...

(] NTDS Quotas
(| Program Data
2] Sales

[ System

[ TPM Devices
[ Users

Type
builtinDamain

Container

Organizational...

Container

infrastructurell...

User
lostAndFound

Container

msD5-CuotaC...

Container

Organizational..,

Container
msTPM-Infor...
Container

Description

Default container for up...
Default container for do...

Default container for sec...

Default container for or...
Default container for ma...
Cuota specifications co..,
Default location for stor..

Builtin system settings

Default container for up..




Xoa OU

1. Click Phai chuot vao OU can Sales roperties |2 I
| General | Managed B'_.rl Object |Sec:urit§,r | COM+ | Attribute Editor |

x0a -> chon Properties

domaind 1.com/Sales

2 . Tro n g Cl}a S 6 P rO pe rti eS Cﬁa Cbject class: Organizational Linit
OU, chon tab Object > tick b0 | v swmsssmmn
Update Sequence Numbers (USNs):

Protect object from accidental -
deletion -> chon OK

3. LUc nay ta cd thé delete OU nhu
binh thudng

Protect object from accidental deletion

OK || Cancel Apply Help
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QUAN TRI NGUOI DUNG VA MAY TINH



2. Quan tri tal Khoan ngwoi dung

4

L)

2

Tal khoan nguoi dung la gi?

Lap ké hoach quan tri tai khoan ngudi ding
Tén (dinh danh) tai khoan nguoi ding mién
Mat khau tai khoan nguoi dung

Thiét 1ap thudc tinh cho tai khoan

Cong cu cau hinh cac tai khoan nguoi dung
Tai khoan nguoi ding mau la gi?

User profile la gi?

Demo: Quan tri tai Khoan nguoi dung
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Tal khoan ngwoi dung la gi?

< Mot tai khoan nguoi ding l1a mot doi twong cho phép xac
thuc va truy cap vao tai nguyén cuc bo va mang

% MOt tai khoan nguoi dung c6 thé luu:
»Trong AD DS (Tai khoan AD DS)

v'Tai khoan AD DS cho phép dang nhap vao mién va cung
cap quyeén truy cap vao tai nguyén mang chia sé

»Tréen mot may cuc bo (tal khoan cuc bo)
v'Tai khoan cuc bd cho phép dang nhap vao mot may tinh va
truy cap vao tai nguyén cuc bd

Tao mot tai khoan ngudi dung ciing tao ra mot ID bao mat (SID)
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Tai khoan ngwoi dung

< tai khoan nguoi dung cho phép nguoi ding ding nhap vao mién va
truy cap tai nguyén mang.

» Mot nguoi ding duoc cap mot tai khoan duy nhat.

Mot télj khoan nguoi dung 1a mot doi tuong chira tat ca dir liéu can

thieét dé dinh nghia nguoi dung trong mién.

< Doi twong nguoi diing bao gom cac dit liéu sau:

d Username (dinh danh)

A Password (mat khau)

1 Groups (nhom ma nguoi dung la thanh vién)

3 Rights (quyén hé thong)

3 Permissions (cap phép/quyén truy cap)

4

L)

L)

4

L/

®

4

17



Tai khoan ngwoi dung cuc bo

¢ Tai khoan nguoi dung cuc bo duogc tao cho nguodi dung duoc phep
truy cap cé gidi han dén may tinh tao ra no.

»* Tai Khoan nay duoc tao ra trong co so dir liéu bao mat ctia may tinh
cuc bo.

% Co so dir liéu nay duoc goi la co sé dir liéu bao mat cuc b4.

% Tal khoan nguoi dung duoc tao bdi Computer Management
Console

18




Tai khoan ngwoi dung cuc bé

Q D

Tai khoan nguoi dung

g -

Co s& dur liéu bao mat cuc bo

&
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Tai khoan nguoi ding mién

< Cho phép nguoi ding ding nhap dén mién va truy cap tai nguyén

mang bat ky noi ndo trén mang.

thanh cong.

< Ban phai cung cap Username va Password hop & dé dang nhap

“* Duoc tao ra trong mot bd chira hoac mot OU trong ban sao cua co

so dir liéu Active Directory trén bo diéu khién mién.
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Tai khoan nguoi diung mién

S
Tai khoan nguoi dung
mién

Active Directory

Domain Controller

Nguoi ding mién

21




Lap ké hoach tao tai khoan ngwéi ding

< Lap ké hoach gilp viéc tao va to chtc thong tin tai khoan nguoi

dung hiéu qua

< Gom 4 yéu to
d Tén tai khoan
O Mat khau
O Thé thong minh
[ Thudc tinh tai khoan
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Tén tai khoan ngwoi dung

< Mot quy udc dit tén gilp dé nhé tén dang nhap va dé dinh vi tén

trong danh sach
< Cdc van dé can luu y khi dat tén:
Tén dang nhap 1a duy nhat
C6 toi da 20 ky tu
Tranh dung nhiing ky tu khong hop 1&: “/ \[ ]:;/ =, +*?7< >
Tinh tuong thich E-mail
Tén dang nhap khong phan biét kiéu chit
Xac dinh loai nhan vién
Tén nhan vién trung nhau

DOO000 D00

23




Mt khau tai khoan ngwoi dung

7/

7/

d
d

U000

D O

% Ngin chin truy cap trai phép, phai thiét 1ap mat khau cho tai khoan
< Céc van dé can luu y khi dat mat khau:

Tai khoan ngudi quan tri phai c6 mat khau.

Hoac nguoi quan trj hogc nguoi ding phai quan 1y mét khau. Tot nhat, nguoi
dung nén quan ly mat khau cta minh.

Nén tranh nhitng mat khau ma ngudi khac dé doan ra.

Khong nén dat mat khau qua ngan (it nhat 8 ky tu)

Nén két hop céac ky tu chit va s6 dé tao mat khau.

Chac chan rang mat khau thay doi khong tring voi nhitng mat khau trude
day va khong chira dung tén ngudi dung.

T6t nhat nén co it nhat mot ky tu dic biét trong mat khau.

Pung bao gio dling mét tir rat chung hay tén nhu 12 mat khau.
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Tuy chon mat khau tai khoan ngwoi ding

% Mat khau nguoi dung 1a mot khia canh quan trong cua an
ninh mang va co6 thé cd cac tuy chon cau hinh cho:
Q Lich str mat khau (Password history)
0 Chiéu dai (Length)
a Phuc tap (Complexity)

% Maic dinh, trong Windows Server ® 2012 mat khau mién
phai dap tng ba trong so6 bon yéu cau phuc tap sau day:
Q Chir hoa (Uppercase)
A Chir thuong (Lowercase)
A Ky tu dac biét (Special characters)
Q S6 (Numbers)
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Thé thong minh

< L& mét thiét bi giong nhu thé tin dung, dung PIN dé chang
thuc va truy cap hé thong

< Mot s6 thong tin co thé duoc luu:
 Thong tin ca nhan: tén, dia chi, thong tin tai khoan

d Ching nhan (Certificates )

 Khoa chung (Public Keys )

 Khoa riéng (Private Keys)

d Mat khau (Password)
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< Nhitng y&u cau dé dung Smart card:
O Thiét bi doc Smart card
0 Két noi Smart card vai mot may tinh
1 B0 phan dang ky (nguoi dung cé chimg nhan bo phan dang ky)
3 Quyén chirg nhan cta don vi/ bd phan dang ky tha 3
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< Nhitng van dé quan trong can xem xét:
3 C6 bao nhiéu nguoi dung can chimg thuc?
3 Phat hanh thé nhu thé nao?
O Nguoi dung phai cung cap nhitng thong tin ca nhan nao?
3 Nhitng ngudi ding co ban nao sé phai duoc diéu tra?
3 Quaé trinh dé béo cdo su mat mat thé
 Phat hanh nhiing thé tam thoi
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hiét [ap thugc tinh cho tai khoan

<% Céc thuoc tinh cho tai khoan nguoi ding bao gom:

Q Cép nhét nhém thanh vién: cung cap céc thanh vién nhém
nguoi dung va quyeén truy cap

d Pat lai mat khau ngwei ding: thay d6i chiing thuc bao mat
duoc sir dung dé truy cap may tinh mién

Q Thiét 1ap han sir dung: la ngay hét han nguoi sir dung c6 the
truy cap mién

Q Thiét 13p gio ding nhép: dat gio trong d6 nguoi ding c6 the
dang nhap vao mién

d Chi dinh profileg va‘ thiét 1ap home folders: Chi dinh profiles
va home folders d@é dieu chinh truy cap vao tai nguyén
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Co6ng cu cau hinh cac tai khoan nguoi dung

% Ban str dung c4c cong cu khac nhau dé tao va quan Iy cac
tai khoan nguo1 dung cuc bo va mién:

Tai khoan cuc b0 Windows XP. Windows Vista® va Windows 7: User Accounts

Tai khoan mién = Windows Server 2003/2012: Active Directory Users and
Computers

- Command-line utilities: dsadd, Windows PowerShell™,
CSVDE, LDIFDE
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Tai khoan nguoi dung mau la gi?

< La tai khoan vai cac thudc tinh chung di duogc cau hinh san
< Tan dung cic dic diém tuwong tu nhau gitra cac tai khoan

N/

< Str dung tai khoan ngudi dung mau dé:

3 Tao nhiéu tai khoan nguoi dung cho cac nhdm khac nhau trong to
chirc cua ban

0 Ban sao cac tai khoan ngudi ding nhiéu nhat nhu cac tai khoan
MOo1 ban muodn tao

O Sura doi cac thuoce tinh: tén, dia chi e-mail, dang nhap tén, vv
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User profile

% User profile 1a mot thiét 1ap cac thu muc va dir liéu.

< NO luu trir mdi truong desktop hién tai, cac thiét 1ap tmg dung va dit
liéu ca nhan cua nguoi dung.

% User profile cung cap mot moi trudng desktop nhat quan dén céc
nguoi dung.

< C4c thiét l1ap desktop cho méi truong 1am viée cua nguoi dung trén

may tinh cuc bd tu dong duoc tao va duy tri boi cac user profile.

% Khi nguoi ding dang nhap vao may tinh lan dau tién, mot user
profile duoc tao ra.
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Céc kiéu cua User Profile

\/
000

&

A 4

L)

o0

4

o0

°

Mandatory User Profile: mot user profile bat budc mot
roaming profile

Local User Profile: duoc tao ra va luu gitr trén dia cung
cuc bo cua may tinh

Roaming User Profile: quan tri hé théng tao ra mot user
profile di dong, va Iuu gitr trén mot server

Temporary User Profile: profile nay s€ bi x6a khi nguoi
dung két thac session
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Luwu trir cac User Profile

** Local wuser profile: duoc lwu trtr trong thu muc:
» C:\Users\user _logon_name

\/

¢ Roaming user profile: duoc dat trong mot thu muc dung chung trén
Server.

¢ Thu muc My Documents duoc thiét 1ap tu dong bo1 Windows 2012.

\/

< NO 14 vi tri mic dinh d@é luu trir di liéu nguoi dung cho cac tng
dung Microsoft
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|_ocal user Profile

¢ Local user profile: dugc tao boi Windows 2012 khi nguoi dung
dang nhap vao may tinh lan dau tién.
¢ Khi nguoi dung dang nhap vao mot may tram chay Windows 2012,
nguoi dung nhan duoc:
> Cé4c thiét 1ap desktop
> Céc két noi riéng biét
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Roaming User Profiles

\/
0’0

0

0

Roaming user profiles cd thé thiét 1ap dé ho tro nguoi dung 1am viéc

trén nhiéu may tinh.

Khi ho dang nhap vao mot may tinh trong mang, roaming user
profile duoc sao chép boi Win2012 tir mot server mang dén may tinh
tram do.

Cac thiét 1ap roaming user profile s& duogc ap dung 1én may tinh do.
Win2012 sao chép tat ca tai ligu dén mdy tinh cuc b khi nguoi ding
dang nhap lan dau tién.

Mot roaming user profile chuan cé thé duoc tao cho nhom cia nguoi
dung bang cach cau hinh moi truong desktop nhu yéu cau.

Profile chuan s& duoc sao chép dén vi tri dit roaming user profile
ctiia nguoi dung.
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Mandatory User Profile

¢ Mot mandatory user profile la mot roaming user profile chi doc.

< Nguoi dung cd thé stra doi cc thiét 1ap desktop khi ho ding nhap,
nhung cac thay doi nay khong duoc luu lai khi ho log off.

< Khi nguoi dung dang nhap lan tiép theo, profile ciing giong hét nhu
» profile d6 va cho dén nhiig lan dang nhap sau

< Mot mandatory profile ¢ thé dugc gan dong thoi cho nhiéu nguoi
dung cé cung sé thich cho cac thiét 1ap desktop.
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Home Directories

Vi tri mac dinh cho nguoi dung luu trir cac tai liéu ca nhan cua ho la
thu muc My Documents.

< Home directory cta ngudi dung 1a cung cap thém mot vi tri nita
bé1 Windows 2012 cho muc dich luu trt.

% Mot home directory co thé luu trit trén may tram hozc trong mot thu
muc dung chung trén mot file server.

< Home directories cua tat ca nguoi dung co thé dat vao vi tri trung
tam tren mot server mang.
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<« Tu Active Directory Users and computer, click phai Ién
domain, chon new va user

a Create in:  domaind1.com/

File Action View Help First name: |Lam Inftials: | Chi |
e 2E L0 XEBozEHm aaTE% == = |
3 Active Directory Users and Com|| Name Type Description Full name: |Lam Chi. Nguyen |
[ E Saved Queries Th i to show in this vi User logon name:
= ere are no items to show in this view.
4 E domaindl,Fam [lenguyen | | @domain41.com v]
t [ Builtin Delegate Control... User logon name fore-Wi 2000)
[T Compu Find... [DOMAINATA | [enguyen |
b % Domail Change Domain...
B Foreigr .
> I Manag Change Domain Controller... [ <Back || hes | [ G ]
[ Users Raise domain functional level...
[Z] Sales Operations Masters...
MNew Computer
All Tasks Contact 3 Createin:  domaindl.com,
Refresh Group
Pluperﬁﬁ |I'IEIDIQPEI'SDI1 Password: |........ |
n'lslmagmg-P‘SPs Confirm password: |........ |
Help .
M5MQ Queue Alias [] User must change password at next logon
Organizational Unit [ User cannot change password
Printer [w] Password never expires
User [[] Account is disabled
Shared Folder
e B
Creates a new item in this container.
<Back || MNet> | | Cancel 39




Account options:

[] User must change password at next logon
[#] User cannot change password
[+ Password never expires

[ Store password using reversible encryption
Account expires
(®) Never
) End of:




| General | Sharing | Security | Previous Versions | Customize |
Object name: C:\home'\lindaSeconi

Choose people on your network to share with
Group or user names:
‘CHEHTCIH OWNER Type a name and then click Add, or click the arrow to find someone.
H2 SYSTEM

‘ nda Seconi (inda seconi@domair

82, Administrators mor-wwmmi | v|
Name Permission Level
To change pemissions, click Edit. Edit. . 2 Administrator Read/Write ¥
5% Administrators Owner
Pemmissions for Linda Seconi Deny 2 Linda Seconi Read/Write ¥

Full control

Modify
Read & execute
List folder contents
Read

Wte

««a««&;

For special permissions or advanced settings,
click Advanced.
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el e

AP W(S* » Computer s lindaSeconi \SERVERD0) ______________~1%»]

“4| Recent Places

4 Libraries
a Documents
] Jl Music
v| To: [\\SERVER41\indaSeconi | Pictures
B videos

™ Computer
& Local Disk (C:)
@ Local Disk (D:)
¥* CD Drive (E:) VirtualBox Guest Additions
¥ iso (\\vboxsrv) (F:)
x# lindaSeconi (\\SERVER41) (K:)

€ Network
R —T— ,
L hello.txt Date modified: 3/16/2018 9:53 PM
Text Document Size: 0 bytes
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¢ Tal khoan may tinh la gi?
¢ Cac tuy chon khi tao tai khoan may tinh
¢ Quan ly tai khoan may tinh
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Tal khoan may tinh la gi?

< MOt tai khoan may tinh 12 moét dbi twong trong
< AD DS xac dinh mot may tinh két noi vao mien.
Tal khoan may tinh:
3 Puoc yéu cau dé tham dinh va kiém soat (trude qua trinh chimg
thuc nguoi dung).

3 Kich hoat tinh nang quan Iy may tinh bang cach sir dung céc
chinh sach nhom

Luu V: néu cO tai khoan nguoi dung, nhung néu st dung may tinh
chua ¢ tal khoan thi nguoi dung cting khong thé dang nhap hé thong
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Cac tuy chon khi tao tai khoan may tinh

Kich ban Quy trinh
Thém may tinh ca nhan vao mot = Thém may tinh vao mién théng qua
mién (join may tinh vao mién) computer system properties

= Tai khoan s€ duogc tao theo mac dinh trong
bo chira Computers

Tao nhiéu tai khoan may tinh trong 1. Tao mot OU cho ting bd phan
viéc chuan bi dé tu dong hoa mot
he diéu hanh va trién khai phan

mem 3. Thém may tinh vao mién

2. Tao cac tai khoan may tinh mai



File Action View Help

e 2@mo ez Hm 3aETE%

. Active Directory Users and Com
b | Saved Queries
4 F3 domaindl.com
b | Builtin
| Computers
b Domain Controllers
b | ForeignSecurityPrincipal:
b || Managed Service Accour
| Users

MName
1% STUDENT-PC41

Type
Computer




Quan ly tal khoan may tinh

< Quan Iy may tinh hoat dong bao gom:

3 Thém tai khoan may tinh: cung cap tén may tinh va xac dinh céc
tuy chon quan ly

A VO hiéu tai khoan may tinh: duy tri tai khoan, nhung ngan can
dang nhap vao tir tai khoan

Q it lai tai khoan may tinh: thiet 1ap lai cc ket hop bao mat giita
mién va may tinh khach hang (can tai gia nhap)

u X(’)g tai khoan may tinh: loai bo may tinh tr tat ca cac dich vu
mien

Q Cau hinh chinh séch nhém: quan Iy c&c phan meém hay moi
truong may tinh dé ban
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4: Tw dong quan ly doi twong AD DS

o

» C4c cong cu dé quan ly d6i twong AD DS tu dong

» Cau hinh d6i twong AD DS str dung c6ng cu dong 1énh
» Quan ly d6i tuwong st dung véi LDIFDE

Quan ly ddi tuong st dung voi CSVDE

» Windows PowerShell la gi?

o

o

e

*

o

48




Céc cong cu dé quan Iy doi twong AD DS tu dong

-

 Active Directory D|rectory Service Tools
Users and Computers (

L

J -
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Cau hinh d6i twong AD DS sit dung cong cu dong 1énh

% CONng cu dong Iénh:

Dsadd — Thém mot do6i tuong dén AD DS

Dsmod - Stra d6i doi tugng trong AD DS

Dsrm - Huy bo d6i tuong tir AD DS

Dsget - Xéc dinh vi tri doi tuong trong AD DS

net user - Thém hoic stra doi tai khoan nguoi diing

Net group - Thém hoac thay doi nhém truy cap

Net computer - Thém hoic loai b doi tuong may tinh tir AD DS

D000 0 0O
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Quan ly déi twong sir dung véi LDIFDE

LDIFDE exe

W

Import

e

Active Directory
filename.ldf
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o
o
WK
-
<

-0
()
i @

twong st dung voi CSVDE

CSVDE.exe

-

IO O

//////////////

filename.csv

HR Application

. export E i

Active Directory

NG
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Windows PowerShell la gi?

Windows PowerShell 1a mot kich ban va cong nghé dong 1énh ma ma ban c6 thé st
dung dé quan 1y AD DS va céc thanh phan khac cua Windows

Tinh ning cia Windows PowerShell bao gom:

4 4

- Powerful single line cmdlets ’ P'p?“f"”g
. Aliases e Scripting support
- \Ariables « Access to all

cmd.exe commands




