QUAN TRI CHINH SACH NHOM
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* Chinh sach nhom la gi?

» Cac thiét 1ap chinh sach nhém
» Trinh ty xu ly chinh sach nhom
Thira ké chinh sdch nhom

» Backup va Restore GPO
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Khai niém Group Policy (GP) va Group Policy Object (GPO)

<GP la nhitng thiét dat vé cau
hinh ctia nguol dung va may
tinh nhu:

 Software Settings
1 Scripts

1 Security Settings
d Administrative
 Templates

1 Folder Redirection

*GPO la mdét nhdm cac GP
duoc  thiet  dat  cho
computers, sites, domain hay
OUs

E
& File Action View Window Help

@9 tE 6

|, Graup Policy Management
4 S‘_\ Forest: domaind.com
4|5 Domains
4 34 domaindl.com
4] Default Domain Policy
b 2 Domain Controllers
b2 Sales
b [ Group Policy Objects
b [ WM Filters
b g Starter GPOs
b [ Sites
it Group Policy Modeling
| Group Palicy Results

Group Policy Management — || = -
Domains
Contents
Domain Cument Domain Controller
fﬂd ooooo 41.com Serverd1.domaind1.com




Chinh sach nhom la gi?

N/

¢ Chinh sach r)hc’)m cho phép quan tri mang thuc hién viéc quan
ly tu dong dén cac nhdm nguoi dung va may tinh

< Str dung chinh sach nhom dé:
3 Ap dung cac cau hinh chuan

3 Trién khai phan mém

0 Thuec thi céc thiét 1ap bao mat

1 Thuc thi mot moi trueong lam viée phu hop

Chinh sach nhom cuc bd (Local Group Policy) ludon co hiéu
luc cho cac thiét 1ap nguoi dung cuc bd - mién va may tinh cuc
bo




Cac thiét lap chinh sach nhom

Céac thiég lap chinh sach |- Software
nhom diéu khién - Windows
nguoi dung: - Security
- Desktop
Céc thict 1ap chinh sach |- Software
nhom diéu khién - Windows
may tinh: . Security

- Operating systems




Céc thiét 1ap chinh sach nhom

% (0 hai loai thiét 1ap chinh sach nhom:
3 Thiét 1ap cho cau hinh may tinh:
Computer Configuration Settings -> duogc ap dung trong qua trinh
khot dong may tinh
3 Thiét 1ap cho cau hinh nguoi dung:
User Configuration Settings -> duoc ap dung sau khi nguoi dung
dang nhap
< Cac thiét 1ap cau hinh may tinh va nguoi ding gom:
O Thiét 1ap phan mém: Software settings
3 Thiét 1ap Windows: Windows settings

3 Céc khubn mau quan tri: Administrative Templates.




Cac loai GPO

¢ May tinh Win2012 c6 mot GPO cuc bd (local GPO) va/hoac mot
hoic nhiéu GPO khong cuc bd (nonlocal Active Directory-based
GPOs.

s Local GPO:

3 Luu trén may tinh, ké ca khi la thanh vién ctia AD DS

3 C6 thé bi ghi de bai nonlocal GPO.

** Nonlocal GPO

d Puoc lién két tGi Sites, Domain, OUs.
d Puoc luu trén Domain Controller.
s* 02 Nonlocal GPO mac dinh trén domain
d Default Domain Policy
d Default Domain Controllers Policy




Céc thanh phan chinh sach n

Group Policy Object

NOm

Group Policy Container

~

e Luu trong AD DS
e Cung cap thong tin phién ban

il

» Chtra céc thiét 1ap chinh sach nhém

» Luu ndi dung ¢ hai dia diém S

71 Group Policy Template

* Luu trong thu muc chia sé SYSVOL

« Cung cap cac thiét 1ap chinh sach nhom
« Ho tro ca mau ADM va ADMX

A




Ap dung chinh sach nhom

‘May tinh | . , |
e ) Refresh interval: Moi 90 phut ]
dong

- Ap dung céc thiét 1ap may tinh
 Thuc thi ma khoi dong

( Nguoi _ __
dung ding U » ") Refresh interval : Mi 90 phut |
N u ]

.. ‘ | - Ap dung cac thiét 1ap ngudi ding
W N  Thuc thi ma dang nhap




“ Tap tin ADM la:
3 Sao chép vao moi GPO trong SYSVOL
A Tuy chinh rat kho khan
¢ Tap tin ADMX la:
d NgOn ngtr trung tinh
1 Khong duoc Iuu trix trong cac GPO
d Mé rong thong qua XML
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Trung tam lwu trix la gi?

¢ Trung tam luu trix:

d La mét kho luu trir trung tam cho cac tap tin ADMX va ADML
d Duoc luu trong SYSVOL

d Phai duoc tao thu cong

[ Duoc phat hién tu dong boi Windows Vista tro vé sau

[Tap tin ADMX \ f
___*

Bo diéu khién mién ‘ B diéu khién mlen
vo1 SYSVOL vo1 SYSVOL

{ May tram Windows 7
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i, Mie Action 'View: Wewlow Help

e nm X B

i Group Policy Management Detault Domain Policy

Scope | Detads | Settngs | Delegation |

Links

The followng stes. domans, and OUs are inked 1o the GPO.

Erdorced Lk
No

P’leMMm.NW

WM Filtering
Thia GPO ia Irked 1o the folowing WMI fiter
<one >




Vao Computer
Configuration \ Policies
\ Windows Settings \
Security Settings \
Local Policies \ User
Rights Assignment \
Double click vao Allow
log on locally.

File Acton View Help

¢ 2mXEBm

4 & Computer Configuration

4 Palicies
b ] Software Settings
4 ] Windows Settings
b 1 Name Resolution Policy
Ll Senpts (Statup/Shutdown)
4 gy Security Settings
b 33 Account Policies
4 J LocalPolicies
b @ Audit Policy
v 3 User Rights Assignment
bl Security Options
b i Eventlog
b @ Restricted Groups
b & System Services
b @ Regutry
b -4 File System

b [y Wired Network (IEEE 802.3) Polic
b Windows Firewall with Advancet

7 Network List Manager Policies

b L Wireless Network (JEEE 802.11) P

b 21 Public Key Policies
b ) Software Restction Policies
b Network Access Protection

0 | S

>

v

Policy -

4| o Access Credential Manager 25 a trusted caller

L« Access this computer from the network
. Act as part of the operating system

.« Add workstations to domain

. Adjust memory quotas foe a process

: ) 1OCH

+«, Allow fog on through Remote Desitop Services
.« Back up files and directories

< Change the system time

w4, Change the time zone

w1, Create a pagefile

< Create a token object

_- Create global objects

s, Create permanent shared objects

<1, Create symbolic links

.. Debug programs

<« Deny access to this computer from the network
.. Deny log on as 2 batch job

<. Deny log on as a senvice

<« Deny log on locally

... Deny log on theough Remote Desktop Services

<l "




Tao mot chinh sach nhom (Group Policy) cho OU

»Vao Server
Manager \ Tools \
Group Policy
Management.

» Click phai Ién muc
can tao \ Chon Create
a GPO iIn this
domain. Nhap tén
Sales Group Policy
Object

» Click phai lIén Group
Policy Object \ Chon
Edit.

3 Group Policy Management - 8 X

a File Action View Wndow Melp
e X B

a Geoup Policy Management
4 (A Forest domandl.com
4 34 Domains
4 ” domartl com
s Default Doman Poley
4 2. Doman Controllers
o Default Domain Contreliers Policy
b A Marketing
b a2 Producton
4 5 Sales
y.| Sele Group Policy Obyect
¢ » Geoup Policy Objects
by WM Fiters
b o Sarter GPOs
b AR SRes
#y Group Polcy Modeling
+ Growp Policy Results

-|®]*

Sale Group Policy Object
Scepe  Detads | Setings | Delegatien
Lirdes
New GPO [x
-‘mr y.g,o
| Safes [iroup Pokcy Obyect
Smrce Sater GFO
none) v S
OK Carcel —
M Amrertcaled Usen
m
Asd Rerove

WNI FRonng
This GPO 8 rked 10 the followng WM fRer

e > v
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Trinh tw x& ly chinh sach nhdm GPO

N/

% Cac GPO duoc xtr ly theo thur tu sau:
d Local GPO
3 Sites GPO
d Domains GPO
 Organizational Unit GPO
< Local GPO duoc xu Iy trude tién va cudi cung 1a cac OU GPO

N/

duoc xtr ly truoc.

% Maic dinh cac GPO duoc xur ly sau duoc ghi de lén cac GPO
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Thira ké chinh sach nhém

< Mic dinh cac bd chira con thira ké chinh sach nhdm tir bo
* chtra cha
% Neéu céc thict 1ap chinh sach cua OU cha khong dugc cau
hinh thi chung khong duoc thira ké bd1 OU con
< Cac thiét 1ap chinh sach bi vo hiéu hoa duoc thira ké ¢ dang
* bi vO hiéu hoa
< Néu cac thiét 1ap chinh sach cua cha khong tuong mg véi

chinh sach cua con thi nhitng chinh sach dugc cau hinh cho
con thi cac thiét 1ap duoc cau hinh & con sé duoc ap dung
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Cac ngoai 1€

% Ca&c may tinh va nguoi dung khdng tham gia vao mién (cuc bo)
chi bi chi phdi boi GPO cuc bo.

< Khong ghi d& — No Override: dam bao rang cac thiét lap

chinh sach cia GPO nay khong b1 d¢é béi cac GPO ap dung sau
do

# Ngin chian ké thtra chinh sach — block Policy Inheritance:
khong thira huong cac thiét 1ap chinh sach ctia cdc GPO cha

* Viéc ngan chin cac thira ké chinh sach s& bi vo hiéu néu thiét
lap No Override duoc cau hinh trén GPO cha

» Thiét 1ap Loopback — loopback Setting: thiét 1ap nay lam

thay doi thir tu ap dung cac GPO cho nguoi dung




= 2@ o XE o B

E Group Policy Management Sales
- z%: gﬂ‘;—: '::i'";ﬂ'“‘” -com Linked Group Policy Obiects | Group Policy Inhertance | Delegation |
A ﬁ demaindl.com Link trder GPO Enforced Link Enabled GPO Status WMI Filtter Modified Damain
4/ Default Domain Policy = 1 =5/ Sale Group Policy ©... Mo es Enabled Mone 3/16/201... domaind...

4 2] Domain Controllers .
['!—=E|' Default Demain Controllers Policy

4 |[Z] Sales =
E_=E|' < Create a GPQ in this domain, and Link it here...

B [ 5f Groy Link an Existing GPO...

b L WM I Block Inheritance I

[? lﬁ Start Group Policy Update...

B L@ Sites

Eiﬂ Group Polic
EE Group Polic

Group Policy Modeling Wizard...
Mew Organizational Unit

View 3

MNew Window fromn Here

Delete
Rename

Refresh

Properties

Help

Block Inheritance : thuong cau hinh & OU, cho phép bé qua tat ca

nhitng chinh sach cua cap trén nhu Site, Domain. Chi ap dung céc
chinh sach trong OU doé.
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Enforced

E Group Policy Management -|a
2, File Action View Window Help x
= HE| XKc HEE
_& Group Policy Management Default Domain Policy
A ﬂ Forest: dornalnAT.com Scope [ Details I Settings I Delegation 1
4 |55 Domains % '
4 Z3 domaindl.com _' hcs . o )
=/ Default Domain P| Edit Pi=t=rlinks in this location: ldomain41.com v
4 5] Domain Controlle: lowing sites, domains, and OUs are linked to this GPO:
@ Dctrinft Domal sooreee ki Erforced  Link Enabled Path
3 v | Link Enabled 00 e XA —IIZENS
S Sra’les , omain41.com No Yes domain41.com
=:/ Sale Group Po| Save Report...
> [ 5t Group Policy Objg =
View »

P 5 WMI Filters
b (5 Starter GPOs New Window from Here

> L@ Sites Delete
si2’ Group Policy Modeling

3 Rename
_+; Group Policy Results

Refresh
Help

Name

Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
82 Authenticated Users

= Thuong dugc cau hinh & Domain, Site. Bat budc ap tat ca cac chinh
sach & trén xuong cho OU.

= Loai bo tat ca cac chinh sach dudi OU, ké ca ban c6 cau hinh Block
Inheritance cho OU.

WMI Filtering
This GPO is linked to the following WMI filter:

<none> v Ty
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& File Action View Window Help

B EIES

I E IR K

&, Group Policy Management

4 £\ Forest: domaindl.com
4 (54 Domains

4 F3 domaindl.com

= Default Domain Policy

p =) Domain Controllers

p @] Sales

4 [} Group Policy Objects
=/ Default Domain Controllers Policy

'=/ Default Domain Policy

Group Policy Objects in domain41.com

| =/ Sale Groun Palicv Ohiect |
b [ WMI Filters Edit...
b [ Starter GPOs GPO Status
b (@ Sites |
s Group Policy Modeli Back Up...
", Group Policy Results Restore from Backup...
Import Settings...
Save Report...
New Window from Here
Copy
Delete
Rename
Refresh
Help

Chon GPO can
backup, va dudng dan
luu file backup

Contents | Delegation
Name - GPO Status WMI Fitter Modified Owner
=/ Defautt Domain Controllers Policy Enabled None 3/15/2018 3:18:16 PM Domain Admins (DOMAIN...
\=/ Defautt Domain Policy Enabled None 3/8/2018 10:26:44 AM Domain Admins (DOMAIN...
'=[ Sale Group Policy Object Enabled None 3/16/2018 2:24:47 PM Domain Admins (DOMAIN...
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3 File Action View Window Help -

es 2@ BlclBE

& Group Policy Management
4 £\ Forest: domaindl.com
4 [34 Domains
4 3 domaindl.com
w Default Domain Policy
p |2/ Domain Controllers
p 2] Sales
4 [} Group Policy Objects

1_?} Default Domain Controllers Policy
=] Default Domain Policy

Ran]

Group Policy Objects in domainé1.com

=/ Sale Group Policy Ok

b L WMIFilters
b [ Starter GPOs
b L@ Stes
5 Group Policy Modeling
"¢ Group Policy Results

Edit...
GPO Status

-

%
Restore from Backup...

Import Settings...
Save Report...

New Window from Here

Copy
Delete
Rename
Refresh

Help

Cung cap duong dan dén

file backup

Contents | Delegation
Name 4 GPO Status WMI Fitter Modiffied Owner
lcé] Defautt Domain Controllers Policy Enabled None 3/15/2018 3:18:16 PM Domain Admins (DOMAIN...
E] Defautt Domain Policy Enabled None 3/8/2018 10:26:44 AM Domain Admins (DOMAIN...
E:f Sale Group Policy Object Enabled None 3/16/2018 2:24:47 PM Domain Admins (DOMAIN...
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