DYNAMIC HOST CONFIGURATION
PROTOCOL (DHCP)



Téng quan
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Tong quan vé vai trd may chia DHCP
Cau hinh pham vi DHCP va c4c tuy bién
Quan ly dir liéu DHCP

Giam sat va khac phuc su co DHCP
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1: Tong quan vé vai tré may chi DHCP
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* Loi ich cua viéc st dung DHCP

* Tinh nang moi cia DHCP trong Windows Server 2012
» Qua trinh DHCP cap phat dia chi IP

» Qua trinh cap phat moi IP

» Qua trinh gia han cap phat IP

> Cap phép may chit DHCP
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Loi ich cua viéc sir dung DHCP

Cau hinh TCP/IP bang tay

- Dia chi IP dugc nhap bang tay

» Pia chi IP c6 thé duoc
nhap khong chinh xac

» Truyén théng va mang 6 thé
c6 cac van dé vé két qua

- P6i véi may tinh thuong
xuyén di chuyén s& gia ting
cOng Viéc quan tri

Cau hinh TCP/IP tw dong

» Pia chi IP duogc cung cap tu
dong

- Bao dam théng tin cau hinh I3
chinh xac

» Cau hinh may tram dugc cap
nhat tu dong

» C4c van dé vé nguon tai nguyén
Mang dugc loai bo




Quaé trinh DHCP cap phét dia chi IP

Non-DHCP Client:

DHCP Client2;
C4u hinh IP tinh

Cau hinh IP dong

=

Gia han

DHCP Server

Cau hinh IP déng

DHCP Clientl; ’

IP Address1: Pa cap cho Clientl
IP Address2: Pa cap cho Client2
IPAddress3: San sang cap phat




Qua trinh cap phat méi IP

N/

% DHCP sir dung mét tién trinh 04 giai doan dé cau hinh DHCP

client
DHCP Client | | " | DHCP Servers
IP Lease Discover
:
IP Lease Off (=g
> (|
IP Lease Request ANIIONT

JINE

4 . o 0000000 i
Acknowledgment
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DHCPDISCOVER

Khi Client khgi dong.

May sé broadcast 1 goi tin DHCPDISCOVER, yéu
cau Server nao la DHCP Server phuc vu minh. Goi
tin nay cé chira dia chi MAC cua may Client.
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» Server DHCP sé ggdi lai cho Client goi tin
DHCPOFFER, kém theo la 1 Subnet Mask va dc
IP cua Server.

 Cho biét sé cap cho Client 1 dc IP trong
khoang thdi gian nhat dinh.




DHCPREQUEST

« Client sé xem xét dé nghi cua Server trong
DHCPOFFER, va broadcast lai goi tin
DHCPREQUEST chap nhan Igi dé nghi do.
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 Server nhan dudc goi tin chap nhan cua Client
sé gdi ngu'gc lai goi tin DHCPACK nhu' la 1 hiép
u'dc, cho biét dc IP do, Subnet Mask do, thai
gian s’ dung do chinh thi'c dugc ap dung




Cap phép may chi DHCP

’ Cép phép DHCP la qua trinh dang ky dich vu may cha DHCP trong mién Active
‘Directory dé hé trog may tram DHCP

( )
Néu DHCP Serverl tim tha dia ch1 IP cua mmh trong danh ‘

sach, dich vu bit dau va hod tr0' DHCP Client

‘ . ' DHCP Server
A\ Aj Cap phep
Active
‘ Directory — 2% Yéu cau dich vu
e DHCP
' ‘ DHCP Server2 ]
DHCP Client v;;-- -
‘ — ’ g ' ».<J Khéngcap phép
R e £ 71w Swm— T — — lJ Khong yéu cau dich
DHCP Client nhan du'orc dla chi IP tir may chu vu DHCP
| DHCP Serverl duoc cap phép
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2: Cau hinh pham vi DHCP va c4c tuy bién
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* Pham vi DHCP la gi?

Siéu pham vi va pham vi truyén da diém la gi?
Demo: Cau hinh pham vi DHCP

Cac tly bién DHCP 14 gi?

Tuy bién DHCP cap 16p la gi?
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bat trudce la gi?
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Lam thé nao dé ap dung tly bién DHCP
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Pham vi DHCP la gi?

[M@t pham Vi 1a mot day céac dia chi IP co san dé cap phat

DHCP Server

Phz

Céc thudc tinh cua pham vi:

- Network ID - Thoigiancap  * Tén pham Vi

- Subnet mask - Day dia chi I[P - Day loai tru




Siéu pham vi va pham vi truyén da diém la gi?

™

DHCP Server
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Tuy bién DHCP 13 gi?

< Tuy bién DHCP la cac gié tri cho dit liéu cau hinh pho bién
ap dung cho cac may chu, pham vi, dat trude, va cac tuy
bién 16p

% Céc tuy bién pham vi la:

1 May chu DNS

 Tén DNS

1 Cong mac dinh (Default Gateway)
0 May cha WINS
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Dat trwde la gi?

_may tram DHCP cu thé

/Dét trude 1& mot dia chi IP cu thé, trong pham vi, dugc danh vinh vién cho mot

J

Workstation 1

Server

l File and Print

DHCP Server

Workstation 2

IPAddress1: Pa cap cho Workstation 1
IP Address2: Pa cap cho Workstation 2

IP Address3: Danh cho File and Print Server
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< TU0y bién DHCP c0 thé dwoc ap dung & 4 cap:
Q May chu DHCP

1 Pham vi

O Lép

1 May tram dat trudc
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3: Quan ly co so dir liéu DHCP
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Tong quan vé kich ban quan Iy DHCP
Co s& dit liéu DHCP 14 gi?

Sao Iuu va phuc hoi co sé dit liéu DHCP
Dan xép co so dit liéu DHCP
Di chuyén co s¢ dit liéu DHCP
TUy bién cau hinh may chiu DHCP
Demo: Quan ly co s& dir 1liéu DHCP
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Tong quan vé kich ban quan ly DHCP

% Cé&c dich vu DHCP can phai dugc quan ly dé dap tng duoc
» nhitng thay d6i mang
% Kich ban dé quan ly DHCP:

* 1 Quan tri co sé dir licu DHCP gia tang
* (1 Bao vé co so dur liéu DHCP

» (] Bao dam tinh nhat quan co sé dit liéu DHCP
» 1 B6 sung thém cac may tram
» 1 B6 sung thém cac may chu dich vu mang mdi

» O B6 sung thém c4ac mang mai
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Co s& dit litu DHCP 14 gi?

Co s6 dit lieu DHCP 1a mét co so dir liéu dong c6 chira cac thong tin cau hinh

% Co s& dir litu DHCP chira dir liéu cau hinh DHCP chang han nhuw:
e Pham vi
- Day dia chi cap phat

* Pat trudc

“* Windows Server 2003 Iuu trir co sé dir licu DHCP trong thu muc
%Systemroot%\System32\Dhcp

% Co s dit lisu DHCP bao gom cc tap tin:
« Dhcp.mdb

Tmp.edb

J50.log va J50*.1og

Res*.log

J50.chk

L)




Phuc hoi
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Dan xép co sé dir litu DHCP

Chi tiét théng tin
dia chi IP cap phat

| \—» So sanh va dan xép
— mau thuan trong cac
— R co s& dir lieu DHCP
— Tom tat thong tin
_, §§ dia chi IP cap phat
May cha DHCP
Vidu
bing ky Co sé dit liéu DHCP Sau khi dan xép
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4: Giam sat va khac phuc su ¢c6 DHCP

%Y

» Tong quan vé giam sat DHCP

» Cac van d& DHCP thuong gip

Thong ké DHCP 14 gi?

» Kiém soat tap tin nhat ky DHCP 14 gi?
* Theo doOi hiéu nang may chu DHCP
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Tong quan vé giam sat DHCP

¢ Tai sao giam sat DHCP?
3 Dé quan sat hoat dong cia DHCP
Q Dé xac dinh hiéu ning may chu DHCP
d Dé tao diéu kién 1ap ké hoach cho nhu cau hién tai va tuong lai
< Dir liéu DHCP bao gom:
0 Thong ké DHCP
3 Su kién DHCP
d Dt liéu hoat dong DHCP
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Cac van dé DHCP thwong gap

&

®

s Xung dot dia chi

» Cap phat IP that bai

* Dia chi IP nhan duoc tir cac pham vi khong chinh xac
» Co so dit liéu DHCP bi hong hodc mat dit liéu

May chit DHCP d3 hét dia chi IP dé cap phat

®

o

NS

NS

%Y

*e

25




ap d6 may chu hoic cap pham Vi

DHCP Server

Dezcrption | Details |
Start Time 362005 1 0:16:59 Ak

Up Time 2 Hourz, 35 Minutes, 20 Seconds
Dizcovers 21

Offers 17

Requests 16

Ak 13

Macksz 1]

Declines ]

Releases 10

Total Scopes 2

Total Addreszez ROA

I lze 1 [0%]

Aailable A07 [99%)]
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Kiém soat tap tin nhat ky DHCP 14 gi?

Mot nhat ky kiém soat DHCP 1a mot ban ghi cac su kién lién quan dén dich vu

#8 DhcpSryLog-Frilog - Notepad =] E3
File Edit Format Wiew Help
[ MTCrosoTt DHCP service ACTTvity Log B
e
( g,v | ~ Computer = Local Disk () « Windows « system32 - dhep
k_') —— Event ID Meaning
File Edit View Tools Help o] The log was started.
! ! o1 The log was stopped.
COrganize * iews v - -
¢ 02 The Tog was temporarily paused due to low disk space.
Favorit Links Mame |=| ate modified |~ [100 A new IP address was leased to a client.
hackup 7lzaiz007 110 am 11 A Tease was renewed bg a client.
I Documents || dhep.mdb 7l28/2007 12:10,., |12 A Tease was released by a client.
I Pictures dhip.na 7i28/2007 1:106m | [13 An_IP address was found ta be in use on the network.
B v e TTooEr| 14 A lease reguest could not be satisfied because the scope's address pool wa
usic = pStvLog-Frilog A
b Chanaed 15 A leaze was denied.
2y Recently Change - 16 A Tease was deleted.
15 searches S A e ”2”200?“:09“' 7 4 lease was expired and DNS racords for an expired leases have not been de
Public L \Dhep¥siviog-Sat.log - 7/26/2007 12:00... | g A lease was expired and ons records were deleted.
L IFRE 7(26{2007 12:53... |24y A BOOTP address was Teased to a client.
|_§50.log FIZ6{2007 1:10AM |21 A dynamic BOOTP address was leased to a client.
|_|j50res00001 jrs 7272007 11:09... |22 A BOOTP request could not be satisfied because the scope's address pool fc
|| {50res00002. jrs 7}27(2007 11:09... |23 A BOOTP IP address was deleted after cheacking to see it was not in use.
| j50tmp.log 7i28j2007 1:10 M |24 1P address cleanup operation has began.
|| {5000007.log 71282007 1:10 AM 25 IF address c'Ieanup statistics.
15000008 g 7iz8iz007 110w |30 DHS update request to the named DMS server.
tmp.cdb 7128/2007 12:10... 31 DMS update failed. |
= 32 DMS update successftul.
33 Packet dropped dus to NapP policy. . . .
50+ Codes abowve 50 are used for Rogue Serwver Detection information.
GResult: 0@ Woguarantine, l:Quarantine, 2:Drop Packet, 3:Probation,8:Mo Guarantine
ID,Date,Time,Description,IF Address,Host Mame,MAC Address,uUser Mame, TransactionIC
00,07/27/07,22:08:24 ,started, ,,,,0,6, ., .
1] | | 4

Folders A m
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Vao Server Manager > Add Roles and Feature
Sau d6 4n Next va Install dé cai dit => Close

Select server roles

Before You Begin

instafiation Type

Server Selection
_serverroles |

Features

DHCP Server

Confirmation

DESTINATION SERVER
acdvn adminvietram org
Select one or more roles to install on the selected server.
Roles Description
— x i — ~ Dynamic Host Configuration
9 o y < e i i Protocol (DHCP) Server enables you
[« Active Directory Domain Services (Installed) to centrally configure. manage, and
[[] Active Directory Federation Services provide temporary IP addresses and
. . lated information for client
h re
[] Active Directory Lightweight Directory Services

[[] Active Directory Rights Management Services
[] Application Server

].

[V DNS Server (Instalied)

[[] Fax Server

(W File And Storage Services (Instalied)
] Hyper-v

[] Network Policy and Access Services ||
[] Print and Document Services

[[] Remote Access

[[] Remote Desktop Services

~

[<previows |[[Nes> ]| = woor [ Comcel |
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Cai dit va cau hinh dich vu DHCP

% Click vao “Complete DHCP _ -
Configuration” dé trién khali

< Tiép theo: Click Next. e

< Tiép theo: chon domain user

Add Roles and Features

account co quyén tao objects in the | o

Net Services container in Active
directory hoac mot domain admin | ruerseer

= DHCP Post-Install configuration wizard

- Description Sp e credentials to be used to authorize this DHCP server in AD DS.
Authorizatio
@) Use the following user's credentials
. DOMAIN ini

< Tiép theo: click close

mmmmmm

CCCCCC
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Cai dit va cau hinh dich vu DHCP

% Céau hinh pham vi DHCP

d

d

Tiép theo: Server Manager
screen -> Tools - DHCP.

Tiép theo: Right-click on the
DHCP Server -> click on
“Add/Remove Bindings... “

Tiép theo: Pam bao static IP
address cua Server xuat hién
nhu hinh -> Click ok

—

\ o~ ) l Manage Tools View Help

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

ADSI Edit

Component Services

Computer Management

Defragment and Optimize Drives
B

-
2 DHCP. (= [o I
File Action View Help
| (m = @Bm 8
F DHCP “ Contents of DHCP Status Actions
a 3 serverdl,domaindl com. H raniavdl damanindl con
4 B IPvd | Add/Remove Bindings... _DHCP
4 Server Of Unauthorize More Actions
J| Policies Back
] Fitters | | ST Pe
B IPv6 Restore...
All Tas!
Delete
Refresh
Properti
elp
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< Tiép theo: Right-click on
IPv4 Server trién khai DHCP

File Action View Help

IR EEE 5=

@ DHCP Nome
—> Select “New Scope”. e | e
Foviia R
0:’ Tiép theo: CI ICk “NeXt,, ] b %%ﬁmm ::f:::::.,.h MoteActions »
nhap tén scope va click Next Tt e
Define Vendor Classes...
Reconcile All copes..
%‘E;Mmme.Ythnthm :m i
Properties
Type a name and description for this scope. This information helps you quickly identfy Help
how the scope is to be used on your network.
Nae: | Computers Scope
Replicate all failover scopes to the partner server ]
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Cai dit va cau hinh dich vu DHCP

% Tiép theo: nhap dia chi Start IP va
End IP the Subnet mask, chiéu dali
mac na mang l6p C la “24” - click
Next.

%  Tiép theo: nhap day IP can loai trur
(day IP khong duoc cap cho thiét bi)
—>click Next.

4

New Scope Wizard
Add Exclusions and Delay
Exclusions are addresses or a range of addresses that are not distributed by the
server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

Type the IP address range that you want to exclude. i you want to exclude a single
address, type an address in Start IP address only.

Start IP address: End IP address:

[ = ¢ il = = = |

Excluded address range:

192.168.2.110t0 192.168.2.120 Remove I

Subnet delay in milli second:

<Back”Next>‘[Canoel]

Mew Scope Wizard

[_IP Address Range | S
You define the scope address range by identifying a set of consecutive IP addresses.

Corfiguration settings for DHCP Server

Enter the range of addresses that the scope distributes.

Start IP address: |152.1sa. 2 101

End IP address: | 192. 168 2 . 200

Corfiguration settings that propagate to DHCP Client

Length: 24i|

Subnet mask: |255.255_255_ 0

<Back || Ned> | | Cancel
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Cai dit va cau hinh dich vu DHCP

Mew Scope Wizard

r o )
0:0 Tiép th e O : nhap thé’l h an th u é e loase duetion specfies how long a clisnt can uss an IP address from this scops.
4 .
mong muon C ho dia chi IP duoc e e e ok oneas s

portable computers or dialup clients, shorter lease durations can be useful.

rage time the computer is

giao hogc d¢ nhu mac dinh ->
sau do nhap vao Next =

< Tiép theo: Select > Yes, | want
to configure these options now s
to configure the DHCP options I

for the new scope > then click s wmmmerisarwsssowsns

sCope

On NeXt- VWhen cllents obtain an address, they are given DHCP options such as the IP

scope

Server Options folder for this server

I (¢ Yes Iwm!ocodgnmeseootmnowl
" Ng. | wil configure these options later

addresses of routers (defaul gateways). DNS servers, and WINS settings for that

The settings you select here are for this scope and ovemide settings configured in the

Do you want to configure the DHCP options for this scope now?

= ] ==
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Cai dit va cau hinh dich vu DHCP

% Tiép theo: Nhép dia chi default gateway [* " neiseeiE: ‘
C“Ck add 9 ké tl ép C“Ck Next You can specify the routers, or default gateways, to be distibuted by this scope.

’:’ Tié’p theo: Thém dla Chi DNS 9 CII Ck ;oaaddddr:sns:lPaddressfora router used by clients, enterthe address below.
Add, ké tlép CI'Ck Next 192.168. 2 . 1| Ad

il

Mew Scope Wizard

Domain Name and DNS Servers —
The Domain Mame System (DMS) maps and translates domain names used by clients
on your network.

You can specify the parent domain you want the client computers on your networls to use for
DMS name resolution.

Parent domain:

To configure scope clients to use DMS servers on your network, enter the IP addresses for those

| <Back | Net> | | Cancsl |

e .. | || *» Tiép theo: Select Yes, | want to activate
e | [FRTSR2T0 oo | this scope now, lua chon activate scope
— tire thi va click > Next
% Tiép theo: Click Finish
<Back | Net> | | Cancel |
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% M¢ ctra s6 cmd va nhap: -

General | Alternate Configuration |

- ’ -
D X I n A I P m 4 I You can get IP settings assigned automatically if your network supports
Cap G this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.

ipconfig /renew S ——

(71 Use the following IP address:

0 Xem dia chi IP

Subnet mask:

ipconfig /all

i@ Obtain DNS server address automatically

(7 Use the following DMS server addresses:

Preferred DM server:

alkernate DMS server:

[ ] validate settings upon exit

Khai bao nhan dia chi dong
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Két qua tai may xin cap IP dong

EX Command Prompt | [ S

a

Media State . . - Media disconnected
Connectlon—apec1flc DNS Sufflx

C:sUserssstudent>ipconfig ~all
Windows IP Configuration

student—PC41
domain4l .com
Hybrid

Mo

Mo

domaindl .com

Host Name . . . & =
Primary Dns Sufflx 5
Mode Type . . - -
IP Routing Enabled. = &
WINS Proxy Enabled. & =
DNS Suffix Search List. .

Ethernet adapter Local Area Connection:

domaindl .com

Intel{R>» PRO-188A MT Desktop Adapter
A8-d@a-27-CB-F5-29

Yes

Yes

192 .168.2 181 (Preferred>

255 _255_.255.8

Thursday, March 22, 2818 3:13:25 PHM
Friday,. March 23. 2818 3:14:28 AM
192 .168.2.1

192 .168.2.188

192 _168.2.188

Enabled

Connection—specific DNS Suffix
Description . . : & =
Physical Hddreﬂd. “ i m
DHCP Enabled. . . . . .
Autoconfiguration Enable
IPv4 Address. . .
Subnet Mask .
Lease Ohtalned.

Default Gateway
DHCP Server . .

DNS Servers . .
MetBIOS over Tcplp.

Lease Expires . &

CEN T T T R S R T = P R A |

Tunnel adapter isatap.domaindl.com:

Media disconnected
domain4l .com

Microsoft ISATAP Adapter
A—A8-08—-A—B8—-B8—-BB—EQ
Mo

Yes

Media State . . - e e e e o
Connectlun—ap301f1c DNS Suffix
Description . . . . . . . . .
Physical Address. . . . . . .
DHCP Enabled. . . . . . . . .
Autoconfiguration Enabled . .

Tunnel adapter Local Area Connection>* 11:

Media State . . —

: Media disconnected
Connection—s ec1flc DNS Sufflx -




