QUAN TRI DICH VU TEN MIEN
(DOMAIN NAME SYSTEM - DNS)



S N

DNS la gi

\al tro may chu DNS

Co so dir li€u cua DNS
Cai dat va Cau hinh DNS



Gidi thiéu vé DNS (Domain Name System)

< DNS la giai phap dung tén luan 1y (t8n mién) thay cho dia
e chi IP kho nho khi str dung cac dich vu trén mang

* Vi du: www.fit.iuh.edu.vn

* 1 vn: Viét nam

« O edu: T6 chie thude linh vue o140 duc

(1 1uh: Bai hoc Cong Nghiép Tp.HCM

e 1 fit: Khoa CNTT

« L1 www: Tén may tinh lam dich vu web ctia khnoa CNTT



http://www.fit.iuh.edu.vn/

< MOoi host trén Internet s& c6 2 dia chi:
e 1 PiachilP

« O Pia chi tén mién

< Céac tén mién dugc xay dung nhu sau:
0 Nhém chir dau tién bén phai (con goi 1a Domain qubc gia)
e 06m 2 chit cai, qui dinh cho nuéc tham gia Internet.



DOMAIN

QUOC GIA

at

Ao

au

Autralia

Cca

Canada

Plc

Phap

Nhat

Anh

us (hoac khéng ghi)

My

vn

Viét Nam




Tén mién DNS — t6 chire

% Tén mién DNS — t6 chuc
3 Nhém chir céi thir hai (con goi 1a domain to chiie) : dugce tinh
tir phai sang trai, chi ra nghé nghiép, to6 churc .

Com (commercial) Thuong mai

Edu (education) Giao duc

Gov (Government) Nha nudc

Int (International) T6 chtc quoc té

Net (Networking) Tai nguyén trén mang
Org(organization) Cac t6 chure khéc

Mil (military) Tén mién st dung cho quan doi




Name Server trén Internet
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Tong quan vé hé thong khong gian tén mién

L Root Domain

Top-Level Domain

Second-Level Domain

( Subdomain

FQDN:

Host: www

www.sales.mda.fit.com



http://www.sales.mda.fit.com/

Cai tien DNS trong Windows Server 2012

¢ Nhirng tinh nang madi caa DNS trong WServer 2012
3 Tai ving ¢ ché do nén

1 HO tro IPv6

1 Ho tro read-only domain controllers

1 Tén toan cau duy nhat




Trién khai may chit DNS

’0

hoac tuong duong
% Cau hinh may cha DNS str dung IP tinh
< Khong nén thay doi may chu va tap tin khoi dong
¢+ Sur dung DNS console hoac dnscmd

bang cach stir dung mot cong cu soan thao

» Tai khoan nguoi dung phai la thanh vién ctia nhom quan tri

< \Vung DNS tich hop véi Active Directory khéng thé quan 1y
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Cau hinh vai tro may chit DNS

4

% C4c thanh phan ctia mot giai phap DNS la gi?
Ban ghi tai nguyén DNS

Root Hints la gi?

Mot truy van DNS I3 gi?

Truy van dé quy la gi?

Truy van lap 14 gi?

Chuyén tiép (Forwarder) 1 gi?

Chuyén tiép co diéu kién la gi?

Luu trir dém 1am viéc thé nao

L/

%Y

*

%Y

*

%Y

*

NG
‘0

L/

%Y

*

NG
‘0

L/

NG
‘0

L/

e

%
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Cac thanh phan ciia mét giai phap DNS la gi?

DNS Clients

.com

i

Ban ghi tai .edu
= | nguyeén

"

DNS Servers JL DNS Servers trén Internet

~
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Root (.) Servers

)

il

il
_

DNS Server

Root Hints
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DNS Servers

Clien
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Mt truy van DNS la gi?

< Truy van la mot yéu cau phan giai tén dugc gdi dén mot may chit DNS

d
J
d

CO 2 loai truy van: dé quy va lip

May tram DNS va may chu DNS ca hai bat dau truy van

Cég: may chi DNS c6 hoic khdng ¢ tham quyén trén mot khong gian tén
mien

Mot may chit DNS ¢6 tham quyén doi vai khdng gian tén mién sé:

> Tra vé dia chi IP yéu cau

> Tra vé mot quyén “No”

Mot may cha DNS khong c6 tham quyén doi vai khéng gian tén mién sé:
> Kiém tra b nh& cache cta né

> Sir dung chuyén tiép

» Su dung root hints

14




Co ché hoat dong ciia DNS ﬂ

e User yéu cau may cuc bd truy cap ¥

dich vu nao d6 cua 1 host trén
internet bang tén mién da biét cua
host do.

e May tinh chi lién lac bang dc
Emmuan mo ang IP, nén khi nhan Iénh n‘afly,
may mau gidy méi budc dau tién la phéi diéu
nhat HE tra xem IP cua cai goi la
www.guci.com la bao nhiéu

D6 la khi co may DNS bat
GEURTELIGELL B




e Host gai Ién Local DNS Server mot

truy van dé quy ((ccursive Ousarizs*) 1
nhd giai dap . *

e Luc nay doi vai Local Server DNS co 2
trucong hdp xay ra.

-*-.—.

1. MAay nay nam trong Zone né quan ly, hodc
trong cache cua no da co thong tin : Pa co.

2. May nay khéng nam trong Zone né quan ly,
va trong cache cua nd khong co thong tin nao
vé may nay : Chua co.

Cho tui biét IP cta

|3
mail.yahoo.com — o °




* TRUONG HOP 1 .

Khi nhan dudc truy van tu client, DNS
server sé tim trong cache hoac trong
CSDL cua no dcIP tucng U'ng cua host
ma client can truy van, roi hoi dap lai
cho client.

Cho tui biét IP cda M
mail.yahoo.com NN
D y P2

b IP ctia mail.yahoo.com N o
La 209.73.168.74

=
( Local DNJS)]

vl “
-



* TRUONG HOP 2 .

Héng biét

Local DNS

Eh! Dai ca, thing :
mail.yahoo.com.
dc IP la bao nhiéu?

Cho em xin s6 nha cua
anh : mail.yahoo.com.

B Local Server sé ggdi 1 truy van

i tuong tac ( )
Ien Root Hints, hoi dia chi cua
mail.yahoo.com



Local DNS

—

~ CED

Hi! Héng biét né,
chi biét “.com” thoi.
IP 14 209.68.51.4.
Héi n6 di.

Trong FQDN do root chi giai
dap dudc ten mién cap 1, la
mién no quan ly. Po la két

qua tot nhat ma no biét.



“.com” gi! Cho minh xin
IP caa mail.yahoo.com di.

Local DNS

Cau tim thang “.yahoo.com”
¢ IP: 206109.112.135. N6
chac la biét dé.

= Local DNS lai ggi den DNS server
mién “.com” mot truy van tucng tac

e Va server nay ciing tra I6i bang két
qua tot nhat ma no co.



Phu! Mét
Gl Nay! Thé thi that sv co ai

[ Local DNS 5 biét thang mail.yahoo.com
& dau khéng vay?

Vang! Linh em d6. IP _———
né Ia 209.73.168.74

== Local DNS lai goi tiép dén DNS server
mién “yahoo.com” mot truy van nira.

e Zone nay do no quan ly, nén Name Server
nay tra loi chinh xac dudc truy van do.



Nay! Thang ma c6 héi tui
c6 dc IP 12 209.73.168.76
Thé nhé! Bye!

Local DNS

Thanh kiu bac! Em lién hé
véi han nhe& gai la thu thoi
ma, c6 tinh y gi dau. Hi!

Bay gio Local DNS d3 biét chinh xac IP
cua mail.yahoo.com dé tra I6i cho client.



* caching.

Caching Table

Caching la mot phucng phap Iuu giir nhirng thong tin vira ducc truy
cap gan day vao trong bd nhd riéng biét cua hé thong, dé [an sau néu
truy cap lai dia chi nay sé nhanh hon vi khong phai tim mot [an nira.



Truy van dé quy la gi?

Mot cau truy van dé quy duoc giri tdi mot may chu DNS va yéu cau
MmOt cau tra 101 hoan chinh

WWW.CIt.com

N -l
|l Database

DNS Client May chu DNS cuc bd

o®
0000000000000

24



http://www.cit.com/

Truy van lip 1a gi?

Mot truy van 1ap goi dén mot may chit DNS c¢6 thé duoc tra 101 voi mot
o161 thiéu dén mot may chu DNS

Local DNS Server Truy van 13p lai Root Hint (.)
—

>
' DNS Client

25




Chuyén tiép la gi?

Chuyén tiép (forwarder) 1a k¥ thuat cho phép DNS Server cuc bd chuyén yéu cau
truy van cho cac DNS Server khac d¢ phan giai cac mién bén ngoai

Truy van lip

Xin .com

Cit.cop,
Local DNS Server —= = DNS Client

Forwarder

26




Chuyén tiép c6 diéu kién l1a gi?

Chuyén tiép c6 diéu kién cho phép DNS cuc bo chuyén tiép cac yéu cau phan giai
theo tén mién trong truy van yéu cau

TAt ca cac tén mién khac
—

May chi DNS cuc bd

DNS Client

DNS cit.com |




Cau hinh ving DNS

“* Vung DNS la gi?

N/

% Cac loai vung DNS

N/

< VUng truy van t&i va ving truy van 0i [ gi?

N/

¢ Stub Zones la gi?

N/

< Vung DNS uy quyén

20




Vung DNS la gi?

Internet
\\ DNS root domain

Mién cit.com

Vu

Vung mda.cit

_ Dir liéu vung

29


http://www.mda.cit.com/
http://www.cit.com/

Cac loai DNS Server trén Internet

% Primary name server: Duy tri mot co s dit liéu vé ZOA do
minh phu trach

¢ Secondary name server: Sao chep du phong dit liéu ZOA
cua cac primary name server vao co so dir liéu cua minh

< Caching domain name server: trit lai Cac y&u cau phan tich
tén da giai quyeét dé tang toc do phan tich tén

30




Name Server trén Internet

¢+ Phan tich tén (Resolving Names):
A La tién trinh anh xa tir dang tén mién sang dia chi IP (forward
lookup)
¢ Phan tich dia chi (Resolving IP Addresses)
A La tién trinh anh Xa tir dia chi IP sang tén cua mot may tinh
(reverse lookup)
¢ Name Server dam nhén 2 val tro nay

< Vung c6 tham quyén (ZOA-Zones of Authority):

3 La mot phan cia khong gian tén ma mot Name Server nao do co
nhiém vu thuc hién tién trinh phan tich tén va dia chi

J Mot ZOA chia it nhat mdt Domain, goi 1a mién goc va co thé co
mot hodc nhiéu mién con

< Mot Name Server co6 thé phu trach mot hoac nhiéu ZOA

31




Ving truy van téi va viung truy van lui la gi?

Khong gian: mda.cit.com

‘ May chit DNS duoc iy quyén mda |

Forward mda DNS Client1 172.18.205.45
Zone
DNS Client2 172.18.205.46
DNS Client3 172.18.205.47
Reverse |20518.172.in- | 172.18.205.45 DNS Client1
ek addr.arpa -
-arp 172.18.205.46 DNS Client2
172.18.205.47 DNS Client3

DNS Client2

32




Stub Zones la gi?

' Néu khong c6 stub zone, may chu sa.mda.cit.com phai truy vin dén mot sé may chu dé tim
ra may cha vung na.microsoft.com

microsoft.com

na.microsoft.com

sa.mda.cit.com




Stub Zones la gi?

>

' Khi da dinh nghia stub zone, vi trf ciia may chii viing na.microsoft.com dugc biét dén
ma khong can truy van nhiéu may cha DNS khéc

cit.com
(Root domain)

microsoft.com

a.microsoft.com

Stub Z0ne:
na.microsoft. com

sa.mda.cit.com







Cac cOng cu dé xac dinh van deé véi DNS

Cong cu Sir dung de:
Nslookup Khac phuc sy ¢6 cac van dé vé DNS
Dnscmd Chinh stra cau hinh DNS

Dnslint Chan doan cac van dé DNS



< (Tén, Gia tri, Kiéu, Lép, TTL)
1 Tén anh xa Gia tri
»WWW.cit.ctu.edu -> 203.162.36.146
3 Kiéu: Chi ra cach thirc ma Gia tri duoc thong dich
3 Lép: Cho phép thém vao cac thuc thé khdng do NIC quan Iy
Q TTL: Thoi gian song

29


http://www.cit.ctu.edu/

% Ban ghi tai nguyén DNS bao gom:
« (1 SOA: Start of Authority

(1 A: Host Record

« .1 CNAME: Alias Record
« (1 MX: Mail Exchange Record

(1 SRV Service Resources
L1 NS: Name Servers

L1 AAAA: IPv6 DNS Record

WINS | Zone Transfers | Securty

General | Start of Authority (SOA) | Name Servers

Senal number:

Prmary server:

Iserverﬂdom&tﬂm.

Responsble person:

|mmm.mw1m.

Refresh interval:
Retry interval: (10 ||minctes
Exprres after: [T |[days

Mnimum @efaut) TTL: 1 | {hours

10 0 {DDDDD:HH MM SS)

| [ Concel || ooy |[ Heb |

30



< (Tén, Gia tri, Kiéu, Lép, TTL)

3 KiéuA: Tén mién sang dia chi IP
»(ns.ctu.edu.vn, 203.162.41.166, A, IN)

3 Kiéu NS: Tén mién va Name Server cta ¢
»(ctu.edu.vn, ns.ctu.edu.vn, NS, IN)

3 Kiéu CNAME: Pit bi danh cho mot tén may tinh da co
»(dns.ctu.edu.vn, ns.ctu.edu.vn, CNAME, IN)

3 Kiéu MX: Tén mién va Mail Server cho mién
»(ctu.edu.vn, mail.ctu.edu.vn, MX, IN)

39



\/
0‘0

o .0

Root name server chtra
1 Chtra mgt mau tin NS cho méi server cap hai.

O Mot mau tin A dé théng dich tir mot tén server cap hai sang dia chi IP cua n.

O (edu.vn, dnsl.vnnic.net.vn, NS, IN);
d (dnsl.vnnic.net.vn, 203.162.57.105, A, IN)

Tuong tu cho cac Name Server thir cap

O dnsl.vnnic.net.vn:
» (ctu.edu.vn, ns.ctu.edu.vn, NS, IN)
»(ns.ctu.edu.vn, 203.162.41.166, A, IN)

O ns.ctu.edu.vn:
> (cit.ctu.edu.vn, ns.cit.ctu.edu.vn, NS, IN)
»(ns.cit.ctu.edu.vn, 203.162.36.144, A, IN)
» (ctu.edu.vn, mail.ctu.edu.vn, MX, IN)
»(mail.ctu.edu.vn, 203.162.139.21, A, IN)
» (www.ctu.edu.vn, mail.ctu.edu.vn, CNAME, IN)

203.162.41.166

203.162.36.144

40


http://www.ctu.edu.vn/

< MObi Name Server biét dia chi cua it nhat mot Root Name
Server:

(., a.root-servers.net, NS, IN)
(a.root-server.net, 198.41.0.4, A, IN)

41



root name server
198.41.04

edu.vn
203.162.57.105

princeton.edu

edu.vn dns.princeton.edu

203.162.57.105

ctu.edu.vn .cit.ctu.edu.

203.162.41.166

www.cit.ctu.edu.vn

< www.cit . ctu.edu.vn
ctu.edu.vn >
203.162.41.166 cit.ctu.edu.v

203.162.36.144

w.cit.ctu.edu.v

cs.princeton.edu
dns.cs.princeton.edu

www.cit.ctu.edu.vn 203.162.36.144
203.162.36.144 www.cit.ctu.edu.vn

m www.cit.ctu.edu.v
/ -

www.cit.ctu.edu.vn / MrBlabla.cs.princeton.edu

203.162.36.144 Mr Blabla

cit.ctu.edu.vn
203.162.36.144
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<

L)

4

Khéi doéng va cau
hinh DNS mo Server
manager -> Tools->
DNS

Click vao nut mo
rong chon Reverse
Lookup Zone =>
chon New Zone dé
cai dat

File Action View Help

" EELEECE

£, DNS

4 ﬁ serverdl.domaindl.com

4 [ Forward Lookup Zones

I _msdes.domaindl.com
4 domaindl.com

B l-| _msdes

b [ sites

b [ tep

b [ udp
b ] DomainDnsZones

b ] ForestDnsZones

||ﬂ Reverse Lookup Zones

@ Add a New Zone

The Domain Name Systern (DNS) allows a DN5 namespace to be divided into zones, Each zone stores information about one or

more contiguous DNS domains,

To add a new zone, on the Action menu, click New Zone.

B [ Trust Points
b ] Conditional Forwarde

b

| Global Logs

New Zone...

View
Refresh
Help

Displays Help for the current selection,

43




Zone Type

Active Directory Zone Replication Scope
The DNS server supports various types of zones and storage.

You can select how you want DNS data replicated throughout your network. '

Select the type of zone you want to create: Select how you want zone data replicated:
®) Primary zone () To all DNS servers running on domain controllers in this forest: domain41.com
Creates a copy of a zone that can be updated directly on this server,

(®) To all DNS servers running on domain controllers in this domain: domain41.com
(") Secondary zone
Creates a copy of a 2one that exists on another server, This option helps balance To all domain controllers in this domain .
the processing load of primary servers and provides fault tolerance. Od:l:ﬂm ths (for Windows 2000 compatibilty)
(") Stub zone

() To all domain controllers specified in the scope of this drectory partition:
Creates a copy of & zone containing only Name Server (NS), Start of Authority i IR perethietapeo Y

(SOA), and possibly glue Host (A) records, A server containing a stub zone is not
authoritative for that zone, v

smh}mhmm{ammmﬁmnmm

< Back Next > Cancel < Back Next > Cancel

36



Reverse Lookup Zone Name

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names, A reverse lookup zone translates IP addresses into DNS names.

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPvé To identify the reverse lookup zone, type the network ID or the name of the zone.
addresses. @mmm:

|192 168 2
[ Rt e dee The network ID is the portion of the IP addresses that belongs to this zone. Enter the
() IPv6 Reverse Lookup Zone network ID in its normal (not reversed) order,

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0. 10.in-addr.arpa.

() Reverse lookup zone name:
2.168. 192.in-addr .arpa

<Back || MNext> Cancel
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You can specify that this DNS zone accepts secure, nonsecure,

Dynamic Update < .
hais S — ' Completing the New Zone Wizard
tes. *

‘ ' You have successfully completed the New Zone Wizard. You
Dynamic updates enable DNS dient computers to register and dynamically update their . :
resource records with a NS server whenever changes ocaur. . specified the following settings:

Select the type of dynamic updates you want to allow:

Name: 2.168.192.in-addr.arpa

Type:  Active Directory-Integrated Primary

®) Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-ntegrated zones. Lookup type: Reverse

() Allow both nonsecure and secure dynamic updates v
Dynamic updates of resource records are accepted from any dient.
Note: You should now add records to the zone or ensure

A This option is a significant security vulnerability because updates can be it racrde i i 0 Wi B

() Do not allow dynamic updates

Dynamic updates of resource records t accepted by this zone. You must update
muerecadmm;y g e SR - To dose this wizard and create the new zone, dick Finish.

< Back || Finish
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&

A DMNS Manager | - | o | —
File Action View Help
e rE XEB = BHm § 86
2 DNS Mame Type Data Timestamp
A ﬁ serverdl.domaindl.com @_msd
4 [ | Forward Lookup Zones [ sites
[ _msdecs.domaindl.com Iﬁ_tcp N 0 parent . iF ):
A domaindl.com =] udp
b g -msdcs [ Dema
b [ sites | Forest
b g _tc: g{same cmaindl.c..  static
E = E}u P i Dn<Z ] (same ind1.com. static
omain ones
b | ForestDnsZones g{same 2.{2{!21]182‘:[!1[!];&!.-1
4 [ | Reverse Lockup Zones gsewer static

2.188.192.in-addr.arpa
i [ Trust Points
i 7] Cenditional Forwarders
b [&]] Global Logs

[+ Create assodated pointer (FTR) record
[ ] Allow any authenticated user to update DNS records wi

Same owner Name

www.domain4l.com - IP: 192.168.2.100
ftp.domain4l.com -1P: 192.168.2.100

39



http://www.domain41.com/
ftp://ftp.domain41.com/

File Action View Help

es 2m Bz Bm iaa

£ DNS Name
4 5 Serverdl.domaindl.com (2] _msdcs
4 7] Forward Lookup Zones [ _sites
b @ _msdcs.domaindl.com [j_t;p
4 | domaindl.com 3 _udp
» G -'T"d" () DomainDnsZones
b & sites || ForestDnsZones
b g -“: [ | (same as parent folder) Start of Authority (SOA)  [56), serverdl.domaindl.com, host... static
b 4P { ] (same as parent folder) Name Server (NS) serverd].domaindl.com. static

DomainDnsZo
:: g o —— Bl (same as parent folder) Host (A) 192.168.2.100 3/28/2018 9:00:00 AM

4 ] Reverse Lookup Zones e Host (A) 192.168.2.100 static
) 2.168.192.in-addrarpa || L Iserverd! Host (A) 192.168.2.100 static
] Trust Points ] student-PC41 Host (A) 192.168.2.150 3/22/2018 3:00:00 PM
] Conditional Forwarders  Twww Host (A) 192.168.2.100 static
4 | Global Logs
[14] DNS Events




File Action View Help

N EEREEN EREREEE

2 DNS MName Type Data Timestamp
4 [ Serverdl.domaindl.com = (same as parent folder)  Start of Authority (504)  [13], serverdl.domaindl.com,, hast...  static
4[] Forward Lookup Zones g (same as parent folder) Mame Server (M%) serverdl.domaindl.com. static
b =] _msdes.domaindl.com ]192.168.2.100 Pointer (PTR) serverdl.domaindl.com. static
4 [zl domaindl.com £1192.168.2.100 Pointer (PTR) www.domaind1.com, static
r —"_“5“‘3 £]192.168.2,100 Pointer (PTR) ftp.domaindl.com. static
E g —:dﬁ g 192.168.2.130 Pointer (PTR) student-pcdl.domaindl.com. 3/22/2018 3:00:00 PM
_tep
b [ _udp

i || DomainDnsZones
i || ForestDnsZones
4 || Reverse Lookup Zones
2.168.192.in-addr.arpa
] Trust Points

Conditional Forwarders Nhén phim FS Cap nhat

4 |57 Global Logs

oNS vents co sO dir liéu DNS

49




Kiém tra DNS

Command Prompt

inging www.domaindl .com [192.168.2.1001 with 32 bytes of data:
eply from 192.168.2.100: bytes=32 time<ims TTL=128
eply from 192.168.2.188: bytes=32 time=1ms TTL=128
eply from 192.168.2.1008: bytes=32 time=1ms TTL=128
eply from 192.168.2.1008: bytes=32 time=1ms TTL=128

ing statistics for 192.168.2.100:

Packets: Sent = 4, Received = 4, Lost = B8 (B« loss).
pproximate r»ound trip times in milli-seconds:

Minimum = Bms, Maximum = 1ms, Average = Ums

:\Usersi\student>ping ftp.domaind4l.com

inging ftp.domaindl.com [192.168.2.100]1 with 32 bytes of
eply from 192.168.2.100: bytes=32 time<ims TTL=128
eply from 192.168.2.188: bytes=32 timedims 1TTL=128
eply from 192.168.2.1880: bytes=32 time=1ms TTL=128
eply from 192.168.2.100: bytes=32 time=1ms TTL=128

ing statistics for 17Z2.168.2.1884:

Packets: Sent = 4, Received = 4, Lost = B {(Bx loss).
pproximate round trip times in milli-seconds:

Minimum = Bms, Maximum = 1ms, Average = Ums

:N\Userssstudent>




