


Téng quan

Tong quan vé may chi Web

Tong quan vé Internet Information Services (11S)
Cai dit va cau hinh dich vu web

Tong quan vé FTP
Cai dit va cau hinh dich vu FTP

A




Tong quan vé may chii Web

% Qua trinh phat trién may chu Web
< Tong quan vé co ché hoat dong

¢ Cac chtire nang co ban cua IIS




Qua trinh phat trién may chi Web

< Ban dau, cac may chu Web dugc thiét ké dé cung cap céac trang web
cho céac trinh duyét may khach.

% Cung cap cac tai lieu HTML cho khach hang dé hién thi trén trinh
duyét.

> Khéch hang yéu cau tai nguyén bang cach su dung giao thirc HTTP

L0

4

L/

> Tiép theo, cac trang web ting do phtc tap, tich hop cac hinh anh vao
ndi dung, réi sau dé am thanh va video, cudi cung cac ing dung.

L)




Qua trinh phat trién may chi Web

‘0

* Ngay nay, may chi web duoc to chirc st dung cho mot loat cac ing
dung 16n, phuc vu khach hang trén mang noéi bo, mang extranets, va
Internet.

4

®

» Cac may chi Web trong Windows Server 2012 ma c6t 16i 1a Internet
Information Services 8.

®

4

L)

» 11S 8 cung cap cac chtic ning co ban ciia may chit web cho phép
Xuat ban mot trang web dung chuan trén Internet hoac trén mot
mang riéng.

®

4

®

* 1S 8 ciing bao gom maot s6 luong 16m cac dich vu tly chon cung cap
ho trg trién khai cho cac loai tirng dung Web bat ky, cting nhu quan
ly, chan doan, va cac chirc nang bao mat.

®




Client with Web Server
Web Browser

Internet
Explorer

TCP/IP . TCP/IP

Network




CAac chirc nang co ban caa IS

% Dich vu World Wide Web (WWW)

H6 tro giao tricc HTTP cho phép xuat ban cac
tai liéu HTML trén trang web dé nguoi dung cé thé
Xem cac tap tin cia ban véi mot trinh duyét web
nhu Microsoft Internet Explorer.

«* Dich vu File Transfer Protocol (FTP)

H6 tro giao tric FTP duoc sir dung dé chuyén céc
tap tin gitra cac may tinh trén mot mang TCP/IP




Tong quan vé 11S 8.0

G161 thi¢u ve IS

’0

% Nhitng cai tién trong 11S 8.0

’0

»* Nhitng cong cu quan tr1 méi

NG

% Luu trit thdng tin cau hinh
s Caidat11S 8.0




Giéi thiéu vé IIS 7.0

“* Internet Information Services 7.0 (11S 7.0) la mot trong 16
dich vu may chu trén Windows Server 2008.

< 11S 7.0 duoc Microsoft thiét ké lai dudi dang module

N/

< 1S 7.0 vira ké thira vu diém cta nhitng phién ban trudc,
vura tang cuong tinh bao mat va tinh 6n dinh.



Nhirng cai tién trong 11S 7.0

Khéng chi don thuan 1& mdy chi \Web, Internet Information Services 7.0 con cung
cdp mot nén tang dé co thé mo rong viéc phat trién cac vung dung va dich vu web.

Kién trac module
Thiét ké mé rong
Tich hop voi. NET

Dé quan ly

Xay dung yéu cau truy vét

—

Tao may chu nhanh chong
Giam bé mat tan céng
Trién khai (tng dung nhanh chong

Mé rong/Sira doi tinh nang 11S

Chan doan nhanh




Nhirng cOng cu quan tri mai

N/

 11S 7.0 cung cép 2 cOng cu quan tri, mot dudi dang d6 hoa
va mot dudi dang dong 1é€nh.

“* Nhirng cOng cu quan tri nay cho phep ban:
Q Quan Iy tap trung 11S vAASPNET
3 Xem thong tin va chan doan, trong d6 bao gom céc thong tin real-
time (thot gian thuc).
Q Thay do6i quyén trén cac doi tuong site va tmg dung
A Uy quyen cau hinh céc doi tuong site va img dung cho céc thanh
vién khong co quyén quan tri.
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Luu trir thong tin cau hinh

< 11S 7.0 luu trix thong tin cau hinh 11S va ASPNET vao mét

vi tri, tir d6 cho phep:

3 Cau hinh 11S vAASPNET véi mot dinh dang thong nhat

Q D& dang sao chép cac tap tin cau hinh va noi dung
cua site hoac umg dung dén mot may tinh khac.

Q D¢ dang chan doén va khac phuc sy co nho vao thong tin thoi
thuc va hé thong ghi nhat ky & mac do chi tiét.

Q 11S 7.0 duogc thiet ké dudi dang module, cho phép ban dé dang bo
sung hay loai bo cac thanh phan khi can.

0 Kha nang twong thich cao: d6i véi cac ung dung da trién khai
trong cac phién ban IS trudc.

12




< Kién tric Modules
d Security modules
 Content modules
1 Compression modules
d Caching modules
4 Etc..
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Tinh nang méi 11S 8.0

N/

niang va dé quan Iy hon. Cac tinh ning mai 1a:
 Application Initialization

1 Splash page during application initialization
J Centralized SSL certificate support

1 Dynamic IP Address Restrictions

1 CPU Throttling, etc..

< 11S 8.0 cung cap cac tinh ning madi nham muc tiéu dén hiéu
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1 Open Server Manager and click Manage > Add Roles and Features. Click Next.
Z Select Role-based or feature-based installation and click Next.

3 | Select the appropriate server. The local server is selected by default. Click Next.
4| Enable Web Server (11S) and click Next.

5 No additional features are necessary to install the Web Adaptor, so click Next.
6 On the Web Server Role (lIS) dialog box, click Next.

/ | On the Select role services dialog box, verify that the web server components listed below are
enabled. Click Next.

8 | Verify that your settings are correct and click Install.

% | When the installation completes, click Close to exit the wizard.
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1. Open Server Manager and select Manage -> Add Roles and Features

ii All Servers
B File and Storage Services P

ROLES AND SERVER GROUPS
Roles: 1| Server groups: 1 | Servers total: 1

iR File and Storage
Services

(® Manageability
Events

1

Performance

BPA results

7/26/2012 143 PM

@ Manageability

7/26/2012 143 PM

@ Manageability
Events

. Services
Performance
BPA results

7/26/2012 1:43 PM

2. In the Add Roles and Features dialog, click on “Role-based or feature-based installation,”

DESTINATION SERVER

Select installation type Sarvee

Before You Begin Select the installation type. You can install roles and features on a running physical computer or
virtual machine, or on an offline virtual hard disk (VHD).

() Role-based or feature-based installation

Server Selection i N .
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services scenario-based installation
Deploy a Virtual Desktop Infrastructure scenario or a Session Virtualization scenario.

Ik
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3. Lua chon server cai dat dich vu. Click Next, select the Web Server (11S) role, and click Next

DESTINATION SERVER

Select server roles ; Select role services St

Before You Begin Select one or more roles to install on the selected server. Before You Begin Select the role services to install for Web Server (IIS)

Installation Type Roles Description Instaliation Type Role services Description
Server Selection — : : Web Server (IIS) provides a Server Selection PR, (anzcement Tool Management Tools provide
e e ol iger vt P o
[™ Application Server Web application infrastructure, e ¥ 1S Management Console o server that runs IS 7. You can use
i = o b I~ IS 6 Management Compatibility lt:: E:ﬁ :’Ue::cp; :;mmand—
Web Server Role (I5) [ DNS Server Web Server Role (IiS) I 1IS Management Seripts and Tools s

3 the Web server. You can also edit
Roke Services = N eeocmensevice || the configuraton fes directy

Confirmation I File And Storage Services (Installed) Confirmation 4 ¥ Web Server
- v 4 ¥ Common HTTP Features
[~ Netwark Policy and Access Services ~ D_eh't Wm
[™ Print and Document Services [ Directory Browsing
[~ Remote Access W HTTP Errors
[™ Remote Desktop Services ¥ Static Content
[ Volume Activation Services I™ HTTP Redirection

I™ WebDAV Publishing
4 [V Health and Diagnostics

- —

™ Windows Deployment Services M
I™ Windows Server Update Services o < " [>]

[<Beiows | [Met> | [ 1ot | [ Concel | [<Previous | | Nea> | | insal | [ Concel |

4. Man hinh Role Services screen lwa chon nhu hinh
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Cai dit 11S

«*  Click Next and then Install to finish the basic installation of 1S 8.0

i Local Server
li All Servers
#§ File and Storage Services P

IS

sl

Server Manager * Dashboard

ROLES AND SERVER GROUPS

i File and Storage

1 io u{.,_,) 1

Services
s
@ Manageability @ Meredeability
Events Events
Performance Services
BPA results Performance

i Local Server

@ Manageability

Events

- Services

Performance

BPA results

BPA results

1 .i All Servers 1

@ Manageability

Events

- Services

Performance

BPA results
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Xuit ban Website

’0

’0

% Xuat ban nhiéu Website st dung n

% Xuat ban mot WWebsite trén mot Web server

N1€u cOng

\/

% Xuat ban nhiéu Website str dung F

’0

% Cau hinh bao mat cho Website

< Demo: Xuit ban ebsite

2

oSt name
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Xuat ban mot Website trén mot Web server

< Trén mo6i may cha web chi c6 duy nhat mot website duoc
* phat hanh.
< Céac dic diém:
» O CO thé truy cap website ndy bang nhiéu tén mién hoic nhiéu
e dia chi IP khac nhau.
- O Cung cap trén mot cong Xac dinh mic dinh la 80
» 11 Khong bat buoc phai co dich vu DNS.

« 0 CO thé thiét lap cac thudc tinh co ban cho mot website

* trén webserver nay

20




Xuat ban nhiéu Website sit dung nhiéu cong

o Trén moi

may chu web cd thé phat hanh nhiéu website

« cuing lUc trén cac cong khac nhau.

< Cac dac diém:
« O CO thé truy cap cac website nay bang nhiéu tén mién hoic

» nhiéu dia chi IP khac nhau.

» 0 Moi we
« (1 Khong
- O Pé truy

psite duge cung cap trén mot cong xac dinh

hat budc phai co dich vu DNS.

cap VA0 mot website ban phai cung cap cong phat

e hanh cua website do.

21




Xuat ban nhiéu Website sit dung Host name

< Trén moi may chi web co thé phat hanh nhiéu website
* cung luc véi cac Host name khac nhau.
% Cé&c dac diem:
» O Co thé truy cap cac website nay bang tén mién tuong tng voi
» website can truy cap.
» 0 C4c website phat hanh trén mot cong mic dinh 80
» 0 Bit budc phai c6 dich vu DNS

« O Dé truy cap vao mot website ban phai cung cap tén mién

* trong Urng cua website do.

22




Cau hinh bio méat cho Website

< Tong quan vé bao mat trong 11S

1. Yéu cau

> [ May cha web }
= b -
) 8 ) |

3. Kiém tra quyeén




% Trong demo nay, ban sé& thay cach:
O Xuat ban mot Website trén mét \Web server
O Xuat ban nhiéu Website st dung nhiéu cong
O Xuat ban nhiéu Website sir dung Host name
3 Cau hinh thu muc ao (Virtual directories)
3 Cau hinh bao mat cho Website

24



¢ Cac cong cu quan tri 11S
¢ Sur dung cong cu IS Manager
s Quan tr1 11S tur xa

25



Cac cong cu quan tri IlS

el ISHIVianager

Command Line _  appcmd

< Quan tri IS vaASPNET

% Hién thi dit liéu thoi gian thuc

% Uy quyén quan tri

% Str dung cdng cu nao phu hop véi nhu cau quan 1y ctia ban

26



Quan tri 1S twr Xa

¢ Quan tr1 1S tir xa la mot dich vu trong 1S cho phép ban ¢co

thé quan trj 1S tir xa qua web.
< Cac dac diém:

Q Phai cai dit bo sung Management Service vao 11S va cau hinh cho

dich vu nay.
A Kich hoat chirc nang quan tri tir Xa.
O Xé&c dinh cac may tinh duoc phép két noi tir xa.
3 Thiét 1ap khoi dong dich vu tu dong.

27




ROLES AND SEAVER GROU

e

P File and Storage
Services
) Manage

i Dashboard

ii File and Storage

|

LOCH

Server

All Servers

Uo—a

| s

|

Services b " o 4 . s

Add Roles and Features
Restart Server

Computer Management

Windows PowerShel
Configure Network Adapter Tearmung

Configure Windows Automatic Feedback

Internet information Services (I1S) Manager
EVENTS 1™
W
Start Performance Counters
Retresh

Copy

LW

16AM 00133

W00

D0RDS-AATTS (Actvated)

v 28D



Str dung cong cu IIS Manager

€@ » SERVER-1 » Sttes » Default Web Site »

il LML
&5 Start Page

'« Application Pools
G S i
@ Default Web Site|

ks

Cay bo cuc

4 93 SERVER-1 (SERVER-1\Adminis

0 Default Web Site Home

Filter: + ¥ Go - FShow All | Group by: Ares - .

s

Error Pages

| = . (1o =
= A ¥ & §
Logging MIME Types Modules Output Request  SSL Settings
Caching Filtening

Management

B

Configurat.,,
Editor

tinh nang tap trung

E & &

Handler HTTP
Mappings Respon...

IE Features View |i- Content View

3 Explore
Edit Permissions,—
Edit Site
Bindings...

| Q Basic Settings...

View Applications
View Virtual Directories

Manage Website
© Restant
b Stant
| Swop

Browse Website
[€ Browse %80 (http)

Advanced Settings...

53

o

o

o

o

Mot cdng cu - cau hinh ca hai
1S va ASPNET

cung cap cho quan tri may
chu va chu s¢ hitu website

Diéu khién quan tri tir xa qua
HTTP

Ho trg quan ly mo rong

Configure

Limits...

® Hep

Online Help

29




€& » SERVER-1 » Sites » Default Web Site » 3 RO

Default Web Site : 1isstart.htm.

|
% 0 Default Web Site Content

Q- |2 |8 @ ‘Defauit Web Site' Tasks -
- san o e — T T T (™ c:\inetpub\WWWRoot\
- { | Group by: No Grouping
495 SERVER-1 (SERVER- T\Adminis [T Switch to Features View
D Application Pools Name Type =
4 (W] Sites | Bkg-gry.jpg JPEG image B Eploce
| Default Web Site Bis-8.png PNG image Edit Permissions...
Emm [Q :NTDM“ @ Add Application...
& msweb-brand pag g 7 Add Virtual Directory...
s/ ws8-brand.png PNG image
Edit Bindings...
> Restart
P Sun
B Sp
Advanced Settings..,
Refresh
X Remove
@ vep
Online Help
| (e [ Comen e |

45 AM
12812012

D SE
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http://localhost/iisstart.htm

% q SERVER-1 (SERVER- ; Lhnﬁh:;:.:ﬁu“hﬂhm*o”l-m“nwﬂsam

"SI ' Default Document
Ny st Page
1 Apphcation Poals
o N Sees Name
@ Dot Wets Sae Osfoultm
Default asp
e bam
s bami
wtart htm
] [ et e i Comtnt View
Configuestion. Default Web Ste web.confiy

Entry Type

1

<html>
<head>
<title>Hello World!</title>
</head>
[ e | <body>
m:- J <hl>Hello World!</hl>
E <p>This is a Hello World! HTML file.</p>
A </b0dy>
Ruih N </html>
@ tep
o — — o
Hello World!
This is & Hello World! HTML file

31



Hypertext Transfer Protocol Secure (https)

< La mot sy két hop gitra giao thic HTTP va giao thtc bao
mat SSL hay TLS cho phép trao doi thong tin mot cach bao

mat trén Internet.
% Puoc dung trong cac giao dich can tinh bao mat cao

HTTPS
PP username: abc
ﬁ password: 123
. ~ username: |@#%
WORAA password: )(*&AA

Luu trir Web

32




So sanh gitra HTTPva HTTPS :

Normal HTTP (80) Active Directory Certificate
- Services (ADCYS) la dich vu dung

dé sinh ra va quan Iy cac chiing chi
-l
Frmrieny

sd ( Certificate ) trén hé thong st
Insecure connection dung C(’jng nghé Public Key

User

Nang cap tir http 1én https
— Secure HTTPS (443)

User

-b-—ﬂ—d

Encrypted connection

SSL Certificate

33



< Gibi thiéu vé dich vu FTP
< Cai dat FTP
< CAu hinh dich vu FTP
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> FTP1a dich vu truyén tap tin tir may ndy sang may khac trén mang inetnet va
Mang cuc bo
> FTP sir dung dich vu ctia TCP, né can hai két n6i TCP.
v' Két n6i dicu khién: sir dung cong 21
v' Két n6i truyén dit liéu: str dung cong 20

User
[ ]

User
interface

process

Control connection

Control
process

Data connection

Client Server

35



Select server roles

Bafore You Bagin
Instaliation Type
Server Selection
[ servernoes |

Features
Web Server Role (15)

Roke Services
Confirmation

Select one or more roles to install on the selected server
Roles

[7] Active Directory Rughts Management Services
[ Application Server
v DHCP Server (installed)
(@ DNS Server (Instatied)
] Fax Server
b (¥ File And Storage Services nmtatied)
[ Hyper-v
[1] Network Policy and Access Services
(] Print and Document Services
[[] Remote Access
[7] Remote Desktop Services
Volume Activation Servces

] Windows Deployment Services
[ Windows Server Update Services

(< Praviona ] [

Select role services

Before You Begin
Instaliation Type
Server Selection
Server Roles
Features

Web Server Role (1S)

Confirmation

Select the role services to install for Web Server (IIS)

Role services

—

[C] 1S Chent Certificate Mapping Authenticatic
[C] P and Domain Restrictions

(] URL Authorization

[C) Windows Authentication

b [ Applcation Development

| <Previous | | Next> |

[_intat | [T Coneat ]
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< Tao thu muc C\FTPSite va file C:\FT "

| General | Sharing | Security

< Tiép dén 14 tao user va cap quyén cho us
« L1 Username: ftp@domain4l.com

* password: ftp123

* [ Username: svi@domain4l.com

* password: sv1234

- 4 Right click thw muc CA\FTF
nguoi dung

« >ftp quyén Full, svl quyén Read

Object name:  CAFTPSite

Emup Or User names:

Tao change pemissions, click Edit.

Femissions for ftp

Full control

Maodify

Read & execute
List folder contents
Fead

Write

AT N UL NN

For special permissions or advanced settings, | Advanced

click Advanced.

oK

|| Cancal || foply
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mailto:ftp@domain41.com
mailto:sv1@domain41.com

Ciu hinh FTP

4

L/

L)

» Tai Server Manager => I1S => Click phai chon 1S Manager
Vao FTP Sites \ Click chuot phai Ien FTP Sites \Add FTP Site...

Path: C:\FTPSite

Add FTP Site

g Site Information

FTP site name:
|FTP sitq

Content Directory
Physical path:
| CAFTPSite

o
2
< ? A - -
% rong cua so Ite Creation Wizard, chon Next
* .
1 .
’ . L | - | ] -
% Ite Name Ite SICa
‘ L | ’
e Internet Information Services (IIS) Manager = | O[T
® [ > SERVERLT » Sites » @y @
File View Help
' @) sit '
= Ites
- 7|8 g & Add Website...
45 Start Page . Set Website Defaults...
R Filter: - G =1 Show All | G by: -
483 SERVER4T (DOMAINAT\Adrministrator) e o " gshowAll | Sroupby: No Grouping g
‘::" Application Pools Mame * D Status Binding Path A .‘E"'
413 Sites @ Default Web Site 1 Started (ht.. %443 (HTTES),%80 (http) CAing || SetFTP Ste Defauits.
D@ &  Add Website... @-Tam 4 Stopped (f..  192.168.2.100:21: (ftp) Chab || @ Help
D@ gwebTHQTM 2 Sterted (ht.. www.domaindl.com on %80 (http)  Ciine
: i3 Refresh
b
&  Add FTP Site...
{72 Switch to Content View
<
. - Content View
Ready eﬂ




o Binding and S5L Settings

Binding
IP Address: Port:
|192.168.2.‘|D|] v| |21

[ ] Enable Virtual Host Names:

Virtual Host (example: ftp.contoso.com]:

B ftp.domaind4l.com R

[¥] Start FTP site automatically

5L
® MoSsL

O Allow S5L
) Require 551
551 Certificate:

|Nut Selected

o Authentication and Authorization Information

Finish

‘ ‘ Cancel

Authentication
[] Ananymous
[ Basic

Authorization

Allow access to:

‘ Specified users v |

‘administlator |

Permissions
[ Read
[v] Write

Previous |
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File Wiew Help

Q-Hiz 8

P % Start Page

495 SERVER41 (DOMAIN4T\Administrator)
----- @ Application Pools
4-[@] Sites

... Default Web Site

- webTHOTM

b &l FTP Site

o FTP Authorization Rules

Mode Users Roles Permissions
Allow swl Read

Allow ftp Read, Write
Allow administrator Read, Write

Right click chon add

Allow Rule -> thém nguoi
dung truy cap FTP

Configuration: 'applicationHost.config’

€ » SERVER41 » Sites » FTPSite » 54

Add Allow Rule...

Add Deny Rule...

Edit Feature Settings...

o Help
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€- |28

| Start Page
493 SERVER41 (DOMAIN41\Admin
{2 Application Pools
4@ Sites
&P Default Web Site
P webTHQTM
b & FTP Site

Filter:

“ FTP Site Home

+ W Go - (g Show All | Group by: Area

FTP
o
'I. FTP) [FTR)
FTP FTP

b =
W™  °m

FTP  FTP Request

Messages Filtering
Management

Configurat...
Editor

£,

> @

FTP Current FTP Directory FTP Firewall FTP IP
Authentic... Authorizat.. Sessions

o

FTP S5L
Settings

Browsing Support  Address a...

MIFTR]
FTP User
Isolation

| Explore

Edit Permissions...

Edit Site
Bindings...

View Applications
View Virtual Directories

Manage FTP Site
Restart
Start

Stop

Advanced Settings...

Help




| 5 @) Suggested Sites v 2] Web Slice Gallery v

_] @ FTP root at ftp.domaind1.com [ ]

vig Gv Page v Safety v Toolsv‘v

FTP root at ftp.domain41.com

To view this FTP site in Windows Explorer, click Page, and then click Open FTP Site in Windows Explorer.

03/11/2018 03:39PM 0 Hello.txt

@ To log on to this FTP server, type a user name and password.

FTPserver:  ftp.domain41.com

Username:  fip@domaind1.com

Password: 1y

After you log on, you can add this server to your Favorites and return to it easlly.

[7] Log on anonymously

-~

Mo trinh duyét IE.

ftp://192.168.X.100 (Pia chi

cuia Server)

Vi du: ftp://192.168.2.100 (
ftp://ftp.domain41.com)

-

Done

& Internet | Protected Mode: On

G

®100% v
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