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Tong quan vé Windows Firewall.

Windows Firewall with Advanced Security.

Cau hinh cac qui tac Firewall.

Cac qui tac bao mat noi keét.

Giam sat Windows Firewall with Advanced Security.
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Twong lira (Firewall) la gi?

< Tuong ltra (Firewall) 1a mot hé thdng an ninh mang, cO thé
dua trén phan cirng hoac phan mém, st dung cac quy tac dé
kiém soat traffic vao, ra khol hé thong.

< Tuong lra hoat dong nhu mot rao chan gitta mang an toan va
mang khong an toan

¢ Mot khi ban da xem xét bao vé vat ly cho cac may chu cua
ban, ban can bat dau quan tam téi cac con duong chinh co thé
Xam nhap vao mang cua.



Tac dung cua tuwong lira

< Mot s6 mdi nguy hiém ma tuong hira co thé bao vé chong
lai dwoc nhu sau:
A Ung dung mang quét cac cong khong c6 bao v¢, dé ké tan cong
co thé sur dung dé truy cap vao hé thong.
3 Ung dung trojan horse m& mot két noi t6i mot may tinh trén
Internet, cho phéep ké tan cong pén ngoai chay chuong trinh va
truy cap dir liéu luu trix trén hé thong.




Windows Server 2012 Firewall

< Windows Server 2012 bao gom mot chuong trinh tuong lua
duoc goi la Windows Firewall, dugc kich hoat mac dinh
trén tat ca cac hé thong Windows Server 2012,

< Theo mic dinh, Windows Firewall chin hau hét cac giao
thOng mang xam nhap vao may tinh.

< Tuong lra hoat dong bang cach kiém tra cac ndi dung goi
tin vao/ra cua may tinh va so sanh thong tin voi cac quy
tac, tir d6 xac dinh céc goi tin duoc phép di qua tuong ltra
va gol tin nao bi chan.
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Windows Firewall with Advanced Security

o

» Windows Firewall with Advanced Security la gi?
» Windows Firewall with Advanced Security Console
Cac loai firewall profile
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Cau hinh profile




Windows Firewall with Advanced Security la gi?

< Windows Firewall with Advanced Security 12 mot su két
hop gura firewall ca nhan (host firewall) va IPsec, cho phep
ban cau hinh dé loc cac két noi vao va ra trén hé thong.

< Cung cap mot giao dién manh mé hon dé quan Iy cac chinh
sach tuong ltra mot cach chi tiet.

< Puoc str dung dé quan Iy Windows Firewall dya trén cong,
dich vu, rng dung, va cac giao thic.



Windows Firewall with Advanced Security Console

< CO0 thé dugc sir dung dé quan Iy cac linh vuc sau:

1 Cac quy tac vao (Inbound rules)

1 Cac quy tac ra (Outbound rules)

1 Cac quy tac bao mat két noi (Connection security rules)

1 Giam sat (Monitoring)

1 Outbound traffic (luvu luwong giri di) 1a luu luong truy cap duoc
tao ra tir may chu huodng to1 internet

 Inbound traffic theo hudng nguoc lai




Windows Firewall with Advanced Security Console

Windows Frewall with Advanced Security

File Action View  Help

Y

ﬂ ALV IR GG LIS BT gl indows Firewall with Advanced Security on local Computer Actions
“ Inbound Rules

WindowsFHrewall withAdvanced ... ®

2] Outbound Rules ‘

. Windows Rrewall with Advanced Security provides network security for Windows computers. ;

¥ Connection Security Rules VP v P Import Policy...
4 E_J._., Monitoring fl| ExportPolicy..

«  Firewall QOverview Restore Default Policy
Connection Security Rules

0 &ecurity Associations Domain Profile is a Diagnose | Repair
i :
Main Mode @‘ W ndows Rrewallis on. View
QuickMode O hbound connecbns that do not match arule are blocked . Refresh
efres

0 Outbound connections that do not match a rule are allowed.

0

Properties

6 Help

Private Profile
@ Windows Rrewall ison.
Q hbound connecbns that do not match arule are blocked .

0 Outbound connections that do not match a rule are allowed.

Public Profile
@ Windows Rrewallis on.

Q hbound connecbns that do not match arule are blocked.

0 Outbound connections that do not match a rule are allowed .

C:J Windows Rrewall Properties

I
Getting Started

Authenticate communications between com puters

Create connection security ries to specify how and when connections between computers are authenticated and
protected by using hternet Protocol security (IPsec).

C] Connection Security Rules

View and create firewall rues

Create firewall rues to allow or block connections to specified programs or ports. You can also allow a connection only if
11 > s ut enlcate?.orif omestroman auth rizedus .g up. r computer. Bydef u .in.bo ndc?"necti? sare. .. . v




Cac loal firewall profile

¢ Windows Server 2012 co6 ba loai firewall profile sau:
3 Domain: nhitng luu lwong mang c6 thé phat hién duoc
bd diéu khién mién (Domain control) va gia nhap
VAo mien.
3 Private; Iuu lugng mang dén va di tir cac server cuc bd
noac mang cuc bd
A Public: Ivu luong mang khong phai tir mang cuc bo (vi du
mang \World Wide WD)
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Cau hinh profile

< Khung State cau hinh céc loai:
* 1 Firewall state

(1 Inbound connections
e ] Outbound connections

N/

< Khung Settings ban c6 thé cau hinh cac thiét 1ap dé dicu
» khién mot s6 hanh vi cta tudng lua.

< Trong khung Logging ban c6 thé cau hinh mdt so tiy chon

» cho viéc ghi vét ctia Windows Firewall.
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% Céc thudc tinh ctia mot qui tac Firewall
 Tao mot qui tac Firewall
0 Demo: Tao mét qui tac Firewall

12



Cac thudc tinh ciia mdt qui tac Firewall

< Tab General: cho phép ban co thé thay doi tén, md ta, kich
hoat hoac vo hiéu hoa va cac Actions:

J Allow the connections.

1 Allow only secure connections.

 Block the connections.

< Tab Programs and Services: cho phép ban cd thé thay doi
chuong trinh hoac dich vu trong qui tac.

< Tab Users and Computers: cho phép ban cé thé cau hinh qui
tac dé ap dung cho nguoi dung nao do6 hoac may tinh cu the.
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Cac thudc tinh ciia mdt qui tic Firewall

‘0

¢ Tab Protocols and Ports: cho phép ban c6 thé cau hinh loai
giao thirc va cong cho qui tac.

% Tab Scope: cho phép ban co thé thiét 1ap dia chi IP ndi bo
Local IP address va dia chi IP tir xa Remote IP address cho
pham vi qui tac.

< Tab Advanced: cho phép ban c0 thé thiét 1ap cac profile va
cac loai két noi (interface type) sé str dung trong firewall
qui tac nay.
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Tao mot qui tac Firewall

< Rule Type: co thé cau hinh:
4 Program: Qho phép kiém soat truy cap vao va ra doi véi mot chuong
trinh cu thé.

3 Port: cho phép cau hinh qui tic dua trén s6 cong TCP hoic UDP

J Predefined.

d Custom.

< Program: c6 thé cau hinh:
d All programs.

d The program path.

1 Services.
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Tao mot qui tac Firewall

% Protocol and Ports: c6 thé cau hinh:
3 Protocol type: thiét 1ap kiéu giao thuc dé ap dung cho qui tac nay.
 Protocol number.
3 Local Port; day l1a cong trén may chu ma qui tac duoc sir dung.

0 Remote port; day Ia cong trén may tinh khac.

 Internet Control Message Protocol (ICMP) settings:

< Scope: ban c0 thé thiét 1ap dia chi IP noi bo va tir xa dén
qui tac ap dung.
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Tao mdt qui tac Firewall

< Action: c6 thé cau hinh:
3 Allow the connection: tao qui tac Allow,

3 Allow the connection if it is secure: cho phép két ndi néu c6 mot
chinh sach IPSec cho phép hai diém endpoint thiét l1ap mot két noi
an toan.

3 Block the connection: tao qui tac Deny.

< Users and Computers: ban cO thé chon nguoi dung hoic
may tinh co thé két nol.

< Profile: thiét 1ap profile ma ban muon ap dung cho qui tac.
< Name: ban c6 thé nhap tén qui tac va thong tin cha thich.
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Tao mot qui tac bao mat noi ket

< Rules Type: chon kiéu qui tiac bao mat ndi két phu hop.

N/

< Requirements: xac dinh thoi diém muon thuc hién thao tac
Xac thuc.

&

*

®

» Authentication Method: chi dinh mt phuong phap xac
thuc phu hop.

&

®

* Profile: ban chon cac profile phu hop.

®

<&

L/

L)

» Name: nhap tén cua qui tic bao mat noi két.
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Giam sat Windows Firewall with Advanced Security:.

< Giam sat (Monitoring) la thanh phan cho phép ban
theo doOiI hoat dong cua cac qui tac firewall va qui tac
bao mat no1 két.

< Man hinh chinh cia Monitoring s& hién thi thong tin
chi tiét vé cac profile dang hoat dong.

< CONn néu ban chon muc Connection Security Rules,
danh sach cac qui tac bao mat ndi két vaoi thong tin chi
tict trong tng s¢€ xuat hién.
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Demo: Tao mdt qui tac bao mat noi két

\/
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Step 1: Vao Server Manager -> click Tools va chon Windows Firewall with

Advanced Security.
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File Action View Help

= @

W Windows Firewall with Advanced Securit
2 Inbound Rules
B} Outbound Rules
% Connection Security Rules
4 B Monitoring
Bl Firewall
B Connection Security Rules
4 f} Security Associations
) Main Mode
) Quick Mode

Windows Firewall with Advanced Security on Local Computer

‘ Windows Firewall with Advanced Security provides netwark securty for Windows computers.

Overview

Domain Profile is Active

@ Windows Frewal is on,

@ Inbound connections that do not match a e are blocked.
@ Outbound connections that do not match a ruie are allowed.
Private Profile

@ Windows Frewal is on,

@ Inbound connections that do not match a e are blocked.
& Oubound connections that do not match a nde are allowed

Public Profile

@ Windows Frewal ia on,

(O ibound connections that do not match a rule are blocked.
@ Outbound connections that do not match a e are allowed

B} Windows Frewal Properties

Getting Started
Authenticale communications belwoon compulers

Create connection security nues o specify how and when connections between computers ane authenticated and
protected by using Intemet Protocol securty (IPsec).

Connection Securty Fules

View and create hrewall rules

Craate firewall nubes to allow or block connections to specfied programa or ports. You can also allow a connection only i
! Is authenticated, or ¥ t comes from an suthorized user. group. or computer. By defau, inbound connections are

| Actions
| Windows Firewall with Advanced .. ~
| Import Policy...
4s] Export Policy..
Restore Default Policy
Diagnose / Repair
View
6 Refresh
[] Properties
H Hep
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| @ Actrve Direcrory Domain Cortroller - Ec..  Actve Directory Dormain Ser.. A8
.mwo@mm-&. Actrve Dwectory Domamn Ser.. AR

@) Active Directory Domain Controfler - LD
& 2ctive Directory Domain Controlier - LD
@ 2ctive Directory Dormain Controlier - LD
@ Actrve Direcrory Dormain Comtroller
| @ Active Direcrory Domain Controfler
.mmmm
@ Actree Dwrectory Comain Controlier

SA.
Sec..

Active Drectory Dommain Ses.
Active Dwectory Domain Ser._
Active Dewrectory Doman Ser._

Active Dwrectory Doman Ser.
Actrve Diwrectory Doonan Ser..

Net.. Actve Dwectory Domam Ser.. A2

& Active Directory Domain Controller (RPC)  Active Directory Doemain Ser. A3
Qmmmwm Actrve Directory Domam Ser.. A8
& 2ctive Directory Webd Services (TCP-in) Active Directory Web Services Al

BranchCache - Hosted Cach

30-in) SranchCache - Peer Dscove.. AN
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COM- Network Access
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Core Networking
Core Netweoriung
Core Networiung
Core Networlong
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Core Networiong
Core Networiong
Core Networtung
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Right-clicking a rule will allow you toggle enable/disable.

Yes

No
No
No
No

Yes

Yes
Yes
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Yes
Yes
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File  Action View Help

= = | = H [

g Windows Firewall with Advanced Security on Local Co
Inbound Rules
E® Outbound Rules
!E Cennection Security Rules
[ % Muonitoring

Inbound Rules I Actions

Prcrflle

@ Metwork Discovery (Pub-WSD-In)

File apd Drintar Sharino (Ecbho Reoest - [(C - ) File and Printer Sharing
Enable Rule uest - [CMPwB-In) agd Printer Shanng
@Filea DP-In) 2
Gres co o Right click-> chon
@Filca Delete n-ln
@Filea =rvice - RPC) AT TR T =
0 File arm d =rvice - RPC-EPMAP]) File and Printer Sharing All
. File and Printer Sharing owver SMEBDirect (iWARP-In} File and Printer Sharing over... All
e File Replication (RPC) File Replication Al
@ File Replication (RPC-EPMAP) File Replication All
0 File Server Rermote Management (DCOM-In) File Server Rermote Manage...  All
0 File Server Rermote Management (SME-In} File Server Rermote Manage...  All
e File Server Remote Management (WHMI-In) File Server Remote Manage...  All
0 FTP Server (FTP Traffic-1n) FTP Server Aldl
0 FTP Server Passive (FTP Passive Traffic-In) FTP Server All
0 FTP Server Secure (FTP S5L Traffic-In) FTP Server All
. iSC5l Service (TCP-In) iSCSl Service All
0 Kerberos Key Distribution Center - PCR (TCP-In) Kerberos Key Distribution C...  All
e Kerberos Key Distribution Center - PCR (UDP-1In} Kerberos Key Distribution C... All
0 Kerberos Key Distribution Center (TCP-In) Kerberos Key Distribution C... All
0 Kerberos Key Distribution Center (UDP-1n) Kerberos Key Distribution C...  All
. Key Management Service (TCP-In) Key Management Service Al
0 Microsoft Key Distribution Service Microsoft Key Distribution 5. All
0 Microsoft Key Distribution Service Microsoft Key Distribution 5. All
. Metlogen Service (MP-In) Metlogon Service Al
. Metlogon Service Authz (RPC) Metlogon Service All
0 Metwork Discovery (LLMMNR-UDP-In) Metwork Discovery Al
e Metwork Discovery (MB-Datagram-In) Metwork Discovery Al
e Metwork Discovery (MB-Mame-In) Metwork Discowvery All
Metwork Discovery All

Enakled

BEXi a0

[<] m [ [=]

[<] m |

[>]

44 4B

B R

Mew Rule...
Filter by Profile
Filter by State
Filter by Group

y ¥ v v

View
Refresh
Export List...
Help

Enable Rule

Copy
Delete

Properties
Help
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s Step 1: Menu Inbound Rules /Outbound Rules — click “New Rule”.

a;

Actree Directory Domsen Ser
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Active Duwectory Domaen Sex
Actrve Drectory Damaen Ser .
Active Dirsctory Doman Se=
Actrve Dunctory Damen Ses
Actree Duwctory Damem See
Actece Dwnctory Doman Ser
Astree Directory Domam Ser

@ 2ctren Diectory Wb Servoces (TCP-in) Active Dwectory Web Servces

@ BrancrCache Content Retraval (HTTPin)  BiamchCache - Comtne Rets

@ BranchCache Hosted Cache Server (NTT.. BuanchCache - Hosted Cach.

@ FranchCache Peer Ducovery (WSD-in) BranchCache - Peer Dacove..

@ COM- Nemmork Access (DCOM-#n) COMe Network Accen

@ COM- Remote Admemstration [DCOM-In)  COMe Raynote Ademntrati...

€ Core Metworkmgy  Destination Usveschs  Care Networbing

‘Cmm-mm.. Core Networting

€ Core Networking - Dynamic Host Canfig..  Core Netwonking

€ Core Networking - Dynamuc Most Confag.  Core Networking

@ Core Networkong - internet Group Mana. Core Netwerking

.mm-mnow Core Netmorting
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¢ Step 2: chon Port -> click Next.

Rule Type

Select the type of firewall rule to create.

Steps:

Protocol and Ports
Action
Profile

MName

What type of rule would you like to create?

) Program
Rule that controls connections for a program.

® Port
Fule that controls connections fora TCF or UDP port.

) Predefined:

|Pu::tive Directory Domain Services

Fule that controls connections for a Windows experience.

() Custom
Custom nule.
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< Step 3: chonTCP/UDP dién Port can mé& (hoac danh sach cac Port) -> click
Next

Protocol and Poris
Specify the protocols and ports to which this rule applies.

Steps:
@ FRule Type ?
'+ Protocsl and Pors & e Mo Port
@ Action ) UDP VU W
@ Profile
@ Mame

Does this rule apphy to TCP or UDP?

Does this nule apply to all local ports or specific local ports?

() All local ports
® Specific local ports:
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% Step 4: Chon Allow the connection -> click Next.

What action should be taken when a connection matches the specfied conditions? When does this nie apply?

* Allow the connection nD 60 \

This includes connections that ected wth [Psec as wel as those
are prot as wed as are Apples when a computer is connected to ts comporate domain

) Alow the connection if it is secure

 Private
This ncludes connections that have been authenticated IP: Connections
Muma:mmumnlmammwb:%m Applies when a computer is connected to a private network location, such as a home
Rule node. or work place
v Public
K Aoplies when a computer is connected 10 a public network location. j
Block the connection
Bk ) tet> D[ o] <Bock [ Met> )| Coca |

Step 5: chon profiles cho rule -> click Next.
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< Dién tén va mo ta cua Rule -> click Finish.

Name
Specify the name and description of this rule.

Steps:
Rule Type
Protocol and Ports
Action

Profile Name:
|Port 80

MName

Description (optional):
Allow port 80 inbound on all connections
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< Tao mdt qui tac bao mat ndi két cho cac dich vu sau:
a WWW (TCP: 80)
[ DNS (TCP:53, UDP: 53)
0 DHCP (UDP: 67, 68)
Q FTP (TCP: 20, 21)
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Coidione. e prtetyourPCwith Windos Firevel Allow aps o communiat though Windows Freval
Windows Frewall can help prevent hackers or malicious software from gaining aceess to your PC through the Toadd, change, or remove allowed apps and perts, click Change settings. _ _
x;m% ST What are the risks of allowing an app to communicate! ’ §CWW l
5 Change notficatonsetings I' Domain networks Connected @ Mowed apps ind features:
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File Action View Help

= 2 = B@

&P Windows Firewall with Advanced Security on Local Com

&3 Inbound Rules
K3 Outbound Rules

# Connection Security Rules
4 ™ Monitoring
Bl Firewall
8 Connection Security Rules
4 ) Security Associations
L) Main Mode
|} Quick Mode

| < | n

Name

@ ONs (UDP, Incoming)
@ RPC (TCP, Incoming)
€ RPC Endpoint Mapper (TCP, Incoming)

(O File and Printer Sharing (Echo Request - ..
© File and Printer Sharing (Echo Request - |...
@ Fite and Printer Sharing (Echo Request - I..
@ Fite and Printer Sharing (LLMNR-UDP-In)
@ Fite and Printer Sharing (NB-Datagram-In)
@ Fite and Printer Sharing (NB-Name-In)

€ Fite and Printer Sharing (NB-Session-In)

€ File and Printer Sharing (SMB-In)

@ File and Printer Sharing (Spooler Service -...
@ Fite and Printer Sharing (Spooler Service -...
@ File and Printer Sharing over SMBDirect (i...
@ Fite Replication (RPC)

@ File Replication (RPC-EPMAP)

eFile Server Remote Management (DCOM...
€ File Server Remote Management (SMB-In)

Al

@ F1P Server (FTP Traffic-In)
Q) F1P Server Passive (FTP Passive Traffic-In)
€D FTP Server Secure (FTP SSL Traffic-In)

@ Kerberos Key Distribution Center - PCR (..,
) Kerberos Key Distribution Center - PCR (...
€ Kerberos Key Distribution Center (TCP-In)
€ Kerberos Key Distribution Center (UDP-In)
@ Key Management Service (TCP-1n)

€ Microsoft Key Distribution Service

€ Microsoft Key Distribution Service

@ Netlogon Service (NP-In)

@ Netlogon Service Authz (RPC)
Qmmm Discovery (LLMNR-UDP-In)

Group Profile  Enabled  Action
DNS Service All Yes Allow
DNS Service Al Yes Allow
DNS Service All Yes Allow
File and Printer Sharing Public  Yes Block
File and Printer Shanng Domai... No Block
File and Printer Sharing All Yes Allow
File and Printer Sharing Al Yes Allow
File and Printer Sharing Al Yes Allow
File and Printer Sharing All Yes Allow
File and Printer Shanng ANl Ves Allow
File and Printer Sharing Al Yes Allow
File and Printer Sharing All Yes Allow
File and Printer Sharing All Yes Allow
File and Printer Sharing over... All No Allow
File Replication Al
File Replication Al
File Server Remote Manage...  All
File Server Remote Manage... Al

All

All

Al

<| n

All
All
Al
Al
Al
All
All
Al
Al
All

ﬁ

3‘335555?2—?:?35:?EGGE???EE??&?GG?E;
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" i

WM R R R R R R RN DR

v

& NewRule..

T Filter by Profile

T Filter by State

¥ Filter by Group
View

@ Refresh

% Eport List...

Help
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File Action View Help

== 7 slﬂ

9 ot Sty €

Profile

4 ™, Monitoring
M Firewall

% Connection Security Rules
4 £} Security Associations
") Main Mode
|| Quick Mode

Connection Security Rules

<J

Name Group
°Con Networking - Packet Too Big (ICMP... Core Networking
@ Core Networking - Parameter Problem (I... Core Networking
©core Networking - Router Advertisement... Core Networking
@ Core Networking - Router Sclicitation (IC... Core Networking
@ Core Networking - Teredo (UDP-Out) Core Networking
OCore Networking - Time Exceeded (ICMP... Core Networking
@ DHCP Server Failover (TCP-Out) DHCP Server Management

€ A Outgoing (TCP) DNS Service

@ Al Outgoing (UDP) DNS Service

© File and Printer Sharing (Echo Request - |... File and Printer Sharing
O File and Printer Sharing (Echo Request - |... File and Printer Sharing
@ File and Printer Sharing (Echo Request - |... File and Printer Sharing
@ File and Printer Sharing (LLMNR-UDP-Out) File and Printer Sharing
©File and Printer Sharing (NB-Dstagram-O... File and Printer Sharing
@ File snd Printer Sharing (NB-Name-Out)  File and Printer Sharing
@ File and Printer Sharing (NB-Session-Out)  File and Printer Sharing
O Eile and Diicie: MO Ele aodBrices b

.Diwibund Transaction Coordinator (TC... Distributed Transaction Coo..,

Al
All
All
All
All

Public
Al
Al
All
Al
Al

om Server (m ‘quﬁc-Out) FTP Server

@ Network omv«y (LLMNR-UDP-Out)  Network Discovery

@ Network Discovery (NB-Datagram-Out)  Network Discovery
@ Network Discovery (NB-Name-Out) Network Discovery
@ Network Discovery (Pub WSD-Out) Network Discovery
@ Network Discovery (SSDP-Out) Network Discovery
@ Network Discovery (UPnPHost-Out) Network Discovery
€ Network Discovery (UPnP-Out) Network Discovery
@ Network Discovery (WSD Events-Out) Network Discovery
@ Network Discovery (WSD EventsSecure-O... Network Discovery
@ Network Discovery (WSD-Out) Network Discovery
@ routing and Kemote Access (ORE-Uut)  Kouting and Kemote Access
@ Routing and Remote Access (L2TP-Out)  Routing and Remote Access

> || <] " |

All
All
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