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* Chinh sach bao mat

» Glam sat - Monitoring

» Ho tro khach hang- Hepldesks

* Du phong — Backup

» KhoOl phuc sau tham hoa — DisasterRecovery

» Nang cap va Bao tri - Upgrades and Maintenance
» Trung tam dit li¢u - Data center
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Chién lwoc la gi ?

Chién lugc 1a chwong trinh hanh déng, ké hoach hanh
dong duwoc thiér ké dé dat dwoc mét muc tiéu cu thé, 1a 6
hop cac muc tiéu dai han va cac bién phap, cac cach thuec,
con duwong dat dén cac muc tidu do.




Chinh sach bao mat

% An ninh mang (security) bao gom:
d DMZ

d Tuong lwa (Firewall)

Hé thong phat hién xam nhap (IDS)

Hé thong ngan chin xam nhap (IPS)
Phan mém diét virus

Hé thong chimg thue nguoi dung

d Ma hoa dir liéu

 Tai liéu bao mat

Chinh sach bdo mdt la cac mo ¢, cac quy dinh, cac quy
trinh ddm bdo an ninh mang nham bdo vé mdt muc tiéu cu thé
trong mang
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Chinh sach bao mat

% Phan tich rui ro an ninh, xac dinh c&c moi de doa (bén
trong, bén ngoai)

% Xay dung cac giai phap bao mat can chi y

1 Khong lam gian doan kha nang kinh doanh

1 Bao vé duoc tai san (muc tiéu bao ve¢)

1 Xac dinh chi phi thuc hién bao mat

1 Xé&c dinh chi phi phuc hoi sy ¢6

1 Phan tich chi phi lién quan dén su co an ninh lam gian
doan cong viéc kinh doanh




Chinh sach bao mat: M6 hinh mang

i ) DMZ

Enterprise
( P Internet
Network
&
Web, File, DNS, Mail Servers
Firewall P il ™
~ Enterprise
P Network
' — o~ ;— N - .

)
)
i

(  Internet —

i-i-i-illJ

Web. File, DNS, Malil Servers




Chinh sach bao mat - Firewall

% Tuong lura:

1 Hé thong ngan cach mang bén trong va bén ngoai

3 Loc gai tin theo :dia chi, giao thuc, dung luong, cong

0 Pam bao chat luvong dich vu mang QoS

% Heé thong canh bao tan céng (IDS):

1 Quan sat mang, quan sat goi tin trén mang

1 Canh b4o mot so hoat dong tan cong mang

0 Thong tin dén quan tri mang khi co tan cong

1 Tich hop véi tuong lira dé tu dong dap tra khi c6 tan cong




Chinh sach bao mat

< Phan mém diét virus

] Cal dat tai workstation

] Phat hién, tiéu diét cac loai virus

0 Phat hién tiéu diét cac phan mém doc hai

0 Bao vé Workstation trong qua trinh lién lac voi hé thong mang

% He¢ thong ching thuc nguoi ding

1 Quan ly thong tin ngudl dung

1 Quan ly chinh sach hoat dong nguoi dung
3 Quan Iy quyén han st dung tai nguyén




Chinh sach bao mat

< Muc tiéu bao mat Ia tiéu chi dau tién dé tién hanh xay
dung chinh sach bao mat

d Bao v¢ thong tin - dir liéu luu triv

1 Pam bao chat luong dich vu mang

1 Chong chiém dung tai nguyén

1 Bi mat thwong mai

1 Danh tiéng cia mot cong ty




Chinh sach bao mat

% Phong thu theo chiéu rong
0 Xac dinh vanh dai ngan cach cac phan tir can bao vé - Firewall
1 Nhugc diém dé bi xuyén qua ngoai ¥ muodn — théng
qua Wireless, dung chung may tinh Workstation
% Phong thu theo chiéu sau:
0 Dinh vi cu thé muc tiéu bao vé
1 Dung nhiéu cong cu khac nhau trén cting muc tiéu
1 Nhuoc diém : ton kém thoi gian, tién bac, phuc tap khi st dung
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Chinh sach bao mat: Lap tai liéu

< Ngudi ding can ci theo tai liéu bao mat dé lam viéc
s Cac loal tal liéu bao mat:

[ Chinh sach str dung tai nguyén

[ Chinh sach giam sat — tinh riéng tu

[ Chinh sach truy xuat dich vu tir Xa

[ Chinh sach truy cap mang

[ Chinh sach Iuu trir thdng tin trang thai

% Cac loai tai liéu phai trinh bay r6 rang, day du, phan
cap, muc do bao vé cho tirng muc.
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Chinh sach bao mat: Lap tai liéu

¢ Chinh sach sir dung tal nguyén: xac dinh danh tinh,
quyén han st dung tal nguyén cua nguoi dung

% Chinh sach gidm sat - tinh riéng tu: xac dinh quyén han
giam sat may tinh, giam sat mang, mtrc do riéng tu cua
nguoi dung

< Chinh sach truy xuat dich vu tir xa: xac dinh quy tac
truy cap may tinh, dich vu mang tir xa.
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Chinh sach bao mat: Lap tai liéu

% Chinh sach truy cap mang: xac dinh quyén han két noi
mang gitta cac may tinh, nguoi dung va cac lién mang

¢ Chinh sach Iuu trir thong tin trang thai: xac dinh noi
dung luu tritr, han muc luu trix, thoi gian luu trir cua cac
logfile, phuc vu viéc truy vét cho cac su c6 mang.
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Cac chién lwoc bao mat

1.

Van hanh va bao tri thiét bi: cap nhat ban va, huy bo cac
hé thong ci

cac 10 ]
Phan ¢

Suy nghf lai viéc trién K

nia mang thanh n

. Theo ddi bén thtr ba: bén c6 chiu trdch nhiém céng bd
hOng bao mat, hudng dan chinh sach bao mat.

niéu khu vuc néu co the.

nai hé thong mang khong day

Ma hoa dir liéu nhay cam
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Cac chién lwoc bao mat

0.

9.

Piéu tra sy di thuong: qua trinh ding nhap qua nhiéu,
su ¢O may chu, "tieng on" tir thiét bi .V.v.

Khoa quyén truy cap cua nguoi dung: hau hét nhan vién
khOong can mirc truy cap cao ma ho duoc cap

Str dung xac thuc da nang:

st dung cOng nghé ching

thuc khac ngoai ching thuc bang mat khau

Thuc hién va theo doi chu tri

10. Pao tao nguoi dung

nh phat trién phan mém
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Giam sat hé thong - System Monitoring

4

¢ Tai sao phai giam sat
» Hé thong giam sat thoi gian thue
» Chién lwgc xay dung hé thong giam sat

» CONg cu giam sat trén nén web
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Giam sat hé thong - System Monitoring

“+ Tai sa0 phai phai giam sat: néu khong giam sat khong
thé quan ly duoc
1. Nhanh chdng phat hién va khac phuc sy co
2. X&c dinh nguon goc cua van dé
3. Du doan va tranh cac van dé trong tuong lai
4. Tai liéu van hanh hé thong ctia SA
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Ly do giam sat

¢ Luu trir dir liéu giam sat trong thoi gian dai
»Thoti gian hoat dong
> Hiéu suat
»Bao mat
»Mirc do sir dung
Vi du: thoi gian hoat dong cua may chu web la 99,99% vao nam
ngoai, so voi 99,9% nam trudc.
Mtc sir dung mang toi da 14 8 MBps, tang tir 5 MBps.
¢ St dung
»Lap ké hoach niang luc.
»Lap ké hoach cai tién d0 tin cay hoic bao mat
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H¢é thong giam sat thoi gian thue

% Canh b4o SAnhitng that bai xay ra

0:0 Ph

2 Th ~

at
an

hién cac van dé trude khach hang

1 phan hé thong giam sat thoi gian thuc

1 Hé thong giam sat (Poll hoic alert)
1 Hé thong canh bao (Email hoic SMS)
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K¥ thuat giam sat thoi gian thue

¢ Polling
1 Thuc hién cac phép do theo khoang thoi gian déu din
d Luu trir [i€u do luong
1 V& biéu do dir ligu
0 Tham do trang thai hé thong va dich vu
Vi du: cur 5 phat ping server
o Alerting

d H¢ thong co the giri canh bdo dén hé thong giam sat khi
phat hién van dé.

Vi du: ghi nhan mang Raid caa HDD bi 16i
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< Do san ding
3 Theo d&i xac sy co trong mang, server va tng dung
Vi du: khong truy cap may chu web

% Suc chtra
3 Kiém tra cac ngudng cho CPU, Mem, Disk, Network
Vi du: murc do str dung CPU la 95%
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Giam sat cha dong (Active Monitoring)

% Hé thong giam sat chii dong co thé khac phuc céc van deé.

1 Phan Urng nhanh hon con nguoi.

1 Thong thudng chi c6 thé thuc hién stra chita tam thoi.

1 Khong thé khiac phuc duge cac van dé: dia xau, tran bd nhé

% Ruiro

3 Do tin cay: Kiém tra phan ung tich cuc trudc khi trién khai.

1 B4o mat: giam sat chu dong thuong can quyén quan tri vién
truy cap vao toan hé thong giam sat.
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Mirc do kiém tra

< Kiém tra may chu bang ping: chi kiém tra noi két
< Kiém tra xem tng dung da duoc kich hoat chua
0 Thuc hién ndi két TCP véi cong dich vu
0 Kiém tra danh sach dich vu
< Kiém tra dau cudi
 Thuc hién toan bo cac giao dich nhu khach hang
V1 du: gir1 va nhan mdt email
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% Thanh phan co ban cua hé thong giam sat:
. Collect

. Baseline

. Alert

. Report

. Analyze

. Share

o O B W DN -
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Chién lwgc xay dung hé thong giam sat hiéu qua

< Collect: chién lwoe thu thap thong tin
« O Nén tang hd tro thu thap dir liéu thong qua; SNMP
* NetFlow, IP SLA, WMI, JIMX, NBAR, Syslog .v.v
(1 Kha nang duy tri dir liéu thoi gian dai
» 0 Nén tang gidm sat phai c6 kha ning mo rong theo nhu
e cau thu thap dit liéu
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Chién lwgc xay dung hé thong giam sat hiéu qua

*» Baseline (dwong co s6)

1 Dung biéu do tir dix liéu giam sat (phan mém)

0 Cung cap cac tham khao lich st giam sat: 15 pht, 1 ngay,
1 tuan, 1 thang, 1 nam.
»>Glam Sét,hiéu Sueit ha tang mang: thé nao la binh

thuong, thé nao la bat thuong.

> C4c yéu to anh huong

3 Co so thiét 1ap chinh sach canh bao
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Performance baselines
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Chién lwgc xay dung hé thong giam sat hiéu qua

< Alert (thiét 1ap canh bao)

1 Thiét 1ap cac ngudng tinh

1 Thoi diém gia ting mirc do st dung

1 Xac dinh d6 1énh so vé1 duong co sé, xay dung phuong
phap du doan tin cay




Chién lwgc xay dung hé thong giam sat hiéu qua

“* Report (bao cao)
[ B&o co theo mau hoic tiy chinh theo yéu cau
[ Cung cap thong tin: ty 1& mat goi, cac chi s6 quan trong khac
3 Khong ho tro cho phép diéu khién va g& roi

% Lua chon nén tang: dap tmg C4c yéu cau
Q Hién thi trang thai cua thict bi, cau hinh, khung thoi gian, hinh
anh va tom tat cac thong tin quan trong.
3 Cho phép hién thi nhiéu diém dir liéu khac nhau ?
[ C6 gidi han s6 luong doi tuong trong mot bao cao khong ?
3 C6 thé noi két cac dang biéu d6 bao cdo khac nhau khéng ?




Report (bao cao dir li¢u

giam sat)
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Chién lwgc xay dung hé thong giam sat hiéu qua

¢ Analyze (phan tich dix liéu):
O Muc dich: cé cai nhin sau sic vé dir liéu
»Chu dong phat hién va tranh céac su kién vé hiéu suat
>Gilp tinh chinh co s¢ ha tang va dua ra nhiéu quyét dinh du
bao vé co sé ha tang
»Chia khoa dé phan tich dung dit liéu hiéu suat la phai co tat ca
dir 1liéu & cung Mot noi.

32




Chién lwgc xay dung hé thong giam sat hiéu qua

¢ Share (chia sé thong tin)
» 1 Diéu nay doi hoi can phai biét: doi twong can chia s¢, doi
» trong quan tdm cua doi twong chia sé 1a gi?

» (1 Chia sé dir liéu véi cac nén tang khac: nhu 16i hodc cac
» giai phap quan ly cau hinh.

» O Dé dang xuat dit liéu
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Cac cong cu glam sat
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Tai liéu tham khio
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3. http://en.wikipedia.org/wiki/Comparison _of network
monitoring_systems
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