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Noi dung

< Hé thong may tinh la gi?

% Thanh phan hé thong mang

** Nhiém vu quan tr1 hé théng mang

% Mot sO chire danh cong viéc quan trj hé thong
» Ky nang can ¢ cla quan tr1 h¢ théng mang

»» Cac cOng cu guan tr1 mang




Hé thong may tinh la gi?

What is ‘the System’?

Definition 1 (human-computer system). An organized collaboration between
humans and computers to solve a problem or provide a service. Although comput-

ers are deterministic, humans are non-deterministic, so human—computer systems
are non-deterministic.

-
MS hinh Client/Server g
May tram
May chu mang

1ah Nguoi dung
D%F & X PN Su dung
cai dit Mang truyén thdng -
ey chd Ma am

\‘%
Dich wvu

Phuc vu Ngudi dung
Dich vu mang Céng viéc ngudi dung




Thanh phan hé thong mang

< Co so ha tang mang (Network infrastructure)

ONguoi dung hé thong

OMay tinh: c6 dinh hoac thiét bi di dong

Phan ciing mang:
» Router

> Switch
» Cables




Tam quan trong ctia quan tri mang

< Mang la mdt cau trdc phtrc tap doi hoi rat nhiéu quan
tri, can phai ¢ ké hoach can than dam bao:
3 Cau hinh cua Cé(} thi,ét bi mang khi stra d6i phai khong
gay anh huéng xau dén phan con lai ciia mang.
Q Céc 16i xay ra trong hg thong mang phai dugc phat hién,
chan doan va stra chira
Q Céc dich vu phai ludn san ding va dam bao chat luong
dich vu cho nguoi dung cuoi
0 Tiét kiém chi phi: thiét ké, van hanh, bao tri
J Tang doanh thu (Revenue)




Nhiém vu quan tri vién hé thong

Quan tri mang (Network administrator) 1& nguoi “biéct
moi tha” tir viéc thiét ké LAN-WAN dén viéc cau hinh,
diéu chinh chtrc nang hoat dong ctia mot hé thong mang,
van hanh, giai quyét su co, bao mat va nhiéu cong Vviéc
lien quan khac.




Nhiém vu quan tri vién hé thong

Mot quan tri vién hé thong (system administrator hoic
sysadmin) la nguoi chiu trach nhiém
u Béi,o tri, cau hinh, va duy tri hqat dong tin cay cua hé
thong may tinh, may chu va thiét bi mang.
3 Xay dung giai phap dam bao hé thong may tinh ludn hoat
dong tron tru.
u Bé,p tng nhu cau cta nguoi dung vé thoi ’gian hoat dong,
chat luong dich vu va tinh bao mat caa hé thong.
d bBam bao chi phi xay dung giai phap khong duoc vuot
qua ngan sach cho phép.




Nhiém vu quan tri vién hé thong

< Trong mot hé thong nhd
= Cai dat va cau hinh phan cting, hé diéu hanh va phan mém
= Cap nhat cic ban va hé diéu hanh va céc (tng dung
= Bao dam an ninh may tinh (cai dit phan mém chong virus)
= Kiém tra thay thé, stra chira thiét bi
= Sao luu va phuc hoi dit liéu
= Tra 10i thac mac vé k§ thuat
=  Ho6 tro ngudi dung.
= WV



Nhiém vu quan tri vién hé thong

< Trong hé thong lén

1 Quan Iy ngudi dung

1 Gilam sat hoat dong cua hé théng

0 Phat hién c4c su co va lap bao cdo vé cac su co nay.

J Phan tich nhét ky (logs) va xac dinh dugc nguyéen nhan sy co
1 Giai quyét va khac phuc cac su ¢o phat sinh

O Téi wu héa hé thong, cai thién hiéu suat hoat dong

1 Lap ké hoach bao tri, ndng cap hé théng

 Bién soan cac tai li¢u phyc vu cho viéc quan ly h¢ thong.
1 Pinh ky thuc hién viéc sao luu va phuc hoi

3 Thuc hién viéc kiém toan hé thong.

B BRVAVAY;
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Mot so chire danh cong viéc

< Trong mot s6 to chic 16N, cdng viéc cua quan tri hé thong

cO thé dugce chia nhd thanh mot s6 chiic danh cong viée

rieng nhu:

3 Quan trj VIEN mang rr]éy tinh (ngtwork administrator): bao tri va
khac phuc cac su ¢o vé co sé ha tang mang (Vi du: router, switch)

d Quan tr1 vVIéN Co 8O dir liéu (database administrator): van hanh va
cham soc hé thong may chu co s¢ dix liéu

3 Quan tri may chu (server administrator): van hanh va cham soc
may chu (cac dich vu mang nhu web, mail, dns .v.v.)
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Mot so chire danh cong viéc

3 Quan tri hé thong an ninh (Security Systems Administrator): duy tri
hoat dong cua hé thong an ninh, xay dung cac giai phap an ninh hé
thong, gidm sat hé thong, sao luu dit liéu; thiét 1ap, x6a va duy tri cac
tai Khoan nguoi dung ca nhan.

3 Nha 1ap ké hoach (Network planner): thiét ké hé thong mang, lua
chon thiét bi mang.

3 Nhan vién hé tro ki thuat (technical support): nguoi xir Iy cac su co
khong thé duoc khic phuc tir xa.

1 Nhan vién truc ho tro (IT HelpDesk): ho tro khach hang

d vv...
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K¥ ning can co ciia quan tri hé thong

&

®

®

» Kién thic vé hé dieu hanh va cac tng dung dang str dung
Kién thirc vé an toan va bao mat théng tin

K¥ nang giai quyét su co la k§ niang quan trong nhat

Kha nang chiu dung ap luc va binh tinh

K§ ning giao tiép tot va lam viéc theo nhom

Kha ning trinh bay va viét tai liéu

Kha nang tu hoc

e

*

e

*

e

*
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*

Kién thic dat dugc twong duong cac chang chi: Microsoft,
Cisco (CCNA, CCNP), LPI (Linux Professional Institute)
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Cong viéc chinh ciaa quan tri mang

= Quan tr1 nguoi dung.

= Quan tri phan ctng.

=  Quan tri phan mém

=  Du phong

= Giai quyét su co

= Quan sat hé thong.

=  Ghi dau bao mat.

= Hudng dan, gilp d& ngudi dung.
=  Truyén thong, va giao tiép
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Quan tri ngwoi dung

¢ Tao mdéi nguoi dung

¢ Cap nhat thong tin nguo1 dung

% Xoa nguoi dung

¢+ Quan ly khong gian tén — (Usernames and UIDs)
¢ Quan ly khong gian luu trir dir liéu ca nhan
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Quan tri phan cirng — thiét bi

< Lap dat, van hanh, bao tri thiét bi
3 Cau hinh, ket noi day, cai driver phan cung .v.v
“* Quan ly vong doi thiét bi: danh gia Iva chon cong nghé

d Xay ¢
J Xay ¢

J Xay ¢

ung
ung
ung

ké
ké

KE

10aC

hoac

hoac

N bao tri
1 mua sap thiét bi hang nam

1 mua sap thiét bi nang cap hé thong.

> SO luong may chu, s6 luong nguoi ding, so luong dich vu
> Bing thong truyén tai, khdng gian luu trit
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¢ Quan ly phong may chu
3 Nguén dién chinh, nguon dién du phong
d Tu k¥ thuat
Q M6i truong: hé thong lam mét, h¢ thong bao chéy, hé thong
chong sét, .v.v.
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Quan tri phan mém

% Cai dat — cau hinh phan mém

* Quan ly tién trinh cai dit phan mém
% Cap nhap, va 16i phan mém

* Danh gia phan mém

» Lich biéu bao tri phan mém

% Lich biéu nhac nhé nguoi dung
% Quan Iy phan mém: version, nang cap, thay thé .v.v.

18




Dw phong

<% Xay dung chién lugc va quy tic du phong
O Xé&c dinh d6i tuong: tap tin, CSDL, Server .v.v.
3 Lap lich biéu: thoi diém, tan suat?
J Suc chtra
 Dinh vi luvu trir: online hay offline

< Cai dat phan mém, céng cu thuc hién du phong
% Quan Iy tién trinh luu du phong
1 Quan sat qua trinh du phong
»Ghi nhan qua trinh thuc hién
»Kiém tra khong gian luu trit

% Phuc hoi khi cé yéu cau
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Giai quyét su co

% Xac dinh su c6
1 Thong qua canh bao nguoi dung
1 Thong qua ghi nhan caa phan mém, phan mém quan sat

< Truy vét va xac dinh van dé

% Xac dinh nguyén nhan su cb - giai quyét su co

1 Cung cap giai phap du phong trude khi giai quyét
1 Khic phuc sy ¢6
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Quan sat hé thong

< Thiét 1ap hé thong giam sat va canh bao tu dong
 Problems (disk full, error logs, security)

J Performance (CPU, mem, disk, network)

0 Giam sat luu luong, bang théng qua thiét bi switch, router
1 Giam sat trang thai thiét bi va dich vu mang

¢ Luu trir thong tin log va dir liéu du phong

% Cung cap dir liéu cho ké hoach nang cap hé thong
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[ Xay dung danh sach cong viéc ho tro 1T

O Hudng dan nguoi dung cung cap théng tin sy co.
1 Thong béo két qua khac phuc su ¢o

1 Pao tao nhan vién ho tro

1 Giam sat va danh gia hiéu qua hoat dong ho tro
3 St dung cong cu vao hoat dong ho tro
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< Tao lap tai liéu huwéng dan
3 Tai liéu vé quy tac st dung hé thong
1 Tai liéu st dung phan mém
1 Tai liéu str dung phan cing
1 Dao tao ngudi dung nang cao nhan thirc an toan thong tin
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CONng Ccu quan tri mang

4

L/

» Device managers

» Network analyzers

*» Collectors (probes)

* Intrusion Detection System (IDS)
» Performance analysis systems

» Alarm management systems

» Trouble ticket systems

L/

o

o

o

AR

o

o
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CONng Ccu quan tri mang

“» Work order systems

‘0

» Workflow management systems
*» Service provisioning systems
» Service-order management systems

» Element managers
» Management platform

&

L/

®

&

L/

®

.0

(4

L/

L/

4

®

* Billing systems

®
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> M0i router dwoc biéu dién dwoi

dang mét biéu twong trén

man hinh mau xanh, vang, cam
hoac do, tuy thudc vao trang thai
bdo déng cua no.

> Ma& mau nay cho phép nhin thay

moi thir dang hoat déng va chay

Giam sat so do va trang thai hé thong mang
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Sir dung phan mém giam sat

A Typical Management Application Screen (Cisco Packet Telephony

nter)
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Giam sat hé thong

SaFnple Screen of a ManLlgeJdnent Application 1-vithPeiforrnance

source Name Oltb-ipm-2SOCa
Target Narne amsrerdam-gb2
0 peration Marme: Del IpPalhEcho

= —— RIFloamsterdamlprath

(Cisco
Work

Start oar 12131199 10 Al 30 AM EST
End Oar 2116100 8 49 50A M
Oat. O"E rity Datly

@ c:1Palhuu
c:lld:117 Ta'-en:2188 HOPS:
e>-t0J td: 91 Ta'-n: 2159 Hop;

) Summary
ILound - Trlp Latencv

o-Cc:J Id; 105 Ta n:2131 HOPS: ! A 28
10 8 Ta I'fop; 10 lover. 11
C>¢ad:  n4p TaUn: 147& wmerage  HAURE 7
Hopsggcv%/k}-llc}lm-lYZOOb Minimum La eney 4
we 111 111 1 Mo elmum La n 184
w111 111 1
e 1111111
we .11 111
e 111111
w111 111 1
s 111 111 1 Errors
o 1 dl 171 Ta- n 1360 Total T meou- 169 943'%
golpsc}:jlélfsﬂ? Ta Hop: 10 v 0 000%
e- Id 24 Ta Hop. 10 . u o
cilld 1169 T HopJd: 1 i EenQ%S;”ee 0 000%
co-c:lld 3 Ta._.n:496 r I Dr 158 8 8
HoPS: 1 T nuft oy 0 000%
En

Con pletlon

SummgEgy » U 1.792 t0000%
‘Total C  mpll!! 1465 81
T "P®vert wn & 75'%
T B 0 000%
327 18
21»™-

Round-Trip Latency

12531 OO+ OLOS o.vu DI O1/20 0VEE 0VES 021 0SS 0208 OSN3
W Average Minimumil Average . Average Maximum

il I

iyl 1 Ll

/3T OUO4 OO0 OIS O1/18 01RO OLEE OVRD OO oTo%
B Time OutsD8usies[JSequence [Drops [ Verify

Completlon S"mrnarv
,go C h

‘ \
\ e | 8

"-l A ‘--‘Q&.-.,,., .r" .

4 - - - - - -

‘&tl D104 OV OWI2 01178 OTR0 ONDdE OLEE 0207 OROS OROS Oy
- Number of Completions: OY r Thr Errors
hotd




Cau hinh thiét bi tir xa qua giao dién

Santple Screen of a Manage nent That Allo-...vs the Configuration of (Cisco
Application WAN Manager 15..1) Port
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Device Managers - Network Analyzers - Collectors va Probes

%+ Quan tri C4c thiét bi mang: cau hinh thiét bi, backup/restore cau hinh
thiét b1

d Telnet

] SSH

. Console

< Phan tich mang: bao gom packet sniffers, packet analyzers, va
traffic analyzers

¢ Thu gom thong tin va tham do (Collectors va Probes): thu thap dir
liéu tir mang. VI du: thong tin Iuvu lwong di qua router, hé thong thu
thap syslog messages
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Intrusion Detection Systems (IDS)

< Heé thong phat hién xam nhap
Q Gidp nhanh chéng phat hign nhing truy cap nghi ngo, c6 thé la dau
hiéu cua mdt cudc tan cong dang dién ra.
< IDS sir dung rat nhiéu k¥ thuat:
 Phan tich lvu Iuong truy cap trén mang
[ Lang nghe canh dong
d Kiém tra hoat dong nhat ky
3 Quan sat mau tai (observing load patterns)

\/

< Viéc nhanh chéng nhan ra cac moi de doa S& giam nhe tdc dong cua
chung. Vi du: bang cach tat cac cong mang thong gua cac cudc tan cong
xay ra.
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% He¢ thong phan tich hiéu ning
[ Cho phép nguoi ding phan tich luu luong va hidu suat
 Xac dinh xu huéng mo hinh luu luong truy cap
3 Dy doan kha ning bo sung ning luc mang can thiét
3 Diéu chinh hiéu suat mang dé tranh tac nghén
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Trouble Ticket Systems

< Hé thong dinh danh su co:
3 Puoc sir dung dé theo dﬁi Cac su cO trong mang

d Thu thap thong tin vé van dé phat sinh, giup Xac dinh
nguyen nhan va cach giai quyét van de

3 Su cb duoc phat hién boi: ngudl dung kinh nghiém hoac tng
dung giam sat
3 He¢ thong co ho tro cach giai quyét van dé
» Gri canh bao
>H¢é thong chuyén van dé dén ngudi cé tranh nhiém tra loi
»Nang cao muc canh bao khi thoi gian xtr ly qua lau
> Theo dbi qua trinh xi 1y van dé (khi 4p dung qui trinh xir 1y)
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Alarm Management Systems

< Hé thong quan Iy canh bao:

A Thu thap va giam sat cac canh bao tir mang

Q Gilp nguoi ding nhanh chéng sang loc va hicu dugc van de tir
khoi cac su kién va tin canh bao

A Cung ‘cép kha nang chan doan gilp xac dinh nguyén nhan goc cua
van dé canh bao

[ Tong hop va giai thich cac su kién phéat hién

3 Dong vai tro tién xir Iy cho cac tmg dung khac
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Alarm Management Systems

ample Screen of anAlarm Management Application (Cisco Info

Cl-=0 InfoCenter Event . Fllter="Al.l. Events",
List V.iew="Def"ault"

Edit View Alerts Tools

;_-' ‘.4—. All Events — ’ [o: Default — | r ::

)

03728703 11:05:24

03/28/03 11:05:20

03/28/03 11:05:10

03728703 11:05:05

03/28/03 11:05:00

03/28/03 11:04:49

03728703 10:52:59

03/28/03 10:42:18

03/28/03 10:53:23

03/28/03 10:45:23

‘03128103 11:05:16 7

03J7810311:05:06

03J78103 11.05:.04

03128103 11:05:03

03/28/03 11:06:10 ! root NCOMS [PRI] l
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Work Order Systems

< Hé thong 1ap ké hoach: dugc sir dung phan cong va theo
ddi céng viéc bao tri hé thong mang.
3 Lap ké hoach va 1én lich cdng viéc cho cong tac bao tri
» Xac dinh @ uu tién cong viéc
» Trinh tu thuc hién cac cong viéc
»Pam bao cac cong viéc dugc thuc hién ding ldc dung thoi diém
>Pam bao do tin cay va kha ning san sang ctia thiét bi.
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Workflow Management Systems

< Hé thong quan Iy qui trinh 1am viéc: xay dung quy trinh,

chuan hoa cac giai doan van hanh hé thong

“* Nhitng quy trinh thuong ap dung:
A Qui trinh 1ap ké hoach bao tri hé thong (work order systems)
3 Qui trinh truy vét su co (Trouble Ticket Systems)
3 Quy trinh xt 1y su ¢6 (Incident Management)
3 Quy trinh xt 1y van dé (Problem Management)

N/

¢ Tal li€u nguyén curu xay dung qui trinh
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Inventory Systems

< Hé thong thong ké thiét bj ton: thong cac thiét bi, card
e M& rong, phan mém-phién ban.

« O Khai thac va str dung thiét bj |

n1€u qua

« O Gan két thiét bi vai ké hoach
* Systems)

hao tri hé thong (work order
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Nhirng thach thirc ciia quan tri hé thong

< Quan tri hé thong khong chi 14 cai dat he diéu,han,h, ma con
dam nhan cac cong viéc nhu 1ap ké hoach, thiét ké hé thong
mang hiéu qua cho nguoi dung:

» Cac thach thirc thuong gap:

0 Thiét ké mot hé thong mang hop 1y va hiéu qua.

0 Trien khai mot luong 16n mdy tinh: sau cho c6 thé dé dang
nang cap va quan ly sau do.

3 Quyét dinh nhitng dich vu ndo 14 can thiét

0 Lap ké hoach va thuc hién cac giai phap bao mat

1 Cung cap mot mdi truong thoai mai cho ngudi sir dung

0 Phat trién cach sira 16i va c&c van dé phat sinh.

4

®

®
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