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Noi dung

¢ Chinh sach bao mat

¢ Glam sat - Monitoring

< H6 tro khach hang- Hepldesks

“ Du phong — Backup

¢ Khol phuc sau tham hoa — DisasterRecovery

% Nang cap va Bao tri - Upgrades and Maintenance
* Trung tam dir li¢u - Data center




Ho tro khach hang- Hepldesks

¢ Helpdesk la mdt cong cu cho phép nguoi st dung:

1 Khéach hang gui cac yeu cau ho trg

1 Khach hang guii cac van dé kho gip phai khi st dung
0 Khach hang dé xuat dich vu mang méi dén SA

1 Tra ctru cau tra 101 cho cac cau héi thuong gap

1 Tra 101 cau héi khach hang




Ho tro khach hang - Hepldesks

< Yéu té co ban
3 Tinh bat budc ctia hé thong hudng dan
>MOi h¢ thong déu can c6 mot helpdesk, dé nguoi diing c6 the dé
dang hoa nhap hé thong
»GIi0p nguoi qung hiéu rd co ché hoat dong ctia hé thong, hiéu rd
tac vu ctia moi nguoi dung.
 Giao dién than thién nguoi dung
> Hinh thtrc trinh bay than thién, dé hiéu
>Hudng dan don gian truc quan
>Vin phong c6 dong, truc tiép




Ho tro khach hang - Hepldesks

< Yéu to co ban

3 Nhan vién ho trg hé thong: helpdesk van hanh trén co so
mot nhom nhan vién.

3 Pham vi ho tro: what, who, where, when, va how long.
»What: xac dinh thanh phan hd tro
>Who: x&c dinh nguoi ding duge ho tro
»Where: dia diém cua thanh phan nhan dugc ho tro
»When: thoi diém hd tro - gi0 lam viéc
>How long: thoi gian giai quyét - thoi gian tra 10i




Ho tro khach hang - Hepldesks

% Céc kiéu hd tro
3 Truc tiép hd tro khach hang
3 Ho6 tro thong qua email, dién thoai
3 Truy cap vao hé thong
< Lién lac v4i bd phan ho tro
d DPién thoai, email
O Hé thong ho tro khach hang qua web
3 Phan mém hd tro khach hang

< Xay dung hé thong ho trg phuc vu 24/7




Phan mém ho trg khach hang - HelpDesks
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Phan mém OTRS

Cac cau héi ciia khach hang giri dén:
» Puoc chuyén d6i thanh cac tickets, T o e

Iuu vao trong helpdesk. ——
» Helpdesk la noi hoi — tra 101 .
> Khach hang con co thé tractiu lai = =~
cac thong tin cii khi can thiét. S
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Ho tro khach hang - Hepldesks

< Xay dung luu d6 -Workflow

1. Greeting

2. Xac dinh van dé (Problem Identification)
a. Phan loai (Classification)
b. B&o c&o van dé (Problem Statement)
c. Ghi nhan (Reproduction)

3. K& hoach va thuc thi (Planning and Execution)
a. Dé xuat giai phap (Solution Proposals)
b. Lua chon giai phap (Solution Selection)
c. Thuc thi (Execution)

4, Xac minh (\erification)




< Lay thong tin van dé tir khach hang

«» Nhan vién hd tro dau tién
3 HO tro truc tuyén (dién thoai, truc tiép)
J E-mail, Web
O Hé thong giam séat
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Xé&c dinh van dé

< Phan loai van dé

3 Ai 1a nguoi phan loai van dé
»Nhan vién hd tro dau tién
»Khach hang (thdng qua dién thoai hoac web)

0 Khéach hang nén dugc biét vé viéc phan loai
»Quan trong la khach hang cting dang tham vao qua trinh
>Pam bao khach hang biét dugc diéu gi dang dugc thuc hién
»Cung cap co hoi cho khach hang phan hoi
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Xé&c dinh van dé

% BA&0 c40 van dé
0 M6 ta chi tiét vé van dé
»Thuong la viée ctia nguoi ho tro dau tién
A Thuong doi hol sy twong tac caa khach hang
< Gia lap van dé
3 Néu khong gia 1ap dugc thi kho giai quyét dugc
>C6 thé phai y8u cau truy cap vao may khach hang
>Kho hon ho tro qua dién thoai/ email
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Luwa chon giai phap

L/

.0

» C4c giai phap khac nhau vé hiéu qua va chi phi
» HO tro truc tiép ton nhiéu chi phi hon email

o’

o

» Giai phap tam thoi va giai phap vinh vién

Khéch hang cé kinh nghiém c6 thé hitu ich

» Nguoi tham gia vao sé€ Iya chon giai phap

» Khéch hang thiéu kinh nghiém s& cam thay so hai

o

%

o

o
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Thue thi va Xac nhan

¢ Thuec thi: thuong thuc thi bo1 SA
[ Co khi khach hang la nguoi thuc hién
> Khach hang tir xa va khong c6 phan mém remote
»Hudng dan khach hang thuc hién
% Xac nhan: x4c minh rang van dé da duoc giai quyét
1 St dung k§ thuat twong ty nhu lac gia 1ap van dé
0 Khéach hang la ngudi xac minh cuoi cung: yéu cau khong
dong nol két dén khi van dé da duoc sua
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Ho tro khach hang- Hepldesks

< Két Luén

1 Helpdesk gitp nguoi dung:
»Nhan duoc hudng dan 1am viéc
»Nhan duoc su ho tro k¥ thuat
»Nhan duoc hudng dan giai quyét su co
»Nhan duoc dich vu mang tuong trng cong Viéc

3 Viéc danh gia, do ludng thanh cong cua cac hoat dong ho
tro do la: su thoéa man, hai long cua nguoi dung.
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< Quyét dinh sao luu
% CA&c kiéu sao luu

% Lap ké hoach

»» CONg cu sao luu

< Chién luoc sao luu
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Quyét dinh sao luu

< Why ? — tai sao phai backup? Diéu gi s& xay ra néu ban
e mat dit liéu va khong sao luu? Ban c6 loai dit liéu nao?

< What ? Sao luu céi gi — toan bo hé thong, hay cac tap
tin cu thé, HDH, va nhiing thir khac nhu MBR, LVM?

< When ? Khi nao backup la tot, mat do thuong xuyén
< Who ? Ai cung cap hé thong sao luu, ai thuc hién

< How ? Sao luu nhu thé nao? tape, External HDD, off-
* Site, on-site, cloud storage .v.vv
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Tai sao phai sao luu ?

¢ Tinh cO x0a

N/
0’0

N/
0‘0

N/
0‘0

\/
0’0

Su c6 phan ctng
Dt li€u b1 hu

Su ¢6 an ninh

Ké hoach ¢
1 Hé thong

1 Hé thong

no sur kién xau
01 chay

ohun nudce chita chay
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Sao lwu cai gi ?

% CO0 thé khoi phuc may chu (phan mém + ban sao dir liéu)
trong treong hop nd bi down.

% Phan clng:

1 C06 bao nhiéu dia trén server

1 Dung lugng ctia moi dia

1 Chia bao nhiéu phan khu (chia phan khu phai giong nhu
trude Khi xay ra tham hoa)

«» Phan mém va dir liéu
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Sao lwu cai gi ?

< Tap tin hé thong / dit lieu / HDH
d Operating System
» Standard OS Image on server.

 Software
» Software + config files specific to server.

d Data
» Data files specific to server.
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Kiéu sao lwu

“* Sao luu chon lgc
1 Tiét kiém khong gian va luu lugng mang
1 Kho quan tri:
»Phai nhé va lua chon tai liéu can sao chép
»Quén sao chép nhirng tap tin quan trong
% Sao lwu toan bo hé thong
d Tu dong hoa hoan toan
» Tao kich ban (script) thuc hién sao luu
>Lam diéu nay mot lan, sau do hoat dong trén tat ca cac may chul.
> Truong hop Xau nhat; ting luu lugng truy cap mang
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< Cap d6 anh (image)
3 Sao luu cap phan ving hoic toan dia
< Cap d0 tap tin hé thong
3 Sao luu céc tap tin hé thong
[ Cong cu sao luu phai hiéu hé thong tap tin
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< Sao lwu day da (full backup)

] Tao ban sao dﬁy du cua tat ca céc tap tin tai mot thoi diém
J Dung luong backup 16n, sao luu cham

3 Yéu cau nhiéu nang luc xir ly

[ Khoi phuc nhanh chong, don gian

A Chi phi dau tu thiét bi lwu tri 16n.
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Kiéu sao luu

 Sao luu khac biét (Differential Backup)

3 Sao luu nhitng tap tin thay doi so véi lan cudi (full backup)
 Thoi gian backup nhanh hon

d Dung luong backup nhé hon so véi Full Backup.

3 To6c @6 phuc hoi dit liéu s& nhanh hon so véi Incremental Backup

Khoi phuc dw liéu can ¢é 2 ban backup :
> 1 File Full Backup lan gan nhat

> 1 File Differential Backup vao thoi diém
can restore
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Kiéu sao luu

* Sao lwu gia tang (Incremental backup)

0 Thoi gian backup nhanh nhat

1 Sao luu nhitng tap tin thay do6i so voi lan cudi (Incremental Backup)
0 Dung lugng backup bé nhat

1 Thoi gian Restore lau hon so véi Differential Backup

Khoi phuc dir liéu can cé:
> 1 File Full backup lan gan nhat

> Tat ca cac File Incremental Backup tur thoi
diém Full Backup dén thol diém can restore
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+¢» So sanh

Kiéu Backup Céch Backup Th&i gian Backup |Théi gian Restore | Dung lwong lwu tri
Full Backup Toan bd dir liéu Cham Nhanh Cao

Differential Backup |Toan b di¥ liéu sau lan Full gdn nhat |Trung binh Trung binh Trung binh
Incremental Backup |Chi file mé&i,di¥ liéu bi thay déi Nhanh Cham Thép

< Giai phap khuyén céo lua chon:
A Full Backup hang thang.
Q Differential Backup hang tuan.

A Incremental Backup hang ngay.
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Anh chup nhanh (Snapshots)

N/
0’0

Ban sao chi doc cta hé thong tap tin
% Anh chup nhanh co cting ndi dung hé thong tap tin tai thoi diém chup

< Anh chup nhanh ding con tro téi dit liéu. Copy va ghi va tranh noi
dung copy

% Anh chup nhanh lam tang kich thuét file hé thong

(8) Batore Snapahot (b) After Snapashat (¢) After Bloak Update

Rooet New Root New Root
Inode Snapshot inode Snapshat Inode

AJENCIEIE] AEEIRIED WERCERE B
Figure 3: WAFL creates a Snapshot by duplicating the root inode that describes the inode file.

WAFL avoids changing blocks in @ Snapshot by writing new data to new locations on disk. y




Chup nhanh wng dung (Snapshot Applications)

¢+ Thot gian khol phuc nhanh
1 Snapshot mat vai gidy tir khai tao va phuc hoi
1 Khong thanh cdng, néu dia hoic phan ciing that bai
1 Thoi gian séng cta Snapshot cd thé ngan 13 1 phit hoic
lau mot vai ngay cho muc dich nay.
% Tién hanh sao luu
1 Snapshot hé thong tap tin trude khi bat dau sao luu.
1 Cac tap trén Snapshot khong thay doi trong qué trinh sao luu
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Sao lwu may ao

¢ Sao Iuu may ao nhu sao lvu may vat ly
% CAc tap tin ctia may 4o lién tuc thay doi
3 Vi thé khi sao luu:
>Tat may ao
»Snapshot cac tap tin may ao
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Lap ké hoach niing lwe: khéng gian luu

< Partition: 40GB, Full backup hang tuan, sao luu hiang ngay
Incremental

< Hién tai dang dung 50%, tang thém 2GB moi ngay
3 Can dung lugng dia

»Day 1: 40GB  (dang dung 50%)

»Day 2: 2GB

»Day 3: 4GB

> ...

»Day 7: 12 GB

»Day 8: 40GB
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Lap ké hoach niing lwe: Thoi gian

*» Fileserver: 4TB

1 Sao Iuu toan bo phai hoan thanh trong dém (8 gio)
1 Tape driver: 40MB /s=144 GB /hr=1,15TB / dém
1 Can 4 Tap driver chay cung mét ltc

¢+ Nhirng lo ngai khac:

1 Hiéu suat mang may chu sao luu

0 Hiéu suat thuc té so véi thong s6 ciia nha san xuat
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< Xac dinh chinh sach va tién d6 sao luu
 Bao lau sao Iuu fullBackup
1 Vong doi1 sao lvu incrementals
3 Bao lau di chuyén dit liéu ra bén ngoai (off-site)
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Lua chon phan cirng sao luu

1. Do tin cay % Luwu trir ngoai tuyén:

2. Tinh linh hoat > Tape storage

3. Toc do truyén > CD/DVD

4. Thoi gian doc dit liéu % Luwu trif tryc tuyén
5. Dung lugng > NAS

» SAN

6. Kha nang tuong thich
» Cloud Storage

7. Chi phi
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Mt so thiét bi lwu trir chuyén dung

“* DAS (Direct Attached Storage)
dung dé chi cac thiét bi luu trix
gan truc tiép vao hé thong can t‘
luu triv (server, workstation). g &
Vi du: don gian nhdt ciia DAS 13 6 P

r g o P 2 Z Storage (DAS)
dia cung lap trong hoaC cac o lap )
ngoai cua may tinh

Direct Attached Storage

AN\

eeeeeee
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Mt so thiét bi lwu trir chuyén dung

s NAS (NetWOI’k Attached Network Attached Storage
Storage) la phuong phap su
dung cac thiét bi luu trir
dac biét gan truc tiép vao
trong mang nhu mot thiét
bi mang binh  thuong
(trong tu may tinh, switch
hay router)

Network Attached
Storage (NAS)
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Mt so thiét bi lwu trir chuyén dung

.
*

thiét bi lvu  trir duoc lién két véi 1
chu (hoac mot nhom cac may chu) d
cac diém truy nhap trong SAN

% Trong mot so truong hop, SAN cii
LAN.

“* SAN st dung cac switch dac biét
» dé két noi cac thiét bi v

» SAN (Storage Area Network) la m Stomige Attached Network

&
/g;a

Storage Attached
Network (SAN)
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Tw dong hoa - Cron

»» Chia khoa cho su tin cay va hiéu qua
¢ Dung Cron thay cho sao luu thu cong
[ Thuc hién cac nhiém vu theo thoi gian.
3 Chay céc nhiém vu (néu c6) mdi phut.
 Dinh dang Crontab:
minute hour day month weekday user command

Vidu: 0015 * * 4 sh /root/test.sh

* * * * F* command to be executed

|

| | l ) = Day of week (0 — 7) (Sunday=0 or 7)
| [ = Month (1 — 12)

| | s Day of month (1 — 31)

| —m—m————————— Hour- (9 = 23)

————————————— Minute (0 — 59)
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Phan mém Backup va Restore

«» Phan mém Backup va Restore ma nguon mé

1. AMANDA 6. Rsync

2. Bacula /. BURP

3. Bareos 8. Duplicati

4. Clonezilla 9. BackupPC
5. Fog 10. Box Backup

http://opensourceforu.com/2015/10/ten-must-have-open-source-tools-for-backup-and-recovery/
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http://opensourceforu.com/2015/10/ten-must-have-open-source-tools-for-backup-and-recovery/

Chién lwge sao lwu

% Chién luoc sao luu thé hién & viéc lua chon:

a Kiéu sao luu

0 Tan suat sao luu dit liéu

1 Ké hoach sao luu: thoi gian, nang luc, giai phap sao luu
< Viéc hoach dinh chién lugc sao luu toi uwu phu thudce

1 Qui mo, tam ¢& cua hé thong

1 D06 quan trong cua dir licu

1 Tinh chat nghiép vu cta hé thong

> Tinh truc tuyén cia hé thong

»Tinh truc tuyén cua dir lidu
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