NETWORK MANAGERMENT



Noi dung

¢ Quan ly mang la gi?

< H¢ thong quan Iy mang

< Kién trac va mé hinh quan Iy mang OSI

% C4c chire niing chinh ciia hé thong quan Iy mang OSI




Quan ly mang la gi

"Network management includes the deployment, integration
and coordination of the hardware, software, and human

* elements to monitor, test, poll, configure, analyze, evaluate,
and control the network and element resources to meet the
real-time, operational performance, and Quality of Service

requirements at a reasonable cost."

Computer Networking: A Top Down Approach 6th edition Jim Kurose, Keith Ross Addison-Wesley March 2012




Hé thong quan Iy mang
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» Mot hé thong quan Iy mang
(Network Management System -
NMS) la mot tdp cac ing dung cho
phép giam sat va kiém soat cac
thanh phan mang.

% Hai thanh phan chinh:

d Management station (manager)

d Managed devices: management
agents/agent

Mot hé thong quan Iy mang thuong
dugc mb ta bang md hinh quan Iy
mang OSI

Network

Network Management Station

Display

Network Management Application

v 1

Network Management Protocol

L

Agent

Agent

Managed Device

Managed Device

Agent

Managed Device

Typical Network Management Architecture



Poi twong quan ly (Managed object -MO)

% Cé&c doi tuong quan Iy co thé Ia:

v’ Servers Agent

— ' Managed Object

v Workstations

v' Routers

Manager

v" Switches

v' Printers

Managed Object Agent

v .V.V. Agent



Khail niém quan ly

< Poi tuong duoc quan ly (Managed Object - MO) gti
traps/alerts khi n0 nhan ra cac van deé tiém an

¢ Khi nhan duoc canh bao, Manager thuc hién:
3 Théng b4o dén nhan vién van hanh thiét bi

d Ghi nhan su kién

Q Tu dong, ¢ gang khac phuc su ¢o

>Vi du: tat thiét b

Device Informaton Uicerme St Hoh Avmlatlity

Sttus Last Polled: 15-Sep- 2011 19:10:41 Sttt Last Polled: 15-Sep 2011 158041 Sb Last Polied: NA
Host Name Switch Fealres Lconsad Count HAFT intriace N | Leonse NA
State Compativity
Device Status Bw Web Optmaaten 108
Device Type ACE 4710 Cencurent Cenns Wy IP Adress  NIA r: “o; T .
SSL Transactons pee Peer 1P

Managoment 1P 17223244214
o & A Second ™ Address 225 No. of

cmn” . s Modue Basduictn In Sctware Hoodess: | A
5 Gbps 1 Comgatotty VA | Transmites

Sofware Veesion  AX10) RN No of

Last Boot Reason  Unksown Pertomance i Mbos 2000 Moartbosts NA

Usteme 8 days § hours 47 ming 24 Vituskrod Contends 2 Received

Virtsal Sarvers (Totat 37) 6 54 s Service 31 @ Out of Senvice 0/, Status not avatiable 0 /), Status nol supported
Row Servers (Totl 55) 7 Service 40© Out of Sarvice 0 /), Status rot avakabie
Prodes (Tetsl 52) 1 Service 40 @ Out of Service 0 /), Status rat avaiable
Cigaddt Ememets (Total 4) 1 Up 19 Down 0 1), Status not avalatie
VLANS (Totat 6) 28w 19 Down 0 /), Status not avaabie
Port Channols (Tetat 0) Bw 0@ Down 0 /) Status nat avallable
BVis (Totat 1) 18w 0@ Down 0 /), Status ot avalable
Certificates (Tetal 7) 6 [ Centicates exping beyend 30 days 1@ Expred Centicates 0 [\ Expirng in 30 days




Xac dinh céac dieu
kién hoat déng binh
thwong va ky vong

cho mang

R Xac dinh xem mang | Thwc hién ké hoach
Thu thap trang : . ’ 8 R D
P z | c0 hoat dong chinh | hanh dong tw giai
thai cua mang de : - p o z
) : . | xac hay khong, néu | doan phan tich de
Xxac minh xem no 5 D . 5
P : khong, hay xac dinh swra chira hoat
coO tuan theo cac = - R .
nguyén nhan cuasw| dong cua mang

chinh sach da O U C eR
dwoc xay dwn co va can lam gi de
: y dehg khac phuc tinh
huong



The OSI

and TCP/IP Reference Models

TCP/MP Model

Applhcation

" NOt presented

& in this model

TCPUDP

Internetwork

OS5I Model
Layer 7 Apphication
Layer & Presentation
Layer 5 SES810n
Layer 4 Transport
Layer 3 Metwork
Layer 2 Data Link
Layer 1 Physical

MNetwork Intertace and
Hardware

» MO0 hinh OSI (Open Systems Interconnection Reference Model) 1a M0 hinh tham
chiéu két noi cac hé thong mé - do 1SO va IUT-T khéi xudéng




Kién tric va mo hinh quan Iy mang OSI

< Kién trdc quan Iy mang xac dinh cdc md hinh co ban dé
trien Khal hé thong quan ly mang.

% C4c thanh phan:

3 M6 hinh té chic: dinh nghia cac thanh phan trong hé thong nhu
management system, managed system, ...

[ MO hinh thong tin: dinh nghia co s& thong tin quan ly phuc vu
cho cong tac quan Iy mang

d MO h‘lnh truyén thf)ng: dinh nghia co ché tuong tac gitta CAc
thanh phan cuaa hé thong (giao thuc)

3 M0 hinh chire néing: xac 1ap cac chirc niang cua hé thong




SNMP

Kién tric va mo hinh quan Iy mang OSI

Network Management

Organisation model Information model Communication model
Network Structure of Unidirectional
management management messages
components information

system (SMI) Simple messages

(manager, agent)
(get-response and

Functions of Management traps)
components, information base
relationships (MIB) PDUs (e.g.
GetRequest, Trap
Object oriented etc.)

Two-tier, three-
tier architecture

Management Architecture and Model

Functional model

»w v >N M



M6 hinh to chiic (Organisational Model)

s Manager

aaaaaaaaaa

0 Giri cac yéu cau dén Agent
1 Theo doi canh bao
1 Cung cap giao dién nguoi ding
< Agent
1 Thu thap thong tin tir cac doi tuong
1 Cau hinh cac tham so trén doi tuong
0 Tra 10i cac yéu cau ciia manager
1 Sinh ra cac canh béo va gtri vé Managers
< Doi tugng quan ly
3 Thanh phan mang

Information model

Communication model

Functional model
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Two-Tier Model

< Agent duoc tich hop bén trong thanh phan mang
Vi du: switch, router

< Dir liéu quan Iy nam trong Manager (khéng nam & Agent)

Manager

Managed objects

Unmanaged objects
MDB Management Database
sl Agent process




Three-Tier Model

¢ Loép trung gian (middle layer) dong vai tro kép

< Agent chuyén thong tin cho Manager cao nhat

¢ Manager quan ly cac managed object (thu thap thong tin,
Xt ly va luu trir di liéu)
Vi du: middle level la Remote monitoring agent (RMON)

‘MDEI Manager

‘MDEI Agent/Manager

Managed objects

MDOB Management Database
[ ] Agent process
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MoM (Manager of Managers)

< MoM: M6 hinh trinh bay tong quan ctia mién (giam sat

chung).

Fgeni tois |

Mansged objects

htzbd
— ——_ A I s
Agent NMS
L - = - |
Mansged obects
| Agent NMS |
MoM  Manager of Managers Augpent

MOB Management Datsbass
—— Agent process

Manager
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MO hinh thong tin (Information model) ..

Communication

Functional model
mmmmm

< Théng tin bao gom:
Cu phap (dinh dang) va ngir nghia (nghia) vé mot doi
twong. (syntax (format) and semantics (meaning))

% SMI (co cau thong tin quan 1y): miéu ta mot doi tugng
duoc quan ly

< MIB (co so thdng tin quan 1y) xac dinh do6i twong cu thé
duoc quan ly
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Structure of Management Information (SMI)

< SMI dinh nghia cho mot doi tuong duoc quan ly
1 Cu phap (Syntax)

1 Ngir nghia (Semantics)
1 Thém théng tin bo sung nhu trang thai
* Vi dll — unique Object ID
sysDescr: { SyStem 1 } ___— Syntax: model of object
Syntax: OCTET STRING ~
Definition: "Atextual description of the entity. \
ACCess: read-only | Semantics - textual
Status: mandatory B description of the
/ privileges to semantics
implementation requirements

the object
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Co sé thong tin quan ly (MI1B)

% Chura thong tin vé doi tuong quan ly
% Puogc to chtic theo nhom cac doi tugng lién quan
¢ Dinh nghia moi quan hé gitra Cac doi tuong
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M6 hinh truyén thong (Communication model)

“*Polling

Phuong tién lién lac gitra
manager va managed object,
str dung giao thtrc yéu cau -
tra 1o1

s»Alerts / Traps

Cac phuong tién khdng dong
bo lién lac gitra manager va
managed object

Manager
node

Manager
node

Network

Management

Polling

Requests for some information

ional model

Responds with the information

Alerts/Traps

Managed
object

<

This information might be of interest

Managed
object
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Ky thuat Poll /Traps

< Nguyén tic hoat dong: trung tdm gidm sat (Manager) dinh

ky hoi thong tin doi tuwong can giam sat (Managed Object).
3 Néu Manager khong héi thi MO khong tra 1oi
3 Néu Manager hoi thi MO phai tra 10i.

théng tin mai nhat tr MO

0 Bang cach hoi thuong xuyén, Manager s& ludn cap nhat duoc
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< Nguyén tac hoat dong:
3 Mo6i khi xay ra mot su kién (event) nao d6 thi Managed
Object s€ tu dong gur1 thong bao cho Manager
d Manager khong héi thong tin dinh ky tir Managed object.

20



So sanh diém khac biét ciia 2 ky thuét

POLL ALERT

] Chi dong lay nhitng théng tin can * Tat ca nhiing event xay ra déu duoc

thiét tir cac doi tugng quan tam. giri vé Manager.
1 Khong can lay nhitng thong tin khong « MO phai thiét 1ap dugc co ché chi gui
can thiét. nhirng event can thiét.

1 C6 thé lap bang trang thai thong tin < Néu khong co event gi xay ra thi
cua MO sau khi poll qgua mét luot . Manager khong biét dugc trang thai
cua MO.
VD: Device (MO) c6 mot port down va  VD: Device (MO) co mot port down
Manager duoc khoi dong sau do6, thi  va Manager duoc khoi dong sau do, thi
Manager s& biét dugc port dang down Manager s& khong thé biét dugc port
sau khi poll qua mét luot cac port. dang down.
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So sanh diém khac biét ciia 2 ky thuét

Khi dwong truyén gian doan va MO Khi dwong truyén gian doan va MO
c6 sw thay doi, thi Manager sé khong thé c6 sw thay doi thi nd van giri Alert cho
cap nhat. Manager.

- Tuy nhién khi duong truyén théng * Sau d6 mic di duong truyén co thong
suot trd lai thi Manager s& cap nhat  suot trd lai thi Manager van khong thé
duoc thong tin méi nhat do ludn lubn  biét duoc nhitng gi da xay ra.
poll dinh ky.

) D& dang thay d6i mot Manager khac. < Khi thay d6i Manager thi phai cai dat
lai trén tat ca MO dé tré vé Manager.
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So sanh diém khac biét ciia 2 phuong thirc

POLL ALERT

= Néu théng tin MO da thay d6i nhung [ Ngay khi co su kién xay ra thi MO s&
van chua dén luot poll ké tiép thi  guai Alert dén Manager, do doé
Manager van giit nhitng théng tin cii. Manager luén luén co théng tin méi

nhat ttc thoi.

= CO thé bo sbt cac sy Kién : khi MO c¢6 U Manager s& duge thdng bao mdi khi
thay doi, sau do thay doi tré lai nhu  cO su kién xay ra ¢ MO, do do
ban dau trudc khi dén lugt poll ké tiép  Manager khong bo sét su kién nao.
thi Manager s€ khong phat hién duoc.
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Transfer Protocols

Manager
Applications

Operations / Requests / Responses

Traps / Notifications

Manager
Communication
Module

Agent
Applications

SNMP (Internet)
CMIP (OSI)

Transport Layers

Agent
Communication
Module

UDP /IP (Internet)

OSI Lower Layer Profiles (OSI)

Physical Medium

Transport Layers

Figure 3.12 Management Communication Transfer Protocols

Application: Format of communication and messages
Commands and responses (actual message)

Transport protocol: transport medium of message exchange




MO hinh chire nang (Functional Model)

ISO (International Organization for Standardization) nhém cac
Iinh vuc quan ly thanh 5 linh vuc: FCAPS

Fault management
Network
Configuration management Management

Accounting management

Performance Mmanagement Organisation Information Communication Functional
model model model model

Security management
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Quan ly 16i (Fault management)

¢ Churc nang: xac dinh, co 1ap, ghi nhan, hanh dong dap

tra v6i nhitng 161 xay.
** Nhiém vu:
1 Giam sat hé thong: phat hién 16i khong ? 16i & dau?
 Xir ly canh bao
1 Xac dinh nguyén nhan, c lap van dé
1 X&c dinh va thir nghiém giai phap giai quyét van dé
1 Ngan chin 161 (proactive fault management)
1 Van hanh hé thong trouble ticket
1 Ho trg nguoi dung (user help desk)
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Quan ly 16i (Fault management)

% Phong chong 16i:

J Gitr cac Ntélp :[in log xuat hién 15i, chu dQng tim kiém
nhirng mau deé du: doan nhung khu vuc, thiét b1 kém bao
mat trong hé thong.

O Pé xuat
>Giai phap nang cap
»Giai phap du phong
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Quan ly cau hinh (Configuration management)

¢ Chuc nang:
4 Theo doi Cé(’: thiét bi mang: cau hinh phan ctmg, phan
mém cua thiét bi
3 Quan ly thiét bi mang:
> Quan Iy tap tin cau hinh
» Quan ly anh
> Sao luu va phuc hoi cau hinh
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Quan 1y cau hinh (Configuration management)

** Nhiém vu:
3 Lam thé ndo két ndi va cau hinh thiét bi ?
O Thiét bi va dich vu duoc cau hinh toi wu chua?
d Theo d&i thdng tin vé "phién ban" clia ting thiét bi mang. Lya
chon phién ban HPH thich hop véi phan ctiing cua thiét bi.
3 Sao luu va phuc hoi
>Tao anh chuan cho cac ngudi ding
v/ Hé diéu hanh va cai dat phan mém
v Cau hinh chuan cho mot nhém Router
> Phuc héi cau hinh khi can
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¢ Chtrc nang
A Thu thap thong tin str dung cac tai nguyén mang
3 Po céc thong s6 mang lam cd so toi uu hé thong
A Quan ly tai khoan nguoi ding: cap quyén truy cap nguoi
dung vao thiét bi va tai nguyén mang
3 Phén tich két qua
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Quan ly thong ké (Accounting management)

** Nhiém vu:

Q Thu thap so liéu thong ké: chi phi ngudi ding (khong

gian dia, thoi gian xu ly, bang thOng mang)
3 Thiét 1ap han ngach
% Thong ké cho phép
1 Kiém soat hanh dong cta nguoi dung
1 Quan ly va str dung tot cAc nguon luc
1 Gilp dua ra cac quyét dinh veé cai tién
1 Theo doi xu hudng str dung
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Quan ly hiéu suat (Performance management)

¢ Chuc nang:

1 Giam sat va do luong hi€u nang

1 Duy tri hiéu suat téng thé & mot mirc Xac dinh

0 Phan tich va kiém soat hiéu suat cac thiét bi

0 Xéy dung céc bign phép, md hinh, ké hoach, va toi wu
hoa dam bao toc do, do tin cay va kha nang (vi du: thGng
luong va hiéu suat) phl] hop voi tl'r]h chat cuia irng dung
va nhirng rang budc vé chi phi caa to chie.
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Quan ly hiéu suat (Performance management)

% Céac thdng s6 hiéu nang hé thong:
1 Availability (tinh san sang)

1 Response time (tho1 gian dap tng)
1 Accuracy (tinh chinh xac)

1 Throughput (thong lIrong)

1 Utilization (mutrc d6 chiém dung)
3 Ty 1é mat goi

d ...
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Quan 1y hiéu suat

¢ Nhiém vu xac dinh:
» 0 Nhitng loai (tng dung nao hién cd, va nhitng yéu cau QoS
e cua ung dung la gi ?

* 1 Luu luong dix li€u dén tir dau ?

* 1 Luu luong dix li€u di dau ?
« O C6 that co chai, néu co, & dau ?

< Cung cap cac mac d6 chap nhan cua hiéu nang (SLA)
khi Iuu Ivong mang thay dol.
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Quan ly hiéu suat

¢ Cac hoat dong chinh:

1 Dit liéu hiéu suat duoc tap hop vao cac bién quan tam

1 Dit liéu duoc phan tich dé xac dinh muc binh thuong

] Xac dinh cég ngu:’c”yng hi€u nang, khi vuot qua ngudng
nay thi van dé mang can duogc quan tam xu ly.

O Cac thuc thé quan Iy (Agent) phai duoc giam Sét’ hiéu
nang, khi vuot qua ngudng phai gui canh bao dén hé
thong quan ly mang.
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Quan ly an ninh (Security management)

¢+ Nhan dién cac nguy co va rui ro
¢+ Xay dung cac chinh sach bao mat
% Trién khai cic co ché an toan
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Tom lwoc

Organisation
model

2-tier
3-tier
Mo
M

Network Management

Information Communication
model model
SMI Requests/
MIB Response
Traps

Functional
model

FCAPS



Tal liéu tham khao

¢ Chapter 9, Computer Networking: A Top Down
Approach 6th edition Jim Kurose, Keith Ross Addison-
Wesley March 2012

“* Principles of Network and System Administration,
Mark Burgess, Oslo University College, Norway,
Second Edition

“* Network Management Fundamentals, Alexander
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