Sao lwu va khéi phuc hé thong Domain



Muc tiéu bai hoc

Giam sat Active Directory

Quan tri CSDL Active Directory

Active Directory Recycle Bin

Sao luu va khoi phuc AD DS va Domain Controllers



Tim hiéu vé hiéu nang va nghén

Cac tai nguyén chinh cua hé thong
CPU
Disk
Memory
Network
Nghén: 1 tai nguyén & trang thai hoat déng cao diém



Cac cong cu giam sat

Task Manager

Giam sat thai gian thuc cac thanh phan chinh cua hé thong
Event Viewer

Giam sat dudc luu lai cua cac dich vu hé thong khac nhau
Resource Monitor

Giam sat thai gian thuc chi tiét vé viéc sir dung tai nguyén
Reliability Monitor

Kiém tra kha nang tin cdy cla hé théng theo thdi gian
Performance Monitor

Giam sat hiéu nang hé thong trong qua khi cling nhu' thdi
gian thuc



Performance Monitor

Cac chi sO hitu ich trong bat cir mot server baseline nao
Memory \ Pages/sec
PhysicalDisk \ Avg. Disk Queue Length
Processor \ %Processor Time

Cac chi sO hitu ich cho viéc giam sat Active Directory
NTDS\ DRA Inbound Bytes Total/sec
NTDS\ DRA Inbound Object
NTDS\ DRA Outbound Bytes Total/sec
NTDS\ DRA Pending Replication Synchronizations
NTDS \ Kerberos Authentications/sec
NTDS\ NTLM Authentications



Cac bo thu thap dir liéu

Thu thap thong tin dif liéu
Chi s6 hiéu nang
DI liéu luu vét su kién
Thong tin cau hinh hé thong (cac key trong registry)
Cac kich ban su dung:
Xem hiéu nang thdi gian thuc véi Performance Monitor
Tao 1 log (tu tao hoac theo lich) va sau dé xem Reports
Tao cac canh bao dua trén cac ngudng (threshold)
SUr dung bdi cac U'ng dung khac
Pé tao 1 bo thu thdp dir liéu:
Bat dau tur 1 template; cac template role thém bai Windows

Luu cac gia tri hién tai clia cac chi s6 trong 1 clra sd Performance
Monitor

Tu xac dinh va cau hinh cac lua chon dir liéu trong 1 bd
Export/import du’ liéu thu thap ra XML



Cac budc thu'c thi giam sat tot nhat

Giam sat sém dé tao baseline
Ghi lai thong tin hiéu nang khi hé thong dang hoat dong tot
Ghi lai chi s6 cua server va cac chd'c nang trong thai gian hé thong ranh
va ban
Giam sat thudng xuyén dé xac dinh cac su’ cd cd thé xay
I'a
So sanh vdi baseline va kiém tra dd sai léch
Can biét lam thé& nao dé gidm sat va hiéu dudgc chi s6 hiéu
nang trudc khi co su’ co
Thiét Iap cac bd thu thap dir liéu
Xay dung cac ky ndng dé hi€u cac chi s6 hiéu ndng
Thu thap mot cach hgp ly
Khong nén thu thap qua nhiéu thong tin
Lam giam hi€u nang
Tao ra cac “nhieu”, lam cho kho phan biét dugc vai cac su co thuc



Active Directory Best Practices Analyzer

Cong cu mdai trong Windows Server 2008 R2 giup
ngudi quan tri phat hién cac vi pham cac thutc thi tot
nhat va gilp trién khai cac thuc thi tt nhat

cho:
AD DS
AD CS
DNS Server
Terminal Services



NTDSUtil

Quan tri va diéu khién cac hoat dong single master
Thuc hién duy tri CSDL AD DS

Thuc hién chong phan manh offline
Tao va mount cac snapshot
Chuyén cac file CSDL

Lam sach dir lieu domain controller

X0a hoac giang cap Domain controller trong khi chua két ndi vdi
domain

P3t lai méat khdu cua Directory Services Restore Mode
set dsrm



Active Directory Domain Services co kha nang khai
dong lai

Tinh nang mdi trong Windows Server 2008
AD DS c6 thé dugc khai ddng va dung lai bang viéc
sUir dung Services console

AD DS cd thé cd 3 trang thai:

AD DS Started

AD DS Stopped

Directory Services Restore Mode (DSRM)
Sé khong thé thuc hién khdi phuc trang thai hé
thong trong khi AD DS dang & trang thai Stopped



Thu'c hién duy tri CSDL

Thu gom “rac”
Rac: loai bo cac muc da bi xda khi du 1au ma khong can khoi phuc
Chong phan manh (Defragmentation)
Online defragmentation (la 1 phan cua viéc thu gom rac): Lay lai
cac khong gian khong st dung
Offline defragmentation (thu cong): Giai phong cac khong gian
khong sU dung va giam kich thudc cua file
S dung NTDSUMi
Luu y: phai thuc hién trong ché do6 DSRM hoac dung AD DS



Active Directory Snapshots

Tao 1 snapshot cho Active Directory
NTDSUil

Gan (Mount) snapshot vao 1 port duy nhét
NTDSULil

Hién thi snapshot

Right-click vao diém root clia Active Directory Users and
Computers va chon Connect to Domain Controller

Nhap serverFQDN:port
Xem (read-only) snapshot

Khong thé khdi phuc dif liéu truc tiép tur snapshot nay
Khoi phuc dit li€u

Nhap liéu thu cong hoac

Khoi phuc 1 ban sao luu tu cung ngay cua snapshot



Khoi phuc doi tuong da bi xoa
Khi 1 doi tugng bi x0a

Loai bd hau hét cac thubc tinh ngoai trur
SID, objectGUID, lastknownParent, sAMAccountName
Di chuyén t&i Deleted Objects container, danh dau isDeleted

Ban cé thé khdi phuc cac dbi tugng bi xda khi
Chc nang Domain la Windows Server 2003 hodac mdi han
Poi tugng bi xda chua bij thu don

Pé khéi phu cac déi tugng bi xda:

LDP.exe

Thay d6i isDeleted

Cung cap tén duy nhat (DN)
Phuc hoi tat ca cac thudc tinh khac



Xoa va khoi phuc doi tuong tur Active Directory

Cac doi tugng bi xda dudc khoi phuc lai thong qua
phuc hoi trang thai

Khi d6i tugng bi x0a, hau hét cac thuoc tinh bi xoa
Tham quyén khdi phuc doi hdi tam ngirng AD DS




Active Directory Recycle Bin la gi?

Tinh nang mai cua Windows Server 2008 R2 Active
Directory

Cung cép 1 cich dé khdi phuc cac ddi tugng bi khda ma
khong can ngung AD DS

Dung tién ich LDP.exe hoac Windows Power Shell vJi
Active Directory Module



Cac yéu cau cua Active Directory Recycle Bin

Tinh ndng nay mac dinh bi tat; no phai dugc kich hoat
thu cong

Cap do chuc nang Forest phai la Windows Server 2008
R2

Adprep /forestprep va /domainprep c6 thé Ia can thiét
Kich hoat bang thutc thi:

Enable-ADOptionalFeature —Identity ‘CN=Recycle Bin
Feature,CN=Optional Features,CN=Directory Service, CN=Windows
NT,CN=Services,CN=Configuration, DC=contoso,DC=com’ —Scope
ForestOrConfigurationSet —Target ‘contoso.com’



Cac cong cu sao luu va khoi phuc

Windows Server Backup snap-in (st dung cuc bo
hodc tu xa)
Sao luu hoan toan 1 server (tat ca cac phan)
Sao luu cac phan dugc lua chon
Sao luu cac file nhat dinh (Windows Server 2008 R2 only)
Sao luu trang thai hé thdng (bao gom tat ca cac phan thiét yéu)
Khoi phuc cac phan, thu muc, file, hodc trang thai hé thong
wbadmin.exe
Thuc hién sao luu thu cdng hoac tu dong

Sao luu vao CD/DVD/HDD

No tape

Dung 1 HDD d3 dudc xac dinh dé sao luu: Khuyén cdo hodc bat
budc



Gidi thieu vé sao luvu AD DS and Domain Controller

Ban phai sao luu tat ca cac phan thiét yéu
System volume: Phan chua cac file boot
Boot volume: Phan chua hé diéu hanh va registry cua Windows
Phan Iuu trif SYSVOL, CSDL AD DS (NTDS.dit), logs
Khong luu cac dit liéu khac trén phan nay vi né sé lam tang thdi gian sao
luu va khoi phuc

Windows Server Backup (wbadmin.exe)



Cac cdng cu khac dé sao Iuu va khdi phuc

Active Directory Snapshots
Windows PowerShell cmdlets

Windows Recovery Environment
Khaoi dong Windows Server 2008 tu DVD va lua chon System Recovery
Options
Cai dat may cuc bo nhu' 1 lua chon khdi dong
Hiru dung cho khoi phuc toan b hé thdng



Cac lua chon khoi phuc Active Directory

Khéi phuc khdng thdm quyén (théng thudng)

Khoéi phuc domain controller vé trang thai tot dugc biét truGc day cua Active
Directory

Domain controller s& dwoc cap nhét bang viéc dung ban sao Iuu chuén tur cac
doi tac cap nhat
Khoi phuc cé tham quyén

Khoéi phuc domain controller vé trang thai tot dugc biét trudc day cua Active
Directory

“Panh dau” cac déi tugng ma ban mudn cé tham quyén
Windows thiét Iap gia tri phién ban rat cao
Domain controller dugc cap nhat tur cac cap nhat cta nd
Domain controller guri thdm quyén cép nhét cho cac déi tac clia nd

Khoi phuc toan bd Server
Thuong dudc thuc hién trong Windows Recovery Environment

Khoi phuc vi tri thay thé



Khéi phuc khéng tham quyén

Khdi dong domain controller trong DSRM
Tai chd: Nhan F8 trong qué trinh khdi ddng
TU xa st dung remote desktop:
Cau hinh khai dong lai trong DSRM: bcdedit /set safeboot dsarepair
Khéi dong lai: shutdown -t O -r

Pang nhap vdi tai khoan Administrator va mat khau DSRM
Thuc hién khoi phuc khdng tham quyén

DUng Windows Server Backup (wbadmin.exe) dé khéi phuc AD DS
Khai dong lai

Pat ché do khdi dong lai thong thudng: bcdedit /deletevalue safeboot
dsarepair

Khdi dong lai: shutdown -t O -r
Domain controller sao chép tat ca thay ddi tir ngay sao luu
tu cac doi tac cua no



Khoi phuc c6 tham quyén

Khdi dong lai domain controller & ché do DSRM
Pang nhap bang tai khodn Administrator va mat khau
DSRM
Thuc hién khéi phuc khdng tham quyén

Dung Windows Server Backup (wbadmin.exe) dé khdi phuc AD DS
Panh dau cac déi tugng cé tham quyén

restore [object|subtree] “objectDN"
Cac thay doi tham quyén cd phién ban cao hon dodi tac cia nd

Khdi dong lai

Khéi phuc domain controller sao chép cac thay doi tir ngay
sao luu

Cac ddi tac thdy cac thay doi thdm quyén vdi cac phién

ban cao han
Cac dbi tac kéo cac thay doi tham quyén tir domain controller dugc khoi
phuc



Tong két bai hoc

Cac khai niém vé hiéu nang, nghén

Cac cong cu giam sat: Task Manager, Event Viewer...
Cac budc thuc thi giam sat hé thong

Cong cu Active Directory Best Practices Analyzer
Cac file cia CSDL AD va duy tri CSDL

Cac ban sao (snapshot) cua AD

Khoi phuc dbi tuong bi x6a va tinh nang Active Directory
Recycle Bin

Cac cong cu sao luu va khdi phuc va i'ng dung vao AD



