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“* B0 giao thirc lien mang
* LAN-WAN-VLAN
3 Qui trinh thiét ké mang PPDIOO — Cisco
3 K§ thuat thiét ké mang phan cap
d K¥ thuat mang ao (Vlan)
s Bal tap:
3 Phan tich mo6 hinh mang
3 Cau hinh thiét bi: switch, router



B¢ giao thirc lien mang (Internet Protocol Suite)

0 Puogc phét trien boi mot du an ctia BO quoc phong My
vao nhirng nam 1970

3 Lién ndi két cac may tinh Unix, c&c mang khdng dong
bo thanh mot mang ctia cac mang — ARPANET

J MO0 hinh cta mang TCP/IP hay mang Internet

1 Cung cap dich vu truyén tai diém cuoi - diém cuodi qua
mot lIEn mang

d Cung cép cac ung dung dang client-server: lam viéc tur
Xa, truyén tai file, chia sé tap tin, ...




Giao thue IP
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» Hoat dong ¢ tang 3 ctia mo hinh OSI
» Lién noi két nhiéu mang cuc bd khdng dong nhat

L/

o’

o

» Dam bao truyén tai cac gai tin tir may tinh téi may tinh

N/
0‘0

Vach duong va chuyén tiép cac goi tin qua lién mang

N/
‘0

®

Str dung dia chi IP dé nhan dang may tinh
_ \ersion 4: 32 bits
1 \ersion 6: 128 bits




Giao thuwe TCP & UDP

% Hoat dong ¢ tang 4 trong mé hinh OSI
< Pam bao truyén tai dit liéu tir tién trinh dén tién trinh

J UDP (User
< Cung cap dic

1 TCP (Transport Control Protocol): ¢6 noi két

Datagram Protocol): khéng noi két

1 vu van chuyén cho tang ung dung

thong qua Socket

d (IPPort) dia

1 Moi socket c6 mot so hiéu cong (port)

chi go1/nhan thong tin cua mot img dung




Ung dung co ban trén TCP/IP
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» Telnet: bang nhap va lam viéc tir Xa

e

%

DNS (Domain Name Service): Phan giai tén mién

FTP (File Transfer Protocol): Truyén tai tap tin

NFS (Network File System): Tap tin trén mang

SMTP (Simple Mail Transfer Protocol): Gé61 thu dién tu
POP( Post Office Protocol): Nhan thu dién tur

IMAP (Internet Mail Access Protocol): Nhan thu dién tur
HTTP (Hyper-Text Transter Protocol): Dich vu Web

S
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IP Private va Public

< K&t ndi truc tiép vao mang internet phai co dia chi Public

% Do su thiéu hut ctia IPv4 Puplic

¢ Dia chi private duoc st dung trong cac mang riéng

 10.0.0.0/8

J 172.16.0.0/16 - 172.31.0.0/16

J 192.168.0.0/24 - 192.168.255.0/24

“* Mot IP rieng dugc anh xa té1 mot Public IR khi may tinh
phai truy cap vao Internet. Str dung k¥ thuat NAT




NAT (Network Address Translation)

(private IR, private port) <-> (public IP, public port)

|l
3=
5 10.0.1.2 10.0.1.3
213.168.112.3 o T
9 € 0
Private network 1 10.0.13.1 10811 Private network 2
=) el
Router/NAT Router/NAT

128.195.4.119 128.143.71.21
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ISDN

ease Line
X25

Frame Relay

Al'M
DSL (Digital Subcriber Line): kénh thué bao sb

10



* WAN st dung nhieu ky thuat khéc nhau dé
thuc hién truyén dir liéu qua mét vung dia
ly rong 1on.

= WAN thudng duoc thué tir nha cung cap
dich vu.

= C4c loai két n6i WAN nhw sau:

« K&t noi thué kénh riéng

« Két ndi chuyén mach - mach

» Két noi chuyén mach goi

11



< Kiéu dong goi dit liéu trén WAN: s =
d HDLC (High-Level Data Link Control Protocol) ‘
d PPP (Point-to-Point Protocol) e » -&
d SLIP (Serial Line Internet Protocol) K25, Fram Ry ATH
O X.25/LAPB (Link Access Procedure for D-channel) &8
d Frame Relay
O ATM (Asynchronous Transfer Mode). (Cell switching)
O ISDN (Intergrated Services Digital Network)
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Point to Point Protocol (PPP)

< PPP: 1a mét giao thire lién két dir liéu, thuong dugc dung
de thiét 1ap mot két noi truc tiep gitra 2 nlt mang nhu:
router-to-router va host-to-network

L/

» PPP cung cap co ché xac thuc Password Authentication
Protocol (PAP) va Challenge Handshake Authentication
Protocol (CHAP) va ma hoa viéc truyén dir liéu.

PPPoE and TCP/IP protocol stack

¢ Hai kiéu d(,)ng géi dﬁ liéu Cfla PPP: Application FTP SMTP HTTP ... DNS ...

d PPPoE (Point-to-Point Protocol over Ethernet) ™ot F uDP
Q PPPoA (Point-to-Point Protocol over ATM) e ; e

PPP
Network access PPPoE

L)

4

*

°

Ethernet
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DSLAM (Digital Subscriber Line Access Multiplexor)

MAIL SERVER

o WITH IP ADDRESS

" ETHERNET
NETWORK
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Giéi thiéu quy trinh thiét ké mang LAN

< PPDIOO la quy trinh thiét ké mang gom 6 budc:
1 Chuan bi (Prepare)

1 Lap ké hoach (Plan)

1 Thiét ké (Design)

0 Trién khai (implement)
J Van hanh (Operate)

0 T6i vu hoa (Optimize)

Analyze
Requirements

Monitor
and Optimize
Network
Performance

Develop
Logical
Design

Develop
Physical
Design

Implement
and Test
Network

Test, Optimize
and Document
Design

Figure 1-1  Nerwork Design and Implementation Cycle



Gidi thiéu quy trinh thiét ké mang LAN

< Chuan bi (Prepare):
« O Thu thap thong tin vé yéu cau: y&u cau ngudi st dung,
* nguoi diéu hanh va nguoi quan ly hé thong.

» 1 “Quan sét dia hinh thyc t&” nhitng noi mang sé di qua

» 0 Kha ning md rong va phat trién ha tang ctua don vi
« [ Phan tich danh gia va chon loc ra nhirng cong nghé
thich hop cho hé thong mang

» O Dé xuat nhitng md hinh phat thao ban dau
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Gidi thiéu quy trinh thiét ké mang LAN

< Lap ké hoach (Plan):
3 Trong phan I&n ké hoach, can sir dung nhirng buéc sau:

> én ké |

> Lén ké hoac

noac

> Lén ké hoac

> Lén ké hoac

> Lén ké hoac

N cal

N |
N |

-
I A

N mua cac thiét bi mang

¢ diéu hanh mang va cac ung dung

bang bao gia
ban hop dong

ban thanh Iy hop dong
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Gidi thiéu quy trinh thiét ké mang LAN

< Thiét ké (Design)
O Budc nay bao gom cac cong viéc:

> Thiét ké 16p tmg dung va dich vu mang
» Lua chon cong nghé mang
> Quy hoach dia chi IP
> Thiét ké vé mat dinh tuyén

Thiét ké kién tric bao mat

Thiét ké ha tang mang

Thiét ké mé hinh vat Iy

Thiét ké hé thong tai liéu

VV V V
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Gioi thicu

quy trinh thiét ké mang LAN

< Trién khai (implement)

 Cai dat

va cau hinh cac thiét bi méi (hoic nang cap, thay

thé thiét bi d6i vdi ha tang mang di cd) phl hop voi

nhirng t
J Ghi che
J Luu tro

hiét ké da quy dinh.

0 cac cong viéc da thuc hién, thoi gian thuc hién
du phong thong tin cau hinh

1 San sang khoi phuc lai cau hinh khi c6 sy ¢6 xay ra
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Gidi thiéu quy trinh thiét ké mang LAN

¢ Van hanh (Operate)

3 Quy trinh nay duoc tién hanh moi ngay nham dam bao sy

van hanh lién tuc ctia hé thong.
[ Cé4c cong viéce can thuc hién:
> Giam sat cac thanh phan mang
> Duy tri hoat dong 6n dinh cua hé thong
> Giam sat hiéu suat hoat dong mang
> Phéat hién va xt Iy c&c su c6 phat sinh
»Cung cap théng tin cho qui trinh t6i vu hoa.
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Gidi thiéu quy trinh thiét ké mang LAN

< Toi wu hda (Optimize)

[ XAac dinh va thiét 1ap cac thong so cai tién hé thong

) X4c dinh c4c uu tién can cai tién hé thong.

0 Xu Iy su o, toi vu hoa hé thong.

0 C0 thé d¢ xuat thiet ke lai mang méi néu trong qué trinh
st dung cO van dé veé hé‘théng hay phat sinh 161 hoac
khong dap tmg duoc nhu cau.
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Vong doi cua quy trinh PDIOO

¢ Nghi huu (Retire): Khi mang, hoac

mot phan cua mang, da 161 thoi,
khong CONn san Xuat hodc ho tro £ T A\

nha san xuat g glt:‘snign

< Nghi huu 14 giai doan khong nam , ’ 0 l(%ﬂ?ar?eem
trong vong doi (PDIOO), tuy nhién & ool
day la mdt gial doan quan trong. Gial y

doan Ilghl huu bao trim dén glal  Figure 12 PDIOO Nework Life Cycle
doan ké hoach.
L )

X Vong doi PDIOO dugc 1ap lai khi c6
yBu cau vé phat trien hé thong mang.

®
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Phan tich va can bang cac muc tiéu ky thuét

N/

% Phan tich va can bang cac muc tiéu k¥ thuat cho thiét ké.

< Céc muc tiéu k¥ thuat dién hinh bao gom:
1 Kha nang mé rong (scalability)

 Tinh san sang (availability)

O Hiéu suat mang (network performance)

d Bao mat (security)

d Kha nang quan 1y (manageability)

 Tinh dé st dung (usability)

d Kha nang thich tng (adaptability)

1 Kha nang chi tra (affordability)
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Muc tiéu ky thuat

Phan trim

Kha nang mé rong (scalability) 20
Tinh san sang (availability) 30
Hiéu suat mang (network performance) 15
Bao mat (security) 5
Kha nang quan ly (manageability) 5
Tinh dé sir dung (usability) 5
Kha nang thich irng (adaptability) 5
Hiéu qua chi phi (affordability) 15
Tong 100
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K¥ thuat thiét ké mang phan cap

< M0 hinh thiét ké mang phan cap (hierarchical network
design) giup phat trién mot topology dudi dang cac 16p
o1 rac.

< M0i 16p tap trung vao cic chic ning cu thé, cho phép
chon ra cac hé thong va dac tinh phu hop

¢ MO hinh cisco giai1 thiéu co 3 16p:

 Core layer

1 Distribution layer

1 Access layer
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CORE

< Lép 16i (core): nat
3 Thiét bi c¢6 hiéu ning va tinh san sang cao: E{Smsma%
toc do cao, do tré nhod, on dinh

1 Pinh tuyén ra internet f % %
0 Core c6 thé dung thiét bi: router hodc switch & @

[ Két noi thiét bi 16p phan phoi.
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Dac trung ky thuat cua lop Distribution

% Lép phan phéi (Distribution): & e
1 Thiét 1ap chinh sanh an ninh mang e
1 Kiém soét luu luong ¥ %
1 XAac dinh mién quang ba % % %
1 Pinh tuyén gitta cac Vlan » 3

1 Tap hop cho céc thiét bi 16p Access

1 Két noi vao 1op Core

O Thiét bi st dung: router hoac switch

0 Trong c&c md hinh nho co thé két hop 16p
core va distribution.




< Lép phan phoi (Access): ﬁ
3 Cung cap truy cap mang cho thiét bi dau £
cudi: may tinh, may in .v.v. { ﬁ
ad Th}ét bi str dung: switch layer 2 cau hinh % % %
thap, access point | heosss

0 Két ndi vao thiét bi 16p Distribution



< Uu diém mo hinh:
3 Tiét kiém chi phi
3 Dé trién khai
A Co kha nang mé rdng mang
3 Dé quan i, khic phuc su co
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Mang Lan do (Virtual LAN)

< Thiét ké mang phai dam bao ving dung do (collision
domain) va vung quang ba (broadcast domains) cang
nho cang tot.

» Cac thiét bi noi vao Hup duogc xem cung ving dung do

» Mot cong cua Switch 1a mot ving dung do, mic dinh
Switch khong chia duoc vung quang ba.

4

®

®

(4

L/

L/

&

L/

» MOt cong cua router 1a mot ving quang ba

®

4

®

* Vo1 ky thuat Vlan, switch chia duoc vung quang ba

®
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Mang Lan do (Virtual LAN)

< Vlan l1a giai phap truyén dir liéu theo chuan LAN
» nhung khong bi han ché bdi cac rang buoc vat 1y.

< Viéc gan vao VLAN dua trén nhu cau tmg dung, bao
mat, hi€u nang hay mot dac thu nao do. Bat chap vi
tri vat ly cua nguoi dung

< VLAN xuyén qua nhiéu physical LAN

% Nhicéu VLAN trén mot physical LAN




Thiét ké VLAN

Swirtch A Swich 8

‘-’— - -

Station A1 Station A2 Station A3 Station B1 Station 82 Station B3
Network A N etwork B
VLANA

Statlion A1l Station A2 Station A3

Ny

——

- |

A —zj A &
Station 81 Station Station B3
B2 VLAN

B
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VLAN A

Station A1 Station A2 Station A3

VLAN A
Station A4 Station A5 Station A6

Station B1 Station B2 Station B3

VLAN B

Vlan qua nhiéu Switch

Station B4 Station B5 Station B6
VLAN B

36



Mode trunk

VILAN 100 —
ViLAMN 200

Clmco 28950 Swnch

Clsoco 29850 Satlch




Mode trunk

L] restD ok by
VLAN 100 vumm VAN 100 VLIAN 100 MAN X

Trunking
| VLANZEVLANS

SVIANG

O

43’5 'ga's

WA AN A A vuus.wmwwn.

-q_q_q_ooq_o--

:'i

,.-o-o.-.

rgure 12,5, 802.10Q trunk between the router and the switch
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Device with Console

RU4040R 45

Rollover Cable ot
gl

RJ-45-40-DB-9 Adapter
labeled TERMINAL

Két ndi switch dén may tinh

COM1 Properties

 Port Settings |
Bits per second: |9800 \Egl
Data bits: IB gi]
Parity: [None LV}]
Stop bits: |1 gd_;sl
Flow contral: | Hardware
[ Restore Defaults ]

[ ok || cancel || ppw |

Cai dat thong s6 cho Hyper Terminal
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< Ché d6 giao tiep dong 1énh CLI

Switchyenable * User EXEC made le
Switchfconfigure terminal

y HEEEE _ _ + Privileged EXEC mode Router#
Enter configuration commands, one per line. End with CNIL/Z. I
Switch(config)#interface fast + Global configuralion mode

Switch(config) #interface fastEthernet 0/1

Switch(config-if)# -mmﬂwm . . . l . . l

Switch(config-if)#end

Switch# Configuration Mode Prompt

$515-5-CONFIG I: Configured from console by console Interface Router (config-if)4
Subinterface Router (config-subif)#
Switchiwr Controller Router (config-controller)}
Switchiwrite me s i z:':::;ﬂ-::):'
. . Map-class r map-class
SHZ!.tC]EIfHI‘ItE mry_ T PR TR TR
Building configuration... Router Router (config-router))
[CE] IPX-router Router (config-ipx-router)
Switch#l Route-map Router (config-route-map)#
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CAu hinh Switch V& Router

Console Password
Router (config)#li.ne conaole 0

Router (config-1in )#l.og n — ﬂ
Router (config-...L.Oe) Apassword cco

Virtual Terminal Password

Fouter (config) #line vty O

Router (config-line)#logi.n Fm
Router (config-line) #password ci.aco

Enable Password

Router(config)'enable password aan- ran — e

Perform Password Encryption

Router (config) §service password-encryption
(set passwords here)

Router(config) ino service password-encryption




Telnet hoac SSH

< Telnet/SSH 14 giao thirc cho phép thiét 1ap két noi tir xa.
% Secure Shell (SSH): st dung nhiéu tinh nang bao mat

3 Xa&c thuc mat khau manh hon

3 Dir liéu ma héa khi van chuyén

7 Application

6 Presentation

5 Session

i

4 Transport

3 Network

2 Data Link

1 Physical

>

telnet

ping
trace
show 1ip route

131.108.100.152

Tokyo

show interface

Initiate a session:

Denver>telnet paris

Exit a sesslon:
Paris-exit
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MO0 hinh mang an toan

Firewall — -
Enterprise *'-\,|
Networ'k "4
— -"’"
—_—
DMZ

Web, File, DNS, Mail Servers
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FIREWALL

oS

Peplink 580

—— — —— ]

FC 10Gbps

i

WLC AIR-CT5508

Distribution

WS-C3750X

Link FC 10 Gbps

Link UTP 1 Gbps
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< VPN la mot cong nghé mang riéng ao: tao két ndi mang an toan khi
tham gia vao mang cong cong (Internet), nhung van dam bao duoc
tinh riéng tu va bao mat dur liéu.

10S Firewall

Switch
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Tai liéu tham khao
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