QUAN LY USER



Noi dung

* Dinh nghia tai khoan nguoi dung
e Quan ly tai khoan nguoi dung



Dinh nghia

Tai khoan ngu¢i dung

e La mo6t doi tugng cho phép chirng thuc
va truy cap toi tai nguyén mang trong hé
thong domain

e C6 2 loai tai khoan nguoi dung:
> Tai khoan nguoi dung cuc bd (Local user)
> Tai khoan nguoi dung mién (Domain user)



Local user

 Tai khoan nguoi dung dugc dinh nghia
trén may cuc bo

e Chi dwoc phép dang nhap va truy cap cac
tai nguyén trén may tinh cuc bo

» D& truy cdp cac tai nguyén trén mang thi
phai chirng thwc véi may domain
controller hoac may tinh chra tai nguyén
chia se



Local user

» Tao tai khodn nguwdi dung cuc bd bang cong
cu Local Users and Group trong Computer
Management (COMPMGMT.MSC)

o Cac tai khoan cuc bo dwoc lwu trit trong tap
tin co s& dit lieu SAM (Security Accounts
Manager) dat trong thu muc
\Windows\system32\config



Domain user

e Tai khoan nguoi dung dugc dinh nghia
trén Active Directory va luvu trit tap trung
tai may Domain Controller

e Pwoc phép dang nhap vao bat ky may
tram nao thudc domain va cd thé truy cap
dén cac tai nguyén dugc cap quyén trén
domain



Domain user

e Tai khoan nguoi dung mién duoc tao
bang cong cu Active Directory Users and
Computer (DSA.MSC)

e Tai khoan nguoi dung mién chira trong
tap tin NTDS.DIT chwra trong thu muc
\Windows\NTDS



T6 chirc tén trong domain

e Thuoc tinh tén nguoi dung:

Poi tucgng Vi du Yéu cau

Tén ding nhap Gregory EE?‘;IE ten duy nhat trong
Tén dang nhap
(su' dung vdi
Windows 2000
trd vé trudc)

Phai la tén duy nhat trong

Woodgrove\Gregory ving

Tén ngudi dung Gregory@WoodgroveBank.co | Phai la tén duy nhat trong
chinh (UPN) m ring

Tén phan biét CN=Gregory,OU=IT,DC= Phai la tén duy nhat trong
LDAP WoodgroveBank,DC=com toan vung



Yéu cau Ve tai khoan ngudi dung

» MoOi username phai tir 1 dén 20 ky tu

» Moi username la chudi duy nhat cdia moi
nguoi dung

e Khong chracacky twsau: “/\[]:;|=,+*
7>

» C6 thé chira cac ky ty ddc biét bao gébm: dau
cham cdu, khoang trang, dau gach ngang,
dau gach dudi

» Windows 2008 yéu cau mat khau phai co 4

yéu t6 sau: Chit hoa, Chit thwong, Ky tuw dac
biét, SO



Quan ly ngudi dung

e Gan quyén thich hop cho nguwoi dung

e Dat lai mat khau nguoi dung

» Pat thoi han truy cap vung cho nguoi
dung

» Pat thoi gian nguoi dung truy cap

» Gan cac profile va thuy muc home



Dinh nghia tai khoan mau

e La 1 tai khoan vdi cac thudc tinh da duoc
ciu hinh trwdc san
» Tai khoan mau giup viéc trién khai cac user
cé thudc tinh gidong nhau trd nén thuan tién
» D€ slr dung tai khoan mau:
> Tao ra tai khoan nguoi dung vadi cac thudc tinh cu
thé
> Sao chép tai khoan nguoi dung nay sang mot tai
khoan mai

> Chinh stra lai cac thudc tinh nhu tén dang nhap,
email...



CAC BUGC TAO MOI USER TREN
DC

o O thu muc Users, nhap phai chon new >

B Active Directory Users and Computers -0l x|
user File Action WView Help
e | & : f— e ¥ — 1,
oo (7T 0Ec = HM 3RS TI%R
_ Active Directory Users and Comput | Name | Type | Description |
_ Saved Queries —?: Administrator ~ User Built-in account for admini...
B & W'O“Q-”Et }RAIIowed ROD... Security Group ... Members in this group can...
- Builtin ¥2 CertPublishers Security Group ... Members of this group are...
- C°mpf"ter5 #2 Denied ROD... Security Group ... Members in this group can...
— Doméln Comroller; ol $2, DnsAdmins Security Group ...  DNS Administrators Group
- E:;agnSemrltyPrlnopas &!,DnsUpdatePr... Security Group ...  DNS dients who are permi...
+ 2
* — oan SiDornain Admins Security Group ... Designated administrators...
- 2 Domain Gom Sacuriti Croun All workstations and serve...
$2 Domain C Delegate Control... All domain controllers in th...
QiDornain G Find... All domain guests
£2,Domain L g J  Computer
R Enterpris| Al Tasks P Contact
ﬂiEnherpris Group
:3} Group Po RefresthList InetOrgPerson
% Guest | Bxportlist.. MSMQ Queue Alias
S&RAS and View » Printer
2 Read-onl =
8 schema 4 Amangelcons Mg Folder
2 server Line up Icons
2 user1 Properties
Help
k1l | i

|Create a new object... |

I‘sm-t| | @ % M| S Server Manager || = Active Directory user... W™ &y 72




CAC BUGC TAO MOI USER TREN
DC

» O thu muc Users, nhap phai chon new >
T x
user ' =

3) Createin: tvlong.net/KeToan

First name: KT1 Initials: I

Last name:

Full name: KT1

User logon name:

kt1 I@tvlong.net 3
User logon name (pre-Windows 2000):
TVLONG\ |kt1

¢ Back | Next > Cancel




KIEM TRA CAC QUYEN USER

James Fine Properties ﬂ m

Published Certificates I Member Of l Password Replication I Dial-in | Object l
Terminal Services Profile I COM+ | Attribute Editor I
General | Address | Account | Profile I Telephones I Organization l
Security I Envionment | Sessions |  Remote contiol |

Group Or user names:

. Advanced Security Settings for James Fine
YR’ AELE Pemissions I it i issi
82 Authenticated Users Auditing | Owner | Effective Permissions I
?R, SYSTEM To view or edit details for a permission entry, select the entry and then click Edit.
52, Domain Admins [CONTOS0AD omain Admins)
52, Cert Publishers [CONTOSOACert Publishers) Permission entries:
52 Enterprise Admins [CONTOS0AE nterprise Admins) Type | Name | Permission | Inheiited From | Apply To N
Allow Authenticated Users Read web information <not inherited> This object only
Add... Allow SELF Read/wiite personal information <not inherited> This object only
Allow SELF Read/write phone and mail options  <not inherited> This object only
Permissions for Everyone Allow Allow SELF Read/wiite web information <not inherited> This object only
Allow Domain Adming (CON...  Full control <not inherited> This object only
Full control D Allow Account Operators [C...  Full control <not inherited> This object only J
Read D Allow Authenticated Users Read permissions <not inherited> This object only
Write O Allow SELF Special <not inherited> This object only
Create all child objects D Allow SYSTEM Full control <not inherited> This object only —
Delete al child objects O ‘Air.-.,.. Pradsdindams 200N ™ Cracial [ [ T naeﬁrndaﬂl |n=£'_|
Allowed to authenticate O
- ; ] Add... | Edit... I Remove Restore defaults |
For special permissions or advanced settings, click - . -
Advanced. jo [V Include inheritable permissions from this object's parent
Learn about access control and permissions Manaaging permission entries
| 0K I Cancel Aoply oK I Cancel | Aoply |

FIGURE 2-16 The Advanced Security Settings dialog box for an Active Directory object



Cau lénh tao user — Command line
create User

Vi du:

Dsadd user “cn=KeToan | ,ou=KeToan,dc=tvlong,dc=net” —fn Long —miVan —In Trinh —display
Trinh Van Long —pwd abc@ 123 —memberofcn=NhanVienKT,ou=KeToan,dc=tvlong,dc=net —tel
096454625 —email longtrinhvan@gmail.com —canchpwd yes — acctexpires never

Y nghia:

cn=KeToan |,ou=KeToan => tén tai khoan user la KeToan| trong ou KeToan

-fn Long =>Tén Long

-miVan =>Teéen dém Van

-In Trinh => Ho la Trinh

-pdw abc@ 123 => M3t khau abc@ 123

—memberof cn=NhanVienKT,ou=KeToan,dc=tvlong,dc=net => Thanh vién cla group
NhanVienKT

—canchpwd yes => c6 thé thay d6i mat khau

— acctexpires never => Khéng bao gio' hét han



