


I. TAI NGUUVEN DUNG CHUNG

=

 Theo mac dinh toan bo dung lugng
dung luu trif, cac thu muc hién co
trong cac Partition , cac dich vu hé
thong da du'gc chia sé cho moi nguci
du'dc phép su’ dung.

——

~ e« Cac Local User khi dang nhap vao
~ hé thong sé dudc cap phat 2 quyén
: cuthéla:

» Rights : Quyén hé thong.

- » Permissions : Quyén truy cap.



 Tuy theo tai khoan dang ¢
group nao thi sé du'dc cac
quyén Rights va Permissions
bang vao quyén ma Admin va
hé thong da cap cho Group do.

e Nhirng tai khoan vua khai tao
mac dinh sé thudc group Users
va du'gc cac quyeén sau :



Dugc phep su’ dung toan bo dung
luwgng cua & cirng cé san vao muc
dich luu tri.

Pu'dc phép doc, copy Files, chay cac
trinh *'ng dung dudc cai dat san
nhung khong du'dc phép sua, xoa.

Khong du'dc phép tao file trong
partition goc, chi dudc phép tao
thu’ muc roi ghi file vao thu muc do.

Pu'dc toan quyeén vdi file hoac thu
muc do minh tao ra.



II. TAl NGUYEN DUNG RIENG

e Khi 1 tai khoan dang nhap lan dau
thanh cong, hé thong sé tu dong ra
1 thu muc mang duang tén tai
khoan do trong :

> % Root% \Documents and Settings

@& Documents and Settings !E
Fie Edit Wiew Fawvorites Tools Help o
ok - © - ¥ SO Search | Fokers | [~ (3 [

Address|) c\Documents and Settngs [

Folders > E_,j ,._L —

@ ktop o Al Users D mnc Hw1
E}E My Documents ng

= &g My Computer

=i 3v= Foppy (A2) Ca 3
P WIN_CENTER (C:)

Phan Dung ThHuY




e Pay la thu muc
R — a1 dudc chi dinh danh

@"‘”g‘ 0 8 pomspru — L riéng cho tai khoan
Address| § My Computer EJGo  Norton AntMirus 5 ~

do toan quyén su’
dung.

@ J 3v Floppy (A7)
# % WIN_CENTER(C/ | Hardl
2 <@ Win_XP (D:)

# () AutoPatcher

_Smx ‘ e Ngoai tru tai khoan

do va Administrator
« moi su’ truy cap thu
muc nay bang cac tai
khoan khac déu bi tur
choi.

S ne
@ (& Program Fles e D:\Documents and Settings\Dungnc is not accessile.

® 23 Temp Access s denied.
® () WINDOWS -

# % 1_Data (E:)




 Bén trong co cac thu muc con cung
da dudc tao san. DIt liéu va cac cau
hinh thong s6 moi trudng lam viéc
cua user dugc lu'u tai day.

® Phan Dung
He Edt View Favortes Tools Help

GBa:k g @ ﬂ pf':earch ~% Folders -'@*E;

Aﬂdrﬁo

Deskt -
@ E I'-'I:: [E)Ocu ments Cookies Desktop Favorites

El ﬂ My Computer

@ 3% Foppy (A) - 23 3

El S WIN_CENTER (C2) _
E} Hﬂ Documents and Settings Phan Dung's Phone Start Menu
Documents Browser
E} 5 Al users
= &3 Dungnc Ej =
- #@nv £S

B2 Phan Dung | UserData  default.pls
&3 ThHuy

muﬂnowmads ~]







o TU Windows XP Professional trg vé
sau, Microsoft da phat trién thém
nhirng tinh nang tién tién nhu':

N “SCCURITU
Bao mat dén cap do folder va file

&

e~ 0UoTA

|= 5| C&p han nghach cho user
j “COMPRESS
B nén folder va flle.

NH ~ENCRIPT
\= Ma hda folder va file.




e CI[TRY

e Cac tinh nang m@i nay chi cé trén
Partition dugdc dinh dang bang NTFS.

e Ta cé thé chuyén ddi dinh dang cua

Partition dang la FAT hoac FAT32

- sang kiéu dinh dang NTFS ma khdng

~  lam mat dit liéu da Iu'u tri¥ san trén
, Partition dé bang tién ich dong lénh :

o Ci phap : convert,_ [0 dia]:._ /fs:ntfs
-



(LAY

e Cac thu muc va file dugc hé théng
bao mat bang “"NTFS Permissions”.

 Khao sat cac quyén truy cip dé bang
cach :

» Right click vao thu muc chon
Properties.

» Chon tab Security click nut
Advanced.

» Tab Permissions click nut Edit.



e Trong hop thoai Permission Entry
"A\ for... ta cé thé thdy cac quyén truy cip
(,5 ma hé thong ap dat cho thu muc do
3

’

\

i ==
Permission Entry for ASP | D S|

This permission is inherited from the parent object

2 Vi ¥ )
e Khao sat tinh IEEZ3

Permissions:

A" V 4 A
chat cac quyen [igE:
Traverse Folder | Execute File
) & 2
do tron ba n ListFolder | Read Data
Read Attributes
Read Extended Aftributes

Sa u Create Filas | Write Data

‘ Create Folders | Append Data
Write Aftributes

Write Extended Attributes
Delete Subfolders and Files

Delete

O
O
O
O
O
O
O
O
O
O
O

O 00O oo

m
w




Traverse Folder /
Execute File

Duyét thw muc va chay céc file chwong trinh

List Folder / Read Data

Liét ké ndi dung thu muc va doc dir liéu cha céac tap
tin trong thu muc

Read Attributes

Poc thudc tinh cta c4c tap tin va thw muc

Read Extended
Attributes

Poc c4c thudc tinh mé rong cla céc tap tin va thw
muc

Create File / Write Data

Tao cac file méi va ghi dir liéu vao cac file nay

Create Folder / Append
Data

Tao cac thw muc méi va chén thém dir liéu vao céac file

Write Attributes

Thay d6i thudc tinh ctia c4c tap tin va thw muc

Write Extended
Attributes

Thay d6i thudc tinh mé rong ctia c4c tap tin va thw
muc

Delete Subfolders and
Files

Xéa thw muc con va céc tap tin

Delete

Xo6a cac tap tin

Read Permissions

Poc céc quyén truy cip da gan cho files va folder

Change Permissions

Thay doi quyén d3 gan cho files va folder

Take Ownership

Tuwéc quyén sé hitu clia c4c tap tin va thw muc 13




A0 MAT (UC 20
VYA‘ « Mic dinh user toan quyén ddi véi cac
\ % thu muc va file do chinh minh tao ra.

e POI vai cac file hé thong, folder hoac
file do user khac tao thi chi du'dc quyén
doc, xem, khong du'dc sira hoac xoa.

« Administrator cé thé cat hoic cap
- thém quyén truy cap cho cac user doi
‘vdi cac thu muc co san.

e Ban than user ciing cé thé bao mat va
cap quyeén truy cap thu muc do chinh
minh tao ra.



#TA0 TAC CAD OUVEN TRUV/CAD

'@ Data-1 (F)
File Edit View Favorites Tools Help

@Back ~ () - [F O Search ([ Folders: ¥
Address|a'- F:\

Folders *  [DBackup-FireFox
4 e Data-1 (F:)

I3 Backup-FireFox

- |3 Backup-LaptopHP
) BK-Web

- |53 Documents and Settir -
- | Downloads

- | Downloads-new

- | Drivers-Maynha
I3 Echip

- |3 Flash

[5) HDtaoForum

[ Outlook Express

- 53 Tai lieu S Vista k

- |3 Tailieu_PMT
- I3 TLieu Bl desktc
s &) Top-Software El Updat
- 53 1_Virut -

L 1

Explore

Open

Browse with ACDSee
Command Prompt Here
Search...

Notepad

Sharing and Security...

Snaglt

Add to archive...

Add to "BK-Web.rar"

Compress and email...

Compress to "BK-Web.rar" and email

Scan for viruses
Send To

Cut
Copy

Create Shortcut
Delete
Rename

Properties

e Right click
vao thu muc
muon cap
quyén, chon
Sharing and
Security hoac
ciing cé thé
chon
Properties.



e Chon tab Security.
e Nhan nut Add.

"BK-Web Properties @R "Solect Users or Groups

Selectthis object type:

Users, Groups, or Built-in security principals Object Types...

Group or user names:
€7 Administrators (PAL\Administrators)
CREATOR OWNER
1-5-21-1801674531-1202660629-725345543-1003
SYSTEM
€7 Users (PAL\Users)

From this location:

PAL Locations...

Enterthe object names to select (e

Add... ‘| Remove |

Permissions for Administrators Allow Deny

Full Control
Modify

Read & Execute [ N hé'n Adva nced 6

List Folder Contents

ol hop thoai ké tiep.

Snerial Parmissinns

For special permissions or for advanced settings, PE— ‘

click Advanced.




e Trong hop thoai Select User or
Group nhan vao nut Find Now

e Trong khung bén
du'di, chon user hoac
group nao muodn cap
quyén nhan OK < OK.

e Mac dinh user hay
group vua mgai dugc
add vao chi dugc 3

- A?

quyén toi thiéu.




"BK-Web Properties | % Bl

General | Sharing | Security | Customize
Group or user names:

€7 Administrators (PAL\Administrators)
CREATOR OWNER

1-5-21-1801674531-1202660629-725345543-1003
L SYSTEM
¥ thien (PAL\thien)
7 Users (PAL\Users)

Permissions for thien

Full Caontrol

Modify

Read & Execute
List Folder Contents
Read

Write

Snerial Parmissinns

For special permissions or for advanced settings, —
click Advanced.

ONSEOO

b

e Tuy theo nhu cay,
ta cé thé cap thém
cac quyeén tuy chon
khac.

e Nhan Apply roi
nhan OK dé hoan tat
viéc cap quyeén truy
cap.



#THAD TAC 2AD MAT THU MUC

 Properties thu muc can bao mat,
chon tab Security.

"BK-Web Properties | % Bl

4 - V 4
eeeee arin Secur Customize . M ac d! n h cac th u m l:lc
Group or user names: ds ké' th ‘ua ‘én tr
€7 Administrators (PAL\Administrators) q uy uy

¢ CREATOR OWNER A . (- A*
T 8-1-5-21-1801674531-1202660629-725345543-1003 ca p t u’ P a rt . tl o n g oc
€7 SYSTEM - ’

¥ thien (PAL\thien)

<4

nén moi Local User déu
dudc 3 quyén tdi thiéu.

e D& c6 thé cau hinh
bao mat ta phai tat tinh
nang thua ké nay di.
4 Eesmre——te=== Nhan vao nut Advanced




e Trong hop thoai Advanced Security
bo dau check trong 6 “Inherit form
parent the permission....”

==

" Advanced Security Settings for BK-Web

Permissions | Auditing m Effective Permissions

To view more information about Special permissions, select a permission entry, and then click Edit

Pearmission entries:

Type Name Permission Inherited From Apply To

Allow Administrators (PALVAd...  Full Control Parent Object This folder, subfolders a...
Allow CREATOR OWNER Full Control Parent Object Subfolders and files only
Allow S5-1-5-21-1801674531-12...  Full Control Parent Object This folder anly

Allow SYSTEM Full Control Parent Object This folder, subfolders a...
Allow Users (PAL\Users) Special Parent Object This folder and subfolders
Allow Sers \Wsers) Read & Execute Parent Object This folder, subfolders a...

Inherit from parent the permission entries that apply to child objects. Include these with entries explicitly defined
here.

[ |Replace permission entries on all child objects with entries shown here that apply to child objects




e Chon CO hoéc Selecting this option means thatthe parent permission entries that apply to
- py A child objects will no longer be applied to this object
4 . . . .
Remove cac -To copy the permission entries thatwere previously applied from the parent
to this object, click Copy.
A -To remove the permission entries that were previously applied from the parent

Perm iSSion h ien and keep only those permissions explicitly defined here, click Remaove.
AN N\ L4
hanh tuy vy.

[}
-To cancel this action, click Cancel.

Copy | l Remove J l Cancel

i Advanced Security Settings for BK-Web L% P/l .
n¢ : danh
Permissions |Audiﬂng| Ownerl Effective Peimissi.ons| 4 J J JJ D ™ an

To view more information about Special permissions, select a permission entry, and then click Edit. da'u check véo
Permission entries: A\
0 "Replace

Type Name Permission Inherited From Apply To
Allow thien (PAL\thien) Read & Execute <not inherited> This folder, subfolders a...

- L)
Allow Administrators (PALVAd...  Full Control <notinherited> This folder, subfolders a... perm |SS|on

Allow CREATOR OWNER Full Cantrol <not inherited= Subfolders and files only - ”
All 5-1-5-21-1801674531-12...  FullC | inherited This fold |
Allg: SYSTEM FEIICg:EgI ::2:::h::::d: Th:zfold::,c;rlgfolders a.. entrles onlll
Allow Users (PAL\Users) Special <not inherited= This folder and subfolders "N v ”
Allow Users (PAL\Users) Read & Execute <notinherited> This folder, subfolders a... B d t h h
€ ap dat cnin
4 =
sach security
\ 4
nay cho cac
\
thu muc con va
A
files ben trong

< OK.

I Add... ‘ I it.. ‘ I Remove

] Inherit from parent the permission entries that apply to child objects. Include these with entries explicitly defined
here.

Replace permission entries on all child objects with entries shown here that apply to child objects




 Khi nay cac tuy chon trong khung
Permission sé sang lén.

e

i BK-Web Properties |2 Moo

GfOUp aruser names:

= V4 V& Zym V ~
£ Account Unknown(S-1-5-21-1801674531-1202660629-725345543-1... S I uc a o ta mdl co the
€7 Administrators (PAL\Administrators)

€7 CREATOR OWNER

O iy Remove tai khoan nao

<4

thay ddi cac tuy chon

khong cho phép truy
o il truy cap cho khac tai
Wl khoan khac nhu'y

" ap th - -
Permissions for Users cap u ml_lc nay’ va
List Folder Contents
For special permissions or for advanced settings,
click Advanced. hebmnncel AN*
muon.

ONSEOO




“ouoTA

g e Ngu'di quan tri may cé thé cap

—~2! dung lugng str dung 8 cirng luu trir
cho tu'ng user cuc bo thong qua tinh
nang Quota.

e Tinh nang nay giup khong ché va
quan ly viéc user st dung 0 cirng
nham tranh lang phi.

———

.
e Quota chi set cho tu'ng Partition,
khong set cho ca 0 cung



#TUA0 TAC (1D QUOTA

e Properties partition muon cap
quota, chon tab Quota.

"Local Disk (C:) Properties | % Bl

C c b A 1\
~?
ietus: Diskauotms are deables q UOta ma nagement” de

Enable quota management

bA v 4 h b4 2 I L4
Deny disk space to users exceeding quota limit at t. n na ng q ua n y
Selectthe default quota limit for new users on this volume: Quota

_ u

@ Do not limit disk usage

© Limitdisk space o :“7
savnigients. ot ] [ e Check vao o “Deny disk
D space....” dé khong cho
[ |Log eventwhen a user exceeds their waming level phép user d':lng qUé han
e ngach dudc cap phat.

Nhan Quota Entries




e Chil v : Néu ta chi bat tinh
nang quan ly Quota, nhung
khong check vao 0 “Deny disk
space to users exceedmg
quota limit”. Thi user van cé
thé ghi luu vuot dung luong
ma minh du'dc pheép.



b Quota Entries for Local Disk (C:)

Edit View Help
New Quota Entry...

AT
aaaaeeseesssssssss © Nhan Quota
__________ Amount Used  Quota Limit  Warning Level  Percent Used N

===y tren thanh
menu < New

Quota Entry...

Advanced

Nhan Find Now
o B trong hop thoai ké

B Solect Users

Selectthis object type:

o e Chon user mudn cap

g Administrator PAL

g . Quota < OK.

HelpAssistant PAL
SUPPORT_338945a0 PAL

€

g User PAL



"Select Users ==

Select this object type: . Té i khOé n duqc
omares. 3 wust hia
sl chon sé xuat hién

From this location:

" Add New QuotaEntry e trong Cl,ra 56 SeleCt
_, User thien = Users & OK.

Setthe quota limit for the selected user(s):

_) Do not limit disk ~
e e Nhap dung lugng
L L

@ Limit disk space to |MB - |
. : V &
samnmose [ ] cho phep User

e o dugc su’ dung <OK

Enterthe o

2 Quota Entries for Local Disk (C:) = =
Quota Edit View Help

O X & e G
Status Na Logon Name Amount Used  Quota Limit  Warning Level  Percent Used

e Cac thong so sé
xuat hién. bong
cua so lai. Nhan
Apply < OK dé
cham dut.

2 total item(s), 0 selected. _



“(0MPRLSS.

(& Desktop

 Right click vao thu muc
muon nén < Properties.

e Nhan vao Advanced.

e Check vao 0
Compress contents to
save disk space < OK
va Apply & hop thoai
sau.

- Ly My Documents

4 ' My Computer
- % Local Disk (C:)
4 % Data-2 (D:)

5 Addons-Firefox Properties

"®¥ Data-2 (D:) -
File Edit View Favorites Tools Help

Q@Back - () - (¥ ) Search " Folders: v
Address |,,-, D:\ .

DWeb_BKIT
®Backup tai lieu.doc

X [DAddons-Firefox
'E'J Backup-Desktop =g
Ir;‘lBac kup-SefPm2

Folders

(& Desktop ﬂ.l]gm avi

4 ' My Computer R
- % Local Disk (C:)
4 % Data-2 (D:)

DEmp-Test
&‘iG[AOAN
|| B GiaoTrinhAcgess208

- 23 My Documents cumentd@nd Settings  @lta0ss

|5 Addons-Firefox
|3 Backup-Desktop
- |3 Backup-SerPM2
- [ Documents and Settir
|3) Emp-Test
- @1 GIAOAN
|23 GiaoTrinhAccess2003

- &} My Network Plac

Dlaprap

DMeta

CINet-New
CNew-CanDoc .
D SmartMovie onwnltpd
osss

DStorage-N91

w DTailieu

ull

Fropermes

# Recycle Bin

e Chon kiéu nén < OK

A =

roi OK.

e Tmuc du'dc nén co
Iconchtl - <l

CJ LfD)JJg



 Trinh nén cua Win co tinh nang
hoat dong ngam.

« Ngudi diing van mé, doc, Iuu file
binh thuong.

e Cac file khi ghi luu vao day déeu
du'dc hé thong nén lai. Khong can
user can thiép




“ENCRIPT.

" Advanced Attributes [ 9 Bl

V 4 V 4 \ \
e Cac thao tac hoan toan
When you apply these changes you will be asked if you want
i0 hu' nén fold
giong nhu’ nén folder.

the changes to affect all subfolders and files as well.
Archive and Index attributes

["]Folder is ready for archiving

For fast searching, allow Indexing Service to index this folder

Compress or Encrypt attributes

I #_  « Nhung trong ctra sd

File Edit View Favorites Tools Help

Ry ey e Advanced... chon Encript

Addre55|va- C:\

Foders s contents to secure data.

& Des
@ .quktop D Documents and Settings
: Ii’:i My Documents S Downloads

4§ My Computer SIKAY
4 % Local Disk (C:) = Dlogdir
- 2 AbS DpProgram Files A ~ ~ 7 4
S e Ten thu muc da ma hoa
- [ Documents and Se. | DV-Disk [
- |23 Downloads DWINDOWS y \ | 7 |i_
e e CO Mau 2N 12 €21y
I3 logdir g.
- [ Program Files = YServer.txt
- |3 UniKey
I3 V-Disk
. &= r\r:-.m\lnnw::|




e Cling giong nhu neén, tién trinh ma
héa hoan toan tu dong.

e Chi co tai khoan nao ma hoa mai
co0 kha nang lam viéc véi thu muc
do. Cac tai khoan khac khong truy
cap dudc nira.

e Khi hé diéu hanh 10i, hoadc khi dem
file nay qua PC khac thi khong su’
dung dugc.






