BAI TAP THUC HANH

BAI 1: LOCAL USER ACCOUNT & GROUP ACCOUNT
Gidi thigu: Thong thuong mot may tinh khong phai luc nao ciing chi c6 mét nguoi nao
d6 sir dung duy nhat ma trén thuc té ngay ca may trong gia dinh chung ta doi khi van c6
it nhét tir 2-3 nguoi str dung. Tuy nhién néu tit ca moi ngudi déu sir dung chung mot tai
khoan thi nhiing dir liéu riéng tu cua ngudi nay nguoi kia hoan toan co thé xem duoc.
Nhung néu may tinh 1a may chung cua cong ty va van dé datralata khong mudn
tai liéu cua nguoi dung nay nguoi dung kia c6 thé xem _tuy tién duge. Vay cach t6t nhat
13 cap cho mbi nhan vién mot may nhat dinh va yéu cau ho dit password 1én may cua
minh, nhung nhu thé thi rat ton kém va khong duge wa chudng. Chinh vi thé ngudi quan
tri mang s& str dung cong cu Local Users and Groups dé tao cac tai khoan nguoi ding
trén cuing mot may, khi dé dir liéu ciia ngudi nay ngudi kia khong thé truy cap duoc.
Local User - Bé tao dugc User local ban phai c6 quyén ngang hang voi
Administrator ctia hé thong.

1. Tao Local user account
B1: M¢& chuong trinh Local user and group
- Start chon programs chon Adminitrative tools chon Computer Management
chon Local user and group
- Cach 2: Vao Start chon run go Iénh lusrmgr.msc
B2: Click phai chut vao user chon New user

.f-:_! lusrmgr - [Local Users and Groups (Local)\Users]

File Acton View Help

Name ]
& Administrator
?4‘ Guest

B3: Pién céc thong so:
[pew user 21 x|

User name: ISVT

Full name: INgu)'en Van Nam

Description: Lop Truong

Password: I"""'

Confirm password: IO'OOOOO

I~ User must change password at next logon
I™ User cannot change password

I Password never expires

I™ Account is disabled

- user name: SV1

- Full name: Nguyen Van Nam
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- Desciption: Lop Truong
- Password: abc@123
- Confim Password: abc@123
- B0 diu check trude dong user must chang password at next logon chon
Create
B5: Lam cac budc trén tao user SV1,SV2,SV3
B6: Log on vao user SV1

2. Tao Local Group Account
B1: Vao Start chon run go 1énh lusrmgr.msc
B2: Click phai chuot vao Group chon New group

File Action View Help

= | zmla = HE

g— Local Users and Groups (Local) Name I
| Users & administrators
e | & cpwes
& Certificate Service DCO...
View » &% Cryptographic Operators

¥ Distributed COM Users

Refresh

E t List & Event Log Readers
= :h_;'Guests

Help & 115_1USRS

= Network Configuration ...
a&‘-‘ Performance Log Users

&lperformance Monitor U...
:h_; Power Users
& print Operators
:h‘_,‘ Remote Desktop Users
:k_; Replicator
3.% Users
B3: Group name: SINHVIEN chon add
Meweroup 21|

Group name: [SINHVIEN

Description: I

Members:

Add... I Hemove l
Help I Create Close l

B4: Hop thoai New group chon add go SV1 chon Check name chon ok
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Select this object type:
From this location:
IWIN-EYERDN247K7 Locations...

Enter the object names to select (examples):
svi| Check Names

B5: Quan sat thay user SV1 dd duoc add vao Group SINHVIEN
B6: Lam cac budc trén tao Group GIAOVIEN va add cac user GV1, GV2 vao

BAI2: LOCAL SECURITY POLICY

1. Password policy
B1: Log on bang administrator
Tao 1 user U4 va password la : 123
Bao 16i khong thé tao dugc do khong thda yéu cu vé do phtrc tap ctia password
B2: Vao start chon program chon Administrative Templates chon Local Security
policy
B3: M¢& Account polices chon password policy
Quan sat cot bén phai

E Local Security Policy

File Action View Help
o= | >m R = H
1 Security Settings Policy = l Security Setting l
= g Account Policies \“12] Enforce password history 0 passwords remem...
75 lzi2] Maximum password age 42 days
7 -2 Acco‘ur\t Lockout Policy 12 Minimum password age 0 days
5 Local Policies 12| Minimum password length 0 characters
|| Windows Firewall with Advanced Security | Password must meet complexity Enabled
*j’ Netv'vork st h./lénager Polides "4 Store passwords using reversible ... Disabled
|| Public Key Policies
|| Software Restriction Policies
@ IP Security Policies on Local Computer

E Local Security Policy

File Action View Help

&= |27 RE = |HE

T Security Settings Policy | security Setting
& 4 Account Policies \“i2| Enforce password history 0 passwords remembered
-Q Password Policy 121 Maximum password age 0
[ 4 Account Lockout Policy 41s] Minimum password age 0 days
"4 Local Policies 2| Minimum password length 0 characters

| Windows Firewall with Advanced Security
[ Network List Manager Policies

Password must meet complexity requirements  Disabled

| Public Key Policies 21X
| Software Restriction Policies (o Secisty St -
g, IP Security Policies on Local Computer I Explain I
= Password must meet complexity requirements
— |

(" Enabled




B4:

Enforce password history: Sé password hé théng luu trit (khuyén dung: 24)
Maximun password age: Thoi gian hiéu luc tdi da ciia 1 password (khuyén dung : 42)
Minimun password age: Thoi gian hiéu lyc téi thiéu cua 1 password (khuyén ding : 1)
Minimun password length: D¢ dai ti thiéu cta 1 password (khuyén ding 7)
Password must meet complexity requirements: Yéu cau password phtc tap (khuyén
dung: enable)
Chinh password policy:

- Password must meet complexity requirements chon disable

- Céc password policy con lai chinh gié tri vé 0 chon OK

- G0 1énh Gpupdate/Force
Kiém tra: tao user U4 voi password 123 thanh cong

2. Account Lockout policy
B1: M¢ local security policy
B2: theo dudng dan Account policies chon Account lockout policy

- Quan sat cac policy bén phai Account lockout threahold s lan nhap sai
password trude khi account bi khoa

- Account lockout duration: Thoi gian account bi khoa

- Reset Account lockout counter after: thoi gian khoi dong lai bo dém
B3: Chinh policy:

- Account lockout threahold : 3

- Account lockout duration: 30

- Reset Account lockout counter after: 30

E. Local Security Policy
File Acton View Help

as | 7imXRE = HE

T Security Settings Policy = | security Setting
B[4 AFCOUM Policies 15o| Account lockout duration 30 minutes
4 Password Policy £%2) Account lockout threshold 3invalid logon attempts

# 4 Account Lockout Policy |Reset account lockout counter after 30 minutes
_a Local Policies
@ | | Windows Firewall with Advanced Security ﬂﬁ

Network List Manager Policies

[# || Public Key Policies . Local Security Setting I Explain l
| Software Restriction Policies - . Aecourtlockout asshold
g IP Security Policies on Local Computer - ; .

Account will lock out after:
_:l invalid logon attempts

Kiém tra:
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- Dang nhép thir sai password 4 1an khong thé ding nhap duoc tiép
- Choi sau 30 phut ¢6 thé dang nhép lai

3. user rights assignment

B1: - Logon bang quyén U4 shut down May tinh khong duoc
- Thay d6i ngay gitro hé thong khong duoc
B2: Log on biang administrator mé local security pilicy chon local policies chon user
rights assignment cot bén phai quan sat thdy c6 2 policy.
- Chang the system time : cho phép 1 user c6 quyén thay d6i ngay gio hé thong
- Shutdown the system: cho phép 1 user co quyén tit may

E Local Security Policy 1

File Acton View Help

il A 8} Y | H 55
T Security Settings Policy = | security Setting
Bl g, Account Policies | Allow log on through Terminal Services Administrators,Remote Desktop Users
4 Password Policy .| Back up files and directories Administrators,Backup Operators
5 Acco.u'nt Lockout Policy {12 Bypass traverse checking Everyone,LOCAL SERVICE,NETWORK
=l L4 Local Po(lloes‘ n Change the system time LOCAL SERVICE,Administrators
<] GUd't:jO:]ctsy e - | Change the time zone LOCAL SERVICE, Administrators
& 5= . g - Shllel .| Create a pagefile Administrators
4 Security Options :
e : / ¢ 1| Create a token object
_| Windows Firewall with Advanced Security |
- : iy .| Create global objects LOCAL SERVICE,NETWORK SERVICE,A
~| Network List Manager Policies i
9 Public Key Polices | Create permar?er?t shared objects 3
“| Software Restriction Policies 12| Create sf\;lmbollc ||n!<s » Adm_ln_lstrators
g IP Security Policies on Local Computer Restore files and directories Administrators,Backup Operators
a Shut down the system Administrators,Backup Operators

B3: Chinh policy:

- Chang the system time: Dwa group users vao

- Shutdown the system: Dwa group user vao policy
Kiém tra:

- Log on U4 Shut down thir thanh cong

- Thay ddi ngay gio hé théng thanh cong

BAI 3: SHARE PERMISSION

Viéc chia sé cac tai nguyén trén mang la diéu khong thé thiéu trong bat ky hé
thong mang ndo, tuy nhién viéc chia sé nay con tiry thudc vao nhu cau nguoi sir dung &
¥ d6 cta nha quan tri mang, vi du trong cong ty ching ta co nhiéu phong ban va céc
phong ban trong cong ty c6 nhu cau chia sé tai nguyén cho nhau tuy nhién nha quan tri
mang mudn khong phai phong ban nao ciing c6 thé truy cap vo tu cac dir liéu ctia phong
ban khéc.

Chang han cic nhan vién trong phong kinh doanh thi c6 thé truy cap dit liéu ciia
phong minh va phong k¥ thuat thoai mai, nhung véi cac nhan vién trong phong k¥ thuat
chi dugc phép truy cép tai nguyén trong phong minh ma thoi va khong duoc phép truy
cap cac tai liéu tur phong kinh doanh. Tinh nang Sharing and Sercurity.. s€ gitp ta giai
quyet cac yéu cau trén.

Chuén bi:
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- Mo hinh bai Lab gdm 2 may
+ SERVER1 Windows Server 2019
+ CLIENT 1 Windows 7

- PCO01 Tao 2 account Ul va U2 voi password la :123

- Tao Folder THUCHANH trong b dia C, trong thy muc THUCHANH tao 2
Folder 1a DULIEU va BIMAT

- Trong cac thu muc tao file thuchanh.txt ngi dung tuy y

- M windows explore chon Tool chon folder options chon View bo ddu chon
truede dong User Sharing Wizard

- Trén 2 may tit Firewall, UAC va chuong trinh Virus. Kiém tra duong truyén
bang 1énh Ping

Thuc hién:

1. Share mot Folder
B1: Vao thu muc goc 6 dia C chon Foder DULIEU Click chu6t phai 1én folder DULIEU
chon Share

WIN2KS (C:) ~ THUCHANH ~ v

= | Explore 23 Share (€3 Burn

Name ~ Ivl Date modified Ivl 1
. BIMAT 2/20/2010 1:06 AM F

Explore
Open

Restore previous versions

B2: Tai tab Share Click vao Advanced Sharing....
- Danh dau check vao share this folder click vao Permissions

|

[V Share this folder

— Settings
Share name:
| buLIEU

Add I Remove

Limit the number of simultaneous users to: I 1677723:

Comments:

| Permissions I Caching '

OK | Cancel I Apply '
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Phia trén chon Everyone phia dudi check vao Allow full control chon OK

x
Share Pemissions I
Group or user names:
&5 Everyone
Add.. | Remove |
Pemissions for Everyone Allow Deny
Full Control O
Change O
Read O

B3: Taimay CLIENT 1 chon Menu Start chon Run g6: WSERVER1 (Tén may cua server)
chon OK

Hop thoai yéu cau chimg thuc khi dang nhap dién vao user name: U1 va

Password 123

Truy cip thanh cong thiy Folder DULIEU

2. Share an mét folder

Thuc hién trén PCO1:
B1: Click chudt phai Ién folder BIMAT chon Share

WIN2KS (C:) ~ THUCHANH ~ v [m

= | Explore 23 Share (€3 Burn

File Fq
File Fd
5AM Textl

Restore previous versions

Send Tn |3
B2: Tai tab Sharing Click chon vao Advanced Sharing....
- Panh dau check vao share this folder
- Khung Share name Thém vao BIMATS$ Chon vao Permissions
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file://///SERVER1

i

[V Share this folder

—Settings
Share name:
| BIMATS

add Remove

Limit the number of simultaneous users to: | 15777;5:

Comments:

| Permissions I Caching |

OK I Cancel I Apply I

Phia trén chon Everyone phia dudi check vao Allow full control chon OK
i Permissions for DULIEU x|

Share Pemnissions I
Group or user names:
£2 Everyone

Add l Remove I
Pemissions for Everyone Deny
Full Control O
Change O
Read [ |

B3: Tai may PC02 chon menu Start chon Run nhép vao \\serverl (tén may server) truy
cap vao khong thay folder BIMAT

- Tét cira s6 explorer truy cp lai PCO1 Start chon Run nhap vao \\server1\BIMAT$
Go user name: U1 va Password 123 Truy cap vao Folder BIMAT thanh cong

CITEE x|

Type the name of a program, folder, document, or Internet
----- resource, and Windows will open it for you.

Open: | \\PCO1\BIMATS| ~|

") This task will be created with administrative privileges.

0K Cancel Browse... |
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3. Share mot folder véi nhiéu tén
B1: Click chudt phai 1én folder DULIEU chon Share chon Advanced Sharing....

Click vao Add.
Advanced Sharing ] |
[V Share this folder
—Settings
Share name:
{DULIEU |
Add Remove
Limit the number of simultaneous users to: 16777
Comments:
Permissions | Caching I
oK ] cancel | apply |

B2: Khung share name nhap vao DULIEU_KETOAN Chon Ok

Newshare NN x|
Share name: lDULIEU_KETOAN QK l
Description: IDu lieu ke toan|

Cancel
User limit D
Pemissions |

¢ Maximum allowed

" Allow this number of users: I 3:

B3: Kiém tra trong hop thoai Advanced Sharing, phan Share name c6 2 tén DULIEU
VaDULIEU _KETOAN

4. Gan tén 6 dia mang dé truy cip cac shared folder

B1: Share thu muc TAILIEU trén dia C
B2: Click chuét vao folder TAILIEU chon vao Tool Chon vao Map network drive..

- Driver: Chon tén 6 dia
- Folder: g6 vao \\tén PC\tén thw muc Share sau d6 chon Finish
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“¥ Map Network Drive

O \d Map Network Drive

What network folder would you like to map?

Drive: IX:

k|

Specify the drive letter for the connection and the folder that you want to connect to:

Folder: | \\PCOI\TAILIEU

_'_‘ Browse... I

Example: \\server\share
[¥ Reconnect at logon

Connect using a different user name.

Connect tc a Web site that you can use to store your documents and

ictures.

B3: M¢ Windows explore kiém tra dd c6 6 dia mang DULIEU(W)

= Ml Desktop

E} Administrator

|, Public

o
& Floppy Disk Drive (A:)
&, winxs (c:)
-3 DVD RW Drive (D:)
C# tailieu (\\PcO1) (W:)
® Shared Folders (\\.host) (Z:)

&Y Network

Control Panel

5. Quan ly cac Share Resources

Click chu6t phai 1én biéu tugng Conputer ngoai Desktop Chon Manage chon vao Role
chon vao file services chon vao share and storage management Quan sat bén tay phai

cac dir liéu hi¢n dang dugc chia sé trén may tinh

E.. Server Manager

File Action View Help

&= | 2= HE

Tk, Server Manager (PC01) Share and Storage Management

= 3 Roles

=l E2 File Services Shares lVolum&c |
Preaf Share and Storage Ma e san

5 Features

m Diagnostics | Share Na... | Protocol | Local Path | Quota | File Scr

Gif: Configuration .

B Storage = Protocol: SMB (7 items)
@is ADMINS SMB C:\Windows
35_, BIMATS SMB C:\THUCHANH\...
3w cs SMB €2\
2| DULIEU SMB C:\THUCHANH\...
3;_1 DULIEU_... SMB C:\THUCHANH\...

— — j—

e IPCs SMB
g_j TAILIEU SMEB C:\TAILIEU




BAI 4: NTFS PERMISSION

Nhu ching ta da biét khi chia s¢ tai nguyén qua mang (Share) User s€ chiu tac
dong cua Permission co quyen hay bi gidi han quyén do Admlnlstrator phan quyen
Nhung né chi cé tac dung néu User d6 tir may Client truy cép vao con néu User d6 ngdi
trén Server thi moi tic dong ciia Share Permission hoan toan vo nghia, vi thé dé gisi
han quyén cua User tai local ngudi ta st dung NTFS Permission Khi dé khi User truy
cap vao mot tai nguyén nao dé6 d6 mang sé€ chiu tac dong ctia 2 Permission la Share
Permission & NTFS Permission Trong khi d6 néu truy cap tai local s& chi chiu tac dong
cia NTFS Permission .

Diéu kién dé str dung NTFS Permission 1a Partition cta ban phai duoc format
dinh dang file system la NTFS.

Chuan bi: Tao cdy thu myc nhu hinh dudi
) CADATA

CCHUNG
,_‘]KETOF'.I"-.I

- Tao 2 Group: KETOAN, NHANSU

- Tao 2 User : KT1, KT2 Add 2 user nay vao Group KETOAN

- Tao 2 User : NS1, NS2 Add 2 user nay vao Group NHANSU
Phin quyén thuw muc bing Standard Permission

Phan quyén cho cac Group nhu sau
- Trén thu muc Data:
+ Group Ketoan va Nhansu c6 quyén Read
- Trén thu myc Chung:
+ Group Ketoan va Nhansu c6 quyén Full
- Trén thu muc Ketoan:
+ Group Ketoan c6 quyén Full

+ Group Nhansu khong c6 quyén
- Trén thu muc Nhansu:

+ Group Nhansu cé quyén Full

+ Group Nhansu khong c6 quyén

1. Phan quyén trén thw muc DATA
B1: Click chudt phai 1én thu muc DATA chon Properties qua tab Security chon
Advanced

Trang 11



. DATA Properties —“ 5]
General | Sharing Security l Previous Versions | Customize |
Object name: CADATA

Group or user names:
52 CREATOR OWNER
52 SYSTEM
S’{ Administrators (PC01\Administrators)
Users (PCO1\Users)

To change pemmissions, click Edit. Edit... |

Pemnissions for Users Allow Deny

B2: Trang tab Permissions chon Edit

B Advanced Security Settings for DATA

Pemissions IAuditing | Owner | Effective Permissions |

To view or edit details for a pemmission entry, select the entry and then click Edit.

Object name: CADATA

Pemission entries:

T Name Pemission Inherited From
Allow Administrators (PC01\Administrators) Full control CA\
Allow Users (PCO1\Users) Read & execute C\
Allow Users (PCO1\Users) Special C\

B3: Bo ddu check truéc dong Include inheritable permissions from this object’s
parent

B Advanced Security Settings for DATA N

Permissions I

To view or edit details for a permission entry, select the entry and then dick Edit.

Object name: C:\DATA

Permission entries:

Type l Name [ Permission l Inherited From I Apply To

Allow SYSTEM Full control C:\ This folder, subfoldg

Allow Administrators (PC01\Ad... Full control C:\ This folder, subfoldg

Allow Users (PCO1\Users) Read & execute C:\ This folder, subfoldg

Allow Users (PCD1\Users) Spedial C:\ This folder and subfi

Allow CREATOR OWNER Special C:\ Subfolders and files
Add... Edit... Remave

¥ Indude inheritable permissions from this object's parent

[ Replace all existing inheritable permissions on all descendants with inheritable permissions from this object
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B4: Man hinh Windows security chon copy chon OK-OK
X]

Selecting this option means that the parent pemission entries that apply to
child objects will no longer be applied to this object.

‘L -To copy the pemission entries that were previously applied from the
parent to this object, click Copy.

-To remove the pemission entries that were previously applied from the
parent and keep only those pemissions explicitly defined here, click
Remove.

-To cancel this action, click Cancel.

| Copy I Remove I Cancel |

B5: Tai man hinh DATA properties chon Edit
} DATA Properties

Ix

General | Shaing  Securty IPrevious Versions | Customize |
Object name: C:\DATA

Group or user names:
%2 CREATOR OWNER
52 SYSTEM
52, Administrators (PC01\Administrators)
£2 Users (PCO1\Users)

To change pemissions, click Edit. {
B6: Man hinh Permissions for DATA chon Add

BB Permissions for DATA

Ix

Security I
Object name: C:\DATA

Group or user names:

%2 CREATOR OWNER

52 SYSTEM

t Administrators (PCO1\Administrators)
82, Users (PCO1\Users)

Add... I Remove I

B7: Trong khung Enter the object names to select g6 KETOAN ; NHANSU Chon
check names
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Select Users or Groups

Select this object type:
lUsers. Groups, or Builtin security principals Object Types...

|_t:
1%

From this location:
|PCO1 Locations...

Enter the object names to select (examples):
KETOAN:;NHANSU| Check Names

i

Advanced... | [ ok | cancel |

A

B8: Quan sat thdy KETOAN Va NHANSU di dugc gach chan xac dinh group
KETOAN Va NHANSU c6 ton tai chon OK

2/
Select this object type:
IUsefs. Groups, or Built-in security principals Object Types... |
From this location:
|Pco1 Locations...

Enter the object names to select (examples):

PCO1\KETOAN: PCO1\NHANSU| Check Names |

Advanced... [ ok | cancel |

Quan sat thiy KETOAN va NHANSU c¢6 3 quyén Allow: Read & excute, List folder
contents, read chon Ok-Ok

Security I Securty I
Object name:  C:\DATA Object name:  C:\DATA
Group or user names: Group or user names:
52 CREATOR OWNER %2 CREATOR OWNER
2, SYSTEM 82 SYSTEM
52 Administrators (PCO1\Administrators) 52, Administrators (PC01\Administrators)

KETOAN (PCOT\KETOAN) 52 KETOAN (PCOT\KETOAN)

1'?) NHANSU (PCOT\NHANSU) *$NHANSU (PCOT\NHANSU)
2 Users (PCO1\Users) 82 Users (PCOT\Users)
Add... | Remove I Add I Remove
Pemissions for KETOAN Allow Deny Pemissions for NHANSU Alow Deny
Full cortrol O O = Full control O O &
Modfy O O Modify O O
- Read bexecute O m— | Read & execute O

Listfolder contents g List folder contents O
Read u LI Read O LI




Kiém tra:
- Lan luot log on voa may bang quyén KT1,NS1 mé thu muc c:\DATA truy
cap thanh cong
- Tao Folder bat ky xuat hién thdngbao 15i khong cé quyén

2. Phan quyén cho thw muc Chung

B1: Log on Administrator click chudt phai 1én thu muc chung chon Properties qua tab
security chon Edit Lan lugt chon timg Group Ketoan va Nhansu cho quyén Allow full
control chon Ok-OK

=
Security I
Object name: CADATANCHUNG

Group or user names:

%2 CREATOR OWNER

52 SYSTEM

£2. NHANSU (PCO1\NHANSU)

52 Administrators (PCO1\Administrators)
%2 Users (PCO1\Users)

Add.. | Remove |
Pemmissions for KETOAN Allow Deny
Full control | =
Modify O
Read & execute 3
List folder contents | |
Read | ~|

Permissions for CHUNG

Iy

Object name: CADATANCHUNG

GH'DUD Oor user names:

52 CREATOR OWNER
2 SYSTEM
#2, KETOAN (PCO1\KETOAN)

ENHANSU (PCOT\NHANSU)
52, Administrators (PCO1\Administrators)

52, Users (PCO1\Users)
Add... I Remove I
Pemissions for NHANSU Allow Deny
Full control O G
Modify O
Read & execute O
List folder contents O
Read O ~|

B2: Kiém tra: .
-Lan luot log on vao bang KT1, NS1 truy cap vao thu muc Chung truy cap thanh cong
-Tao x0a, folder bat ky trong thu myc chung thanh cong
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3. Phan quyén cho muc KETOAN

B1: Click chu6t phai 1én thu muc KETOAN chon Properties qua tab security chon
advanced

B KETOAN Properties

Object name:

Group or user names:

General | Sharing Security IPrevious Versions | Customize |
CADATA\KETOAN

%2 CREATOR OWNER

52, KETOAN (PCOT\KETOAN)
82 NHANSII/PCOT\NHANSIN
d

Pemissions for SYSTEM

To change pemissions, click Edit.

Full control

Modify

Read & execute
List folder contents
Read

Write

click Advanced.

For special permissions or advanced settings,

Advanced

B2: Trong tab Permissions chon Edit

Permissions I

) Advanced Security Settings for KETOAN B

To view or edit details for a permission entry, select the entry and then dick Edit.

Object name: C:\DATA\KETOAN

Permission entries:
Type | Name | Permission | Inherited From | Apply To -
Allow Administrators (PC01\Ad... Full control C:\DATA\ This folder, subfolders a..
Allow KETOAN (PCO1\KETOAN) Read & execute C:\DATA\ This folder, subfolders a..
Allow NHANSU (PCO1\WHANSU)  Read & execute C:\DATA\ This folder, subfolders a..
Allow Users (PCO1\Users) Spedial C:\DATA\ This folder and subfolders™"
Allow Users (PCO1\Jsers) Read & execute C:\DATA\ This folder, subfolders a..
Allow CREATOR OWNER Spedial C:\DATA\ Subfolders and ﬁlei only Y.
4 4

Add... Edit... Remaove

[V Indude inheritable permissions from this object's parent

™ Replace all existing inheritable permissions on all descendants with inheritable permissions from this object

B3: Bo du check truéc dong Include inheritable permissions from this object’s

parent
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B4: Man hinh Windows security chon copy chon OK-OK
X]

Selecting this option means that the parent pemission entries that apply to
child objects will no longer be applied to this object.

-To copy the pemission entries that were previously applied from the
parent to this object, click Copy.

-To remove the pemmission entries that were previously applied from the
parent and keep only those pemissions explicitly defined here, click
Remove.

-To cancel this action, click Cancel.

| Copy I Remove I Cancel |

e ¥

' g

B5: Tai man hinh KETOAN Properries chon Edit
M KETOAN Properties

Ix

] Previous Versions I Customize I

Object name: CADATAMKETOAN

Group or user names:

52 CREATOR OWNER ﬂ
52 SYSTEM
£2 KETOAN (PCOT\KETOAN)

j NHANSI I PCOTIA\NHANSIN ‘ ‘rv]
4 »

To change pemissions, click Edit. Edit... I

B6: Chon Group NHANSU chon Remove

) PErmiISSIONS TOr RE 1 UAN
Object name: CADATA\KETOAN

Group or user names:
52 CREATOR OWNER
52 SYSTEM
*$KETOAN (PCO1\KETOAN)

82, Administrators (PCO1\Administrators)

82, Users (PCO1\Users)
Add I Remove I
Permissions for KETOAN Allow Deny
Full control O O =
Modify O O
Read & execute O
List folder contents O
Read O :J

Leam about access control and permissions
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B7: Chon Group KETOAN chon allow full control chon ok-ok
]
Security I

Object name: CADATANKETOAN

Group or user names:
%2 CREATOR OWNER
52 SYSTEM
2 KETOAN (PCOT\KETOAN)
82, Administrators (PCO1\Administrators)
82, Users (PCO1\Users)

Add I Remove I
Pemissions for KETOAN Allow Deny
Full control [ =
Modify O
Read & execute O
List folder contents O
Read O L.I

Leam about access control and pemissions

[ ok | cance | apoly |

Kiém tra:

-Lan luot log on vao bang KT1, NS1 truy cap vao thu muc KETOAN chi c6 KT1 truy
cap thanh cong, con NS1 khong truy cap duoc.

-User KT1 Tao, x0a file, folder bat ky trong thu muc KETOAN thanh cong

4. Phin quyén trén the muc NHANSU
B1: Click chudt phai 1én thu muc NHANSU chon Properties qua tab security chon
advanced NHANSU Properties X

General I Sharing Security I Previous Versions ] Customize I
Object name: CADATAMNHANSU

Group or user names:
52 SYSTEM -
52 KETOAN (PCOT\KETOAN)
SENHANSU (PCOT\NHANSU)

»11 Adminictratars (PCN1\ Adminictratare) ( ._ILI
4 »
To change pemissions, click Edit. Edit... I

Permissions for NHANSU Allow Deny

Full control =
Modify

Read & execute

List folder contents

Read

Write Ll

For special pemissions or advanced settings.
click Advanced. Phianicer
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B2: Trong tab Permissions chon Edit

BB Advanced Security Settings for NHANSU K
Pemissions IAudmng | Owner | Effective Permissions |

To view or edit details for a pemission entry, select the entry and then click Edit.

Object name: CADATANNHANSU

Pemission entries:
Type | Name |_Permission |_Inherited From |_Apply To |
Allow Administrators (PCO1\Ad...  Full control CADATAM [This folder, subfolders and file
Allow KETOAN (PCOTN\KETOAN) Read & execute CADATAMN This folder, subfolders and...
Allow NHANSU (PCOT\NHANS... Read & execute CADATAMN This folder, subfolders and...
Allow Users (PCO1\Users) Special CA\DATAM This folder and subfolders
Allow Users (PCO1\Users) Read & execute C\DATAMN This folder, subfolders and...
Allow CREATOR OWNER Special CADATAN Subfolders and files only
Allow SYSTEM Full control CADATAN This folder, subfolders and...

B3: Bo dau check truéc dong Include inheritable permissions from this object’s
parent
Permissions |

To view or edit details for a permission entry, select the entry and then dick Edit.

Object name: C:\DATA\NHANSU

Permission entries:

Inherited From

v Administrators (PCO1\Ad... Full control C:\DATA\ This folder, subfolders a||
Allow KETOAN (PCO1\KETOAN) Read & execute C:\DATA\ This folder, subfolders a
Allow NHANSU (PCO1\NHANSU) Read & execute C:\DATA\ This folder, subfolders a
Allow Users (PCO1\Users) Spedial C:\DATA\ This folder and subfolder
Allow Users (PCO1\Users) Read & execute C:\DATA\ This folder, subfolders a
:\I ow CREATOR OWNER Spedial C:\DATA\ Subfolders and ﬁlei onh;

Add... Edit... Remoyve

[V Indude inheritable permissions from this object’s parent
™ Replace all existing inheritable permissions on all descendants with inheritable permissions from this object

B4: Man hinh Windows security chon copy chon OK-OK
=]

Selecting this option means that the parent pemmission entries that apply to
child objects will no longer be applied to this object.

-To copy the pemmission entries that were previously applied from the
parent to this object. click Copy.

-To remove the pemission entries that were previously applied from the
parent and keep only those pemissions explicitly defined here, click
Remove.

-To cancel this action. click Cancel.

| Copy I Remove I Cancel I
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B5: Tai man hinh NHANSU Properries chon Edit

M NHANSU Properties
‘General | Sharing Security |Pnevious Versions | Customize |
Object name:  C:ADATA\NHANSU

Group or user names:
52 SYSTEM ]
Jii]
v

52 KETOAN (PCOT\KETOAN)

2 NHANSU (PCOT\NHANSL)
W2 Administratars (PCN1\ Adminictratars)
?1

To change pemissions, click Edit. Edit.__ |

Pemissions for NHANSU Allow Deny

B6: Chon Group KETOAN chon Remove

B Fermissions ror NHANSU
Object name: CADATAMNHANSU

Group or user names:
52 CREATOR OWNER
52 SYSTEM

*&§KETOAN (PCO1\KETOAN)
2 NHANSU (PCO1\NHANSU)
HS{ Administrators (PCO1\Administrators)
82 Users (PCO1\Users)

Add... I Remove I

B7: Chon Group NHANSUchon allow full control chon ok-ok

Permissions for NHANSU
Object name: CADATA\NHANSU

Group or user names:

52 CREATOR OWNER

52 SYSTEM

£2 NHANSU (PCOT\NHANSU)

93_‘ Administrators (PCO1 \Administrators)
#2 Users (PCO1\Users)

Pemissions for NHANSU Allow

Full control

Modify

Read & execute
List folder contents
Read

noooo|§

K

Leam about access control and permmissions

[ ok ]  cancet |  Apply
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Kiém tra:

-Lan luot log on vao bang KT1, NS1 truy cap vao thu muc NHANSU chi c6 NS1 truy

cap thanh cong, con KT1 khong truy cap duoc.

-User NS1 Tao, x0a file, folder bat ky trong thu muc NHANSU thanh cong

Phan quyén thu muc bing Special Permission

Phan theo yéu cau: File do user nao tao ra User do moi xoa dwgc

B1: Click chudt phai 1én thu muc KETOAN chon Properties qua tab security chon

advanced
i} KETOAN Properties

Ix

‘General | Shaing Security |Previous Versions | Customize |
Object name:  C:\DATA\KETOAN

Group or user names:
52 SYSTEM |

KETOAN (PCOT1\KETOAN)

82, Administrators (PCO1\Administrators)

22 1lears (OO Iears) 2

) l .>.I‘J

To change pemissions, click Edi. Edit... |
Deny

Permissions for KETOAN Allow

Full control

Modify

Read & execute
List folder contents
Read

Write

NASNSASASS

For special pemissions or advanced settings, Advanced

click Advanced.

B2: Trong tab Permissions chon Group KETOAN Chon edit

Pemissions IAuditing | Owner l Effective Pemissions l
To view or edit details for a pemission entry, select the entry and then click Edit.

Object name: CADATANKETOAN

Permission entries:

} Advanced Security Settings for KETOAN =

Iy

Type | Name | Pemmission | Inherited From |_Apply To |
Allow Administrators (PCO1M\Ad ... Full control <not inherited> This folder, subfolders and...
Allow Users (PCO1\Users) Full control <not inherited > This folder, subfolders and...
Allow CREATOR OWNER Special <not inhernted> Subfolders and files only
Allow SYSTEM Full control <not inherited > This folder, subfolders and...
Allow KETOAN (PCO1NKETOAN) Full control <not inherited> This folder, subfolders and...




B3: Tai man hinh advanced security Setting for KETOAN, Chon group KETOAN
chon edit

l Advanced Security Settings for KETOAN

Permissions I

To view or edit details for a permission entry, select the entry and then dick Edit.

Object name: C:\DATA\KETOAN

Permission entries:

Inherited From
Administrators (PCO1\Ad... Full control <notinherited>  This folder, subfolders a... 357
Allow Users (PCO1\Users) Full control <not inherited > This folder, subfolders a...
Allow CREATOR OWNER Special <not inherited > Subfolders and files only
Allow SYSTEM Full control <not inherited > This folder, subfolders a...
Allow KETOAN (PCD1\KETOAN) Full control <notinherited > This folder, subfolders a...
Add... Edit... Remove

[ Indude inheritable permissions from this object's parent

[~ Replace all existing inheritable permissions on all descendants with inheritable permissions from this object

B4: O muc Allow, tit diu check & Delete subfolders and file va delete chon ok 3 lan

B Permission Entry for KETOAN X|

Object ]
Name: I Administrators (PC01\Administrators) Change... |
Apply to: |This folder, subfolders and files Ll
Permissions: Allow Deny
Read attributes a LI
Read extended attributes O
Create files / write data O
Create folders / append data O
\Write attributes O
Write extended attributes O
Delete subfolders and files O O
Delete O O
Read permissions a
Change permissions O
Take ownership O ~
u Apply these permissions to objects andjor Clear All |
containers within this container only
Managing permissions

[ ok | concel |
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B5: Kiém tra:

-Lan luot log on vao bang KT1, KT2 truy cap vao thu muc KETOAN

- KT1 tao file KT1.txt

- KT2 tao file KT2.txt

- Log on KT1 xéa file KT2.txt bao 15i khong co quyén xéa. Xoa file KT1.txt thanh
cong.

- Log on KT2 xéa file KT1.txt bao 15i khong co quyén xéa. Xoa file KT2.txt thanh
cong.

BAI5: DOMAIN

Trong céac bai trude ching ta dd hoc vé cac van dé nhu tao user Account trén
server. Hay tudng twong trong cong ty ban c6 khoang 5 mdy tinh v&i mdi may ching ta
s& tao cac User Account cho nhéan vién truy cap. Tuy nhién néu ngudi dung dang nhap
vao may 1 dé 1am viéc sau d6 anh ta sang may thr 2 1am viéc thi moi tai nguyén do anh
ta tao trén may 1 hoan toan doc 1ap voi may 2 va thdm chi voi ting may Admin phai tao
cac User Account gidng nhau anh ta méi truy cap dugc, moi chuyén s€ khong tré nén
qua ric rdi néu cong ty chung ta co chimg &y may . Nhung néu cong ty ban co khoang
100 may thi moi chuyén lai khac, vin dé dat ra la cha 1€ moi may Admin phai ngéi tao
100 Account dé nhan vién truy cap? va vi mdi may doc 1ap voi nhau viée tim lai dit lidu
trén miy ma ta tung ngdi lam viéc trudc d6 1a cuc ky kho khin.

Do d6 Windows d c6 tinh ning 1a Domain Controller (DC) gitip ta giai quyét
rac roi trén. Diéu kién dé c6 mot DC 1a ban phai trang bi mdt may Server riéng duogc
g0i 1a may DC cac méy con lai duoc goi 1a may Client, ca hé thong duoc goi 1a Domain
Khi d6 Administrator chi viéc tao User Account ngay trén may DC ma thoi nhan vién
cong ty du ngdi vao bat ¢t may nao trén Domain déu co thé truy cap vao Account cua
minh ma céc talrnguyen anh ta tao trudc d6 déu co thé dé dang tim thay.

1. Nang cap Domain Controller
B1: Chinh IP
- Menu start chon setting chon network Connections click chudt phai vao card mang
Lan chon Properties bé diu check internet Protocol Version 6 (TCP/TPv6) chon

internet Protocol Version 4 ‘TCP/TPV4E nhin Pro[ erties
i Local Area Connection Properties X

Networking |

Connect using:
l "l;?" Intel(R) PRO/1000 MT Network Connection

This connection uses the following items:

V] o™ Client for Microsoft Networks

v BQOS Packet Scheduler

¥ 8 File and Printer Sharing for Microsoft Networks
[] s Intemet Protocol Version 6 (TCP/IPv6)

% ntemet Protocol Version 4 (TCP/IPv4)
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B2: Piéu chinh Preferred DNS server vé IP cia chmh s6 may minh ng01 chon OK
Internet Protocol Version 4 (TCP/IPv4) P -

General I

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

{" Obtain an IP address automatically
—{% Use the following IP address:

IP address: [192.168. 1 . 1
Subnet mask: | 255 .255.255. 0
Default gateway: |

{" Obtaim DNS setver: address automatically

—{% Use the following DNS server addresses:

Preferred DNS server: | 192,168, 1 ., 1

Alternate DNS server: |

B3: Vao menu Start chon Run danh 1énh DCPROMO

= Tvpe the name of a program, Folder, document, or
5 Internet resource, and Windows will open it Far yaou,

Open: | DCPROMO)| v |

[ 8] 4 H Cancel ][ Browse. .. ]

B4: Man hinh Welcome to th Active Derectory Domain Services Installtion wizard
chon user advanced mode Installtion chon next

©! Active Directory Domain Services Installation Wizard x|

Welcome to the Active Directory
Domain Services Installation

Wizard
1 This wizard helps you install Active Directory Domain
[ S Services (AD DS) on this server, making the server an

Active Directory domain controller. To continue, click Next.

V' Use advanced mode installation

Leam more about the additional options that are
available in advanced mode installation.
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B5: Man hinh Choose a Deployment configuration chon Create a new domainin a
new forest

@! Active Directory Domain Services Installation Wizard . X

Choose a Deployment Configuration

You can create a domain controller for an existing forest or for a new forest.

" BExisting forest

€ Add a domain cantroller ta an existing domain

£ Create a new domain irat existing farest

Tihis senver will become the first domain controllerin the new domait

[" | Create a new domain tree roct instead of & new child domain

{¢' Create a new domain in a new forest

B6: Man hinh Name the forest root Domain gd tén domain cse.edu chon next
@ Active Directory Domain Services Installation Wizard . X]

Name the Forest Root Domain
The first domain in the forest is the forest root domain. lts name is also the name of L=
the forest.

Ve
LIII

P

Type the fully qualified domain name (FQDN) of the new forest root domain.

FQDN of the forest root domain:
Icse.edu

Example: corp.contoso.com

B7: Man hinh Domain NetBIOS name chon next

©/! Active Directory Domain Services Installation Wizard

Domain NetBIOS Name
This is the name that users of eardier versions of Windows will use to identify the
new domain.

The wizard generates a default NetBIOS name. This wizard page appears only if you
have selected advanced mode or the wizard has detected a conflict with the default

name.
Either accept the name that has been generated by the wizard or type a new name and
then click Next.

Domain NetBIOS name:
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B8: Man hinh Set Forest Functional Level Chon windows server 2008 chon next

©/! Active Directory Domain Services Installation Wizard X
Set Forest Functional Level ==
Select the forest functional level. ==
- v

Forest functional level:

Windows Server 2008 v

Details:

This forest functional level does not provide any new features over the Windows :]
2003 forest functional level. However, it ensures that any new domains created in

this forest will automatically operate at the Windows Server 2008 domain functional
fevel. which does provide unique features.

B9: Man hinh additional Domain Controller Options chon next
-

Additional Domain Controller Options

[
L| "

& o

Select additional options for this domain controller.
[V DNS server
V| Globalicatalog
™ Beadonly domair controller (RODE]

Additional information:

The first domain controller in a forest must be a global catalog server and ;]
cannot be an RODC.

We recommend that you install the DNS Server service on the first domain
controller.

B10: Man hinh Location for database, log files, and SYSVOL chon next

Active Directory Domain Services Installation Wizard

Location for Database. Log Files. and SYSVOL
Specify the folders that will contain the Active Directory domain controller
database, log files, and SYSVOL.

For better performance and recoverability, store the database and log files on separate

volumes.
Database folder:

AWindows\NTDS Browse...
Log files folder:
IC:\Windows\NTDS Browse... |
SYSVOL folder:
|C:\Windows\SYSVOL Browse... |
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B11: Man hinh Diretory Services Restore mode Administrator password go
abc@123 Chon next

g ! Active Directory Domain Services Installation Wizard g X
Directory Services Restore Mode Administrator Password

L'll

e

b

The Directory Services Restore Mode Administrator account is different from the domain
Administrator account.

Assign a password for the Administrator account that will be used when this domain
controller is started in Directory Services Restore Mode. We recommend that you

choose a strong password.
Password: |0 oo
Confirm password: |"°|

B12: Man hinh summary chon next
@ ! Active Directory Domain Services Installation Wizard

Review your selections:
Configure this server as the first Active Directory domain controller in a new forest.

'The new domain name is cse.edu. This is also the name of the new forest.
'The NetBIOS name of the domain is CSE

Forest Functional Level: Windows Server 2008

Domain Functional Level: Windows Server 2008

B13: Man hinh Active Directory Doamin services Installation

Active Directory Domain Services Installation Wizard 7

The wizard is configuring Active Directory Domain Services. This process can take
from a few minutes to several hours, depending on your environment and the options
that you selected.

Watting for DNS installation to finish

Cancel |

[V Reboot on completion
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B14: Man hinh Completing Active Directory Domain Services Installation Wizard
Finish chon Restart

2. Join cac may Workstation vao Domain
Sau khi nang cap may Server 1én DC bay gio ta tién hanh Join tat ca cac may Client vao
Domain. Loi ich cta viéc Join vao Domain nay la rat nhiéu trong bai nay khong thé noi
hét dugc nhung ctr hiéu mot cach ndm na rang join vao Domain rdi moi may Client
khong can tao User gi ca ma chi can dung cac User Account ma ta da tao trén DC ma
van c6 thé truy cdp vao may mot cach ngon lanh. Cach Join nhu sau:
Vao TCP/IP chinh DNS Ia IP ctia may DC
Thuc hién trén PC2 : Windows server 2008
B1: Chinh IP
- Menu start chon setting chon network Connections click chudt phai vao card mang
Lan chon Properties bé diu check internet Protocol Version 6 (TCP/TPv6) chon
internet Protocol Version 4 (TCP/TPv4) nhan Properties

Local Area Connection Properties : X
Networking I

Connect using:
| & Intel(R) PRO/1000 MT Network Connection

This connection uses the following items:

v] 9% Client for Microsoft Networks

v 8 q0S Packet Scheduler

4 gFiIe and Printer Sharing for Microsoft Networks
. |ntemet Protocol Version 6 (TCP/IPv6)

P% Intemet Protocol Version 4 (TCP/IPv4)

<

] &

Diéu chinh Preferred DNS server vé IP cua chmh s may minh ng01 chon OK
Internet Protocol Version 4 (TCP/IPv4) Properties

General I

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

¢~ Obtain an IP address automatically
—{*" Use the following IP address:

IP address: |192.168. 1 . 2
Subnet mask: | 255 .255 .255 . 0
Default gateway: I

€ Obtain DNS server address automatically,

—{+" Use the following DNS server addresses:

Preferred DNS server: | 192,168, L., 4

Alternate DNS server: I

Advanced... l
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B2: Click chudt phai vao Computer chon Properties Trong phan Computer name,
domain, and workgroup setting chon Change setting

System
Processor: Pentium(R) Dual-Core CPU  E6300 @ 2.80GHz 2.80 GHz (2 processors)
Memory (RAM): 512MB
System type: 32-bit Operating System

Computer name, domain, and workgroup settings

Computer name: pc ’@,‘Change settings
Full computer name: pc

Computer description:

Workgroup: WORKGROUP

Windows activation

- Trong phan Member of chon domain dién tén domain cse.edu chon ok

Computer Name/Domain Changes _ x|

You can change the name and the membership of this
computer. Changes might affect access to network resources.
More information

Computer name:

pc2

Full computer name:
pc2

More...

— Member of
¢ Domain:
Icse edyl

" Workgroup:

| ORKGROUP

| OK I Cancel l

- Dién Usernsme va Password: administrator va Password: 123

3. Khao sat cac policy trén may Doamin Controller
Mot so thay doi khi nang cap 1én may Doamin Controller

- Quan sat trong Server Manager khong con Local Users and Group
- Mo Active Directory users and computer Vao Start chon Program chon
Administrative tools chon Active Directory users and computer Quan sat
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Chinh policy cho phép dat password don giin
B1l: Vao Start chon Program chon Administrative tools chon Group plicy

Management chon Forest chon cse.edu chon Domain chon cse.edu click chuot
phai Default domain policy chon Edit

B Group Policy Management 7
4 File Acton View Window Help

& | 27X c|HE

_a', Group Policy Management

Default Domain Policy
= _ﬂ Forest: cse.edu 5 ; : :
=) [ Domains cope lDetaoIsI Sethngsl Delegabonl
El 3§ cse.edu Links
o Display links in this location:

'3 | Domain Controllers
=7 Group Policy Objects
- WMI Filters
5] Starter GPOs
_[@ Sites
k% Group Policy Modeling

. Gronn Paliry Reailte

Icse edu

The following sites, domains, and OUs are linked tc

Location

Ficseedu

<

B2: Theo duong dan Computer Configuration chon policies chon Windows

setting chon security setting chon Account policy chon Password policy Double
click vao Password must meet complexity requirements

g Group Policy Management Editor ]

File Acton View Help

|2 X = HE

<! Scripts (Startup/Shutdown)

=

= Default Domain Policy [admin.cse.edu] Policy Policy = l Policy Setting
[= A« Computer Configuration /. Enforce password history 24 password
B [l quicies 2| Maximum password age 42 days
8| Software Settings ) Minimum password age 1days
= L] Windows Settings o) Minimum password length 7 characters

7o) Password must meet complexity requirements
oo Store passwords using reversible encryption

Enabled
Disabled

= S Security Settings
= 54 Account Policies
=
:éi Account Lockout Policy
5 Kerberos Policy
j Local Policies
| Eventlog

B3: Chon Disable chon OK

21

Security Policy Setting |E,q,|ah|

Password must meet complexity requirements

[V Define this policy setting:
(" Enabled
{+ Disabled
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B4: Man hinh Group policy management Editor Double click vao Maximum

password age chon Properties

»| [ Policy = | Policy Setting
12| Enforce password history 24 passwords remembered
.iMaximum password age 42 days
2, Minimum password age 1days
1oiz| Minimum password length 7 characters
., Password must meet complexity requirements  Enabled
| Store passwords using reversible encryption Disabled

B5: Go 0 vao dong

Maximum password age Properties

Security Policy Setting l Explain |
':f'é' Maximum password age

V' Define this policy setting
Password will not expire.

IO ._l: days

21

Man hinh Group policy management Editor Double click vao Enforce password

history chon properties
Go 0 vao dong Do not keep passwords remember

Enforce password history Properties 7
Security Policy Setting ' Explain I

:{g' Enforce password history

[V Define this policy setting
Do not keep password history.

|0| _l;' passwords remembered

21

Vao Start chon Run gé CMD chon Ok G6 GPUPDATE/FORCE Enter

- Piéu chinh cho phép Group Users Logon trén may DC

B1: Vao Start chon Program chon Administrative tools chon Group plicy
Management chon Forest chon cse.edu chon Domain chon cse.edu click chuot

phai Default domain Controller policy chon Edit
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| File Action View Window Help
ke A R[], SN ? W

& ;r;up Rokcy Man:gement Default Domain Controllers Policy
= Forest: cse.edu : :
=l (&5 Domains Scope | Details | Settings | Delegation |
B Fg cse.edu Links
&/ Default Domain Policy Display links in this location:
[= =] Domain Controllers location Icse.edu
ISIg Default Domain Controllers Policy The following sites, domains, and OUs are linked tq
5 Group Policy Objects ——
_ WMI Filters '-°°a"°"_
] Starter GPOs 5] Domain Controllers
,ﬁ Sites
5% Group Policy Modeling 4] |

1 Group Policy Results

B2: Theo duong dan Computer Configuration chon policies chon Windows
setting chon security setting chon Local policy chon user right assgnment

8 Group Policy Management Editor

File Action View Help

&9 | 2mIRE = |HE

\=[ Default Domain Controllers Policy [admin.cse.edu] Policy al| Policy ~ | Policy Setting |

= i Cgmputer Configuration 15| Access Credential Manager as a trusted caller  Not Defined
=l [ Policies 2] Access this computer from the network Everyone,Adn

—] Software Settings 5] Act as part of the operating system Not Defined
Bl [ Windows Settings i< Add workstations to domain Authenticated
= % ::!E:tﬁst:;hh;pg/ss hutdown) 1“s| Adjust memory quotas for a process LOCAL SERVI(
58k Allow log on locally Administrators

_E Account Policies

5 j o Pliias 15iz) Allow log on through Terminal Services Not Defined
3 Audit Policy 12| Back up files and directories Administratorg
3 User Rights Assi ¢ o5 Bypass traverse checking Everyone,LO(
3 Security Options \iz) Change the system time LOCAL SERVI(
j Event Log |1s| Change the time zone Not Defined
4 Restricted Groups luis| Create a pagefile Administrators
4 System Services los| Create a token object Not Defined
3 Registry l5o| Create global objects Not Defined
Mg File System 1’:| Create permanent shared objects Not Defined
i&r Wired Network (IEEE 802.3) Policies 12z Create symbolic links Not Defined
| Windows Firewall with Advanced Security 1", Debug programs Administrators

B3: Hop thoai Allow log on locally chon Properties chon Add user or Group
B4: Go vao Users chon Ok- Ok
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Allow log on locally Properties
Securty Policy Setting | Explain |

? Allow log on locally

[V Define these policy settings:

Account Operators
Administrators
Backup Operators
Print Operators
Server Operators

Add User or Group... | Femove |

User and group names

IUSERS Browse ... |

.

Securty Policy Setting | Bxplain |

Allow log on locally

i

z

[V Define these policy settings:

Account Operators
Administrators
Backup Operators
Print Operators
Server Operators
USERS

| Add User or Group... I FBemove |

Vao Start chon Run god CMD chon Ok Go GPUPDATE/FORCE Enter
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4. Tao Domain Group

B1: Mo Active Directory Users and Computer

B Active Directory Users and Computers

File Action View Help

a8 | rmlBe=HafRsTvaR

j Active Directory Users and Comput | Name ] Type l Description

(=] Saved Queries L] Builtin builtinDomain

B fﬂ | Computers Container Default container for upgr...
L Builtin 2] Domain Cont... Organizational ... Default container for dom...
.| Computers | ForeignSecur... Container Default container for secu...
:U Domain Controllers ] Users Container Default container for upgr...
|__| ForeignSecurityPrincipals

[ Users

B2: Nhip chudt phai vao cse.edu chon New chon Group

File Action View Help
e | 2molBc=BEda s va%
j Active Directory Users and Comput | Name I Type |
[Z]1 Saved Queries [ Builtin builtinDomain
= fﬂw uters Container
—' D.elegate ot n Cont... Organizational ...
~—' Tt ) nSecur... Container
EE Shane D Container
|| Change Domain Controller...
~I|  Raise domain functional level...
Operations Masters...
New > Computer
All Tasks 2 Contact
o :
InetOrgPerson
Refresh MSMQ Queue Alias
Export List... Organizational Unit
Printer
Properties VS
Help Shared Folder

B3: Group name: SINHVIEN chon Ok

New Object - Group

% Createin:  cse.edu/

Group name:

l SINHVIEN|

Group name {pre-Windows 2000):

| SINHVIEN
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5. Tao Domain User
B1: M& Active Directory Users and Computer Nhap chudt phai vao cse.edu chon

New chon User

File Acton View Help
e im0 o=HR 38 57TE
f Active Directory Users and Comput | Name l Type
(] Saved Queries 1 Buitin builtinDomain
E] =3 — g
4l Delegate Control... uters Container
- Find in Cont... Organizational
= Change Domain... ;'nSecur... Container
~4  Change Domain Controller... e Seaxity Grog
7| Raise domain functional level... Container
Operations Masters...
Computer
All Tasks »| Contact
View Soup
InetOrgPerson
Refresh MSMQ Queue Alias
Export List... Organizational Unit
: 3 Printer
oyt
Help Shared Folder
B2: - First name : Nguyen Van

- Last name : Nam

- Full name : Nguyen Van Nam

- User logon name: SV1 chon Next

X]

‘5 Createin: cse.edu/
<L

First name: INgLr,'en Van Initials: I

Last name: INam

Full name: l!‘lgu','en Van Nam

User logon name:

lS‘ﬂl | @cse.edu LI
User logon name {pre-Windows 2000):
lCSE\ |sv1
< Back Next > Cancel |
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B3: - Password: 123
- Confirm password : 123
Bo6 dau check User must chang password at next logon chon next

; Create in:  cse.edu/

L
Password: Im
Confirm password: Io .

™ User must change password at next logon
™ User cannot change password
[~ Password never expires

[~ Account is disabled

Quan sat théy User vura tao

- Active Directory Users and Computers i

File Acton View Help
& | m=x = = 'y sy F Bt i
& 2R H = HRE 38572 %
: Active Directory Users and Comput | Name l Type l
| Saved Queries _| Builtin builtinDomain
= 5 cse.edu | Computers Container
N Builtin 3 | Domain Controllers Organizational ...
- Computers | ForeignSecurityPrincipals Container
o foman gontfoller; ?_)%r'-lguyen Van Nam User
_| ForeignSecurityPrincipals 33 SINHVIEN Security Group
| Users — '
= _| Users Container

BAIL 6: ORGANIZATIONAL UNIT (OU) DELEGATE CONTROL

Trong bai nay ching ta can c6 mot may DC va mot may Client da join vao domain
Nhu chiing ta da biét & cac bai trudc dé tao mot User Admin phai vao Active Directory
Users & Computers dé tao. Nhung van dé s& trd nén kho khin hon véi mot cong ty 16n
dén vai tram tham chi vai ngan nhan vién, nhu vay ngudi quan tri mang phai tao, xo4,
disable cac Account rit mat cong.

Vi vay Windows c6 mdt tinh ning rat hay 1a Organizational Unit (OU) gitip giam tai
cong viéc cho ngudi quan tri mang bang cach Uy quyén cho mot User nao d6 c¢6 quyén
thay thé anh ta trong viéc quan ly cac User Account nhung véi quyén han ché hon. Vi
du anh quan tri mang s& uy quyén cho User SV1 c6 quyén tao, xo4, disable cac Account
chung Group véi anh ta nhung khong cé quyén véi cac Group khac
Trudc tién Administrator s& tao cac Organizational Unit va gan quyén cho mot User
nao dé bang cach md Active Directory Users & Computers ra nhap phai vao domain
chon New -> Organizational Unit

Chuin bi: M6 hinh bai Lab gom 2 méy
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PC1: Windows server 2008 chinh password policy don gian
PC2: Windows server 2008, Join domain

Thuc hién: Trén may PC1

1. Tao OU:
B1: Start chon Program chon administrative tool chon Active Directory user and
computer click phai chuét vao CSE.EDU chon New chon Organizational Unit

File Acton View Help
&9 7m0z B/t s T 2
f Active Directory Users and Computers [server.cse.edu] I
~| Saved Queries
SRS cse.edul
“| 8 Delegate Control...
| ¢  Find...
21 ¢ Change Domain...
21§ Change Domain Controller...
1 F Raise domain functional level...
U Operations Masters...
Computer
All Tasks »| Contact
Group
e InetOrgPerson
Refresh MSMQ Queue Alias

B2: O muc name nhap vao OU vi vu: PHONGDAOTAQO sau d6 chon OK

File Acton View Help
-7— Createin: cse.edu/ s $‘ ZE' ‘% = l x [:' CHE, ‘ !
s : Active Directory Users and Computers [server.cse.edu]
| Saved Queries
Name: E 3 cse.edu
[PHONGDAOTAO) _| Builtin
_| Computers
V' Protect container from accidental deld L CSE
a | Domain Controllers
| ForeignSecurityPrincipals
7 Users
3

2. Xé6a OU
B1: Vao View chon advanced Features
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B Active Directory Users and Computers
File Acton | View Help
fa = | b Add/Remove Columns...

Active Direq  Large Icons
| Saved{ Small Icons
#3 cse.ed]  List

| Bull @ petail
| Con
59 csg  Users, Contacts, Groups, and Computers as containers

PRl  Advanced Features

| For| Filter Options...

m @[

B2: Click phai chudt vao PHONGDAQOTAO chon properties

% : Brogran aelegate Control...
@ | ] System .ove...
# | ] Users Zhinsd
@ 5 NS O ew N
All Tasks »
View 4
Cut
Delete
Rename
Refresh
Export List...
B3: Qua tab Objects tat diu check Protect object from accidental deletion sau d6 chon
Ok 2]

General | Managed By Object ]Security | com= | Attribute Editor |

Canonical name of object:

[cse.edu/PHONGDAOTAD

Object class: Organizational Unit
Created: 3/4/2010 10:53:17 PM
Modified: 3/4/2010 10:53:17 PM

Update Sequence Numbers {USNs):
Cument: 49175
Original: 49178

[~ Protect object from accidental deletion

B4: chuét phai vao OU PHONGDAOTAO chon Delete
- Hop thoai canh bao chon Yes
- OU PHONGDAOTAQO da dugc x6a thanh cong
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[F8l PHONGDAOT A

rogram Data

Users

Move...
Find...

Delegate Control...

o P
| System

FH [ H H

| NTDS Quotas

New
All Tasks

View

e Are you sure you want to delete the Organizational Unit name
_JL_ 'PHONGDAOTAQ'?

Cut

| Delete I

3. Uy quyén cho User trén OU

B1: Tao OU HOCHIMINH trong OU HOCHIMINH tao user quanl

Action View Help

Fil

e

| & B | X E o= | Hf

o @=L
i

&= 2[mE

Active Directory Users and Computers [server.cse,edu]

8

HEEEEEEHEEHE

Saved Queries
cse.edu
| Builtin

| Computers
CSE

[ [ e 0 8

LostAndFound
Program Data
System

Users

NTDS Quotas

ERgHOCHIMINH

e e 1

| Domain Controllers
ForeignSecurityPrincipals

B2: Click chu¢t phai vao OU HOCHIMINH chon Delegate control...

File Action Vi

Delegate Control...
=B | ¥ || Move...
] Active Director Find...
"__ Saved Que! New
E @ cse.edu All Tasks
| Builtin
~1 Comput View
31 CSE
.| Domain Tk
| Foreign| Delete
1 LostAang Rename.
| Prograrq  EXxportlist...
“ System Properties
| Users
=] NTDS Q@ Help

~
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B3: Man hinh Welcome chon Next trong man hinh Selected users and group chon add

Delegation of Control Wizard .

Users or Groups ﬁ’l‘
Select one or more users or groups to whom you want to delegate control. \lg R

4

Selected users and groups:

Add... I Hemove I

B4: Nhap vao user quanl chon check names sau d6 chon ok chon next

Select Users, Computers, or Groups L _?' i‘]

Select this object type:

IUsers. Groups, or Builtin security principals Object Types... I

From this location:

|cse edu Locations... I

Enter the object names to select (examples):

guan] {guan1&cse.edu} Check Names I

Advanced... I | oK I Cancel I

4

B5: Trong man hinh Tasks to Delegate d4nh ddu check vao Create, delete and manage
user accounts chon next

Delegation of Control Wizard X

Tasks to Delegate ‘
You can select common tasks or customize your own. \IL \;\

¢ Delegate the following common tasks:

Create, delete, and manage user accounts -
[ Reset user passwords and force password change at next logon

O Read all user infomation

[ Create, delete and manage groups

O Modfy the membership of a group

O Manage Group Policy links

[ Generate Resultant Set of Policy {Planning) A
|

]

{” Create a custom task to delegate

B6: Man hinh Completing chon Finish
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Delegation of Control Wizard

|x

Completing the Delegation of
Control Wizard

<
“E \) You have successfully completed the Delegation of Control

\lg"&h wizard.

You chose to delegate control of objects -
in the following Active Directory folder:

cse.edu/HOCHIMINH

The groups. users. or computers to which you
have given control are:

quan {quan1@&cse.edu)

You chose to delegate the following tasks:

]

To close this wizard, click Finish.

< Back

B7: Kiém tra trén may PC2
Log on user quanl trén may PC2 mo Administrative tool chon Active Directory user
and computer click phai chuét vao OU HOCHIMINH chon New chon user

Active Directory Users and Computers

File Acton View Help

e | 2w 4 0(RE =
: Active Directory Users and Comput | Name
| Saved Queries ?) quanti
= cse.edu

(] Builtin

] Computers

1| CSE
2| Domain Controllers
| ForeignSecurityPrincipals

H 7

L

L

HEHERHBE
(8]
L
o]

Delegate Control...
Move...
Find...

| I |
B8: Trong ctra s6t new Object chon user tao user quan2 chon next trong 6 Password
va Confirm password dién abc@123 bo dau check tai dong user must chang

password at next logon chon next chon Finsh thanh cong.

®
L

New Object - User _ >
;. Create in: cse.edu/HOCHIMINH
ded
First name: Iquanz Initials: l
Last name: I
Full name: Iquanz

User logon name:

IquanA I@cse.edu vl

User logon name {pre-VWindows 2000):

ICSE\ 'quanZ
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B9: Tao thém user quan3 sau d6 click chudt phai user quan3 chon delete x6a thanh

cong quan3

=l g cse.edu ‘ l‘

-] Builtin Lo Copy...

| Computers Add to a group...

3| CSE Disable Account

= | Domain Controllers Reset Password...

| ForeignSecurityPrincipals Move...

= | HOCHIMIMNH Open Home Page

| Users Send Mail
All Tasks »
Cut
Rename
Properties

B10: Click chudt phai vao Container users thtr tao 1 user méi khong xuat hién menu

tao user

3 [

| = DOan T OmpuUutETs

Delegate Control... E&Domain Controllers
Find... %Domain Guests
E&Domain Users
A Tasks 2 ﬂEnterprise Admins
View » %Enterprxse Read-only Domain Controllers
&{Group Policy Creator Owners
e 3; Guest
St 2, NGUYEN VAN TRUONG SON
Properties %RAS and IAS Servers
B, Read-only Domain Controllers
Help 2. Schema Admins

Két luan: User guanl chi duogc tao,x0a, quan 1y user tréen OU HOCHIMINH

4. Twéc quyén user trén OU

My PCI

B1: Log on administrator M& Active administrative tool chon Active Directory user
and computer click phai chugt vao OU HOCHIMINH chon Properties

File Action View

B Active Directory Users and Computers

Help

== | =

= & B8 | El s

Active Directory Users and Computers [server.cse.edu

= |
1 Saved Queries
= =5 cse.edu
B [ Builtn
= [1 Computers
=E [E1 CSE
= (51 Domain Controllers
= [ ] ForeignSecurityPrincipals
SRl HOCHIMINGS
~| LostAndFo Delegate Control...
—1 Program D3 Move...
1 System Find...
1 Users
= MNeww >
1 NTDS Quot]
= o = All Tasks >
Views >
Cut
Delete
Rename
Refresh
Export List...
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B2: Trong man hinh HOCHIMINH chon Properties, qua tab Security chon vao user
guanl chon Remove chon OK

HOCHIMINH Properties 2| x

‘General | Managed By | Object ~Securty |COM+| Attribute Editor |

GFOUD or user names:

2, Everyone =
82 SELF
82, Authenticated Users

82 SYSTEM

‘ quan {quan1@cse edu)

82 Domain Admins {CSE \Domain Admins)

Add... I Remove I

B3: Kiém tra trén may PC2
Log on User quanl m¢é Active Directory user and computer click phai vao OU
HOCHIMINH Tao user médi khong tao dwge

B Active Directory Users and Computers
File Action View Help
= 2m 40X s =] E
| Active Directory Users and Comput | Name
| saved Queries 2, quani
= 3 cse.edu 2 quan3
[ Builtin
| | Computers
=] cse
= | Domain Controllers
# | | ForeignSecurityPrincipals
=
7] Users Delegate Control...
Move...
All Tasks >

- Click chudt phai vao user quanl, chon Delete
- Bang bao 16i s€ xuat hi¢n thong bao user quanl khéng c6 quyén.

M Active Directory Users and Computers

File Acton View Help
‘ i ol = & O AN
| 474 0[XD 4 B 8% m—r——— ,
] Active Directory Users and Comput | Name
“| Saved Queries TP
I 33 cse.edu 2, quan3 Afid 0agow... | Are you sure you want to delete the User named 'quan1'?
| Builtin Disable Account
.| Computers Reset Password..,
@] csE Move...
2| Domain Controllers Open Home Page Yes | | No
|| ForeignSecurityPrincipals Send Mail
2 HOCHIMINH
| Users Al Tasks
Cut
— %
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BAIL7: UNG DUNG GPO

La mot nguodi quan tri mang ngoai vi¢c quan ly may Server ra thi con ca khoi viéc véi
cac may Client nira. Trong d6 co viéc cai hoac g& bo bot mot so software & cac may
Client.

Vi du cong ty ban c6 2 phong ban d6 1a phong KETOAN & NHANSU mdi phong co6
20 may, vi 2 phong ban ndy c6 coéng viéc khac nhau nén trén cac may Client nay phan
mém dugce cai 1én ciing khac nhau. Téi 1y vi du phong NHANSU thi can chuong trinh
Acrobat Rerader trong khi d6 phong KETOAN thi can c6 Bitdefender Anti Virus.

Cha 1€ v&i 40 may trén ta phai di tirng may cai thém software hay sao... that 1a qua cuc
nhoc & nham chén. Vi thé Windows server da thiét ké san cho ngudi quan tri mang tinh
nang Software Deloyment dé giup ban giai quyét van d€ nay gian trén.

Nhung trude thoi Windows 2000 Microsoft chua thiét ké cac tinh nang nay nén céc file
setup thuodng c6 dudi 1a *.exe, *.com, *.bat... cdc duodi ndy khong hd tro Software
Deloyment, cho nén tir khi cho ra mat Windows 2000 Microsoft cho gi61 thiéu mot dinh
dang méi voi phan mé rong 1a *.msi, dinh dang méi nay nhanh chong dugc cac hing
phan mém hudng Gng va phat trién rong ray hién nay. Noi tom lai diéu kién can dé chay
Software Deloyment 1a Software d6 phai hé trg dinh dang *.msi

Nhan tién day ciing néi cho ban doc biét thém ddi véi cac phan mém chi c6 dudi *.exe
thi hi€n nay trén thi truong co rat nhi€u cong cu gitp ta chuyén doi chung thanh *.msi
cac ban co thé search bat cir dau trén Net

Chuén bi:
PC1: Windows server 2008-DC
PC2: Windows server 2008 hoac Winxp hoac Windows 2003 Join Domain
PCI1: tao cac OU KETOAN, OU NHANSU, OU CLIENTS trong OU KETOAN Tao
cac user ktl, kt2

- Tao thu muyc Softs trong 6 dia C chép 2 thu muc COSMO1 va COSMO2 vao

trong thu muc softs , Share thu muc Softs quyén Everyone-Full control
Thuc hién:
1. Deploy Software trén User:

Thuyc hién trén PC1:
B1: Mo Group policy management click chudt phai vao Group policy Object chon
New
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|Z4 File Action View

. Group Policy Management
Window

Help

== | 7m0l

<8N ? Bos

= ﬂ Forest: cse.edu
= [Z Domains
=l g cse.edu

=)
3]
3

(& Sites
56 Group Policy Mod

Group Policy Management

i) Default Domain Policy
| Domain Controllers

Grou

=
o

G i

Back Up All...
Manage Backups...
Open Migration Table Editor

B2: bit tén GPO la Deploy COSMO1

Name:

|Deploy COSMO1|

Source Starter GPO:
I(none} .:.I
| oK I Cancel |
B3: click chudt phai vao GPO “Deploy COSMO1” chon Edit
Al gLIEr‘]TSC - \=[ Default Domain Policy
+ |3 ] Domain Conuolers
- Deploy COSQ

a1 KETOAN -
31 NHANSU GPO Status 3
[ 5} Group Policy Objects

\=[ Default Domain Contr
\=[ Default Domain Policy
\=[ Deploy COSMO1

Back Up...
Restore from Backup...
Import Settings...

B4: Bung muc User configuration chon

Policies chon Sofware settings click phai chuot

vao Software Installation chon New chon Package...

File Action View Help

B Group Policy Management Editor

a5

EBRCEERN ? No:

[ 71 Policies

[ ] Preferences
= §® User Configuration

= || Policies

[ [ 7] Preferences

\=[ Deploy COSMO1 [server.cse.edu] Policy
= #% Computer Configuration

=l | Software Settings

| Administrativel

Mame

View

B5: O khung File name nhap vao

\\Server\Softs\cosmo1\ cosmol.msi chon vao Open
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R ——

!fJ’ Music

|, Public

Folders

Organize ¥

Favorite Links
B Desktop
1M Computer
E\ Documents
g‘ Pictures

¥ @ IS.»‘:a:‘-:fﬂ ig
i35 Views ¥ | | New Folder d
Name = |v| Date modified |v| Type |v| Size |v| 7]
}. PROGRAM FILES 3/7f2010 12:24 AM  File Folder
'@COSMO 1 12/18/20016:38... Windows Installe... 155KB I

|4y Recently Changed
@ Searches

~

<]

File name: I \server\softs\COSMO 1\COSMO 1.MSI

_v_I I‘.’v’indows Installer packages :j_'_l

Open Cancel |

B6: Man hinh Select Deployment method chon Assigned chon ok

Deploy Software

Select deployment method:
(" Published
¢ Assigned
(" Advanced

X

Select this option to Assian the application without modifications.

B7: Click chudt phai vao Cosmol vira tao, chon Properties

8§ Group Policy Management Editor

File Acton View Help
&= | 2nE c=HE
\=[ Deploy COSMO1 [server.cse.edu] Policy Name = Version | Deployment state
= b‘; Computer Configuration 'Ic°smn 3 1.0 Assigned
| Policies v Auto-Install
| Preferences fssign
=l 4® User Configuration Publish
B [Z] Policies E———=
B[] Software Settings All Tasks »
) Software installation b

_| Windows Settings
| Administrative Templates: Policy definitio

B8: Qua tab Debloyment 6 muc Deployment options danh dau chon vao 2 dong
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- Uninstall this application when....
- Install this application at logon

Chon

B9: Click chud

B10: Chon GPO” Depl

Cosmo 1 Properties

27X

General Deployment IUpgradesI Categoriesl Mod‘rﬁcationsl Secun'tyl

— Deployment type
(" Published
(¢ Assigned

— Deployment options
[V LSuta-mstallthis application by file extension activation

[V Uninstall this application when it falls out of the scope of
management

panel
[V Install this application at logon

[ Do not display this package in the Add/Remove Programs control

'3 File Acton View Window Help

&= |2mo0|XREc|HE

;g Group Policy Management KETOAN
= 4\ Forest: cse.edu

E1 [ Domains Linked Group Policy Objects lG
35 cseedu LinkOr.. ~ | GPO
) Default Domain Policy

(=] CLIENTS
2| Domain Controllers

Block Inheritance

Create a GPO in this domain, and Link it here...

: Eger|  Link an Existing GPO...

' BEEEEBBEE
|8

Group Policy Modeling Wizard...

oy COSMO1”

Look in this domain:

lcse.edu

Group Policy objects:

Name =

Default Domain Controllers Policy
Default Domain Policy

Deploy COSMO1

B11: Quan sat thy Ou KETOAN di ¢c6 GPO ” Deploy COSMO1”

t phai vao OU KETOAN chon Link an Existing PGO...
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= Group Policy Management

'3 File Action View Window Help

&9 72[m0XE oHmE

|| CLIENTS

|2 | Domain Controllers

3|

_-;';g Group Policy Management KETOAN
=1 £ Forest: cse.ed Linked Group Policy Objects I Poli ' i |
= (£ Domains p rolicy Uoj Group Policy Inhertance I Delegation
B & cse.edu Link Or... | gro | Erforced | Link Enabled
[".ii" Default Domain pO“C‘/’ 1 ﬁ Deploy COSMO1 Yes

B12: Kiém tra trén PC2:

Log on KT1 quan sat thiy c6 phan mém COSMO1 V1.0
Bl13: trén PC2 log on Administrator m6 Windows explorer vao thu muc
C:\Program\File\COSMO1 x6a mdt vai file dll bat ky dé gia 1ap chuong trinh bi 16i .

Chay thir chwong trinh COSMO béo 1561 khong thé chay chuong trinh.

B14: PC2 Log off va Logon KT1 chay thtr chuong trinh COSMO thanh cong chuong

trinh da tu dong sira 15i.

2. Upgrade phian mém biang Deploy Software
B1l: PC1: M¢ Group pilicy management click chugt phai vao GPO “Deploy

COSMO1” chon Edit...

\Z, File Action View Window Help

E Group Policy Management

s 2m|Xc|HE

|Z Group Policy Management
= 4 Forest: cse.edu
B (£ Domains
B g cse.edu
i Default Domain Policy
3| CLIENTS
= | Domain Controllers
3| KETOAN

53 Deploy CQSMQ 1

-

OEH

Deploy COSMO1
Scope | Details | Settif
Links
Display links in this loca

The following sites, dom

| Location
| -

3.| NHANSU Edit...

HEEH

_iz¢ Group Policy ¢ Enforced
= WMIFilters | v Link Enabled
L]l Starter GPOs Save Report...

B2: Bung muc User configuration chon Policies chon Sofware settings click phai chudt
vao Software Installation chon New chon Package...
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B Group Policy Management Editor

File Action View Help

&= |2nlE .= HE

=] Deploy COSMO1 [server.cse.edu] Policy Name =
= & Computer Configuration (& Cosmo 1

[l Policies
|| Preferences
= ¢, User Configuration
=[] Policies
= | Software Settings
| Windows Settin

_| Administrative View p [tior

| H

B3: O khung File name nhép vao
\\Server\Softs\cosmo2\ cosmo2.msi chon vao Open

=<
@KP)- [ - soFts - cosmoz - ~ 23 [searan ==
Organize 152 views - 7 New Folder
Eavorite Links Name = 1 vl Date modified |~ Tvpe | =] size l;'laq
. PROGRAM FILES 3/7/2010 12:23 AM File Folder
Bl Desktop iSlcosmoz 12/18/2001 6:38... Windows Installe... 1S5 KB Ing
;& Computer
!E. Documents
E Pictures
!fJ‘ Music
|2y Recently Changed
B2 searches
ju Public
Folders -~ L' [ >
File name: [N A NSe NP NESSIePAIS]  ~| |v/indows instalier packages (=]
Open Cancel I
B4: Man hinh Select Deployment method chon Assigned chon ok
Deploy Software 7 X
Select deployment method:
" Published
{* Assigned
(" Advanced
B5: click chudt phai vao Cosmoz2 vira tao, chon Properties
. — -
_fij Deploy COSMO1 [server.cse.edu] Policy | Name ~ I Version l Deployment state
E] ¢% Computer Configuration [ Cosmo 1 1.0 Assigned
_| Policies ICosmo : ol 2.0 Assigned
| Preferences ot A'J‘?'Ir's"’
= & User Configuration Sl
= | Policies Publish
B [ Software Settings All Tasks 5
Software installation T
| Windows Settings Refresh
[ ] Administrative Templates: Policy definitior -
-8 Drafironras Properties
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B6: Qua tab Deployment & muc Deployment options danh dau chon vao 2 dong

Chon OK

Cosmo 2 Properties

Uninstall this application when....
Install this application at logon

‘General Deployment IUpgradesI Categon'esl Modifications] Securityl

21x]

— Deployment type
(" Published

¢ Assigned

— Deployment options
IV Butc-install this application by file extension activation
[V Uninstall this application when it falls out of the scope of

management

" Do not display this package in the Add/Remove Programs control
panel

[V Install this application at logon

B7: Qua tab Upgrades chon Add

Cosmo 2 Properties ®

AGeneralI Deployment Upgrades ICategoriesI Modi'ficationsl Securityl

Packages that this package will upgrade:

cd .

Add.. |

Hemove I

B8: Chon muc A specific GPO va Browse dén GPO Deploy COSMO bén dudi chon
Uninstall the existing...

Add Upgrade Package

x|

— Choose a package from
¢ Cument Group Policy Object {GPO}
" A specific GPO:

Browse...

— Package to upgrade

% Uninstall the existing package. then install the upgrade package

" Package can upgrade over the existing package

=
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B9: tr¢ lai hop thoai COSMO 2 chon Properties danh dau chon vao muc Required

upgrade for existing packages chon apply chon

Cosmo 2 Properties E

Packaages that this package will upgrade:

e d oo

General I Deployment Upgrades ICategories I Modffications I Securityl

Replace Cosmo 1

Add... Hemove

[V Required upgrade for existing packages

B10: Kiém tra trén may PC2:

Log on Ktl quan sat thdy c6 chuong trinh COSMO di duoc upgrade 1én phién ban

v2.0
B11: Trén PC1 Move user kt1 vao OU NHANSU

B12: Trén PC2 logon kt1 chuwong trinh Cosmo da ty dong Remove

3. Deploy software trén Computer

B1: M¢ Group policy Management Chuot phai vao Ou Clients, chon Create a GPO

in this domain, and Link it here...

= File Action View Window Help

-

& Group Policy Management

&= | 7m0 RE | &
1=l Group Policy Management CLIENTS
= _S& Forest: cse.edu x : ;
£1 [ Domains Linked Group Policy Objects ‘
=l g cse.edu Link Or.. = | GPY

i Default Domain Policy

g
—

5]

=D Create a GPO in this domain, and Link it here...
= Link an Existing GPO...

= Block Inheritance

B2: bat tén GPO “Deploy COSMO2 on computer”

Name:

IDeplo;.' Cosmo2 on computer]

Source Starter GPO:

Iinone}

Cancel
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B3: Click chudt phai vao GPO “Deploy cosmo on computer” vira tao chon Edit

Z File Acton View Window Help

E Group Policy Management

e 2 sl | BN ? e

|5L Group Policy Management
[=l _ﬂ Forest: cse.edu
B (£ Domains

CLIENTS

Linked Group Policy Objects IGroup Policy Inherttance | De

[l 3 cse.edu
i Default Domain Policy
3] CLIENTS
'3 Domain Controllers
(3] KETOAN

Enforced

v Link Enabled

B4: Bung muc Computer configuration chon Policies chon Sofware settings click phai

chudt vao Software Installation chon New chon Package...

File Action View Help

B Group Policy Management Editor

&9 |2mlEc=HE

_'Z'—J Deploy Cosmo2 on computer [server.cse.edu] Polic | Name

[l & Computer Configuration
| Policies
] preferences

= $® User Configuration
B 5] Policies

X
C JC J [} - Network - server - SOFTS - CosMO2 ~ > Y [searcn 2]
Organize v 122 Views <~ | New Folder @
Favorite Links Name = | -] pate modified | ~[ Type | | size =
| PROGRAM FILES 3/7/2010 12:24 AM  File Folder
Desktop i3 cosmoz 12/18/20016:38... Windows Installe... 155 KB
| Computer
Documents
Pictures
Music

' Recently Changed
Searches
, Public

Folders ~

File name: l \\server\SOFTS\NCOSMO2\COSMO2.MSI

_v_l |Windows Installer packages {Ll
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B6: Man hinh Select Deployment method chon Assigned chon ok

]
Select deployment method:
" Published
{* Assigned
" Advanced
Select this option to Assign the application without modffications.
[ ok | Concel |

B7: Kiém tra:

Trén PC2, lan lugt logon cac user Administrator , KT1, KT2 déu thdy c6 phan mém

COSMO da dugc cai dat.

3. Mot so Policy

A. Map tao 6 dia mang cho Client Thyec hién trén PC1
Tao mot thu muc tén la TaiLieu trong 6 dia C Share quyén Everyone- Full Control

B1: Log on Administrator Mo Group policy Management click chudt phai 1én Default

Domain Policy chon Edit

& Group Policy Management
.z} File Action View Window Help
o= | 2w X o HE
|Z{ Group Policy Management Default Domain P
=l SS Forest: cse.edu - _
=) £ Domains Scope IDetatlsI Settir
5 -
B g3 cse.edu Links
e T
3] CLIENTS
3| Domain Controllers Enforced |
31 KETOAN v Link Enabled "
31 NHANSU Save Report...

B2: M& theo dudng dan: Chon User Configuration chon Preferences chon Windows
settings click chudt phai 1én Driver Map chon New chon Mapped Driver
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7 Group Policy Management Editor

File Action View Help

e | 2mlud|moz HE RO *
\=[ Default Domain Policy [server.cse.edu] Policy
[ #& Computer Configuration

| Policies e —

| Preferences
Bl 4% User Configuration

] Policies

= || Preferences

= [ windows Settings
) Applications

S ;

e
. 37 Files View » I
B3: o Eald

- Action: Chon Create
- Location: \\Server\TaiLieu
- Chon dong : Reconnect
- Driver Letter: Chon user chon 6 Z chon OK
Kiém tra:
PC2: Lan luot log on bang cac user M& My Computer déu c6 6 dia mang Z:\TaiLieu

Processing

B. Software Restriction- Thuc hién trén PC1

Cim sir dung mot phin mém

B1: Log on Administrator M& Group policy Management Chon Edit chon Default
Domain Policy truy cép theo duong dan: user configuration chon Policies chon
Windows setting chon security setting click chudt phai chon New Software
Restriction polici Sau do click chudt phai 1én Additional Rules chon New Hash Rule

5 Group Policy Management Editor

File Acton View Help

s | 2=0c= | HE

__éj Default Domain Policy [server.cse.edu] Policy Name +
B ¢ Computer Configuration =] Y%HKEY _L
| Policies 2| SHKEY_L

| Preferences
= & User Configuration
B [ Policies
7] Software Settings
= ] windows Settings
‘-_‘l_'; Remote Installation Services
< Scripts (Logon/Logoff)
Bl Sh Security Settings
= (5] Public Key Policies
| Enterprise Trust
| Trusted People
= (] Software Restriction Policies
] Security Levels
Bl Additional

New Certificate Rule...

(L] Folder Redirection

- 3 New Hash Rule... ——
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B2: Man hinh New Hash Rule chon Browse chi duong dan dén:
C:\ProgramFiles\Internet Explorer\iexplore.exe chon Open

]
é(-\/v | . v Program Files v Internet Explorer » @J
Organize v {55 Views v . New Folder (7}
Favorite Links Name = | v| Déte modified | vl Type | vJ Size | vl T4
L en-US 1/18/2008 3:30 AM File Folder
Bl Desktop )} SIGNUP 11/12/2009 1:41PM File Folder
/% Computer (%] hmmapi.dl 1/18/2008 11:34PM Application Exte... 68 KB
| Documents dliedw 1/18/2008 11:33PM Application 85KB
!E PictiFes féieinstal 1/18/2008 11:33PM Application 257 KB
'D Music |_|iessetup.ceb 1/5/2008 3:32 AM CEB File S5KB
|%|iessetup.dil 11/2/2006 1:46 AM Application Exte... 16 KB
@ Recently Changed Bicuser 1/18/2008 11:33PM application 293KB
B searches 1/18/2008 11:33 PM Application
Public |%| sgmapi.dil 1/18/2008 11:36 PM Application Exte... 127KB

B3: Man hinh new Hash Rule chon
New Hash Rule

Ix

General |
%‘ 5 Usenules to ovemide the default security level.
(1]

Click Browse to select the file you want to hash. Thefile’s
attibutes, such as its size and the date and time it was created,
are automatically populated.

File information:

IEXPLORE.EXE {7.0.6001.18000)
iexplore

Intemet Explorer

Windows® Intemet Explorer

Security level: |Disallowed 3

Description:

B4: Kiém tra: . 3 )
PC2: Log on bang account KT1 M¢& chuong trinh Internet Explorer Bao loi khong thé
truy cap.
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BAI8: WINDOWS SERVER BACKUP

Khi lam cong tac quan tri mang van dé an toan dir liéu ludn duoc chung ta chi trong véi
cac cong viéc dam bao cho ching luén & mic do an toan cao. Khong may mot ngay nao
d6 ca hé théng bi nhiém virus tram trong, phong chira server rui ro xay ra hoa hoan...
nhiing gi con lai bay gio 1a mot hé thong véi dir lidu bi tan pha ning né hodc moi thir da
bién thanh tro khi chdy nd xay ra.Chinh vi thé Windows khuyén c4o ban nén sao luu du
phong dit liéu sang mot noi khac vi tri dia 1y véi noi dat server va néu t6t hon 14 sao luu
du phong voi tan suat mdi ngay mot 1an 1a tt hon ca.

Nhung hiy tuong twong xem khong 1& mdi ngdy ta phai sao luu ca hé thong hang chuc
tham chi hang trim GB ra dia va dem cét di, ngay qua ngay thi chi phi cho ta dau tu dé
du phong dit liéu c6 18 1a mot con s6 khong 16 ma véi qui mé nhé may ra con kham noi,
nhung véi nhitng cong ty ¢ dén hang trim may thi e ra c6 vé kinh khing qua

Chuin bi:

PC1: Windows server 2008

PC2: Windows server 2008

PC2: Tao User U1 password 123 . Tao va Share thu muc BACKUP trén 6 C phan quyén
cho U1 quyén Everyone- Full control trén thu muc nay.

Thue hién: Trén PC1
1. BACKUP
B1: M¢ server manager click chudt phai 1én Feature chon Add Features

File Action View Help
= 2w -
[ F> Roles
= & E’_' Add Features m
3 3|7 Remove Features == View the status of featu
& g Diag
@ gffg Corl  View »
=3 st
= &5 st Refresh ~! Features Summary
Hel
Rl ~) Features: 2 of 35 installed

B2: Man hinh Welcom chon next chon Windows server backup Features chon next
chon Install
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Confirmation

Select one or more features to install on this server.
Features:

Progress

Results

Quality Windows Audio Video Experience
Remote Assistances

Remote Differential Compression
Remote Server Administration Tools (Installed)
Removable Storage Manager

RPC over HTTP Proxy

Simple TCP/IP Services

SMTP Server

SNMP Services

Storage Manager for SANs

Subsystem for UNIX-based Applications
[] Telnet Client

[] Telnet Server

[] TFTP Client

Windows Internal Database

Windows PowerShell

Windows Process Activation Service
Windows Server Backup Features

[¥] windows Server Backup

[] command-ine Tools

0000000000

EO00

[ &

B3: Tao thu muc C:\DATA va 2 File text tén Dulieul.txt va Dulieu2.txt

i DATA

=

6\ jc [ . v Computer » WINDOWS 2008 (C:) v DATA

File Edit View Tools Help

Organize v i vViews v (@) Bumn

Favorite Links Lo Iv
[=DulLieul

!E, Documents DuLieu2

B4: M& Windows server backup trong Administrtive tools khung Action chon

Backup one

4 Windows Server Backup

File | Acton View Help

Backup Schedule...

Backup Once...

Recover...
Configure Performance Settings...

Connect To Another Computer...

Help

Actions
Windows Server Backup (Local)

e
-

kup or schedule .
¥ Backup Schedule...

romputer, Use Backur @ Backup Once...

Messages

‘ga Recover...

B5: Cira s6 Backup Options chon Diff

)
¢

C $
Backup options

Select backup configur...
Specify destination type

Spedify advanced option

Backup options

erent Options chon next

% Backup Once Wizard

Create a backup now using:

(\

(+' Different options

B6: Hop thoai Setect Backup configur

atiorn chon Custom chon Next
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45 Backup Once Wizard

v i ;
: _\\y Select backup configuration

Backup options What type of configuration do you want|
" Full server {recommended)

Select backup items I want to back up all my server data,|

Specify destination type Backup size: 8.07 GB

Specify advanced option ¢ Custom

B7: Hop thoai Select backup items Chon Server(C) Bo dau check trudc dong Enable
system recovery chon next

4% Backup Once Wizard

)
[ r:y Select backup items

Backup options What volumes do you want to back up?
Select backup configur.... | Volumes =~ I Status l Size
| Select backup items WINDOWS 2008 {C:) Included 8.07GB

Specify destination type
Specify advanced option
Confirmation

Backup progress

I Enable system recovery.

This option automatically includes all volumes that contain operating system
companents for system recovery.

BS8: Hop thoai Specify destination type chon Remote shared folder chon

)
r_\fy“ Specify destination type

Backup options Choose the type of storage for the backup:
Select backup configur... " Local drives
Select backup items For example, local disk (D:), DVD drive (E:)
@ Reoe sraed ol
Specify remote folder For example, \\MyFileServer\SharedFolderName)\

B9: Trong phan Type the path to the Remote shared folder gé \PC2\BACKUP
Chon Do not inherit chon next
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4% Backup Once Wizard

‘It &a .
; & Specify remote folder

Backup options Type the path to the remote shared folder:

Select backup configur... |\PCiBACKUP

Select backup items For example, \\MyFileServer\SharedFolderName),

Spedify destination type A folder named "WindowsImageBackup' will be created inside the specif

Spedfy remote folder Bl i

Specify advanced option ecsstat s
(" Do notinherit

This option makes the backup accessible only for the user whose
Backup progress credentials are provided in the next step.

Confirmation

¢ Inherit

B10: Hop thoai x4c nhan quyén: dién vao U1 password 123 chon OK
=) o

Provide the credentials of a user who has write access to the

shared network folder.
User name: |ﬁ U1 EI _J
Password: | *ee

B11: Hop thoai Specify advanced option chon vss copy backup ( recommended) chon
next chon next

368 spec |
- _\\y Specify advanced option

Backup options Choose what type of Volume Shadow Copy Service (
Select backup configur... A
Select backup items (¢ S5 copy backup {recommended)

; st Choose this option if you are using another backuyy
Specify destination type applications that are on Volumes incduded in the cu
Spedify remote folder retains the application log files.

Spedfy advanced option " vsS full backup

Choose this option if you are not using any other |
your applications. This option updates each file's b

| Backun oroaress the application log files.

Confirmation

B12: Chon Backup sau khi Backup xong chon Close

B13: Trén PC2 m¢ thu muc BACKUP chon WindowslmageBackup chon PC1 Quan
sat noi chwra cac file backup tir PC1
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@C}; [ 1.~ WINDOWS 2008 (C:) ~ BACKUP ~ WindowsImageBackup + server +

File Edit View Tools Help

Favorite Links

!Ez Documents
!E Pictures

Organize v = Views v (&) Bun

Name -

,iBackup 2010-03-10 031529

i, Catalog
|| Mediald

2. RECOVER

1% Windows Server Backup

File | Action View Help

Trudc khi Restore gia 1ap mat dit liéu bang cach PC1 x6a thu myc DATA
Tién hanh khoi phuc dir liéu
B1: Trong chuong trinh Windows server Backup trong khung Action chon Recover

Backup Schedule..,
Backup Once...

Recover...

Configure Performance Settings...

-~
-

kup or schedule

Actions

5
Connect To Another Computer... ¥ Backup Schedule...
Help computer, Use Backur Qf Backup Once...
@ Recover...
Messages

Windows Server Backup (Local]

L= Recovery Wizard

C& Getting started

Specify location type
Select backup location
Select backup date

Getting started You can use this wizard to recover files, applications, and v

recover data from the local computer or another computer.
Which server do you want to recover data from?
" This server (SERVER)

Select recovery type ¥ Another server

B2: Hop thoai Getting started chon Another server chon next

B3: Specify remote folder go \PC2\BACKUP chon Next

<
$ Specify location type

Getting started Choose the type of storage that contains the backup:
" Local drives

Specify remote folder For example, local disk {D:), DVD drive {E:)

Select backup date ¢ Remote shared folder

Select recovery type For example, \\MyFileServer\SharedFolderName\
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1% Recovery Wizard
Py
$ Specify remote folder
fft 3
Getting started Type the path to the remote shared folder that conta
Spedify location type [\\PciBackuR|
Spedfy remote folder For example, \\MyFileServer\SharedFolderiame),

B4: bién usename va password ctua U1 chon Ok

Provide user credentials for Backup 7] X

Provide the credentials of a user who has write access to the
shared network folder.

User name: Ig U1l ZI _'

Password: I L

B5: Select backup date chon next

J]JCUI 1 TTITOUS TUIaCTT
— [oamsatinsy
Select backup date Select the date of a backup to use for recovery.

Select recovery type Backin dote: 3/9/2010
Select items to recover
n March. 2010 n Time: 7:15 PM -
Spedify recovery options Sun Mon Tue Wed Thu Fn Sat
Confirmation 12 3E 4 U5 6
7 8 E: 16 11 12 13

Recovery progress 14 15 16 17 18 19 20

21 22 23 24 25 26 27

28 25 30 31

B6: Select recovery type chon Files and folders chon next

L% Recovery Wizard

¢ % Select recovery type

Getting started What do you want to recover?
Spedify location type ¢ Files and folders
Specify remote folder You can browse volumes included in this ba
Select backup date ¢~ Applications

You can recover applications that have reg
Select items to recover " volumes

B7: Select Items to recover chon thu muc DATA chon next
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X -
, Select items to recover

g

Getting started Browse the tree to find the files or folders that you want tq
Spedify location type for recovery.
Spedify remote folder Available items:
Select backup date B4y server Name =
E-4s WINDOWS 2008 (C:) B Dutieut. txt
Select recovery type &) | SRecyde.sin B
-4y Boot

Spedify recovery options

S, """ .a,l

B8: Specify recovery options gitr mac dinh chon next

L% Recovery Wizard
\\g’ Specify recovery options
r"_— -

Getting started
Spedify location type
Specify remote folder
Select backup date
Select recovery type

— Recovery destination
' Original location

" Another location

Select items to recover — When this wizard finds files and folders in the recovery destination

Spedfy recovery opfions {¢' Create copies so I have both versions of the file or folder

Confirmation

" Overwrite existing files with recovered files

Recovery progress
GRS ¢~ Do not recover those files and folders

—Security settings
IV Restore security settings

B9: chon Recover
13 Recovery Wizard

%
. $ Confirmation

Getting started From backup: 3/9/2010 7:15PM
Spedify location type Recovery items:
ify remote folder C:\DATA\DuLieul.txt
e C:\DATA\DulLieu2.txt
Select backup date
Select recovery type
Select items to recover
Specify recovery options

Kiém tra trén PC1: Sau khi Recover hoan tit , md 6 C quan sat thdy Folder DATA va
cac File trong DATA da dugc khoi phuc.
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