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1  Trién khai hé théng Domain

Sau khi hoc bai nay hoc sinh vién c6 kha nang nang cap mét may Windows Server
2016 thanh mét may Domain Controller, giGp c&c may con gia nhdp vao hé thong
domain ma ta da nang cdp
1 Chuan bi:
+ Mot may server 2016
+ Mot may Client windows 7

(] M6 hinh

E — 192.168.1.2
'77 LU “ ~ - )

Domain Controller =
=

192.168.1.3

\»,

\

192.168.1.1

E ——‘ 192.168.1.4
1 Két qua dat duoc

1 M@y client join vao domain, dang nhap tai khoan & ADDS trén
may client

"] Thuc hién
[ Khi dit dia chi IP cho Server thi phai tré6 DNS vé chinh Server vi n6 sé& 13 noi
dé phan giai tén mién ma ta sé stir dung trong qua trinh nang cap domain




Internet Protocol Version 4 (TCP/IPvd) Properties X
General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Cbtain an IP address automatically
(®) Uze the following IP address:

IP address: 192 .168. 1 . 1

Subnet mask: 255,255,255, O

Obtain DMNS server address automatically
(®) Use the following DNS server addresses:

Preferred DMS server: 192.168. 1 . 1

Alternate DNS server: l:l

[Jvalidate settings upon exit Advanced...

Cancel
Hinh 12-1: Pat IP cho Server Domain

f=; Add Roles and Features Wizard - [} X
| 5 - | DESTINATION SERVER
Select server roles &t
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
[] Active Directory Certificate Services 3 Active Directory Domaiq Services
[BNActive Directory Domain Services (AD DS) stores information about
[[] Active Directory Federation Services objects on the network and makes
[] Active Directory Lightweight Directory Services this information af’a_"ab’e toners
[C] Active Directory Rights Management Services and network administrators. AD DS
[ Device Health Attestation uses domain controllers to give
[] DHCP Server network users access to permitted
resources anywhere on the network
[C] DNS Server yw
through a single logon process.
[] Fax Server g gle logon p

(] File and Storage Services (1 of 12 installed)
[] Host Guardian Service

O Hyper-V

[] MultiPoint Services

[C] Network Policy and Access Services
[C] Print and Document Services

[C] Remote Access

[C] Remote Desktop Services

[[] Volume Activation Services

[C] Web Server (11S)

[C] Windows Deployment Services

| < Previous | | Next > I Install

Hinh 12-2: Cai dich vu ADDS




[ Server Manager

Server Manager * Dashboard

§\, Post-deployment Configura... | .
Dashboard WELCOME TO SERVER MANAGI
[ e Configuration required for Active Directory Domain
_ Services at R1
& Al Servers 0 (" Promote ths server o a domein coniollr
Iyl AD DS
_' @ Feeture installation
BE File and Storage Services P QUICK START —————————
2 Configuraticn required. Installation succeeded on R1.
3 Add Roles and Features
WHATS NEW 4 Task Details
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:2 | Servergroups:1 | Servers total: 1
Fr File and Storage
i ADDs 1 i 9 1
Services
@ Manageability @ Manageability
Events Events
Services Performance
Performance BPA results
BPA results
Hinh 12-3: Cai Domain
[ Active Directory Domain Services Configuration Wizard - O X
- . TARGET SERVER
Deployment Configuration i

Deployment Configuration .
Select the deployment operation

Domain Controller Options . . o )
(U Add a domain controller to an existing domain

(O Add a new domain to an existing forest
Paths ® Add a new forest

Additicnal Options

Specify the domain information for this operation

Root domain name: [newstar.vr"

More about deployment configurations

Install Cancel

Hinh 12-4: Nhdp tén domain




] Qué trinh nang cap domain di xong, ta tién hanh tao tai khoan trén domain

Marne Lune Descrintinn
%Admimstrator Hiep Dang. Properties ? x
HE Allowed RO...
EgCert Publish Member Of Dighin Environment Sessions
%Cloneable D Remote cortrol Remote Desktop Services Profile COM+
8 Defau\tAccom General Address  Account Profile Telephones  Organization
EBDenied ROD... User logon name
% DnsAdmins hiepdh| Enewstar.vn ~
% gn su FJ da;:P. " User logon name {pre-Windows 2000):
omain Ac.. [NEWSTARY | [Fizpdn

%Domain Co..
%D”mai" Con... Logon Hours... Log On To...
%Domaln Gue..
%Domain Users ] Unlock ot
%Enterprise A rioct aeeod
B2 Enterprise K.. Account options
% Enterprise R...
%Group Polic... [ User must change password at next logon L)
E . Guest [ User cannot change password
% Hiep Dang. [ Password never expires
% Key Admins [ Store password using reversible encryption W
% Protected Us... Account expires
82 RAS and IAS ... @ Never
%Read'm")‘ D... ) End of: Tussday , September 26, 2017

Schema Ad...

Concsl | [y [ i

Hinh 12-5: Tqgo tai khoan trén domain

[ Pat Ip trén may client, tré DNS vé Domain Controller

Metwork Connection Details @

Network Connection Details:

Property Walue

Connection-specific DN...

Description Intel(R) PRO /1000 MT Metwork Connecti
Physical Address 00-0C-234C1-9B-B9

DHCP Enabled Mo

IPvd4 Address 15216812

|Pv4 Subnet Mask 255.255.255.0

|Pv4 Default Gateway

IPv4 DNS Server 159216811

IPv4 WINS Server

MetBIDS aver Topip En...  Yes

Linkdocal IPvE Address feB0::6cdb:4607:af 158828711
|PvE Default Gateway

IPvE DNS5 Server

Hinh 12-6: Dat IP trén may Client

] Tién hanh gia nhiap domain, nhip phai chudét vao My computer chon vao
Property []change setting [1Change, check myc Domain nhap tén domain




vao. Sau d6 ¢ théng bao yéu cau nhap tai khoan bén Domain, Nhap tai khoan
administrator

Ou [f82 Control Panel » System and Security » System ~ [ 3] [ Search Control Panel 2|

Cor| System Properties = @
o s

mputer
Computer Name/Domain Changes 52 | ote P
% Dev|
L4 You can change the name and the ip of this henouder

) Ren! | computer. Changes might affect access to network (77 - 7
2 More information Windows Security =
& Syst
& Ady — Computer Name/Domain Changes
L g Enter the name and password of an account with permission to join the

bl domain.

Full computer niame:

Win7-PC

— |

]

(@ Domain: Domain: newstar.vn
newstar.vn

© Wt
[workaRoUP

Ih Input is available for this Display

o
[ Fon

Workgroup: WORKGROUP

& Chenge settings

Windows activation
Windows is activated
Product ID: 00426-0EM-8992662-00173

See also

Action Center

Windows Update Learn more online...

Performance Information and
Tools

Hinh 12-7: Nhdp tai khodn trén domain

. Windows 7 Uttimate

Hinh 12-8: Dang nhdp tai khoan hiepdh




1 Thuyc hién gia nhap Domain trén may windows 8

Metwork Connection Details *

Metwork Connection Details:

Property Walue

Connection-specific DM...

Description Intel{R) 825741 Gigabit Metwork Connect
Physical Address 00-0C-25-B8-B0-FD

DHCP Enabled Mo

IPv4 Address 152.168.1.3

|Pv4 Subnet Mask 255.255.256.0

|Pvd Default Gateway

|Pv4 DNS Server 192.168.1.1

IPvd WINS Server

MetBIOS over Tepip En...  Yes

Link4ocal IPvE Address fe80:e929:cfal:97bb:872e%3
|PvE Default Gateway

IPvE DMS Server

Hinh 12-9: Dar IP trén may Client

n o7

Bl o s e

A # > Quickaccess v | ®| | Search Quick access

5 Quick access

4 > Control Panel > System and Security > System v & | Search Control Panel o
I Desktop =
¥ Downloads e . )
=] Documents s e D g | = It your computer
&) Pictures |1z S g
‘ou can change the name an : .
D Music M o i Chimiee maht ey V" dows Security X
i [ ;
W Videos Computer Name/Domain Changes ld OWS 1 O
& OneDrive o e Enter the name and password of an account with permission to join the
e ——————| domain.
DESKTOP-D7I0TUD
[ This PC
Full computer name: Hz 359 GHz
& Network DESKTOP-D7I0TUD -
[ hiepdh |
|cessor
Member of [osesees | is Display
(® Domain:
e — | Domain: newstar.vn
O—_ @ Change settings
Workgrol
Conel
T Ikroup
oK Cancel
0K Cancel Apply Hlicrosoft Software License Terms
- Product ID: 00331-10000-00001-AA978 @ Change product key
See also
Security and Maintenance
Gitems

Hinh 12-10: Pang nhdp tai khoan hiepdh trén domain




K

Other user

administrator@newstar.vn

Sign in to: newstar.vn

How do | sign in to another domain?

S win 10

,O\ Other user

Hinh 12-11: Dang nhdp tai khoan Administrator domain trén may client

[ Sau khi gia nhap xong vao may Domain ta s& thiy cac may client d4 gia nhap

] Active Directory Users and Computers - O *
File Action View Help

e 1 BBz HE P aETE%

: Active Directory Users and Com|| MName Type Description

| Saved Queries 1M DESKTOP-D... Computer

v B newstarvn IEIWINT-PC Computer
| Builtin

| Computers

2 | Domain Controllers
|| ForeignSecurityPrincipal:
| Managed Service Accour
| Users

Hinh 12-12: Cac may Join domain




2. Bao mat ADDS va tai khoan ngwoi dung

Sau khi hoc bai nay hoc vién c6 thé tao cac doi tugng nhu OU, Group, User bing
giao dién va bang dong 1énh
1 Chuan bj:
1 Mot may server 2016 da Ién DC
1 Mot may Client windows 7
1 M® hinh

192.168.1.2
Domain Controller

192.168.1.1

] Két qua dat dugc
1 Tao OU, User, Group
(] Hiéu chinh cac chinh sach tao password biang giao dién
"] Thuc hién
] Tao OU, Group, User bing giao dién

10



] Active Directory Users and Computers -

File Action View Help

. - = N —
=@ OoEc:=H RETHEHYR
] Active Directory Users and Com|| Name Type Description
] Saved Queries “ Builtin builtinDomain
v e Delegate Control.. Container Default contziner for up...
Find Organizational... Default container for do...
- o ) o Container Default container for sec...
J SEERLE Container Default container for ma...
Change Domain Controller... Securty Group...
Raise domain functional level... Container Default container for up..
Operations Masters..
Mew > Computer
All Tasks > Contact
View > Group
InetOrgPerson
=z msDS-ShadowPrincipalContainer
(e msimaging-PSPs
e MSMQ Queue Alizs
Properties Organizational Unit
o Printer
User
Shared Folder
< >

Create a new nhiect...

Hinh 13-1: Tao Group

MNew Object - Group *

S; Createin: newstar.vn/

Group name:
| ketoan |

Group name (pre-Windows 2000):

| ketoan |
Group scope Group type
() Domain local (®) Security
(®) Global () Distribution
() Universal

Cancel
Hinh 13-2: Dinh nghia Group




] Active Directory Users and Computers

File Action View Help

[n]]

e rnH OBz Bt aETa%
] Active Directory Users and Com|| Name Type Description
— Saved Queries & Administrator  User Built-in zccount for ad...
v B newstarvn 42 Allowed RO...  Security Group... Members in this group c..
o i';‘:;utm 2, Cert Publish... Security Group... Members of this group ...
= Dormein Contrallers B2 Cloneable D... Security Group... Members of this group t..
" ForeignSecurityPrincipal 2, Defaulthcco... User A user account manage...
" Mansged Senice Accour 4 Denied ROD... Security Group... Members in this group c...
Users H2 DnsAdmins  Security Group... DNS Administrators Gro...
B 82 DnsUpdateP... Security Group... DNS clients who are per.
82 Domain Ad... Security Group... Designated administrato...
82 Domain Co.. Security Group... All workstations and ser...
B2 Domain Con... Security Group... All domain controllers i...
B2 Domain Gue... Security Group... All domain guests
82 Domain Users  Security Group...  All domain users
%Entarp Delegate Control... sted administrato...
B2 enterp Find.. =1 of this group ..
2 Enterp v f Hhic eman
B, Group New > Computer
2 Guest Al Tasks > Contact
%E;”AE[ Refresh Cmp
B Export List.. InctOrgPersen
msDS-KeyCredential
BRASar  view > )
B, Read< msDS-ResourcePropertylist
B2 Scher Arrange Icans > msDS-ShadowPrincipalContainer
Line up lcons mslmaging-PSPs
Properties MSMQ Queue Alias
Help Printer
User
Shared Folder
< >

Hinh 13-3: Tao User

MNew Object - User

J Createin:  newstar.vn/Users

Password: | . . |

Confirm password: |u.uu. |

User must change password at next logon

[ User cannot change password
[ Password never expires
[] Accourt is disabled

< Back MNext > Cancel

Hinh 13-4: Nhdp password véi chinh sach thay déi pass ¢ lan dang nhdp dau tién

12



® The user's password must be changed before og

e

. Windows 7 Ultimate

Hinh 13-5: Yéu cdu doi Password ¢ may Client

Mew Object - User

& Createin:  newstar vn/Users

Passwaord: |-------- |

Corfirm password: |u"uu |

[ ] User must change password at next logon

[+]:ser cannct change password:

[ ] Password never expires
[ ]Account is disabled

| <Back || Net> | | Caneel

Hinh 13-6: Chon chinh sach khéng cho dsi Password

13



K

T

I
Change a password
Access is denied. J(/ |

Hinh 13-7: Khéng cho déi Password

Mew Object - User

J \ Createin:  newstarvn/|sers
Password: ||-|||--| |
Confirm password: |-------u |

[ ] User must change password at next logon

[ ] User cannot change password

["]Password never expires!
[ ] Account is disabled

Hinh 13-8: Password khong %ét han

Cancel

14



T

L
Change a password
Your password has been changed. l(/ PR

OK

Hinh 13-9: Péi Password

Mew Object - User

J ) Createin:  newstar.vn/Users

Passwaord: |oooooooo |

Confimm password: ssssenss |

[] User must change password at next logon
[] User cannct change password

[[] Password never expires

< Back Cancel
Hinh 13-10: Tai khoan v6 hiéu hda

15



® Your account has been disabled. Please seeyour:

Windows 7

Hinh 13-11: Tai khodn da vo hiéu hoa

] Active Directory Users and Computers

File Action View Help

o | @ 48 XEC= Hm| 3eETa%R
j Active Directory Users and Com|| Name Type Description
> B Saved Queries & Administrator User Built-in account for ad...
v#E newsiAR 22 Allowed RO...  Security Group... Members in this group c...
% i‘"'t'" 3, Cert Publish... Security Group... Members of this group ..
g j D:::i‘:ec':nm"e’s 82 Cloneable D... Security Group... Members of this group t...
» 1 ForeignSecurityPrincipall &, DefaultAcco... User A user account manage...
> R Maraged Service Accou 2 Denied ROD... Security Group... Members in this group c...
| Users DnsAdmins  Security Group... DNS Administrators Gro...
82 DnsUpdateP... Security Group... DNS clients who are per..
8% Domain 84 Securitu Groun Nesignated administrato,
B Copy... Al workstations and ser...
%D Add to a group... \ll domain controllers ...
& Disable Account Al domain guests
BC  pecet Password.. dl domain users
B lesignated administrato...
Move... 3
e Aembers of this group ...
e Ppentiomerage Nembers of this group ..
e Send Mail ANembers in this group c...
¢ Al Tasks uilt-in account for gue...
2+
244 Cut Nembers of this group ...
&2p Delete ANembers of this group ...
R R ervers in this group can...
R = ANembers of this group ...
fgs  Properties Jesignated administrato...
%“ Help
[ — e
< >

Allows you to add the selected objects to a group you select.

Hinh 13-12: Pua tai khodn vao group

16



& Active D

Mhansu Properties

General Members  Member Of Managed By
Members:
Mame Active Directory Domain Services Folder

Add...

Remove

Cancel

Apply

Hinh 13-13: Tai khodn da dwa vao Group

File Action View Help

e @ io|XEz BHm P aaTE%s

[ Active Directory Users and Com

Name Type Description
| Seved Queries [ Buitin builtinDarmain
v ”‘.Ewgta"t‘v" I Computers  Container Defaultc * .
j C;'m‘:utm 71 Domain Con... Organizational.. Default g =02 Properties ! X
= Domain Controllers —| ForeignSecu... Container Default ¢ | seject Users, Contacts, Computers, Service Accounts, or Groups
| ForeignSecorityPrincipal]| | Managed Se... Container Default ¢|
| Managed Service Accour I Users Container Default ¢ | Select this object type
3 Users £ Nhansu Security Group... [Users. Service Accounts. Groups. or Cther objects | | Object Types...
ket Security Group...
B ictoan ecurity Group. From this location:
[rewstaram | | Locatons...
Erterthe objsct nsmes to select {mples)
1 ful@newstar vn Check Names

Advanced...

Cancel

Add Remove

oK

Cancel

Hinh 13-14: Add tai khodn vao group

17



] Active Directory Users and Computers

File Action View Help

e anm o B8z H

[ Active Directory Users and Com|| Name Type Description
Saved Queries

1] Builtin builtinDomain
~ 3 newstarwn
e e —— iner Default contsiner for up...
- fnd izational.. Default container for do...
e iner Default container for sec.
Change Domain... iner Default container for ma..
Change Domain Controller. iner Default container for up...
Raise domain functional level... ty Group...
Operations Masters... ty Group...
New > Computer
Al Tasks > Contact
View > Group
InetOrgPerson
ey msDS-ShadowPrincipalContainer
Bl mslmaging-PSPs
Properties MSMQ Queue Alias
Help Organizational Unit
Printer
User
Shared Folder
< >

Create a new object..

Hinh 13-15: Tao OU

Mew Object - Organizational Unit

,:" Createin:  newstar.vn/

Name:

Truong phong|

Protect container from accidental deletion

Cancl

Help

18



2 Bao mat ADDS va tai khoan ngudi duing

1 Chuan bi:
1 Mot may server 2016 dd 1én DC
1 Mot may Client windows 7

1 M®& hinh

Domain Controller

192.168.1.1

] Két qua dat dugc
1 DPang nhap tai khoan user trén Domain (trtr administrator)
[ Piéu chinh chinh sach luu lai password con 2 ngay
[ Piéu chinh chinh sach tudi tho tdi da password con 10 ngay
[ Piéu chinh chinh sach tudi tho nho nhat password con 1 ngay
"] Thuc hién

19



1 Trong GPO méc dinh nay c6 2 chinh sach la Default Domain Controller
Policy (Chinh sach nay ap dung cho DC), Default Domain Policy (Ap dung
cho toan hé thong)

15 Group Policy Management - m}
(g File Action View Window Help - &
e |nmE dE
(5 Group Policy Management Group Policy Objects in newstar.vn
v _ﬁ Forest: newstar.vn Cortents | Delegation
v [Z4 Domains -
~ Zq newstarvn Name GPO Status WMI Fitter Modified
=i/ Default Domain Policy I Default Domain Cortrollers Policy  Enabled 10/6/2017 1:23:

5| Domain Controllers =f Default Domain Policy Enabled None 10/6/2017 1:32:

= kinhdoanh
~ | =t Group Policy Objects
= Default Domain Controllers Policy
_=[ Default Domain Policy
= WMI Filters
5] Starter GPOs
@ Sites
s Group Policy Medeling
) Group Policy Results

Hinh 14-1: Cac GPO mac dinh

[ Mac dinh trén DC khong cho User (chi cho Administrator). Ta tién hanh dicu
chinh cho DC sao cho User van dang nhap binh thuong

2L Group Policy Management - m}
Z File  Action View Windew Help -8
e nE bo|XGlHE
L5 Group Policy Management Default Domain Controllers Policy
¥ —f}' Forest HE}NStEr.VI"I Scope Detals Settings Delegation Status
v &5 Domains
2. Links
~ G5 newstarvn ) ) )
» Default Domain Policy Display links in this location newstar.vn -
5| Domain Controllers The following sites, domains, and O Us are linked to this GPO:
= it =
2] kinhdeanh Location Erforced Link Enabled Path
~ [ 5t Group Policy Objects 51 Domain Controllers No Yes newstar.vn/Doma
=/ Default Damain Contrallers Palicy
=/ Defau Edit... >
& WMI Filte GPO Stat > !
¥ atus .
3 Starter GP ty Fiftering
o Back Up... ings in this GPO can only apply to the following groups, users, and computers:
[ Sites P -
st Group Policy Mo Restore from Backup...
) Group Palicy Res Import Settings... thenticated Users
Save Report...
View > | Add... Remove Properties
New Window from Here 1
iltering
Copy 0 is linked to the following WMI fitter:
Delete L P
Open the GPO editor Rename

Hinh 14-2: Chinh sira GPO
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=/ Group Policy Management Editor

File Action View Help

e | @ XE = HE
v & Computer Configuration ~ || Policy 2 Policy Setting
vd ?_Dﬁdes X i) Access Credential Manager as a trusted caller Not Defined
% So_ftware Semrlgs i) Access this computer from the network Everyone Adm
Ll w:n:l:r:sesfieet::lz:ion Policy [2y) Act as part of the operating system Not Defined
) Scripts (Startup/Shutdown) ) Adfi workstations to domain Authenticated
, p= Deployed Printers \y) Adjust memory quotas for a process LOCAL SERVIC
A B owiogonocly — hdminsood
. 53 Account Policies [z Allow log on through Remote Desktop Services Not Defined
v 4 Local Policies i) Back up files and directories Administrators
j Audit Policy \iz| Bypass traverse checking Everyone,LOC,
‘—,E User Rights Assignment i Change the system time LOCAL SERVIC
> j Security Options \y Change the time zone Not Defined
> [ Eventlog i Create a pagefile Administrators
,Q Restricted Groups \y) Create a token object Not Defined
5 System Services i Create global objects Not Defined
4 Registry l¢| Create permanent shared objects Not Defined
:Q File System iy Create symbolic links Not Defined
> _g,f Wired Network (IEEE 802.3) Policies ;) Debug programs Kdrinichaton,
J Windows Firewall with Ad\'la.nced Se i) Deny access to this computer from the network Not Defined
| oo
e s £ is) Deny log on as a service Not Defined
I FublicKey Bolicies [ Deny log on locally Not Defined

| Software Restriction Policies

1 Denv loa on throuah Remote Desktoo Services
<

Not Defined v
>

Hinh 14-3: Chinh swa dang nhdp local

-

Security Policy Setting  Explain

_"jji‘ Allow log on locally
s

Define these policy settings:

Account Operators
Administrators
Backup Operators

Print Operators
Server Operators

ENTERFRISE DOMAIN CONTROLLERS

Add User ar Group..

Remove

Add User or Group

User and group names

||.|sers|

| Browse ...

Cancel

Hinh 14-4: Add group Users

21



Other user

The sign-in.method you're trying-to-use isn't allowed. For more info, contact your network

administrator.

Hinh 14-5: Tai khodn khéng dang nhdp dwoc trén DC

Security Policy Setting  Bxplain

i—_{E‘ Allow log on locally

Define these policy settings:

Account Operators

Administrators

Backup Operators

ENTERPRISE DOMAIN CONTROLLERS
Prirt Operators

Server Operators

Add User or Group... Remave

Add User or Group x

User and group names
ul |

Browse .. |

e

Hinh 14-6: Add user ul




Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: | gpupdate force v

% This task will be created with administrative privileges,

Browse...

Hinh 14-7: Cdap nhdt chinh sach

Windows PowerShell

Windows Server Essentials

Windows System

Hinh 14-8: U1 dang nhdp trén DC

[ Hiéu chinh chinh sach Password s& &p dung cho tat ca cac tai khoan trong hé

thong

15k Group Policy Management m}
2L File Action View Window Help -
e @B X6l HE
[5 Group Policy Management Default Domain Policy
v Si F?’Eﬂ: ne.wstar.vn Scope Detalls Settings Delegation  Status
w (&5 Domains
Links
v i newstarvn
5/ Default Domain Policy Dispiay finkcs in this location newstar.vn
2 Domain Controllers The fallowing sites, domains, and OUs are linked to this GPO:
g it =
=1 kinhdoanh Location Erforced Link Enabled Path
~ [ 5t Group Policy Objects Eid newstaryn No Yes newstar.vn
=/ Default Domain Controllers Policy
P Do D e Tl <
% WMI Filte Edit... —
3 starter GP GPO Status y (¥ Henng

@ Sites
562 Group Policy Mo
4 Group Policy Res

Back Up...

Restore from Backup...
Impaort Settings...

Save Report...

View

New Window from Here

Copy
Delete

Open the GPO editor

Rename

Hinh 14-9: Chinh swa trén Default Domain Policy

ings in this GPO can only apply to the following groups, users, and computers:

=

thenticated Users

Add Remove Propertie:

iltering
0 is linked to the following WMI filtter:

23



Group Policy |

Qi

File Action View Help

e’ | R XER HE

v o F?mputer Configuration A || Policy o Policy Setting
v sl ??";'Ef:w i [ Enforce password history 24 passwords remembered
> _j v; dare :::;‘gs 1) Maximum password age 42 days
v [ Windows Settings .
5 1 Name Resolution Policy [y Minimum password age 1days
) Scripts (Startup/Shutdov [y Minimum password length - - 7 characters
N Deployed Printers [y Password must meet complexity requirements Enabled
w i Security Settings li¢| Store passwords using reversible encryption Disabled
H A t Polici
v saaidalle Enforce password history Properties ? X

Password Policy

Account Lockout
> Kerberos Policy

> 4 Local Policies

Security Policy Setting  Explain

3 Enforce password history
> & Eventlog =&”
> |4 Restricted Groups o )
5 [ System Services Define this policy setting
> & Registry Keep password history for:
> [a File System 2 L :: passwords remembered

> Fa/ Wired Network (IEEE

"] Windows Firewall wi

[ ] Network List Manage

> Zaff Wireless Network (IEI
_ Public Key Policies

» || Software Restriction B

v

< > < >
Hinh 14-10: Chinh lgi s6 lwong Password nhé 1a 2 ngay
® Unable to update the password. The value provided forth notmecttielengtn
complexity, or history requirements of the domains ==
Hinh 14-11: Péi lai Password cii khdng thanh cong
— O X

=/ Group Policy Management Editor
File Action View Help

x| nEXE=HF

w &l Computer Configuration
~ [ 7] Policies
» [ Software Settings

Policy

2| Enforce password history

Policy Setting

2 passwords remembered

= Wind Setti Maximum password age 10 days
v indows Settings S
» [ Name Resolution Policy {4 Minimum password age 1days
|=| Scripts (Startup/Shutdown) W Minimum password length ] ) 7 characters
» = Deployed Printers 12s| Password must meet complexity requirements Enabled
ls) Store passwords using reversible encryption Disabled

v i Security Settings
v 5 Account Policies
> _;é Password Policy
;a Account Lockout Poli
25 Kerberos Policy
> £ Local Policies
> _i Event Leg

Hinh 14-12: Yéu cau thoi gian t6i da doi password 1a 10 ngay




® Your password has expired and must be d:;n\ge&._

OK [ Cancel ’

Hinh 14-13: Yéu cau déi Password

=/ Group Policy Management Editor — O X
File Action View Help
e HXE = H
)
Policy Setting

~ (i Computer Configuration
~ [ Policies
» [ Software Settings
~ [7] Windows Settings
» [7] Mame Resolution Policy
|| Scripts (Startup/Shutdown)
» =0 Deployed Printers
v i Security Settings
v g'ﬂ Account Policies
> :ﬂ Password Policy
.-g_ﬁ Account Lockout Poli
ﬁ Kerberos Policy
Local Policies
Event Log

B

Policy

E’Q Enforce password history
E’;ﬂ Maximum password age
| Minimum password age
5] Minimum password length
E’Q Password must meet complexity requirements Enabled
&’Q Store passwords using reversible encryption Disabled

2 passwords remembered
10 days

1 days

7 characters

Hinh 14-14: Thei gian t6i thiéu 1a 1 ngay

&:} Unable to update the password. The value provided forthe new password

St complexity, or history requirements of the domain:

—

e

Hinh 14-15: Khong dwoc doi Password

] Piéu chinh cc chinh sach con lai
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3 Quan tri chia sé va phan quyén

Sau khi hoc bai nay hoc vién c6 kha nang chia s¢ va phan quyén cac folder cho cac
user trong hé thong vadi nhitng chirc naing mé rong cua NTFS
[ Chuén bi:
(1 Mot may server 2016 dé 1én DC
1 Mot may Client windows 7
1 M6 hinh

1=
e —— 192.168.1.2

Domain Controller g >
s

oo  192.168.1.3

—

192.168.1.1

192.168.1.4

] Két qua dat duogc
1 Tai khoan NS1 khong xda folder ma NS2 tao
[ Lay quyén lai cho admin khi bi NS2 x6a bo
] Thuc hién
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Data

Group KT va NS: read

DataChung

Group KT va NS: Full control

1 DataKeToan

f

Group KT: Full control

DataNhanSu

| Document.txt

. Group NS: Full control

Tao 2 tai khoan NS1 va NS2 thudc group NS va 2 tai khoan KT1, KT2 thudc group

KT

a) Thuc hién viéc gan quyén nhu hinh trén

b) Trong Folder DataKeToan, khong cho tai khoan KT1 truy xuat

¢) Tao 2 Folder con trong DataNhanSu bang tai khoan NS1, ding nhap bang NS2

d) X6a 1 Folder ma NS1 vira tao, sau dé tao 2 folder cing cap voi folder vira x6a

e) Thiét 1ap nguyén tac "Khong xo6a dit lidu ctia nguoi khac™

f) Dung Ns2 dé loai bé hoan toan cac tai khoan khéc trén folder vira tao (bao gom

Administrators, System wv...)

g) Dung Administrator dé Iy lai quyén owner trén folder ma Ns2 da thiét lap.
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[ Thuc hién chia sé tat ca moi ngudi voi quyén Full Control

Share View
« < 4 e s ThisPC > Local Disk (C3) v|®| | Search Local Disk (C
Name Date modified pe Size
3 Quick access
Data 8/31/2017 11:09AM _ File folder
[ Desktop
Per Folder
3 Downleads
Pro
& Documents Prl Permissions for Data %
&= Pictures Use | [ share this folder Share Pemissions
Wi
[ This PC "1 Settings Group or user names:
Share name:
=¥ Network
Data
Add Remove
Limit the number of simultz
Comments: Add Remove
Permissians for Everyone Alow Dery
Full Cantrol =]
- Change |
Permissions Ca Read 0
OK
oK Corca | [
Gitems 1 item selected

Hinh 15-1: Share folder Data Everyone quyén FC

[] G0 bo ké thira: Security [advanced [1Change pemission [IDisible inherited

[Jconvert inherited

A=
B o e e
« v 4 m » ThisPC » Local Disk (C:) v & Search Local Disk (C
Name Date modified Type Size
s Quick access
I Desktop
Downlozd
& Dawnloads Mame: Ci\Data
Owner: Administrators (NEWSTAR\Administrators) ) Change
General Sharing
Permissions Share Auditing  Effective Access
Object name:  C
Group oruser ram | For additional informatin, double-click 2 permission entrv. Te medify 2 nermission entry. select the entr and click Edit i available,
8L CREATORO | Permission entries: Block Inheritance X
HZ SYSTEM N . . . . ..
82 Aciministrator Type  Principal |\ What would you like to do with the current inherited permissions?
AR Users (NEWS £R Allow  SYSTEM .
52 Allow  Administrators (NEWSTAR\A You are sbout to block inheritance to this object, which means that permissions
Tocharge pemis | | §2. Alow  Unore (NEWSTARUser9) inherited from a parent object will no longer be applied to this object.
ER Allow  Users (NEWSTAR\Users)
Pemissionsfor Us) | | 82 Allow  CREATOR OWNER —> Convert inherited permissions into explicit permissions on
Ful control this object.
Modfy
Read & exscute remove all inherited permissior his obi
—> Remove all inherited permissions from this object.
List folder contel ’
Add Remove View
Read
Wi
L Disable inheritance sl
For special pemiss
click Advanced [JReplace all child object permissicn entries with inheritable permission entries from this object
oK Cancel Apply

Cancel | T ol

Gitems  1item selected

Hinh

15-2: X6a bo ké thira
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[ Tién hanh x6a group users, thém nhém KT va NS

Permissions for Data *
Security
Object name: Ch\Data

(Group or User Names:

SR CREATOR OWNER

SR SYSTEM

SR Administrators (NEWS TARAdministrators)

Add...
Permissions for Administrators Allow Dery
Full cortrol a o~
Modfy [
Read & execute [
List folder contents [l
Read O W
QK Cancel Apphy

Hinh 15-3: X06a bo group Users

Permissions for Data *
Securty

Object name: C:\Data

GI‘OLID ar User names:

HE CREATOR OWNER
KT (NEWSTARKT)

SR NS (NEWSTARANS)
SR SYSTEM
SR Administrators (NEWS TAR Administrators)

Add... Remove
Pemissions for KT Allow Deny
Modify O o o~
Read & execute | O
List folder contents | O
Read O
Write D D L¥}

Cancel Aoply
Hinh 15-4: Phan quyén cho Group KT va NS




[ Thuc hién gan quyén cho KT1 bi cAm truy xuat

Permissions for Data Ketoan *
Security
Object name:  C:\Data\Data Ketoan

IEI'QLID ar User names:

SR CREATOR OWNER

SR SYSTEM

SR KT (NEWSTARKT)

SR Administrators (NEWS TAR Administrators)
2 KT1 et 1@newstarvn)

Add... Remove

Pemigsions for KT1

Allow
Read & execute ]
List folder contents [
Read [l
Write [
Special permissions "

Cancel Aoply

Hinh 15-5: Chan KT1 truy xudt

Windows cannot access \\192.168.1.1\Data\Data Ketoan

4 Libraries

[ Document|  You do not have permission to access \\192.168.1.1\Data\Data Ketoan. Contact your network

rJ) Music administrator to request access.
&= Pictures For more information about permissions, see Windows Help and Support
B Videos
18 Computer
G\ﬂ Network
Data Ketoan Date modified: 9/1/2017 1:08 AM Offline status: Online

File folder Offline availability: Not available

Hinh 15-6: KT1 khéng duoc truy cdp

(= =]r==]
S~
A " » Network »1921681.1 » Data » v | X ” Search Data 2|
Organize v 4 Open New folder = v 0 @

P Eavoiites Name Date modified Type Size

Bl Desktop Data chung 9/1/2017 1:08 AM File folder

% Download: Data Katnan Q12017100 ARA Eila fald,

| Recent Pla| Network Error =

0KB

30



(] Dung tai khoan NS1 tao folder NS1, dang nhap bang NS2 truy cap vao cd thay
folder cta NS1 tao hay khong?

@Ov| | » Network » 19216811 » Data » DataNhansu » ~ | %4 || Search Data Nhansu o

Organize v & Open New folder =~ [ @

% Favorites Name Date modified Type Size

Bl Desktop
& Downloads

10 NSL 9/1/2017 9:27 AM File folder ‘
2] Recent Places
4 Libraries
:‘_] Documents
Jﬁ Music
=] Pictures
B videos

1M Computer

cﬂ Network

NS1 Date modified: 9/1/2017 9:27 AM Offline status: Online
, File folder Offline availability: Not available

Hinh 15-7: NS1 tgo Folder

=]
o

@Qvl J) » Network » 19216811 » Data » DataNhansu » ~ [ 4] [ search Data Nt

Organize +

9 Open  Newfolder =~ A @

Date modified

i Favorites Name Type Size

Bl Desktop |, NSt 9/1/20179:27AM  File folder
% Downloads

:l’ Getting Started

Q Windows Media Center

Calculator

Documents
Sticky Notes

% Snipping Tool
jf Paint

Pictures

Music

Games

% Remote Desktop Connection
Computer

%‘ Magnifier
Control Panel

%/ Solitaire
A Devices and Printers

Defalit Programs Offline status: Online

> AllPrograms Help and Support

[[search programs and fites ) ‘- o | |
e | -0 N
Hinh 15-8: NS2 dang nhdp
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] NS2 di x6a dugc folder NS1 tao, dong thoi tao 2 folder khéac dong cap

[E= o x5

@Qﬂ » Network b 19216811 b Data b DataNhansu b ~ [ 43 ][ searct o
Organize = Mew folder -~ [l
& Favorites Mame ° Date modified Type Size
Bl Desktop J NS2 File folder
4. Downloads ) NS2 new File folder

= Recent Places

=l Libraries
3 Documents
J’- Music
[/ Pictures

B videos

1% Computer

€ Network

2 items Offline status: Online
Offline availability: Not available

Hinh 15-9: NS2 tqo folder

[ Thiét 1ap nguyén tic khong xda dit liéu ctiia ngudi khac. Ngudi nao tao thi
nguoi do dugc quyéen xda

General Sharing Securty Prewious Versions Customize

Name: CA\Datz\Data Nhansu
Object name:  C:\Data\Data Nhansu
Owner: Administrators (NEWSTAR\Administrators) &) Change
Group or user names:
SA CREATOR OWNER Permissions Share Auditing Effective Access
S8 5YSTEM
S8 NS (NEWSTAR\NS) For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if av
82 Administrators (NEWS TAR\Administrators) -
Permission entries:
To change permissiors. dlick Edt. Edr. | Type  Principal Access Inherited from Applies to
Pemissions for CREATOR H% Allow  CREATOR OWNER Full control None Subfolders and files en
OWNER Alow Dery ;
1 | |82 Aow  svsTEM Full control None This folder, subfolders
Full control SR Allow NS (NEWSTAR\NS) Bl ] None st 7, = 2
Modfy 2 Allow  Administrators (NEWSTARVAd... Full control None This folder, subfolders
Read & execute
List folder contents
Read
Wite 3
For soecial or advanced seting p—
Permission Entry for Data Nhansu o b
Principal: NS (NEWSTAR\NS)  Select & principal
Type: Allow ~
Cancel
Applies to: | This felder, subfolders and files ~

Advanced permissions:

Show basic perm

[JFull centrol [ Write attributes
Traverse folder / execute file Write extended attributes
List folder / read data [ Delete subfolders and files
Read attributes [Delete
Read extended attributes [ARead permissions
i Create files / write data [ Change permissions
i

[wila Lelare [ o dlat: [ Tal. L '
Hinh 15-10: B6 2 dau check Delete subfolder and file va Delete
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@@v’ I » Network » 19216811 » Data » Data Nhansu » v|"|| Search Data Nhansu p'

Organize v A Open New folder =~ O @
 Favorites Name : Date modified Type Size

Bl Desktop I NS2 9/1/2017 9:31 AM File folder

# Downloads 1 NS2 new 9/1/2017 9:31 AM File folder

=] Recent Places

Folder Access Denied (=]

4 Libraries

D; Documents You need permission to perform this action

. )

& Music “—  You require permission from NEWSTAR\NS2 to make changes to this folder

=] P!ctures NS2

B videos Type: File folder

Date modified: 9/1/2017 9:31 AM
1% Computer
“! Network _:J
[ Try Again ] [ Cancel
NS2 Date modified: 9/1/2017 9:31 AM Offline status: Online
, File folder Offline availability: Not available
N . ~ z ~ - A
Hinh 15-11: NS1 khong diroc x0a dir liéu NS2
N P N R x R <. N )
1 Dung NS2 loai bo hoan toan tat ca nhung tai khoan khac
[=]=]=]
» 19216811 » Data » v [ %2 |[ Search Data o

Q@v' 4 » Network

Organize v A Open

»{ Favorites
Bl Desktop
& Downloads
] Recent Places

4 Libraries
\:*_] Documents
J1 Music
|| Pictures
¥ videos

1% Computer

“ﬂ Network

Data Nhansu
1 File folder

Nedsalaer | . Data Nhansu Properties ‘ B3l @
Name * | General | Securty | Previous Versions | Customize |
.. Data chung O — = ‘f‘“n = =
.. Permissions for Data Nhansu
.. Data Ketoan =
| Data Nhansu Security I
| Document Object name:  \\192.168.1.1\Data‘\Data Nhansu
Group or user names:
1 S (NEWSTAR\NS)
A
g
; Pemissions for NS Allow Deny
d Full control ] B =
| Mody & B [
B Read & execute B (3
List folder contents B
Read ] F
Leam about access control and permissions
Date modified: 9/1/2017 9:35 AM [ OK ] [ e ] [ Apply ]
Offline availability: Not available

Hinh 15-12: NS2 x6a hét tai khodn khac
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7 Adm

Recycle Bin

o
(OO [k Network v 29206823 3:Dts

Organize ¥ [ Open  New folder

Name Date modified

i Favorites
B Desktop 1. Data chung 9/1/2017 1:08 AM File folder
18 Download:

4| Getting Started »
i e |
E ' Is\\192.168.1.1\Data\Data Nhansu

@ Gl o access \\192.168.1.1\Data\Data Nhansu, Contact your network
Administrator =3

Data Kat, 07120171.00 AN Eil fald

[&=]

Calculator

ermissions, see Windows Help and Support

Documents

Sticky Notes
% Snipping Tool
Music
Paint
Games
% Remote Desktop Connection
Computer
&‘ Magnifier
Control Panel
$/ Solitaire E
* Devices and Printers
Defaut Brograrps 2017 9:35 AM Offline status: Online
available
> AllPrograms Help and Support

Hinh 15-13: Admin khéng #Aé truy cdp vao Datanhansu

n lay lai quyén

Q\J [ » Network » 19216811 » Data »

Organize v
|. Advanced Security Settings for Data Nhansu

- Favorites
B Desktop
& Downlog | Advanced Security Settings for Data Nhansu

Recent Py m‘

To view or edit details for an auditing entry, select the entry and then dick Edit.

| Permissions | Auditing | Owner | Effective Pemissions
!

i Libraries
%] Docume]
& Music
[& Pictures Auditing entries:

Type Name Access Inherited From Apply To

Administrator Full control <notinherited> This folder, subfolder...

Object name: \\192.168. 1. 1\Data\Data Nhansu

% Computer]

€ Network

[ Add. ][ Edt. [ Remove

[¥] Include inheritable auditing entries from this object's parent

[ Replace all existing inheritable auditing entries on al descendants with inheritable auditing entries from this object

at are the requirements for suditing object access?

Hinh 15-14: Admin ldy quyén lai
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[=)[=]=]

)

QQ [Z » Network » 19216311 » Data »

T a——
O A ariced Sactinty Setfings for Dats Nhsh=o =

P Eaisiies Pemissons | Audiing | Ouer | Efectve Pemissins
B Desktop
% 0 To view details of a pemission entry, double-click the ertry. To modfy permissions, click Change Pemissions.
RecentPlaces || | Advanced Security Settings for Data Nhansu (B

i Permissions
i Libraries
B Docurnents To view or edit details for a permission entry, select the entry and then dick Edit.
o' Music
R Object name: \\192.168. 1. 1\Data\Data Nhansu
&) Pictures
B Videos Permission entries:
Type Name Permission Inherited From Apply To
% Computer Allow NS (NEWSTARNS) Spedial <not inherited > This folder, subfolders a
Allow Administrator Full control <not inherited> This folder, subfolders a...

“! Network

[ add. [ Edte ][ Remove |

[]1ndude inheritable permissions from this object's parent
[7]Replace all child object with inheritable sions from this object

Data Nhat
' File folder

Managing permission entries

o

) e ]

Hinh 15-15: Pd ldy lai quyén

& J » Network » 19216811 » Data » DataNhansu » v |+ Search Data Nhansu
e x

Organize v New folder =y A @

VO Name Date modified Type
B Desktop 10 NSt 9/1/2017936 AM  File folder
18 Downloads I NS2 9/1/2017931 AM File folder

Recent Places . NS2 new 9/1/2017 9:31 AM File folder

j’ Getting Started

Q Windows Media Center

Calculator

Administrator

Documents
Sticky Notes

% Snipping Tool
.j Paint

Pictures

% Remote Desktop Connection
Computer
%‘ Magnifier
Control Panel
%/ Solitaire
] Devices and Printers
status: Online
Default P :
e Rgas Lbility: Not available
>  AllPrograms Help and Support

‘ |Search programs and

progra

2| NEEEET

Hinh 15-16: Admin da dang nhdp va truy cdp vao folder
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4 Trién khai va quan ly GPO

Sau khi hoc bai nay sinh vién c6 kha ning tao ra cac chinh sach cho cac dbi tuong

] Chuén bi:
(1 Mot may server 2016 d& 1én DC
1 Mot may Client windows 7

(] M@ hinh

Domain Controller

PSR

—
E . 192.168.1.2
“'?V‘“

< 192.168.1.3
e
192.168.1.1 | —‘
E . 19216814
) '_-L —_— L -
s

O Ké@ qua dat duoc
An icon trén man hinh Desktop
An item trong control panel
Cam d6i theme
Khong cho stra dia chi IP
Khda start menu and taskbar
Khong cho str dung tng dung

() Hién thi cAu chao khi dang nhép

] Thuc hién

% An icon trén man hinh Desktop

O O0Oo0o0ooOo
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MNew GPO X

Name:

| Remove Recycle Bin

Source Starter GPO:

{none) v

Cancel

Hinh 16-1: Thém GPO

|5 Group Policy Management

-
2 File Action View Window Hel -
p
|2 mE 6|
(= Group Policy Management Group Policy Objects in newstar.vn
v A Forest: newstarn Contents | Delagation
~ (£ Domains —
v #4 newstaram Name GPO Status VUM Fiter Modified Ovmer
=i/ Default Domain Policy [/ Default Domain Cortrollers Folicy ~ Enabled None 8/31/20178:12:34 ..  Domain Admins (...
Domain Controllers = Defautt Domain Policy Encbled None 2/27/2017 10:58:10... Domain Admins ...
Giam doc Bi{ Remove eon - main Admins ..
Truong phong i
= Ketoan GPO Status >
=1 Nhan su
- Back Up...
1 Group Pelicy Objects s
- WM Fifters Restore from Backup...
3 Starter GPOs Import Settings..
B Sites cove Report
5 Group Pelicy Medeling ave Report..
) Group Policy Results Ty
Delete
Rename
Refresh

3 Group Policy Object(s)

Hinh 16-2: Chinh sira GPO




A Remove Computer icon on the desktop

E‘ Remove Computer icon on the desktop

Previous Setting Mext Setting

At least Windows Server 2003 operating systems or Windows XP Professional

(O Mot Configured Comment:
(®) Enabled
() Disabled
Supported cn:
Options:

Help:

This setting hides Computer from the desktop and from the new
Start menu. It also hides links to Computer in the Web view of all
Explorer windows, and it hides Computer in the Explorer felder
tree pane. If the user navigates inte Computer via the "Up"
button while this setting is enabled, they view an empty
Computer folder. This setting allows administrators to restrict
their users from seeing Computer in the shell namespace,
allowing them to present their users with a simpler desktop
environment,

If you enable this setting, Computer is hidden on the desktop,
the new 5tart menu, the Explorer folder tree pane, and the
Explorer Web views. If the user manages te navigate to
Computer, the felder will be empty.

If you disable this setting, Computer is displayed as usual,
appearing as normal on the desktop, Start menu, folder tree
pane, and Web views, unless restricted by another setting.

If you do not configure this setting, the default is to display
Computer as usual,

Hinh 16-3: Enable tinh nang trén GPO

—  Typethe name of a program, folder, docurnent, or Internet
= resource, and Windows will open it for you.

S

¥ This task will be created with administrative privileges.

Cancel Browse...

Hinh 16-4:Cdp nhgat GPO
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Hinh 16-5: Icon da mdt trén may Client

Thao tac trén GPO véi cac yéu cau trén Desktop hinh bén dudi

[ Active Directory

] Desktop

iz Prehibit User frem manually redirecting Profile Folders

\iz| Hide and disable all items on the desktop

/iz] Remove the Desktop Cleanup Wizard

\iz| Hide Internet Explorer icen on desktep

\i=| Remove Computer icon on the desktop

iiz] Remove My Documents icon on the desktop

iz| Hide Metwork Locations icon on desktop

\iz| Remove Properties from the Computer icon context menu

\iz| Remove Properties from the Documents icon context menu

iz| Do not add shares of recently opened documents to Metwor...

\iz] Remove Recycle Bin icon from desktop

\iz| Remove Properties from the Recycle Bin context menu
|i=| Don't save settings at exit

/i) Turn off Aero Shake window minimizing mouse gesture

| Prevent adding, dragging, dropping and closing the Taskbar...

/iz| Prohibit adjusting desktop toolbars

Hinh 16-6: Hay Enable nhiing tinh nang con lai

Mot configured
Mot configured
Mot configured
Mot configured
Enabled
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Enabled
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
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\=] Group Policy Management Editor
File Action View Help

L !

Bel7

=] Remeove Recycle Bin [R1.NEWST
~ & Computer Configuration
7 Policies
| Preferences
~ 4% User Configuration
v [ Policies
7 Software Settings
| Windows Settings
~ (] Administrative Temp
7 Control Panel
~ [ Desktop
| Active Directe
| Desktop
7 Network
“ Shared Folders
Start Menuand T

7 System
9 Windows Compe
7, Al Settings
“ Preferences
< >
11 setting(s)
Setting

Enable filter in Find dialog box
Hide Active Directory folder

" Desktop
Select an item te view its description.  Setting State Comment
Enable Active Desktop Not configured No
Disable Active Desktop Not configured No
Prohibit changes Not canfigured No
Desktop Wallpaper Not canfigured No
Prohibit adding items Nat configured No
Prohibit closing items Mot configured No
Prohibit deleting items Not configured No
Prohibit editing items Not configured No
Disable all items Not configured No
Add/Delete items Not configured No
Allow only bitmapped wallpaper Not configured No
<
Extended /| Standard
Hinh 16-7: Enable cac tinh nang con lai
State Comment
Mot configured No
Mot configured Na
Mot configured No

2| Maxirmum size of Active Directory searches

Hinh 16-8: Enable cac tinh nang con lai

< An mét vai item trong Control panel
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File Action View Help

e AFE = Hm T

=] Remove Recycle Bin [R1.NEWST [ e o) D i ] x |
v {& Computer Configuration ||
8 bii Hide specifi . W . ment
> (& Policies [} Hide specified Control Panel items z Next Setti
> [ Preferences Edit policy s ext Setting
v % User Configuration s
v [ Policies Requiremen O Not Configured ~ Comment:
> B i At least Win
> (5] Software Settings | © Enabicd
> ] Windows Settings Descripti
= S escription: g
vE A_dmmustranve'remp This setting O Disabled i |
v | Control Panel ||/ hige spec Supported on: "t leact Windows 2000 Mo
| Add or Remo|| items, such | flo.
| Display Personalizat | Show Contents o X No
[] Personalizatic|| Panel winda No
7 Printers Zeren T i< lopit Covtrol P i
= P Start screen
, : =)
[ Programs || yindow, as | o ide specified Control Panel | A
| Regional and || access Cont! e lsonalization, from the
> (7] Desktop as shorteuts » crosoft mo creen. The setting affects
| Network or comman| 3 Indow, as well as other ways
3 Shared Folders ;‘,"'c't"' e s shortcuts in Help and
s B Stot Menu and 7| 0N 9 ontrol.exe. This policy has
- settings. fttings.
> [7 System
> [21 Windows Compc| If you enabl| lect specific items not to
" Al Settings select specif and the Start screen.
. on the Cont
> [ Preferences
the Start scr| his policy setting and click
_ (Control Panel items. In the
To hidea C¢ & column, enter the Control
enable this § Imple, enter
Show to acq lor
disallowed [ Cance
the Show C¢
the Value cg Note: For Windows Vista, Windows Server 2008, and earlier
Control Pan versions of Windows, the module name should be entered, for
name. For & example timedate.cpl or inetcpl.cpl. If a Control Panel item does |,
Microsoft.M
Microsaft Sy |
< > |, Extended ,1 oK Cancel A |
4 setting(s) L ‘

Hinh 16-9: 4n Mouse trong Control Panel

&)= » Control Panel » Al Control Panel tems » + [ 2 [ Search Controt Panel 3

Adjust your computer’s settings Viewby: Largeicons ¥

Action Center Administrative Tools AutoPlay }& Backup and Restore

BitLocker Drive Encryption ;ﬂ“ Color Management Credential Manager Date and Time

&
Default Programs m Desktop Gadgets g Device Manager Devices and Printers
i o i
Display ( Ease of Access Center ‘- Folder Options h Fonts
<&
j’ Getting Started Q% HomeGroup ,‘Q, Indexing Options & Internet Options
P; Location and Other AL Network and Sharin: oA
= (== 9
&> Keyboard Eﬁ\ e L A Notification Area Icons
-x Petiomance Information | Personalization /% Phone and Modem @ Power Options
and Tools >
= % | i @y RemoteApp and Desktop
h.j Programs and Features & Recovery 9 Region and Language % e
(\E) Sound @i Speech Recognition @ Sync Center @gg System
'; i Taskbar and Start Menu @ Troubleshooting % User Accounts Ei Windows CardSpace
w Windows Defender ‘ Windows Firewall ‘1: Windows Update

Hinh 16-10: Mouse da mat
% Thay déi theme




=]
e

Group Palicy Management Editor -

File Action View Help

e nE =BT
L] Remove Recycle Bin (RTNE & prevent changing theme o x
w & Computer Configuratic|
> [ Policies . N Comment
= it 1l - - -
L Preferences [5] Prevent changing theme Previous Setting MNext Setting No
~ &, User Cenfiguration No.
v [ Policies O Not Configured ~ Comment: No
> (7] Software Setting No
. Enabled
» [ Windows Settin Oz No
v 7] Administrative ] () Disabled No
~ [ Centrel Pan Supported on: a4 jeast Windows Server 2003 operating systems or Windows XP Professional No
[ AddorR No
(] Display No
L Personall o, ;e Help: No
[ Printers No
P
= Rm?r“: This setting disables the theme gallery in the Personalization No
> L] Regiona Control Panel. No
> [ Deskiop e
> [ Network If you enable this setting, users cannot change or save a theme.
7 Shared Fold Elements of a theme such as the desktop background, color, No
» 7 Start Menu g sounds, and screen saver can still be changed (unless policies are No
. set to turn them off).
> [ System
» [ Windows Cq If you disable or do not configure this setting, there is no effect.
[, All Settings
o 7] Preferences Note: If you enable this setting but do not specify a theme using
the "load a specific theme" setting, the theme defaults to
whatever the user previously set or the system default,
>
< Cancel App
16 setting(s)
Hinh 16-11: Enable tinh nang chan doi theme
n ’
o
(P2 |m—e-S
> &95| & » Control Panel » All Control Paneltems » Personalization v | ¢9 W Search Control Panel yol

Control Panel Home "
Change the visuals and sounds on your computer

Change desktop icons Click a theme to change the desktop background, window color, sounds, and screen saver all at once.

Change your account picture My Themes (0) 2

Get more themes online

Aero Themes (7)

m

Windows 7 Architecture | Characters

S

ey iy A

R ) =
See also Q &g b@

Display 3
Desktop Background Window Color Sounds Screen Saver

Jaskbarand Star: Mena Slide Show Twilight Cityscape None

Ease of Access Center N . ) =
One or more of the settings on this page has been disabled by the system administrator.

Hinh 16-12: Uer khong duoc doi Theme
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A Prohibit access to properties of a LAN connection m} x

E‘ Prohibit access to properties of a LAN connection s I Next Setting

() Not Configured Comment:
(®) Enabled
(O Disabled
Supported on: [ 4t least Windows 2000 Service Pack 1
Opticns: Help:
Determines whether users can change the properties of a LAN A
connection,

This setting determines whether the Properties menu item is
enabled, and thus, whether the Local Area Connection Properties
dialog box is available to users,

If you enable this setting (and enable the "Enable Network
Connections settings for Administrators” setting), the Properties
menu items are disabled for all users, and users cannot open the
Lecal Area Connection Properties dialog box,

Important: If the "Enable Network Connections settings for
Administrators” is disabled or not configured, this setting will not
apply to administrators on post-Windows 2000 computers.

If you disable this setting or de net configure it, a Properties
menu item appears when users right-click the icon representing
a LAM connection. Also, when users select the connection,
Properties is enabled on the File menu.

Hinh 16-13: Enable tinh nang

@ ’/ J‘E"« Network and Internet » Network Connections » v |45

Organize v Disable this network device Diagnose this connection Rename this connection » =§:: ». r:]:l @

Disable l‘
Status

Diagnose

® Bridge Connections
Create Shortcut
Delete

& Rename

Properties

Hinh 16-14: Khéng chinh duwoc IP




+ Start Menu and Taskbar

£} Group Policy Management Editor - X
File
& Lock the Taskbar m] X
4= g
g e PreviousSetting | Mext Setting
- ;
O Not Configured ~ Comment: St
o | @ Enabled Menu Not cor
O Disabled documents on exit Mot cor
Supported on: [ a4 east Windows Server 2003 operating systems or Windows XP Professional " new users Nt cor;
bon Not cor
s view Not cor
Options: Help: [riew Not cor
Not cor
This setting affects the teskbar, which is used to switch between n size or menu size Nat cor|
running apelications. It when signing in Not cor
ler programs Start Menu shortcuts Not cor
The taskbar includes the Start button, list of currently running Not cor]
tasks, and the notification area. By default, the taskbar is located
at the bottem of the screen, but it can be dragged to any side of Enal
the screen. When it is locked, it cannot be moved or resized. Not cor
pace’ check box to Run dialeg box Not cor
If you enable this setting, it prevents the user from moving or Not
resizing the taskbar. While the taskbar is locked, auto-hide and P ot cor)
other taskbar options are still available in Taskbar properties. enu items Not cor
their Start Screen Not cor
If you disable this setting or de net configure it, the user can he Shut Down, Restart, Sleep, and Hibem... Not cor
configure the taskbar pasition.
ps from Start Menu Not cor
Note: Enabling this setting also locks the QuickLaunch bar and art Menu Not cor
any cther toolbars that the user has on their taskbar. The enu Not cor
toolbar's position is locked, and the user cannet show and hide rom the Start Menu Not cor
various toolbars using the taskbar context menu.
enu Not cor
enu Not cor
Not cor
oK Cancel Al lhe Start menu Not cor
rom Start Menu Not cor v
¥
[ e e their tmckar. The tonlhar's “ B
< 3 | Extended { Standard /
92 setting(s)

Hinh 16-15: Enble tinh nang

Toolbars

Cascade windows
Show windows stacked
Show windows side by side
Show the desktop

Start Task Manager

Lock the taskbar

Properties

= /3172017

Hinh 16-16: Taskbar da bi khéa
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File Action View Help

e nE = |

7

Remove Recycle Bin [R1.NEWSTARVN] Policy
~ il Computer Configuration
1 Policies

1 Preferences
~ i, User Configuration
~ [ Policies
| Software Settings
| Windows Settings
v (] Administrative Templates: Pelicy defi
| Control Panel
| Desktop
~ [ Metwerk
| Netwark Connections
| Offline Files
| Windows Connect Now
| Shared Folders
| Start Menu and Taskbar
~ ] System
| Ctrl+Alt+Del Options
| Driver Installation
| Folder Redirection
| Group Policy
| Intemnet Communication Man
| Locale Services
| Logon
© Mitigation Options
| Power Management
| Removable Storage Access
| Scripts
| User Profiles
| Windows Components
Al Settings
1 Preferences

<

10 setting(s)

C:\Windows\system3

& Prevent access to the command prompt

[E] Prevent access to the command prompt

O Not Configured ~ Comment:
® Enabled
O Disabled

Supported on:

Options:

Previous Setting Next Setting

At least Windows 2000

Help:

Disable the command prompt script processing

also?

Ves v

This policy setting prevents users from running the interactive
command prompt, Cmd.exe. This pelicy setting alse determines
whether batch files (.cmd and .bat) can run on the computer.

If you enable this pelicy setting and the user tries to open a
command window, the system displays a message explaining
that a setting prevents the action.

If you disable this pelicy setting or do net configure it, users can
run Cmd.exe and batch files normally.

Note: Do not prevent the computer from running batch files if
the computer uses logon, legoff, startup, or shutdown batch file
scripts, or for users that use Remote Desktop Services.

oK Cancel

Hinh 16-17: Enable tinh nang

‘Hicrosoft Windows [Version 6.1.760811

Copyright <(c)> 20089 Microsoft Corporation.

All rights reserved.

The command prompt has bheen disabled by your administrator.

Press any key to continue . . .

Hinh 16-18: CMD da bi chan

s Windows Components

State

t config
t config
t config
t config
t config
Enable
t config
t config
t config
t config

45



& Don't run specified Windows applications O

Ei Don't run specified Windows applications

List of disallowed applications

List of disallowed applications

Previous Setting MNext Setting
() Mot Cenfigured Comment:
(® Enabled
() Disabled
Supported 6n: [ At |east Windows 2000
Options: Help:
Show Contents O X

Value

mspaint e

0OK Cancel Apply

Hinh 16-19: Enable tinh nang

<

Restrictions

\Q\ This operation has been cancelled due to restrictions in effect on this computer. Please
@' contact your system administrator.

Hinh 16-20: Truy cdp phdn mém Paint da bj chin
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5  Disk Quota

Sau khi hoc bai nay sinh vién c6 khd néng giéi han dwoc dung leong 6 dia va chi dinh
nhitng file nao dwoc chép vao thu muc do
] Chuén bi:
+ Mot may server 2016
+ Mot may Windows 7
1 M© hinh

Domain Controller

192.168.1.3

192.168.1.1

192.168.1.4

1 Két qua dat duoc
(] MJbi User c6 mot gidi han 6 dia mang va khdng cho chép file exe
vao trong 6 dia mang d6
'l Thuc hién
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f= Add Roles and Features Wizard = m} X

DESTINATION SERVER

Select server roles R oirrar

Before Yo Select one or more roles to install on the selected server.

i
w
=

Installation Ty Roles Description

s}
D

S = || Active Directory Federation Services File Server Resource Manager helps

[[] Active Directory Lightweight Directory Services you manage and understand the
files and folders on a file server by

[[] Active Directory Rights Management Services

2 [[] Device Health Attestation scheduling file management tasks
Confirmation [C] DHCP Server and storage reports, classifying files
/| DNS Server (Installed) and folders, configuring folder
[] Fax Server quotas, and defining file screening
4 [H] File and Storage Services (2 of 12 installed) policies.

4 W] File and iSCSI Services (1 of 11 installed)
« File Server (Installed)
[] BranchCache for Network Files
[] Data Deduplication
[] DFS Namespaces
[C] DFS Replication
File Server Resource Manage
[] File Server VSS Agent Service
[] iSCSI Target Server
[] iSCSI Target Storage Provider (VDS and VS¢
[ Server for NFS

I < Previous ] | Next > I Install

Hinh 18-1: Cai FSRM

Permissions for Share *

Share Permissions

GI’OLID ar user Names:

£E Evenyone
Add... Remove
Pemigsions for Everyone Allow Derry
Full Control |
Change O
Read O

Cancel Apply
Hinh 18-2: Share Folder




;_35 File Server Resource Manager
File Action View Help

=25 HE

é File Server Resource Manager (Local)

Fiter: Show all: 0 items Actions
v 55 Quota Management

30 Quota Path %.| L.| Qu... | Source T... | Match... | Des... || Quotas
3 a Create Quota.. @ Create Quota..

57 File's (o=t |6 Refresh
g itlora View > View
o5 Class

A Fleh  Help H Hep

< >
Create a new quota to limit the disk space that a folder can use,
Hinh 18-3: Tao Quota
Create Quota X
Quota path:
[c\shars Browse...

(@ Create quota on path
(O} Auto apply template and create quotas on existing and new subfolders
Quota properties

You can either use properties from a guota template or define custom
quota properties.

How do you want to configure quota properties?
(O Derive properties from this quota template [recommended):
100 MB Limit

(® Define custom quota properties

Custom Prop

Summary of quota properties:
[=- Quata: C:\Share

Limit: 500 ME {Hard)

Netffication: 1

Create Cancel

Hinh 18-4: Chon Folder share




[ Tién hanh chép file 16n hon 500MB s& thong béo 15i 1a khdng dua dung

Save Custom Properties as a Template X

If you plan to create other quotas with the custom properties of this quota, it is
recommended that you save the properties as a quota template.

Do you want to save a quota template?

(® Savethe custom properties as a template

This creates a new quota template and then applies the template to the
new guota.

Template name:

| Nhansu

(O Save the custom quota without creating a template

[] Do not ask me to save as a template again

Cancel
Hinh 18-5: Dat tén cho mdu vira 1am

luong

e

Copy Item

=

There is not encugh space on Share (A rl)

2,38 GB is needed to copy this item. Delete or move files so you have enough
space.

There was not encugh space for this item:

Share (Wrl)

Free up space from this disk and try again:

Share

[ Try Again l| Cancel

2

Hinh 18-6: Canh b&o khéng dui 6 dia
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4 Metwork Location (1)
chare (W\192.168.1.1) (Z£:)

499 ME free of 500 MEB

Hinh 18-7: O dia mang map cho client

55 File Server Resource Manager
File Action View Help
e 2@ 3

:$ File Server Resource Manager (Local)
v A5 Quota Management
& Quotas
3] Quota Templates
W ﬁ? File Screening Management
_‘_.g File Screens
.E‘ File Screen Templates
5 F.I.—. Pemaime

i
ﬁ Store

Create File Group...

o] Class Refresh

& Filet

“ View
Help

[l

=

C

File Gr...
Audio ...

Backu...
Comp..
E-mail...
Execut...
Image...

Office..

Syste...

Temp...
Text Fi...
Web P...

Include Files
*.aac, *.aif, *.aiff, *.asf, ...
*.bak, *.bck, *.bkf, *.cld

*.ace, f.arg, .

.arj, *.bhx,..
*eml, *.idx, *.mbox, *....
*bat, *.cmd, *.com, *....
*.bmp, *.dib, .eps, *.g..
*.accdb, *.accde, Facc..
*acm, *dll, *.ocy, *.sy..
*temp, *tmp, ~*

*.asc, “text, bt

»

asp, ".aspx, ".cgi, T.cs.

Exclude Files

Create a file group, used to select groups of files to block in file screens or to include in reports.

Actions
File Groups

Ll

|6 Refresh
View

E Help

Create File Group...

Hinh 18-8: Tao chinh sach file
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] Tao ra mot group diéu kién file. Muén cam file nao thi nhap phan mé rong

vao Files to include, nguoc lai thi nhap vao File to exclude

Create File Group Properties

Settings

File group name:

Cam file exe

To select a set of files, type a file name pattem, and click Add.
Bxamples: *exe or Q4FY2002"

Files to include:

Files to exclude:

OK Cancel

Hinh 18-9: Cam file exe
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] Paitao ranhitng quy luat can gan nhimg quy luat 6 cho folder nao

v 59 File Screening

5] File
[ File
ﬁ Storage
ci| Classific
@ File Ma

[[& File S=e=om-e

Management

Create File Screen...
Create File Screen Exception...
Refresh

View ¥

Help

Create a file screen to

block specified files on a path.

Hinh 18-10: Tqo rafile Screen

9
=

7}

& File Server Resource Manager - [m| X
File Action View Help
L ARl °|
:@ File Server Resource Manager (Local) || Fiter: Show all: 0items Actions
v 55 Quota Management )
= File Screen.. | Scree.. | File Groups Source T... | M... File Screens -~
& Quotas
E Ouota Templates IS CreateFile Screen...

Create File Screen Exce...

Refresh

View »

Help

53



Create File Screen

File screen path:
C:MShare Browse. ..

File screen properties

You can either use properties from a file screen template or define custom
file screen properties.

How do you want to configure file screen properties?
() Derive properties from this file screen template frecommended);

Block Audio and Video Files

(@) Define custom file screen properties:

I Custom Properties ...

Summary of file screen properties:

[=)- File screen: C:\Share
Screening type: Active
File groups:
.. Notffications:

Create Cancel

Hinh 18-11: Chon Custom Properties
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File Screen Properties on C:h\Share *
Copy properties from template (optional):
Block Audio and Video Files w Copy

Seftings  Eqnail Message Event Log Command Report
File screen path:

C\Share

Screening type:

(@) Active screening: Do not allow users to save unauthorized files
() Passive screening: Allow users to save files {use for monitoring)

File groups
Select file groups to block:

[ Audio and Video Files A | Maintain file groups:
[ Backup Files
Cam file exz

[] Compressed Files
[] E-mail Files

D Exscutable Files To select a file group to

E Image Files edit, highliaht its label.
Office Files
-~ . =
£ >

Create. ..

Edit...

Cancel
Hinh 18-12: Chon temple da tao

Save Custorn Properties as a Template x

If you plan to create other file screens with the custom properties of this file screen, it
is recommended that you save the properties as a file screen template.

Do you want to save a file screen template?
() Save the custom properties as a template

This creates a new file screen template and then applies the template to the
new file screen.

Template name:

(®) Save the custom file screen without creating a template

] Do not ask me to save as a template again

Cancel
Hinh 18-13: Luru thay doi lai

] Tién hanh chép file exe vao folder ma ta da tao. LUc d6 s€ ¢ canh bao la
khong c6 quyén dé chép file d6, néu chép file khac thi duoc
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Destination Folder Access Denied
You need permission to perform this action
L share (\\192.168.1.1)
Space free: 499 MB
— Total size: 500 MB
[ Try Again ] [ Cancel ]
Hinh 18-14: Khéng c6 quyén chép file
o [-5- ]
@_' "lk-;s‘ » Com... » share (\\192,168.... v ‘ ¥4 ’ ’ Search share (\\192168.1.1) (Z:) pel l
Organize v ") Open ~ Print New folder =y 0 @
. Date modified Type

N
3 Name
{ Favorites =

Bl Desktop || ull tao
& Downloads

10/16/2017 3:23 AM  Text Dc

U=
2| Recent Places

4 Libraries
1} Documents
@' Music
[/ Pictures

E Videos

m

1% Computer
&, Local Disk (C)
¥ share (\\192.168.. _ 7 =

= ulltao Date modified: 10/16/2017 3:23 AM
Text Document Size: 0 bytes

Hinh 18-15: File khac tao thi dwoc




6  Trién khai Deploy Software

Sau khi hoc bai nay xong sinh vién c6 thé cai itng dung tw dong cho cac user hodc
cho cac pc thdng qua chinh sach GPO

1 Chuan bi:
+ Mot may server 2016 da 1én domain
+ Mot may windows 7

"1 MO0 hinh
192.168.1.2
Domain Controller
192.168.1.3
192.168.1.1
192.168.1.4

1 Két qua dat duogc
[ Cai phan mém foxit reader khi dang nhap tai khoan & may client
] Thuc hién
Thue hién tao OU va 2 user ul, u2 niam trong OU nhansu
Tién hanh tao GPO mang tén deploy software
Link tir GPO deploy software sang OU nhansu
Cap nhat chinh sdch GPO bang Iénh gpupdate /force
Thuc hién trén may DC

N O B R B
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EY:

- X
5 File -5
ey
|5, Group Policy Management HGruup Policy Objects in newstar.vn
~ ) Forest newstarvn 7 Group Policy M I 5
« [ Domains =/ Group Policy Management Editor
v 4 newstarvn File Action View Help
= Default Doma [ = (
LI |
Domain Cont [
Giam doc L Deploy Software [R1.NEWSTAR'|| Name Version Deployment st... Source (.
w & Truong phong v B Computer Configuration .
3] Ketoan I Policies There are no itemns to show in this view. .
51 Nhan su 7| Preferences
5 Group Policy { v & User Configuration
% WM Filters v [ Palicies
1 Starter GPOs v [ Software Settings
@ Sites B Sofhuare inctatiat
45 Group Policy Modelin = Win New > Package...
< Group Policy Results 5 Adm o N
7| Preferer
Paste
Refresh
Export List..
Properties
Help
< >
Adds a package.
5 Group Policy Object(s)
Hinh 19-1: Chon phan mé
& Group Polic _
& File Action View Window Help i
| 2@ X4
& GroupPolic] - 5 "
v A Forest:n
v [ Dom | [ Open x
v
& A |« User > Scripts > Legon v @ | SearchLogen » v
E|
o| Orgenize v Newfolder = O 0 Lo
v Name Date modified
# Quick access nsu
N I Desktop No items match your search.
4 Downloads
4 |5 Documents
&=/ Pictures
.| Script
—
[ This PC
¥ Network
< >
File name: Windows Installer packages (".r ~
< >

This GPOQ is linked to the following WMIfiter:

<none> ~ Open

Hinh 19-2: Puwong dan mang lew triz phan mém
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Foxit Reader Properties ?

General Deployment  |pgrades Categories Modffications  Security
Deployment type
(O Published
(®) Assigned

Deployment options
Auto-install this application by file extension activation

[ Uninstall this application when it falls out of the scope of
management

[] Do net display this package inthe Add/Remove Programs cortrol
panel

Install this application at logon

Installation user inteface options
(O Basic
(® Madmum

[ ok || camcel | Aesiy

Hinh 19-3: Chon Assigned

(1 Truy cap ¢ may Client véi tai khoan ul

Foxit Reader

Hinh 19-4: Két qua ciia may client
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{  Domain ddng cip

Sau khi hoc bai ndy xong ngueoi hoc €6 kha néng s can bang cho Domain, dy phong
cho domain
1 Chuan bi:
+ Mot may windows server da I1én DC
+ M6t may windows server join Domain
+ Mot may windows 7
1 M6 hinh

DC1 DC2

192.168.1.1 192.168.1.2

>

192.168.1.9 192.168.1.10

1 Két qua dat duoc )
1 Tao Ul va U2 bén Primary s¢ thay bén Secondary
(] Chuyén 5 role quan tri sang cho R2
[ Sau d6 dung 1énh chuyén 5 role tir R2 sang R1

] Thuc hién
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f=: Add Roles and Features Wizard - (m} X

DESTINATION SERVER

Select server roles o e

Before You Select one or more roles to install on the selected server.

Instaliation Type Roles Description
SERYERSelecion [] Active Directory Certificate Services | Active Directory Domain Services
Retive Direcbon Dornain Servicad | (AQ DS) stores information about
— [C] Active Directory Federation Services objects on the network and makes
2 [[] Active Directory Lightweight Directory Services this information available to users
AD DS [C] Active Directory Rights Management Services and network administrators. AD DS
e ) [ Device Health Attestation uses domain controllers to give
Confirmation ] DHCP Server network users access to permitted
] DNS Server resources anywhere on the network
] Fax Server through a single logon process.
| [m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service
[] Hyper-v
] MultiPoint Services
[] Network Policy and Access Services
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services
[] Volume Activation Services
[C] Web Server (lIS)
[] Windows Deployment Services
I < Previous | | Next > ] Install -
N N v
Hinh 22-1: Cai dat ADDS
f& Active Directory Domain Services Configuration Wizard - m} X
De I C f . TARGET SERVER
D oyment on |guratlon R2.newstarvn

Deployment Configuration X
Select the deployment operation

Domain Controller Cptions = . . .
(® Add a domain controller to an existing domain

(O Add a new domain to an existing forest
Paths O Add a new forest

Additional Options

Specify the domain information for this operation
Domain: | newstar.vn

Supply the credentials to perform this operation

NEWSTAR\Administrator (Current user)

More about deployment configurations

Hinh 22-2: Chon muc dau tién




fi Active Directory Domain Services Configuration Wizard o m} X

TARGET SERVER
R2.newstar.vn

Additional Options

nt Configuration

Specify Install From Media (IFM) Options

Domain Controller Options

[] Install from media

DNS Options

Additional Options Specify additional replication options

Paths Replicate from: Any domain controller X

w Cptions

Prereguisites Chack

More about additional options

[ < Previous I I Next > I nsta
Hinh 22-3: Cdp nhdt giita cac domain

1 Tao user U1l va U12 & domain Priamary sau d6 qua domain Secondary

] Active Directory Users and Computers - O *

File Action View Help
e’ 2@ 0Bz BmPeETa%

: Active Directory Users and Com|| pame Type Description &
| Saved Queries

=

%Domain Co..  Security Group... All workstations and ser...
%Domain Con... Security Group... All domain controllers i...
%Domain Gue... Security Group... All domain guests
%Domain Users Security Group... All domain users

“| ForeignSecurityPrincipal: %EnterpriseA... Security Group... Designated administrato...
“ Managed Service Accour %Enterprise K.. Security Group.. Members of this group ...

w 3 newstarvn
| Builtin
~| Computers

2| Domain Controllers

= Mhansu %Enterprise R.. Security Group.. Members of this group ...
= Users %Group Polic.. Security Group.. Members in this group c...
v Guest User Built-in account for gue...

E)Hiep Dang. User

%Ke}rAdmins Security Group... Members of this group ...
%Protected Us... Security Group... Members of this group ...
E-ERAS and IAS ... Security Group.. Servers in this group can...
%Read-only D.. Security Group... Members of this group ...
%Schema Ad... Security Group.. Designated administrato...

E)Sep User
%u‘l User
E)U‘I‘I User
8) ul2 User
E)UZ User
£ > L

Hinh 22-4: U11 va U12 da cdp nhdt

] Trén mot hé thong domain sé cd 5 role dé quan ly tai nguyén cho domain. O
day ta tién hanh chuyén doi role qua lai giita 2 domain chinh phu
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] Active Directory Users and Computers —
File Action View Help
e’ aFE a8 XEd= BRI P aETa%
] Active Directory Users and Com || Name Type Description
__ Save_dk Queries %Access-Deni... Security Group... Members of this group ...
v = ns "-IiJ_eIegate Control... Jser Built-in account for ad...
- Find... security Group...  Members in this group c...
o . security Group...  Members of this group ...
- Gz security Group... Members of this group t...
= Change Doemain Controller.. Jser A user account manage..,
:-_- Raise domain functional level... security Group...  Members in this group c...
= Operations Masters... security Group...  DNS Administrators Gro...
security Group...  DNS clients who are per...
few ? security Group...  Designated administrato...
All Tasks 2 security Group...  All workstations and ser...
Refresh security Group...  All domain controllers i...
security Group...  All domain guests
Properties security Group...  All domain users
Help security Group...  Designated administrato...
sgyorearpree e eCUnty Group..,  Members of this group ..
%Enterprise R.. Security Group.. Members of this group ...
%Group Polic.. Security Group.. Members in this group c...
v Guest User Built-in account for gue...
E)Hiep Dang. User
i > || 8% Kev Admins  Security Group... Members of this aroup ...
Domain operations masters

Hinh 22-5: Chon vao Operations Master
(] Chuyén dbi RID qua R2: Change

Operations Masters ? x

RID PDC Infrastructure

The operations master manages the allocation of RID pools to other Domain
Contrallers. Only one server in the domain peforms this role.

Operations master:

| R2 newstar.vn |

To trangfer the operations master role to the following
computer, click Change.

| R2 newstar.vn |

Close Cancel




Operations Masters ? X

RID  POC  Infrastructure

The operations master emulates the functions of a pimary Domain Controller
(POC) for pre-Windows 2000 clients. Onhy one server in the domain performs
this role.

Operations master:

| R2 newstar.vn |
To transfer the operations master role to the following
computer, click Change. ange...

| R2 newstar.vn |

Close Cancel

Hinh 22-6: Chuyén déi PDC qua R2
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Operations Masters 7 x

RID PDC  Infrastructure

The infrastructure master ensures consistency of objects for inter-domain
operations. Only one server in the domain performs this role.

Operations master:

‘ F2 newstar.vn |

To transfer the operations master role to the following
computer, click Change. ange...

‘ R2 newstar.vn |

Close Cancel

Hinh 22-7: Chuyén doi Infrastructure qua R2

[] Chon vao Active Directory Domain and Truts dé chuyén R2

% Active Directory Domains and Trusts -

File  Action

View Help

&= nm E = BE

5 ,.D.ctil,fe Mirertnre Normaine and Trlld'” [ —— T}pr Actions
}:I ne Change Forest...
I newstar.vn
Change Active Directory Domain Controller... 1 this view.
Operati More Actions
perations Master...
Raise Forest Functional Level...
Refresh
Properties
Help
£ |« 3

Transfer the operations master role to a different computer

Hinh 22-8: Chuyén déi Role Schema
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Operations Master *

The domain naming operations master ensures that domain names are
unique. Only one Active Directory Domain Controller in the enterprise

performs this role.

Domain naming operations master:

|H2.new5tar.m

following computer, click Change.

To transfer the domain naming master role to the

|H2.new5tar.m

Close

Hinh 22-9: Chuyén déi Role qua R2

2 Run

X

=7 Typethe name of a pregram, folder, document, or Internet
resource, and Windows will open it fer you.

Open: | regsvr32 schmmgmi.dll

~

G This task will be created with administrative privileges,

Cancel Browse...

Hinh 22-10: M¢ Snap-in trén CMD

Add or Remove Snap-ins

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For

extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins:

Selected snap-ins:

Hinh 22-11:

Add ADS

Snap-in Vendor A "] Console Root Edit Extensions. ..
§;Acﬁve Directory Domains an... Microsoft &Acﬁve Diveckory Schemy Remove
3 Active Directory Schema Microsoft
ﬁ@Acﬁve Directory Sites and S... Microsoft
] Active Directory Users and ... Microsoft Move Up
=" ActiveX Control Microsoft r ~
o 3 b Move Down
2 ADSI Edit ‘ Mfcrosoft FFTES
Authorization Manager Microsoft
¥ Certificates Microsoft
. Component Services Microsoft
;g"Computer Management Microsoft
E..l Device Manager Microsoft
7 Disk Management Microsoft ,,
< 1 > Advanced...
Description:
View and edit the Active Directory Schema
OK Cancel
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Change Directory Server

Cumrent Directory Server:

R1.newstar.vn

Change to:
() Aty wiitable Domain Cortroller
(®) This Domain Controller or AD LDS instance

Loak in this demain: newstar.vn

Mame Site

<Type a Directony Server name[;port] here=
R1.newstar.vn

DC Type

Default-First-Site-Mame  GC

Default-First-Site-Name

DC Version  Status

Windows...
Windows...

Online
Online

Cancel Help

Hinh 22-12: Chon Server muén add

ﬁ Consolel - [Console Root]

Change the Operations Master

Hinh 22-13: Chon vao Operations Master

— O x
ﬁ File Action View Favorites Window Help - 8 %
= | |
] Console Root Name Actions
[ E Active Dirertnne Sehll ==
y [ Clas Change Active Directory Domain Controller... £ *
[ At Connect to Schema Operations Master More Actions ’
Operations Master...
Permissions...
Reload the Schema
Mew Window from Here
Refresh
Help
£ >
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Mic

[

Change Schema Master >
The schema master manages modffications to the schema. Only one
serverin the enterprise performs this role.

Current schema master (online):

| R2.newstar.vn |

To transfer the schema master role to the targeted
schema FSMO holder below, click Change.

| R2 newstar.vn |

Cloze Help

Hinh 22-14: Chon change

Bl Administrator: C\Windows\system32\cmd. exe

sion 16.@.]

¢ Fsmo

[E T Ty

Hinh 22-15: Cac Role dd chuyén qua R2

[ Thuc hién chuyén cac Role bang Iénh, ngdi trén R1

ministrato

ntdsutil:

Hinh 22-16: Két néi t&i R1
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Role Transfer Confirmation Dialog

. ) | Areyou sure you want the role of Naming Master transferred ta the

' server "R1"T

Hinh 22-17: Chuyén Role sang R1

BE¥ Administrator: Command Prompt - ntdsutil — O *

fsmo maintenar

rid ma
oles

Hinh 22-20: Chuyén Role RID sang R1
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Hinh 22-22: Qua trinh chuyén dsi thanh cong
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8  Domaincon

Sau khi hoc xong bai nay sinh vién cO khd nang xay dung m¢ét domain con.
Mgt domain khong chiu chinh sach cuza domain cha
1 Chuan bj:
+ Mot may windows server da I1én DC
+ M6t may windows server join Domain
+ Mot may windows 7
1 M®& hinh

DC1 DC2

192.168.1.1 192.168.1.2

192.168.1.9 192.168.1.10

] Két qua dat duoc
] Diéu chinh chinh sach Password & domain con, tao ul khéng
anh hudng chinh sach domain cha
"] Thuc hién
] Thuc hién cdu hinh DNS domain con trén R1

71



2 DINS Manager
File Action View Help

e HElcz B=El§ 88

2 EENS MName Type Status DMSSEC Status
v i R1 E p— ﬂ_msdcs.newstar.\rn Active Directory-Integrated Pr..  Running Mot Signed
Vv B oo M Active Directory-Integrated Pr...  Running Mot Signed
| _msdes.r ew Zone...
& newstar, View 3
| Reverse Lool
~| Trust Points Refresh
| Conditional Export List...
Help
£
Create a new zone.
Hinh 23-1: Chon New Zone
Mew Zone Wizard H
Zone Type

The DNS server supports various types of zones and storage.

Select the type of zone you want to create:

(®) Primary zone
Creates a copy of a zone that can be updated directly on this server.

() Secondary zone

Creates a copy of @ zone that exists on another server. This option helps balance

the processing load of primary servers and provides fault tolerance.
(") 5tub zone

Creates a copy of @ zone containing only Name Server (N5), Start of Autharity

(50m), and possibly glue Host (A) records. A server containing a stub zone is not

authoritative for that zone.

Store the zone in Active Directory (available only if DMS server is a writeable domain

controller)

Hinh 23-2: Primary zone

Cancel
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Mew Zone Wizard *

Active Directory Zone Replication Scope ;.
‘You can select how you want DMS data replicated throughout your network.

Select how you want zone data replicated:

(") To &ll DNS servers running on demain contrallers in this forest: newstar.vn
(®) To &ll DNS servers running on domain contrallers in this domain: newstar.vn
(C) To all domain controllers in this domain (for Windows 2000 compatibility): newstar.vn

To all domain controllers specified in the scope of this directory partition:

Hinh 23-3: Cdp nhdt voi domain newstar

MNew Zone Wizard >

Zone Name ;.

What is the name of the new zone?
.

The zone name specifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone.microsoft.com). The zone name is
not the name of the DNS server.

Zone name:

Microsoft.newstar.vn

Hinh 23-4: Tao zone domain con
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Mew Zone Wizard

Dynamic Update

‘fou can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates,

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DMS server whenever changes occur,

Select the type of dynamic updates you want to allow:

(®) Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

() Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
This option is a significant security vulnerability because updates can be
£ accepted from untrusted sources,

(") Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

Hinh 23-5: Cdap nhdt voi domain

] Tao domain con trén R2

Before You B

IS

Fea

ADDS

Confirmation

f&, Add Roles and Features Wizard

Select server roles

Installation Type

Select one or more roles to install on the selected server.
Roles Description
[] Active Directory Certificate Services
[C] Active Directory Federation Services
[] Active Directory Lightweight Directory Services

[] Active Directory Rights Management Services
[[] Device Health Attestation

[m] X

DESTINATION SERVER

R2.newstarvn

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators. AD DS
uses domain controllers to give

[C] DHCP Server network users access to permitted
[C] DNS Server resources anywhere on the network
[] Fax Server through a single logon process.

[m] File and Storage Services (1 of 12 installed)
[[] Host Guardian Service

[] Hyper-v

[] MultiPoint Services

[] Network Policy and Access Services
[] Print and Document Services

[] Remote Access

[_] Remote Desktop Services

[] Volume Activation Services

[C] Web Server (liS)

[C] Windows Deployment Services

o

1 < Previous | I Next > I

Cancel

Hinh 23-6: Cai ADDS
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f& Active Directory Domain Services Configuration Wizard

Deployment Configuration

Deployment Configuration )
Select the deployment operation

Domain Controller Cptions | ) o )
() Add a domain controller to an existing domain

Additi Ooti 5 ; s

Aadiional:Oprions ® Add a new domain to an existing forest

Paths O Add a new forest

Review Cptions

Specify the domain information for this operation
Prerequisites Chack

[} X

TARGET SERVER
R2.newstar.vn

Select domain type: Child Domain Y.
Parent domain name: newstar.vn
New domain name: |Microsoft| [

Supply the credentials to perform this operation
NEWSTAR\Administrator (Current user)

More about deployment configurations

Hinh 23-7: Domain con microsoft.newstar.

vn

Cancel

f& Active Directory Domain Services Configuration Wizard

Domain Controller Options

Deployment Configuration

Select functional level of the new domain
Domain Controller Options

Domain functional level: Windows Server 2016

Specify domain controller capabilities and site information

Domain Name System (DNS) server
Global Catalog (GC)
Read only domain controlier (RODC)

Site name: Default-First-Site-Name

Type the Directory Services Restore Mode (DSRM) password

Password:

.

Confirm password:

More about domain controller options

Next >
Hinh 23-8: Domain Controller Options

Install

= O X

TARGET SERVER
R2.newstar.vn

Cancel
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£, DNS Manager - O X

File Action View Help

o9 rmXEBc= HE 8§ 86

& QNS A || Name Type Data
v B R? j_msdcs
v || Forward Lookup Zon¢ j e
- _msdcs.newstar.vi —a
s j_tcp
= microsoft.newstar Bl up
v = newstarvn =N
< = hides jDomainDnsZones
: cites IForestDnsZones
= _tcp ::Imicrosoft
9 _udp E](same as parent folder) Start of Authority (SOA) [27], rl.newstar.vn., hostrr
| DomainDnsZo E:‘(same as parent folder) Name Server (NS) rl.newstar.vn,
| ForestDnsZoni Ej(same as parent folder) Host (A) 192.168.1.1
-1 microsoft E]DESKTOP-DWOTUD Host (A) 192.168.1.3
| Reverse Lookup Zone E]r1 Host (A) 192.168.1.1
| Trust Points E]Win?-PC Host (A) 192.168.1.2
. [ Conditional Forwarde ¥
< > < >

Hinh 23-9: Da cdp nhdt domain vao domain cha

| & Gro : t - O
| & File Action View Window Help -8 X
e | 2@ 20| X 6 HE
_& Group Policy Management Default Domain Policy
v _ﬁ Forest: newstar.vn Scope Details  Seftings Delegation  Status
=/ Group Policy Management Editor — m] X
File Action View Help ~
&= 2FE = HE
v & Computer Configuration A || policy & Policy Setting Path
v = P9I|c|es i i, Enforce password history 24 passwords remer Dtz
| Software Settings .
= Wi X iy, Maximum password age 42 days o
¥ I Windovs Setting: Minimum password age 1 days
1 Name Resolut P S P 9 Y —
- E s} Minimum password length 7 characters
& Scripts (Startu 3 ¥ i i i " —
p=1 Deployed Prin s| Password musf meA compl sxntyrequnrerrlen s rrna e
" 5}3 Security Settir iy, Store passwords using reversible encryption Disabled
v 3 AccountP
5 Passwc
» A Accou
j& Kerber
F lacal Palic ¥
< > < R

Hinh 23-10: Dung chinh sach ap cho domain cha




Mew Object - User

; Createin:  newstar.vn/Users
did

Password: |io--o--- |

Corfirm password: | sessenus |

[] User must change password at next logon
[] User cannet change password

[[] Password never expires

[J Accourt is disabled

< Back Nead = Cancel

Hinh 23-11: Tao user cho domain cha

_-;s_'-.'..'Z.': nagement — O
EL File Action View Window Help - &
e nm 20 X6 HE
', Group Policy Management || Default Domain Policy
v —i\ F?rest: ne?cvstar.\rn Scope  Details Settings Delegation  Status
~ |55 Domains
~ 3 microsoft.newstar.y Links
Dlierdz linkee in thic it
v B & Group Policy Management Editor - O *
File Action View Help
A E e | = =m
1e= | am = HE
v & Computer Configuration A |bgicy - Policy Sett
i vE E'Dh;l;iware Settings .Enfo.rce password history 24 passwo
S . | Maximum password age 42 days
w || Windows Settings Mini d 1d
: inimum password age ays
| Mame Resolut .M' X P dlg th 1 hy ¢
) Scripts (Startu | Minimum password leng . . .c aracte
p= Deployed Prin | Password must meet complexity requirements Disabled
v Fh Security Settir | Store passwords using reversible encryption Disabled
v 5 AccountP
i Passwi
4 Accou
5 Kerber ,
£ B > £ >

Hinh 23-12: Piéu chinh chinh sach domain con
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Mew Ohbject - User

J Cregtein:  microsaft newstar vn/sers

Wik

Passward: |m |

Cortirm password:

[ ] User must change password at next logon
[J User cannet change password

[ ] Password never expires

[] Account is disabled

< Back Mead > Cancel

Hinh 23-13: Tao user vdi chinh sach ¢ domain con
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9

Chiasite domain

] Chuén bi:
+ Mot may windows server da 1én DC
+ Mot may windows server join Domain
+ Mot may windows 7

1 M6 hinh

Hanoi

R1 HCM

172.16.0.1

172.16.0.2 |

192.168.1.1 192.168.1.2

—

172.16.0.3

S

[ Két qua dat dugc
[] Tao Ul ¢ domain HCM sau dé ngat két ndi & router, ul van
dang nhap dugc ¢ site Hanoi
"] Thuc hién
1 Thuc hién join domain cho R2
[ Thuc hién dinh tuyén giita hai mang
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B Routing and Remate Access - O x
File Action View Help
s |a@XE o= HE

@ Server Status
v @ WIN-8KIDLCFOK29 (local)
E Metwork Interfaces ESEthernet‘I Periodic 1 0
3 Remote Access Logging E&Ethernetﬁ Periodic 1 0
v B Ipvd
E General
B Static Routes
B RP
E Ipve

Interface Update mode Responses sent Responses

Hinh 24-1: Card mang tham gia dinh tuyén

Manage Tools View

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell

Active Directory Sites and Services

Active Directory Users and Computers
! ADSI Edit

Companent Services

Computer Management

Defragment and Optimize Drives

3 Disk Cleanup

DNS

Hinh 24-2: Chon ADSS

80



g Active Lirectory S

File Action View

Ites and ervices

Help

e @ cz BE 2

@i Active Directory Sites and Servic

v [ Sites

MName Type Description

7 Sites Sites Container

~ Delegate Control...

New Site...
Find...

New
All Tasks

Refresh
Properties

Help

<

Create a new object...

Hinh 24-3: New []Site

Mew Object - Site

Ig Create in:  newstar.vn/Corfiguration./Sites

MName: |Hanoi

Select a site link object for this site. Site link objects are located in the
Sites/Inter-Site Transports container.

Link Mame Transport
ke DEFAULTIPSITELINK IP

Hinh 24-4: Thém site Hanoi

Cancel
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Active Directory Domain Services

o Site Hanoi has been created. To finish configuration of Hanoi:

Ensure that Hanoi is linked to other sites with site links as appropriate,

Add subnets for Hanoi to the Subnets container.

Install cne or more Domain Centrollers in Hanoi, or move existing DCs
into the site.

You will not see this message again until the next time you start Active
Directory Sites and Services,

EBE Active Directory Sites and Services

File Action View Help

Hinh 24-5: Site Hanoi dwoc tao

o= @ XEdE BHEl 2

| Active Directory Sites and Services |
| Sites
~ [ | Inter-Site Transports
1P
- SMTP
| Subnets
B Hom

E Hanoi

MName Type Description
EP NTDS Site Se... Site Settings
[ Servers Servers Contai...

Hinh 24-6: Chinh sia file mac dinh thanh HCM
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E% Active Directory Sites and Services
File Action View Help
e 2EXE6= H

| Active Directory Sites and Services [|| Name Site Location Type
| Sites
| Inter-Site Transports There are no items to show in this view,

S b eie

E- Delegate Control...
E MNew Subnet...
Find...

New ¥ Subnet
All Tasks ¥

View ¥
Refresh
Export List...

Properties

Help

< > <€

Description

Create a new object...

Hinh 24-7: Thém Subnet
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Mew Object - Subnet

Iué:;‘ Createin:  newstar.vn/Configuration./Sites,/Subnets

Enter the address prefic using networlc prefic notation (address/prefic
length), where the prefic length indicates the number of foeed bits. You
can enter ether an IPv4 or an IPvE subnet prefix.

Leam more about entering address prefizes.

|Pvd example:  157.54 208.0-20
|Pv6 example: 3FFE:FFFF:0:CO00:./64

Prefioc::

|1?2.1e.u.uﬂs

Prefc name in Active Directory Domain Services:

|1?2.1ﬁ.u.m15

Select a3 site object for this prefix.

Site Name

E Hanoi

B Hem

Cancel Help

Hinh 24-8: Thém network ¢ site Hanoi
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Mew Object - Subnet

I”é.; Createin:  newstarvn/Configuration//Sites//Subnets

Enter the address prefic using network prefic notation (address/prefic
length), where the prefic length indicates the number of fieed bits. You
can enter either an IPv4 or an IPvE subnet prefoc.

Leam more about entering address prefixes.

IPvd example: 157 54 208 0,20
IPw6 example: 3FFE:FFFF-0:C000:./'64

Prefic::

|152.1ﬁa.1.w24

Prefoe name in Active Directory Domain Services:

|192.163.1.m24

Select a site object for this prefoc.

Site Name

@ Hanoi

=

Cancel
Hinh 24-9: Thém network ¢ site HCM

[ Tién hanh nang cap lén domain dong cap

Help
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{2 Add Roles and Features Wizard

Select server roles

Before You Beain Select one or more roles to install on the selected server.

Installation Type Roles

SElecHon ] Active Directory Certificate Services
[] Active Directory Federation Services
[[] Active Directory Lightweight Directory Services
AD DS [] Active Directory Rights Management Services
[] Device Health Attestation
[C] DHCP Server
[] DNS Server
[] Fax Server
I [m] File and Storage Services (1 of 12 installed)
[[] Host Guardian Service
[] Hyper-v
[[] MultiPoint Services
[C] Network Policy and Access Services
[[] Print and Document Services
[] Remote Access
] Remote Desktop Services
[[] Volume Activation Services
[] Web Server (11S)
[] Windows Deployment Services

Feat

Confirmation

- O X

DESTINATION SERVER
R2.newstarvn

Description

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators. AD DS
uses domain controllers to give
network users access to permitted
resources anywhere on the network
through a single logon process.

l < Previous | | Next >

I Install

Hinh 24-10: Cai ADDS

f& Active Directory Domain Services Configuration Wizard

Deployment Configuration

Deployment Configura )
Select the deployment operation

Domain Controller Options | _ . . .
(® Add a domain controller to an existing domain

(O Add a new domain to an existing forest

Additional Options
Paths O Add a new forest
Review Options . . i . i
Specify the domain information for this operation
Prerequisites Check
Domain: newstar.vn

Supply the credentials to perform this operation

NEWSTAR\Administrator (Current user)

More about deployment configurations

- [} X

TARGET SERVER
R2.newstar.vn

< Previous Install
Hinh 24-11: Chon muc dau tién
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f& Active Directory Domain Services Configuration Wizard — O X

. - . TARGET SERVER
Domain Controller Options R i i

yment Configuration

‘ Specify domain controller capabilities and site information
Domain Controller Options .
Domain Name System (DNS) server

DNS Options Global Catalog (GC)
Additional Opticns [[] Read only domain controller (RODC)
Paths Site name: Hanoi ¥

Type the Directory Services Restore Mode (DSRM) password

Prerequisi

Password: ssccssee

Confirm password: locoouu{

More about domain controller options

| < Previous l l Next > I Install

Hinh 24-12: Chon vao site Hanoi

f& Active Directory Domain Services Configuration Wizard = [m] X
y ]
R 2 / O 4 TARGET SERVER
eview upuons R2.newstarvn
Deployment Configuration | Review your selections:

Configure this server as an additional Active Directory domain controller for the domain

Domain Controller Options 3 a
newstar.vn”.

DNS Options
A : ite Name: Hanoi
Additional Options Site Name: Hanoi

Paths Additional Options:

Review Options
Read-only domain controller: No

Prerequisites Check
Global catalog: Yes

DNS Server: Yes
Update DNS Delegation: No

Source domain controller: any writable domain controller

These settings can be exported to a Windows PowerShell script to automate

additional installations

More about installation options

I < Previous | | Next > | Install -
Hinh 24-13: Théng tin cdu hinh da thiét lap
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] Active Directory Users and Computers

File Action View Help

| #E

ldBIXEd=H

LaETEE

] Active Directory Users and Com
5 7] Saved Queries
v _fﬂ newstar.vn
> || Builtin
] Computers
» |2] Domain Controllers
» [] ForeignSecurityPrincipalf
> [ Managed Service Accour
| Users

MName Type

% Denied ROD... Security Group...
%Dnsﬁ\dmins Security Group...
% DnsUpdateP... Security Group...
%Domain Ad..  Security Group...
%Domain Co..  Security Group...
%Domain Con... Security Group...
%Domain Gue... Security Group...
% Domain Users  Security Group...
% Enterprise A...  Security Group...
% Enterprise K...  Security Group...
% Enterprise R...  Security Group...
%Group Polic.. Security Group...

&Guest User
%Hiep Dang. User

%Key}\dmins Security Group...
%Protected Us... Security Group...
%RAS and IAS ... Security Group...
%Read-onlyD... Security Group...

%Schema Ad...  Security Group.

3 T

Description

Members in this group c...
DS Administrators Gro...
DINS clients who are per...
Designated administrato...
All workstations and ser...
All domain controllers i...
All domain guests

All domain users
Designated administrato...
Members of this group ...
Members of this group ...
Members in this group c...
Built-in account for gue...

Members of this group ...
Members of this group ...
Servers in this group can...
Members of this group ...
Designated administrato...

Hinh 24-15: User U1 dang nhdp ¢ site Hanoi

Hinh 24-14: Tao user U1 trén R1
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EBE Active Directory Sites and Services
File Action View Help
e nE B XEC= HE 2

Ep} Active Directory Sites and Servic|| pName Domain Bridgehead

v A SI.tES . EI R2 newstar.wvn
_| Inter-Site Transports
| Subnets

v E Hanoi
w | Servers

3R
v [ Hom

w || Servers

3R

DC Type
GC

Descript

Hinh 24-16: Site Hanoi c6 R2
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10 Read Only Domain

1 Chuan bi:
1 Mot may windows server da l1én DC

1 Mot may windows server join Domain
7 MO0 hinh

Hanoi

R1 HCM

172.16.0.1,

172.16.0.2 |
-

192.168.1.1 192.168.1.2

172.16.0.3

[ Két qua dat duoc
] Tao Ul & domain HCM sau do6 ngit két noi o router, ul van

dang nhap duogc ¢ site Hanoi
] Thuc hién

B Routing and Remote Access — O =
g
File Action View Help
= |2@| XE G Hm
S Stat -
- % \':I:T:%K;DE(SZFOKE‘} local) Interface Update mode Responses sent Responses
B Metwork Interfaces B2 Ethemett Periodic 1 0
23 Remote Access Logging E&Ethernetﬁ Periadic 1 0
v B pud
E General
E Static Routes
B RP
B IPvé
< > € >

Hinh 25-1: Card mang tham gia dinh tuyén
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Manage Tools View

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell

Active Directory Sites and Services

Active Directory Users and Computers
! ADSI Edit

Companent Services

Computer Management

Defragment and Optimize Drives

3 Disk Cleanup

DNS

Hinh 25-2: Chon ADSS

i Active Lirectory SItes and Services
File Action View Help
o | Hl o= Hm 2

@ Active Directory Sites and Servic

MName Type Description
1 Sik
M e Sites Sites Container
~ Delegate Control...
New Site...

Find...

New ¥ Site
All Tasks ¥

Refresh
Properties

Help

< >

Create a new object...

Hinh 25-3: New []Site
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Mew Ohject - Site

[g Create in:  newstar.vn/Configuration./Sites

MName: |Hanoi

Select a site link object for this site. Site link objects are located in the
Sites/Inter-Site Transports container.

Link Mame Transport
ke DEFAULTIPSITELINK IE

Hinh 25-4: Thém site Hanoi

Active Directery Domain Services

o Site Hanoi has been created. To finish configuration of Hanoi:

Cancel

Ensure that Hanoi is linked to other sites with site links as appropriate.

Add subnets for Hanoi to the Subnets container.

Install ene or more Domain Centrollers in Hanei, or move existing DCs

into the site.

You will not see this message again until the next time you start Active

Directory Sites and Services.

Help

Hinh 25-5: Site Hanoi duwroc tao
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[ Active Directory Sites and Services — O *
File Action View Help

o= @ XEdE BHEl 2

| Active Directory Sites and Services [|| pame Type Description
o Stes EPNTDS Site Se.. Site Settings
v [ Inter-Site Transports 7] Servers Servers Contai
e .
| SMTP
| Subnets
F Hom

E Hanoi

Hinh 25-6: Chinh sira file mac dinh thanh HCM

[ Active Directory Sites and Services — O *
File Action View Help
e @ XE = Bm &
i Active Directory Sites and Services [|| Name Site Location Type Description
| Sites
| Inter-Site Transports

Colem ki

There are no items to show in this view.

? Delegate Control...
ﬁ MNew Subnet...
Find...

New ¥ Subnet
All Tasks ¥

View ¥
Refresh
Export List...

Properties

Help

< > <€ >

Create a new object...

Hinh 25-7: Thém Subnet
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Mew Object - Subnet

I“\é.; Createin:  newstar.vn/Corfiguration/Sites./Subnets

Enter the address prefix using network prefix notation (address/prefix
length), where the prefic length indicates the number of foeed bits. You
can enter ether an IPv4 or an IPvE subnet prefix.

Leam more about entering address prefizes.

|IPvd example: 157 54 208 0/20
|Pv6 example: 3FFE:FFFF:0.CO00:/64

Prefioc::

|172.1E.ﬂ.ﬂf15

Prefoc name in Active Directory Domain Services:

|1?2.1ﬁ.u.m15

Select a site object for this prefix.

Site: Mame

a0t

B Hem

Cancel Help

Hinh 25-8: Thém network ¢ site Hanoi
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Mew Object - Subnet

I|h§.§ Createin:  newstarvn/Configuration/Sites/Subnets

Enter the address prefic using network prefix notation (address.prefix
length), where the prefic length indicates the number of fied bits. You
can enter ether an IPv4 or an IPvE subnet prefix.

Leam more about entering address prefives.

|Pvd example: 157 54 208.0,20
|Pv6 example: 3FFE:FFFF:0:C000:./64

Prefie::

|‘|92.1EE.1.D;‘24

Prefoc name in Active Directory Domain Services:

|‘|92.168.1.D;‘24

Select a site object for this prefix.

Site Name

ﬁ Hanai
Lew |

Cancel Help
Hinh 25-9: Thém network ¢ site HCM

[ Tién hanh nang cap Ién domain RODC




f& Active Directory Domain Services Configuration Wizard

Domain Controller Options

t Configuration . i I e .
Specify domain controller capabilities and site information
Domain Controller Options .
Domain Name System (DNS) server

Global Catalog (GC)
Read only domain controller (RODC)

Site name: Hanoi

Type the Directory Services Restore Mode (DSRM) password

Password:

*

Confirm password:

More about domain controller options

Install

- (] X

TARGET SERVER
R2.newstar.vn

Cancel

Hinh 25-10: Chon RODC

f& Active Directory Domain Services Configuration Wizard

RODC Options

Deployment Configuration .
Delegated administrator account
Domain Controller Cptions

= ] X

TARGET SERVER
R2.newstar.vn

NEWSTAR\Allowed RODC Password Replication Group
Review Options

Prereguisites Check

BUILTIN\Administrators
BUILTIN\Server Operators
BUILTIN\Backup Operators

More about RODC options

I < Previous || Next > |

Accounts that are denied from replicating passwords to the RODC

If the same account is both allowed and denied, denied takes precedence.

Install

TA ini -
RODC Options NEWSTAR\Administrator Clear H Select.. |
Additional Options Accounts that are allowed to replicate passwords to the RODC
Paths

> Add...

Cancel

Hinh 25-11: Thiét IGp RODC
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f& Active Directory Domain Services Configuration Wizard = O X

R . O 4 A TARGET SERVER
eview pLIOTL R2.newstar.vn
Deployment Configuration Review your selections:
Domain Contreller Options Configure this server as an additional Active Directory domain controller for the domain
ol 1 Controller Cpti

"newstar.vn".
RODC Options

Additional Cpticns SteName: tano:

Paths Additional Options:
Review Options

Read-only domain controller: Yes
Prerequisites Check

Global catalog: Yes
DNS Server: Yes
Update DNS Delegation: No

Source domain controller: any writable domain controller

These settings can be exported to a Windows PowerShell script to automate

additional installations

More about installation options

I < Previous ] I Next > l nstall
Hinh 25-12: Théng sé cau hinh RODC

R2 Properties ? >
General Operating System Member Cf Delegation
Password Replication Policy Location Managed By Dial4n

This is @ Read-only Domain Contraller (RODC). An RODC stores users and
computers passwords according to the policy below. Only passwaords for
accounts that are in the Allow groups and not in the Deny groups can be
replicated to the RODC.

Groups, users and computers:

Name Active Directary Dom...  Setting

Accourt Operators niewstar.vn/Buittin Deny
newstar.vn./Builtin Deny
newstar.wn/Users

newstar.vn/Buittin

Denied RODC Passwo ... newstarvn/lsers Dery
Server Operators newstar.vr/Buittin Deny
Advanced... Add... Remove

Cancel Apply Help
Hinh 25-13: Thém Group
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General Operating System Member Cf Delegation
Password Replication Palicy Location Mariaged By Dialin

This is a Read-only Domain Controller (RODC). An RODC stores users and
computers passwords according to the policy below. Only passwonds for
accourts that are in the Allow groups and nat in the Deny groups can be
replicated to the RODC.

Groups, users and computers:

Nz Add Groups, Users and Computers

A
Ag  Choose the setting for the account you are adding to the password
)l replication policy.

£
De

(®) Allow passwords for the account to replicate to this RODC

Se
() Deny passwords for the account from replicating to this RODC
oK Cancel
Advanced. .. Add... Remove
QK Cancel Apply Help

Hinh 25-14: Tai khodn qudan ly RODC

Select Users, Computers, Service Accounts, or Groups

Select this object type:
|L|sers. Computers, Service Accounts, Groups, or Built-n security prinu:i;| Object Types...

From this location:

|newstar.vn | Locations...

Enter the object names to select (zxamples):
HCM| Check MNames

Advanced... Cancel

Hinh 25-15: Chon Group




R2 Properties ?
General Operating System Member Of Delegation
Password Replication Policy Location Managed By Dialin

This iz a Read-only Domain Contraller (RODC).

An RODC stores users and

computers passwords according to the policy below. Onby passwords for

accounts that are in the Allow groups and not i
replicated to the RODC.

Groups, users and computers:

n the Deny groups can be

MName Active Directory Dom...  Setting
Account Operators newstar.vn,/Buittin Deny
Administrators newstar.vn,/Buittin Deny
Allowed RODC Passw... newstarwvn/Users Allow
Backup Operators niewstar.vn./Builtin Dery
Denied RODC Passwo... newstar.wn/Users Dery
HCM newstar.wn/Users Allow
Server Operators newstar.vn,/Builin Dery

Advanced. .. Remove

oK

Cancel Apply Help

Hinh 25-16: Tai khoan da dwoc thém
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11 Trustdomain

Sau khi hoc bai ndy xong sinh vién c6 khd ning Xay dung hé thong qudn ly
domain cua 2 domain khac nhau
1 Chuan bi:
+ Mot may server chua cai hé diéu hanh
+ Mot file iso server 2016
(1 M6 hinh

Hanoi
HCM

192.168.1.2 192.168.1.1

1 Két qua dat duogc
1 Tao tai khoan ul ¢ domain newstar sang domain test dang nhap
thanh cong
1 Share folder & domain newstar sang domain test truy cap thanh
cong
Thuc hién
[ Dé thy hién bai nay phai tao hai domain véi tén khac nhau. DNS cua 2 domain
duoc forward hai lai vai nhau
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File Action View Help
| = || 3
i = = _ — Debug Logging Event Logging Monitoring Security
| &, DNS Intack Forwarder o d Bont Hirt
|~ 3R Edit Forwarders
| | Forward Lookug
I | Reverse Lookup| TP addresses of forwarding servers:
| N 'Ic'rusi‘:ji.olntsl F IP Address Server FQDN validated

| Conditional For| |

l ) 192.168.1.2 R2 oK

Mumber of seconds before forward queries time out:

The server FQDM will not be available if the appropriate reverse lookup zones and entries are not

configured.

Cancel

m

im
um

Hinh 26-2: kiém tra két noi bang tén
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File Action Vi Lt

Edit Forwarders

? 2 DNS IP addresses of forwarding servers:
| B R IP Address Server FQDM Validated

ere to add an IP Address or DNS Name:
l ¥ 192.168.1.1 <Attempting to resolve... OK

Mumber of seconds before forward queries time out: | 3

The server FQDM will not be available if the appropriate reverse lookup zones and entries are not
configured.

Cancel

Hinh 26-3: Forword DNS ¢ R2

E¥ Administrator: Command Prompt

dminist

Hinh 26-4: Kiém tra két noi bang tén
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5 Active Directory Domains and Trusts - O x
File Action View Help
=2 5@ E=H

5 Active Directery Domains and Trust
j’?' newstar.vn

MNarne Type Actions

o 2 -
Manage There are no items to show in this view, Roacland

Raise Domain Functional Level... Mare Actions

View 3
Export List...
Properties

Help

£ >

Opens the properties dialog box for the current selection.

Hinh 26-5: Chon ADDT

newstar.vn Properties ? x

General Trusts  Managed By
Domains trusted by this domain {outgoing trusts):

Domain Mame Trust Type  Transitive Properties...

Femove

Domains that trust this domain (incoming trusts):

Domain Name Trust Type  Transitive Properties...
Femove
Mew Trust...
QK Cancel Apphy Help

Hinh 26-6: Properties newstar
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New Trust Wizard X

Welcome to the New Trust
Wizard

This wizard helps you create a trust between this domain
and any of the following:

= A Windows domain in this forest or in another forest.
= AWindows NT 4.0 domain.

= A Kerberos V5 realm trust.

= Another forest.

Atrust is a relationship that enables users in one domain,
forest, or realm to be authenticated in a specified domain,
forest, or realm.

To continue, click Next.

Hinh 26-7: Man hinh chao

MNew Trust Wizard >
Trust Name
You can create a trust by using a NetBIOS or DNS name.
W

Type the name of the domain, forest, or realm for this trust. i you type the name of a forest, you
must type @ DNS name.

Example NetBIOS name: supplier01-int
Example DMS name: supplier]1-ntemal microsoft.com

MName:

|lest.com|

< Back Mext = Cancel

Hinh 26-8: Nhdp test.com
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MNew Trust Wizard

Trust Type
This domain is a forest root domain. If the specified domain qualifies, you can
create a forest trust.

Select the type of trust you want to create.
() Bxtemal trust

An extemal trust is a nontransitive trust between a domain and ancther domain
outside the forest. A nontransitive trust is bounded by the domains in the relationship.

(@) Forest trust
A forest trust is a transitive trust between two forests that allows users in any of the
domains in one forest to be authenticated in any of the domains in the other forest.

< Back Mext > Cancel

Hinh 26-9: Forest trust

Mew Trust Wizard

Direction of Trust
You can create one-way or two-way trusts.

Select the direction for this trust.

(®) Two-way
Users in this domain can be authenticated in the specified domain, realm, or

forest, and users in the specified domain, realm, or forest can be authenticated in
this domain.

() One-way: incoming
Users in this domain can be authenticated in the specified domain, realm, or forest.

() One-way: outgaing
Users in the specified domain, realm, or forest can be authenticated in this domain.

< Back Next > Cancel

Hinh 26-10: Two-way
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Mew Trust Wizard X

Sides of Trust @y
i you have appropriate permissions in both domains, you can create both sides of ;"
the trust relationship. v

To beqin using a trust, both sides of the trust relationship must be created. For example,
if you create a one-way incoming trust in the local domain, a one-way outgoing trust
must also be created in the specified domain befare authentication traffic will begin
flowing across the trust.

Create the trust for the following:
() This domain only
This option creates the trust relationship in the local domain.

(@) Both this domain and the specified domain
This option creates trust relationships in both the local and the specified domains.
You must have trust creation privileges in the specified domain.

< Back Next = Cancel

Hinh 26-11: Both this domain

MWew Trust Wizard x
User Name and Password (Y

To create this trust relationship, you must have administrative privileges for the —;‘
specified domain. v

Specified domain: test.com

Type the user name and password of an account that has administrative privileges in
the specified domain.

User name: | € test.com'administrator ~ |

Passwaord: |ooooooooo |

< Back Cancel

Hinh 26-12: Nhdp tai khodn ciia domain test
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Mew Trust Wizard

Outgoing Trust Authentication Level—Local Forest
Users in the specified forest can be authenticated to use all of the resources in the
local forest or only those resources that you specify.

Select the scope of authertication for users from the test com forest.

(@) torest-wide authentication
Windows will automatically authenticate users from the specified forest for all resources in

he local farest. This option is prefemed when both forests belong to the same
organization.

() Selective authentication
Windows will not automatically authenticate users from the specified forest for any

resources in the local forest. After you finish this wizard, grant individual access to each
domain and server that you want to make available to users in the specified forest. This

option is prefemred if the forests belong to different organizations.

Mexd > Cancel

< Back

Hinh 26-13: Chon ching thuec chiéu in

Mew Trust Wizard

Outgoing Trust Authentication Level—Specified Forest
Users in the local forest can be authenticated to use all of the resources in the
specified farest or only those resources that you specify.

Select the scope of authentication for users from the local forest.

(®) Forest-wide authentication
Windows will automatically authenticate users from the local forest for all resources in the

test.com forest. This option is prefemed when both forests belong to the same
organization.

(O) Selective authertication
Windows will not automatically authenticate users from the local forest for any resources

in the test.com forest. After you finish this wizard, grant individual access to each domain
and server that you want to make available to users from the local forest. This option is

prefemed if the forests belong to different onganizations.

< Back Mext = Cancel

Hinh 26-14: Chon chitng thyre chiéu out
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Mew Trust Wizard

Trust Selections Complete

The New Trust Wizard is ready to create the trust. g;"
V

You have selected the following trust settings:

This domain: newstar.vn -
Specified domain: test.com

Direction:

Two-way: Users in the local domain can authenticate in the specified domain and
users in the specified domain can authenticate in the local domain.

Trust type: Forest trust

v
Tao make changes to this trust, click Back. To create the trust, click Mext.
< Back Next = Cancel
Hinh 26-15: Qua trinh thiét lgp thanh cong
MNew Trust Wizard >
Confirm Outgoing Trust ey
*You should confirm this trust only if the other side of the trust has been created. ;"‘
v
Do you want to confirm the outgoing trust?
(C) Mo, do not corfim the outgoing trust
(®) Yes, confimm the outgaing trust
To confirm the trust now, click Next.
lack Meag > Cancel

Hinh 26-16: Thiét Idp chiéu out thanh cong
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MNew Trust Wizard x
Confirm Incoming Trust i
You should confirm this trust only if the other side of the trust has been created. -
V

Do you wart to confirm the incoming trust?
(") No, do not corfim the incoming trust

(@) Yes, corfirm the incoming trust

Te confirm the trust now, click Next.

< Back Mext = Cancel

Hinh 26-17: Thiét Idp chiéu in thanh cong
New Trust Wizard X

Completing the New Trust
Wizard

You have successfully completed the New Trust Wizard.

Status of changes:

The trust relationship was successfully created and
confirmed.

Route these names to the specified forest:
“test.com

Route these names to the local forest:
*newstar.vn

To close this wizard, click Finish.

Back Finish Cancel

Hinh 26-18: Thiét Idp thanh cong
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General

Trusts

test.com Properties

Managed By
Domains trusted by this domain {outgoing trusts):

newstar.vn

Domain Mame

Trust Type

Forest

Transitive
fes

Domains that trust this domain (incoming trusts):

Domain Mame Trust Type  Transttive
newstar.vn Forest fes
Mew Trust...
Cancel Apply

Properties...

Femove

Properties...

Femove

Help

Hinh 26-19: Trust thanh cong

] Active Directory Users and Computers

File Action View Help
e @ /0| XEER BHEBaETaR
] Active Directory Users and Com|| Name Type Description
J saved Queries %Denied ROD... Security Group.. Members in this group c...
v & rl.ewsta.r..\.rn %Dnmdmins Security Group...  DNS Administrators Gro...
j Eilrl'::uters %DnsUpdateP... Security Group... DNS clients who are per...
57 Domain Controllers %Domain Ad... Security Group.. Designated administrato...
“ ForeignSecurityPrincipals %Domain Co..  Security Group... All workstations and ser...
| Managed Service Accour %Domain Con... Security Group... All domain controllers i...
| Users %Domain Gue... Security Group... All domain guests
%Domain Users Security Group... All domain users
%Enterprise)\... Security Group... Designated administrato...
%Enterprise K.. Security Group.. Members of this group ...
%Enterprise R.. Security Group.. Members of this group ...
%Group Polic.. Security Group.. Members in this group c...
v Guest User Built-in account for gue...
&Hiep Dang. User
%Ke}r)\dmins Security Group... Members of this group ...
%Protected Us... Security Group... Members of this group ...
%RAS and IAS ... Security Group.. Servers in this group can...
%Read-only D.. Security Group... Members of this group ...
%Schema Ad... Security Group.. Designated administrato...

2 T

Hinh 26-20: Tao user Ul ¢ domain newstar
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Other user

| ul@newstar.vn

Sign in to: newstar.vn

How do | sign in to another domain?

Hinh 26-21: Pang nhdp Ul ¢ domain test

1 Tao folder Data trén domain newstar. Sau d6 cho User U2 ¢ domain test truy
cap

Select Users, Computers, Service Accounts, or Groups >

Select this object type:

|Users or Groups | Ohbject Types...

From thig location:

|test.com | Locations. ..

Enter the object names to select (examples):

| Check Names
Advanced... oK Cancel

Hinh 26-22: Chon tai khodn domain test dé truy cdp vao tai folder

Select Users, Computers, Service Accounts, or Groups *

Select this object type:

|Users or Groups | Object Types...

From this location:
|test.com |

Locations...

Enter the object names to select (examples):
u2 (u2@test.com)

Checlk Names

Advanced. . Cancel
Hinh 26-23: Chon tai khoan U2 trén domain test
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= | Data

Home Share Wiew
ra « A 0 » Network » r1 » Data

A Mame
s Quick access

[ Deskiop
4 Downloads
=] Documents

&=/ Pictures

[ This PC

0 items

w O Search Data
Date modified

This folder is empty.

Type

Hinh 26-24: U2 truy cdp vao folder Data

112



12. Windows server backup

Khi 1am cdng tac quan tri mang van dé an toan dit liéu luon duoc ching ta cha trong véi
cac cong viéc dam bao cho chang ludn & mtrc d6 an toan cao. Khéng may mét ngay nao
d6 ca hé théng bi nhidm virus tram trong, phong chira server rui ro xay ra hoa hoan...
nhitng gi con lai bay gio 14 mot hé thdng véi dix lidu bi tan pha niang né hoic moi thir da
bién thanh tro khi chay n6 xay ra.Chinh vi thé Windows khuyén cdo ban nén sao luu du
phong dir liéu sang mot noi khac vi tri dia Iy voi noi dat server va néu tét hon 14 sao luu
du phong vai tan suat mdi ngdy mét 1an 1a tét hon ca.

Nhung hay tuong tuwong xem khong 1€ m01 ngdy ta phai sao luu ca hé thong hang chuc
tham chi hang tram GB ra dia va dem cat di, ngay qua ngay thi chi phi cho ta dau tu de
du phong dir liéu c6 18 13 mot con sb khong 16 ma v6i qui md nhé may ra con kham ndi,
nhung v&i nhitng cong ty c6 dén hang trim may thi e ra c6 vé kinh khing qua

Chuin bi:

PC1: Windows server 2008

PC2: Windows server 2008

PC2: Tao User Ul password 123 . Tao va Share thuy muc BACKUP trén 6 C phan
quyén cho U1 quyén Everyone- Full control trén thu myc nay.

Thuc hién: Trén PC1

1. BACKUP
B1: Mo server manager click chudt phai Ién Feature chon Add Features

E_,: Server Manager

File Acton View Help

o= | 2m -

B @ Roles

= o B =

B s Fant e =~ View the status of featur

= Fm Diag L=

c 3ﬁ Cor|  View >

= &3 Sto Refresh ~ ' Features Summary
Help .

~) Features: 2 of 35 installed

B2: Man hinh Welcom chon next chon Windows server backup Features chon next
chon Install
Select one or more features to install on this server.

Confirmation Features:

Progress Quality Windows Audio Video Experience
Remote Assistances

Remote Differential Compression

Remote Server Administration Tools (Installed)
Removable Storage Manager

RPC over HT TP Proxy

Simple TCP/IP Services

SMTP Server

Results

SNMP Services

Storage Manager for SANs

Subsystem for UNIX-based Applications
Telnet Client

Telnet Server

TF TP Client

wWindows Internal Database

windows PowerShell

VWindows Process Activation Service

7 vindows Ser rer Backup

#

E00CO00CC00CCCE000

ne
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B3: Tao thu muc C:\DATA va 2 File text tén Dulieul.txt va Dulieu2.txt

e‘?v(\/v [ .. v Computer v WINDOWS 2008 {C:) v DATA

File Edit View Tools Help
Organize v {EViews v (@) Bun

Favarite Links Newe — -
= DuLieul
!E Documents | |Duieu2

B4: Mo Windows server backup trong Administrtive tools khung Action chon

Backup one

4% Windows Server Backup

File | Action View Help

Backup Schedule...
Recover.. a) B

Configure Performance Settings...

Actions

Connect To Another Computer...

kup or schedule

Help

Messages

Windows Server Backup (Local)
‘u; Backup Schedule...

romputer., Use Backur Q@ Backup Once...

@ Recover...

B5: Ctra s6 Backup Options chon Different Options chon next

B6: Hop thoai

Yo
g :y Backup options

Backup options Create a backup now using:

Select backup configur... ¢ The same options that you Used i
; o backups

Spedify destination type

Spedfy advanced option (¢ Different options

elect Backup configuration chon Custom chon

ext

L5 Backup Once Wizard

T$3 % w -
- _\\y Select backup configuration

Backup options What type of configuration do you want
" Full server (recommended)

Select backup items I want to back up all my server data,|

Specify destination type Backup size: 8.07 GB

Specify advanced option ¢ Custom

B7: Hop thoai Select backup items Chon Server(C) Bo dau check truéc dong Enable
system recovery chon next
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L& Backup Once Wizard

‘;& Select backup items

Backup options What volumes do you want to back up?
Select backup configur... Volumes - | status | size

| Select backup items WINDOWS 2008 {C:) Included 8.07 GB

Specify destination type

Specify advanced option
Confirmation

Backup progress

[~ Enable system recovery.

This option automatically includes all volumes that contain operating system
components for system recovery.

B8: Hop thoai Specify destination type chon Remote shared folder chon

fg’ Specify destination type

Backup options Choose the type of storage for the backup:
Select badop oonﬁgur. o " Local drives
Select backup items For example, local disk (D:), DVD drive (E:)
@ Rerotesaes o
Specify remote folder For example, \\MyFileServer\SharedFolderMName,

B9: Trong phan Type the path to the Remote shared folder gé \PC2\BACKUP
Chon Do not inherit chon next

4% Backup Once Wizard

@» &a ;
“g Specify remote folder

Backup options Type the path to the remote shared folder:

Select backup configur...  |\\PC\BACKUP

Select backup items For example, \\MyFileServer\SharedFolderName),

Specify destination type A folder named "WindowsImageBackup' will be created inside the specifl

Spedify remote folder Shaimisia iy
Specify advanced option et
(" Do not inherit

This option makes the backup accessible only for the user whose
Backup progress credentials are provided in the next step.

Confirmation

(¢ Inherit

B10: Hop thoai x4c nhan quyén: dién vao U1 password 123 chon OK
Provide user credentlals for Backup

115

Provide the credentials of a user who has write access to the
shared network folder.



file://///PC2

B11: Hop thoai Specify advanced option chon vss copy backup ( recommended)
chon next chon next

L% Backup Once Wizard

P .
. \\y Specify advanced option

j oose what type of Volume Shadow Copy Service
Backup options Ch h f Volume Shadow Copy Se {4
Select backup configur... Srate
Select backiup ftems (¢ ySS copy backup {recommended)
% P Choose this option if you are using another backu|
Spedify destination type applications that are on Volumes induded in the o
Spedify remote folder retains the application log files.

Spedify advanced option " vsS full backup

Choose this option if you are not using any other
your applications. This option updates each file's B
| Backup oroaress the application log files.

Confirmation

B12: Chon Backup sau khi Backup xong chon Close

B13: Trén PC2 m¢ thu muc BACKUP chon WindowslmageBackup chon PC1 Quan
sat noi chiwra cac file backup tir PC1

@\F}-, ||, ~ WINDOWS 2008 (C:) + BACKUP ~ WindowsImageBackup + server ~

File Edit View Tools Help
Organize v {3 Views v (&) Bumn

Favorite Links Nan.1e -
JiBackup 2010-03-10 031529
!EJ Documents i, Catalog
[ Pictures || Mediald
2. RECOVER

Trugc khi Restore gia 1ap mat dit ligu bang cdch PC1 x6a thu myuc DATA
Tién hanh khoi phuc dir li¢u
B1: Trong chuong trinh Windows server Backup trong khung Action chon Recover

4% Windows Server Backup

File | Acton View Help
Backup Schedule..,
Backup Once... -
B - 1)) =] [ Actions
Configure Performance Settings... Windows Server Backup (Local]
kup or schedule ||,
Connect To Another Computer... ¥ Backup Schedule... 116
Help ~omputer. Use Backur @ Backup Once...
Messages '@ Recaver...




B2: Hop thoai Getting started chon Another server chon next

L% Recovery Wizard

Ag: Getting started

Getting started You can use this wizard to recover files, applications, and v|

et et e recover data from the local computer or another computer.

Which server do yvou want to recover data from?
" This server (SERVER)

Select backup location
Select backup date

Select recovery type ¢ Another server

B3: Specify remote folder g6 \PC2\BACKUP chon Next

L% Recovery Wizard

$ Specify location type

Getting started Choose the type of storage that contains the backup:
" Local drives

Specify remote folder For example, local disk {D:), DVD drive {E:)

Select backup date ¢ Remote shared folder

Select recovery type For example, \\MyFileServer\SharedFolderiame!,

1% Recovery Wizard

&‘ Specify remote folder

Getting started Type the path to the remote shared folder that contaj
Specify location type [\PCiBACKUR|

Spedify remote folder For example, \\MyFileServer\SharedFolderName),

B4: Bién usename va password cua U1 chon Ok

x

Provide the credentials of a user who has write access to the

shared network folder.
User name: Ig U1l L' _l
Password: |oee

B5: Select backup date chon next
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file://///PC2/BACKUP

SHTOTy TTmoTT ToiaTT
Select backup date
Select recovery type

Select items to recover

Specify recovery options

— Available backups
Select the date of a backup to use for recovery.

Confirmation

Recovery progress

Backup date: 3/e/2010
EN mach. 200 BN RS [7:15pm -]
Sun Mon Tue Wed Thu Fn Sat
120 3 4% o5 6
7 8 l 16 11 12 13
14 15 16 17 18 19 20
21 22 23 24 25 26 27
28 29 30 31

B6: Select recovery type chon

Files and folders chon next

L% Recovery Wizard

4
r§ Select

Getting started
Specify location type
Specify remote folder
Select backup date

Select recovery type

Select items to recover

recovery type

What do you want to recover?

(' Files and folders
You can browse volumes included in this bg

= Applications

You can recover applications that have reg

" Volumes

B7: Select Items to recover chon thu muc DATA chon next

g

Getting started
Specify location type
Specify remote folder
Select backup date
Select recovery type

Speafy recovery options

£SPENTN

! -
, Select items to recover

Select items to recover

Browse the tree to find the files or folders that you want tq
for recovery.

Available items:

-8 Sserver Name #
Ei- s WINDOWS 2008 (C:) ‘j DuLieui.txt
E} SRecycle.Bin DDUUEUZ.b(t
: BACKUP
; Boot

B8: Specify recovery options gitr mac djhﬁ chon next

L% Recovery Wizard

Getting started
Specify location type
Specify remote folder
Select backup date
Select recovery type
Select items to recover
Confirmation

Recovery progress

<
- $ Specify recovery options

—Recovery destination
' Original location

" Another location

— When this wizard finds files and folders in the recovery destination
¢’ Create copies so I have both versions of the file or folder
" Qverwrite existing files with recovered files

¢~ Do not recover those files and folders

—Security settings
[V Restore security settings
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B9: chon Recover
13 Recovery Wizard

- $ Confirmation

SeXg shaied From backup: 3/9/2010 7:15PM
Spedify location type Recovery items:
Specify remote folder C:\DATA\DuLieul.txt

. C:\DATA\DuLieu2.txt
Select backup date
Select recovery type
Select items to recover
Specify recovery options

Kiém tra trén PC1: Sau khi Recover hoan tit , mg 6 C quan sat thiy Folder DATA va
cac File trong DATA da duoc khoi phuc.
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