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Nguyén tac bao mat

Tin
Tin
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N san sang (Availability)
n toan ven (Integrity)
n bi mat (Confidentiality)

n chong thodi thac (Non-repudiation)




Tinh san sang - Availability

Dt li¢u va ta1 nguyén
- Dam bao do tin cay va truy cap kip thoi cho nguoi dung hop phap

Céc thiét bi mang, may tinh va ung dung
0 Cung cap day du chirc nang dé hoat dong binh thuong véi hiéu suat
c6 thé chap nhan dugc

> C6 thé phuc hoi sau sy co gian doan mot cach an toan va nhanh
chong, khong anh hu’O’ng dén hiéu suat

> Cé cac co ché bao vé can thiét dé bao vé khoi cac moi de doa bén
trong va bén ngoai c6 thé anh hudng dén tinh san sang va hiéu suat



Tinh toan ven - Integrity

Pam bao vé tinh chinh xac va do tin c@y cua thong tin va h¢ thong,
ngin chin cac thao tac stra doi trai phép.

Pam bao nhirng k¢ tan cong, sal sot cua ngudi dung khong anh
huong dén tinh toan ven ciia hé thong hoic dit liu.

Phan ctng, phan mém va céc co ché giao tiép
> Hoat dong pho1 hop dé duy tri va xu 1y dir li€u chinh xac,
> Truyén dir liéu dén dich chinh xac.

Hé thong va mang
c Pugc bao vé khoi su can thi€p tir bén ngoai



Tinh bi mat - Confidentiality

Pam bao bi mat dugc thyc thi tai mdi diém g1ao trong quy trinh xtr 1y
dit icu, ngan chan vi€c ti€t 1 trai phép.
> Dit 1iéu nam trén cac hé théng va thiét bi trong mang
> Dit liéu dugc truyén di
> Dit liéu dén dich.
Co6 thé dugc cung cap bang cach
> ma hoéa dit liéu dugc luu trit , truyén di
> thue thi kiém soat truy cap nghi€m ngat va phan loai dir liéu
o dao tao nhan vién vé cac quy trinh bao v¢ dir 11i¢u thich hop.




Tinh chong thodi thac - Non-repudiation

Pam bao
> Nguoi gii théng tin duge cung cap bang chimg giri
> Nguoi nhan duge cung cap bang ching vé danh tinh ctiia nguoi gui
> = Khong thé phu nhan viéc da xir Iy théng tin

Bao vé chong lai mot ca nhan tir choi da thuc hién mot hanh dong cu thé.
> Cung cap kha ndng xac dinh mot cd nhan nhat dinh c6 thyc hién mét hanh
dong cu thé
> tao thong tin
> gtri tin nhan
° phé duyét thong tin
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Ld hong bao mat - Vulnerability

Thiéu bién phap doi pho hodc mot diém yéu trong bién phap d6i phd duoc ap
dung.

> diém yéu ctia phan mém, phan ctig, quy trinh hoic con nguoi cé thé bi

khai thac.

Co the 1a

o dich vu chay trén server, cac irng dung hoac hé diéu hanh chua dwoc va

o diém truy cap khong day khong han ché

> cong mo trén tuong ltra

> bao mat vat Iy long I¢o

0 iué’m li’ mat khau khéni bat budc trén servers va workstations




Moi de doa - Threat

MoO1 nguy hi€m tiém an li€n quan dén viéc khai thac 16 hong.

Ai do/céi gi d6 xac dinh mot 16 hong cu thé = sir dung n6 dé chong
la1 cong ty hoac ca nhan.

Thuc thé loi dung 16 hong duoc goi 1a tac nhan de doa (Threat Agent)
Threat Agent co thé 1a
> Ké xam nhap truy cap mang bat hop phap
> cong trén tuong lira
o quy trinh truy cap dir li¢u theo cach vi pham chinh sach bao mat
> Nhan vién pham 10i vo ¥ ¢ thé 1am 16 thOong tin bi mat.



Rui ro - Risk
Kha ning Threat Agent khai thac 16 hong va tac dong dén cac nghiép vu
twong ing.

Néu Firewall c6 nhiéu ports duge md, thi nhiéu kha ning xdy ra sy c0: ké
tan cOng xam nhap trai phep vao mang.

Neu mot ngu0’1 dung khong duoc dao tao vé processes va procedures, thi
nhiéu kha ning xay ra su co vé viéc vo tinh hodc co vy pha huy dir lidu.

Néu mot hé thong phat hién xam nhap (IDS) khong dugc trién khai trén
mang, thi kha nang xay ra su co phat hién cham tré cac tan cong vao mang.

Risk ¢6 moi quan h¢ mat thiét vai Vulnerability, Threat, Exposure



EXxposure

MO ta ton that cho to chtrc.

Mot Vulnerability cd thé gay ra nhiéu su ton that.
°Néu quan ly mat khau long 1éo va khong trlen khai thuc hién quy
dinh cho mat khau, to chirc ¢6 thé bi ton that tir moi de doa capture
mat khau ngudi dung hoac str dung trai phép.

°Néu to chtc khéng thuong xuyen kiém tra hé thong day dién va
khong trang bi hé thong phong chay chira chay thi ton that c6 the
xay ra do toan bo hé thong bi tan pha khi c6 su co hda hoan.



Bién phap kiém soat/bién phap doi pho -
Control/Countermeasure

Puoc dua ra dé giam thiéu rui ro ti€ém an.

Bién phap d6i pho co thé 1a
> cau hinh phan mém
> thiét bi phan cling
> quy trinh loai bd 16 hong bao mat
> lam giam kha niang Threat Agent c0 thé khai thac 16 hong.
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Xac dinh

Lap danh séch tat ca tai san
> thiét bi
> phan mém
o dir l1€u
Xac dinh cac mdi de doa co thé xay ra vai mdi tai san
Panh gid mtc d6 wu tién cua tai san va cac moi de doa







X&c dinh cac moi de doa

Cac mbi de doa duoc chia 1am 4 loai:
> Xem thong tin mot cach bat hop phap
> Chinh stra thong tin mot cach bat hop phap
> Tur choi dich vu
> Tur choi hanh vi




Cac mo1 de doa thuong gap

Ldi va thiéu sot ciia ngudi dung (Errors and Omissions)
Gian 14n va danh cap thong tin (Fraud and Theft)
Malicious Hackers

Malware

Tan cong tir chdi dich vu (Denial-of-Service Attacks — DoS/DDoS)
Tan cOng XSS

Tan cong SQL Injection

Social Engineering



L01 va thi€u sot cua nguo1 dung
Moi de doa ctia hé thong thong tin xuét phat tir nhitng 101 bao mét, 16i
thao tac cua nhtrng nguo1 dung trong hé thong.

La moi de doa hang dau d6i voi mot hé thong thong tin

Gi1a1 phap:
> Huan luyén nguoi dung thuc hién dung cac thao tac, han ché sai sot
- Nguyén tac: quyén toi thicu (least privilege)
> Thuong xuyén back-up hé thong



Gian 14n va danh cap thong tin

Moi de doa nay do nhirng ke tan cong tir bén trong hé thong (inner
attackers), gobm nhirng nguo1 dung gia mao hoac nhirng nguo1 dung
cO vy do6 xau.
Gia1 phap:
°Dinh ra nhirng chinh sach bao mat tbt: co chirng cr xac dinh dugc
ke tan cong tur bén trong




Malicious Hackers

Ké tan cong nguy hiém xAm nhap vao hé thong dé tim kiém thong tin,
pha huy dir li€u, pha huy hé thong.

5 budc dé tan cong vao mot hé théng:
> Tham do (Reconnaisance)
> Quét 16 hong dé tan cong (Scanning)
o C0 gang lay quyén truy cap (Gaining access)
> Duy tri két noi (Maintaining access)
> Xba dau vét (Cover his track)



Phan mém doc hai - Malware

> VIruses

> \WWorms

> Trojan horses
> Ransomware
o Spyware

> Bothet

> Adware




VIruses

La chuong trinh dugc thiét ké dé thuc hién t6i thiéu hai viéc

>ty Xxen vao hoat dong hién hanh cua may tinh dé thuc hién tu nhan
ban va nhirng cong viéc theo chu y ctia nguoi lap trinh

o tur Sao chep chinh n6 (nhan ban) 1y nhiém vao nhirng tap tin (file)
hay cac vung xac dinh (boot, FAT sector) ¢ cac thiét bi luu trit nhu

dia cung, dia mém, thiét bi nhé flash (pho bién la USB),... thim chi
ca EPROM chinh cua may




Cac loai virus

System/Boot Sector Virus Overwrite Virus

Direct Action Virus Cavity/Space-filler Virus
Resident Virus File infectors
Multipartite Virus Macro Virus
Polymorphic Virus Rootkit virus



VIrus

Cach virus che dau dé tranh cac chuong trinh antivirus:
- M& hoa chinh né
> Thay doi thu muc véi cac byte virus bo sung
o Str dung thuét toan an dé chuyén huéng dit liéu




Phan mém doc hai - Malware

> VIruses

> Worms

> Trojan horses
> Ransomware
o Spyware

> Bothet

> Adware




Phan mém doc hai - Malware

> VIruses

> Worms

> Trojan horses
> Ransomware
o Spyware

> Bothet

> Adware




Worm

Sau may tinh 1a mot loai phan mém ddc hai 1y lan cac ban sao cia
no tir may tinh nay sang may tinh khac.

Sau c6 thé tu nhan ban ma khong can bat ky su tuong tac nao cua con
nguol

NG khong can phai gan vao mot chuong trinh phan mém dé gay hai.




Mot so loai worm

Internet Worms

Email Worms

Instant Messaging WWorms
File-Sharing Worms

IRC Worms



Phan mém doc hai - Malware

> VIruses

> \WWorms

> Trojan horses
> Ransomware

o Spyware

> Bothet

> Adware




Trojan horses

Mot loai phan mem doc hai dugc nguy trang dudi dang phan mém
hop phap, chay an trén hé thong bi nhiém

T61 pham mang Iira ngudi dung tai Trojan [én may tinh cua ho voi
nhiéu muc dich khac nhau:

> stra doi dir liéu

° 520 chép dir licu
o X0a dur liéu

o chan dir li€u

o



Mot so loai trojan horses

Trojan-Banker

Trojan-DDoS
Trojan-Downloader

‘rojan-1M
Backdoor Trojan
Trojan-SMS



Phan mém doc hai - Malware

> VIruses

> \WWorms

> Trojan horses
- Ransomware
o Spyware

> Bothet

> Adware




Ransomware

mot loai phan mém doc hai ma tdi pham mang st dung dé doi tién
chuoc.
chan quyeén truy cap vao hé thong hoiac ma héa dir liéu trén hé thong

c6 thé lay lan sang may tinh théng qua
> file dinh kem hoac link trong email Itra dao
> Cac trang web bi nhiém virus
> download
> USB driver bi nhiém.



Mot so loai ransomeware

Crypto ransomware
>m& hoa cac file co gia tri trén may tinh dé nguoi dung khong thé
truy cap chung.

Locker ransomware
> khoa khong cho nan nhan truy cap vao thiét bi cua ho,




Phan mém doc hai - Malware

> VIruses

> \WWorms

> Trojan horses
> Ransomware
o Spyware

> Bothet

> Adware




Spyware

phan mem duoc thiét ké dé thu thap dir liu cua nguoi dung va
chuyén tiép dir liéu do cho bén thur ba ma ngudi dung khong dong y

hoac khong biét
-phan mém gian diép co6 thé nam bat thong tin thé tin dung cua
nguoi dung.




Phan mém doc hai - Malware

> VIruses

> \WWorms

> Trojan horses
> Ransomware
o Spyware

> Botnhet

> Adware




Botnhet

A sur két hop cua hal ttr, “robot” va “network”

_a mot mang cac may tinh bi xam nhép dugc giam sat bé1 mot kénh chi
nuy va kiém soat (C&C)

May tinh bi nhiém
- Bot duoc goi la Zombie
> Bi chi huy va kiém soat boi Botmaster
> Puogc sir dung dé
> khdi dong cac cude tan cong DDoS
> Lan truyén malware, spam hoic ndi dung doc hai

o thi thﬁ thini tin iini nhi



Phan mém doc hai - Malware

> VIruses

> \WWorms

> Trojan horses
> Ransomware
o Spyware

> Bothet

> Adware




Adware

la phan mém khéng mong muon

duoc thlet ké dé hién thi quang cdo trén man hinh thiét bi cta ngu’0’1
dung, diéu hudng cac yéu cau tdi website quang cdo va thu thap céc
kiéu marketing data khac nhau




Tan cong tir choi dich vu

La kiéu tan cong ngin khong cho nhiing ngudi dung khac truy cap
vao hé thong

Lam cho hé thong bi qua tai va khong thé hoat dong
DoS: tan cong “one-t0-one”
DDoS(distributed denial of service)

Sur dung cac Zombie host

Tan cong “many-to-one”



Tan cOng XSS

Cross-Site Scripting 1a 16 hong bao mat cho phép nhiing ké tan cong
dua ma doc vao mot trang web hop phap.

Cac tap 1énh nay co duoc quyen cua cac tap lénh duoc tao boi trang
web muyc tiéu va do do co thé anh huong dén tinh bao mat va tinh
toan ven cua viéc truyén dit liéu giira trang web va khach hang.

Cac trang web dé bi tan cong néu ching hién thi dir liéu do ngudi
dung cung cap tir cac request hoac form ma khong lam sach dit liéu
trudce khi thue thi.



Tan cong SQL Injection
Khai thac 16 hong bao mat SQL injection

CO6 thé thuc hién khi website c6 16 hong bao mat co thé gay ra SQL
Injection

Ke tan cong co thé giri mot Yéu cau voi cac tham so dé thuc hién cudce
tan cong SQL |nject|on -> cho phep Xam nhap co s¢ dir lieu, thong
tin dang nhap cua nguoi dung va trong mot so cau hinh nhat dinh,
truy cap vao hé diéu hanh.



Social Engineering

Social eng ineering st dung su anh hudng va sy thuyét phuc de danh
[tra nguo1 dung nham khai thac cac thdng tin co loi cho cudc tan cong
hoic thuyét phuc nan nhan thuc hién mot hanh déng nao d6

Keé tan cong co thé loi dung cac dic diém sau cua con ngudi dé tan
cong:

Mong muon tré nén hitu dung

Tin nguoi

No6i so gip rac roi

Don gian dén murc cau tha



Social engineering

Nhan vién gian di¢p/gia mao

Gia lam ngud1 can dugc giup do
Gia lam nguo1 quan trong

Gia lam nguoi1 duge uy quyén

Gia lam nhan vién ho tro k¥ thuat



Social engineering

Phising: lvra dao qua thu dién tu

Vishing: Itra dao qua dién thoai
Pop-up Windows

File dinh kém trong email

Cac website gia mao

Cac phan mém gida mao



NIST Cybersecurity Framework

Xac dinh

Bao vé/Ngan chan %> m

Phat hién .

Ung pho @

Phuc hdi ﬁ @
S




Bao v&/Ngan chan

kiém soat truy cap cta cong ty, bao mat dit liéu va bao tri,...

- dam bao an ninh mang trong va xung quanh moi truong Kinh
doanh.




Phat hién
Xac dinh bat ky vi pham nao bang cach
o Glam sat nhat ky
> Thuc hién cac quy trinh phat hién xAm nhép & cap do mang va thiét bi

o

Thong tin bao mat va quan 1y sy kién déu dugce bao vé theo thu tuc
nay.



Ung pho

Thuc hién sau khi phat hién vi pham

Cac to chirc can cO cac quy trinh u:ng pho rui ro: dao tao nhan vien
hleu vé Cac Vi pham, trmg phd Khi rui ro xay ra, khac phuc 16 hong va
tién hanh khoi phuc.

- Giam thiéu hau qua sau khi rai ro xay ra




Phuc hoi

Phuc hodi cac quy trinh 1ap ké hoach, hé thong khac phuc tham hoa va
ke hoach du phong, ... s€ dugc xu ly trong giai doan nay




Tinh huong

Ban Giam doc ctia mot to chtre dich vu tai chinh qudc té dang xem xét
ké hoach sap nhap bi mat.

CIO nhan duoc mét email doi tién chudc tir mot nguén khong xac
dinh ndi rang ho biét vé ké hoach sap nhap va cé théng tin ca nhan cua
150.000 khach hang. Mot mau chi tiét ca nhan ciia 500 khach hang da
duogc dua vao email doi tién chudc lam "bang ching".

T6 chitc phai tra khoan tién chudc dang ké bang Bitcoin. Néu khong,
ké hoach sap nhap sé bi cong bo va théng tin khach hang sé bi ban
cong khai trén mang.



