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1. Tén va ma hoc phan: Trién khai an ninh hé thong (2101474)

2. SO tin chi
Tong s6 tin chi: 3 Ly thuyét: 2 Thyc hanh: 1
Tu hoc: 5

3. Giang vién phu trach
Ths. V& Cong Minh

4. Sach sir dung
Sach, giao trinh chinh

[1]. Stallings W., Cryptography and Network Security. Principles and
Practice, 6th edition, Prentice Hall, 2014. [100287744]
[2]. William Stallings, Network Security FEssentials: Applications and
Standards, 5th edition, Prentice Hall, 2014. [100287780-1]
Tai lieu tham khao
[3] Eric Maiwald, Fundamentals of network security, McGraw-Hill, 2004.
[100273217]

5. Thong tin vé hoc phén
a. Mo ta/muc tiéu mon hoc
— Trinh bay dugc cac mdi quan tAm cta an toan thong tin va hé théng
— @Giai thich dugc mo hinh CIA trong ddm bdo an toan thong tin
— Trinh bay duoc mé hinh TCP/IP va OSI trong viéc tim hiéu, nghién ciru
bdo mat mang
— Trinh bay dugc quy trinh tin cong vao hé thdng may tinh
— Phan loai dugc céac hinh thirc tin cong mang
— Phan loai duoc cac loai ma doc
— Giai thich dugc su can thiét vé cac cong cu hd tro trong viéc nang cao an
toan hé thong
— Giai thich duogc co ché hoat dong cua cac bién phap dam bao an toan hé
thong
— @Giai thich dugc quy trinh giam sat va diéu tra khi c6 su ¢6 may tinh xay ra
Giai thich duoc tam quan trong cua viéc béo céo.
b Mé Ta van tdt hoc phan o 7
Mon hoc chuyén nganh tiép noi va phat trien hudng bao mat dir li¢u, an
ninh hé thdng sau khi da trai qua mén hoc Nhip mén an toan thong tin,
mon hoc trang bi cho sinh vién kién thtrc chuyén sau trong viéc dam bao
an toan va bao mat mang, dir liéu, qua d6 hinh thanh ky nang va y thirc
bao vé ban than, to chirc khoi cic nguy co tiém an mat mat thong tin va dir
liéu. Trong qua trinh hoc, sinh vién c6 thé ing dung truc tiép vao trong cac
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hoat dong thuong nhat; do do6 tuy 1a mon hoc tu chon nhung hudng nghién

clru va tiép can cia mon hoc nay thu hut duwgec dong ddo sinh vién tham gia

va dugc sy quan tam, dau tu vé co so vat chat, doi ngili gidang day cling nhu

viéc phat trién cac ing dung thong qua cac d6 an mon hoc, luan van tot

nghiép.

c. Mon hoc truoc
d. Yéu cau khac

6. Chuin dau ra cua hoc phan
a. Chuan dau ra cua mon hoc.
Khi hoan thanh mén hoc, ngudi hoc ¢6 kha nang:

vi hién tai dén ca nhan, to chirc, xa hoi

CLOs | Chuan diu ra ciia hoc phan SO/PI
1 | Thiét ké cac thanh phan bao mat trong hé thong mang. 2
2 | Van dung nguyén ly bdo mat de xac dinh céc gidi phap 1
bao mat trong he thong mang
3 | Phén tich dugc tac dong ctia an ninh hé thong tai don 4

b. Ma trgn tich hop gitta chudan dau ra cua mon hoc va chudn dau ra cua chuwong
trinh dao tao

CLOs | 1 2 3 4 5 6
1 X
2 X
3 X
7. Noi dung hoc phin va ké hoach giang day
Sé Phwong Noi dung
STT Noi dung giang day X CLOs | phap gidang | va hudéng
tiet X
day dan tu hoc
1 | Chwong 1. Tong quan An Doc va
ninh h¢ thong lam bai tap
1.1 Giéi thi€u vé an ninh hé chuong 1
thong L: Lecture gido trinh
1.2 Cac khai ni€m lién quan 3 1 D: Discussion chinh
dén an ninh hé théng
1.3 An toan thong tin
1.4 Bao mat hé théng
2 | Chuwong 2. Xac dinh cac L L Doc va
Ko ~ X . . Lecture N N A
moi de dga h¢ thong va R . lam bai tap
. \ £ 6 1,2 D: Discussion
phuong phap phong chong chuong 2
2.1 Céac moi de doa tr mang giao trinh
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LAN

2.2 Cac mdi de doa tir mang
WAN

2.3 Cac phuong phap phong
chéng cuc bo

2.4 Cac phuong phap phong
chdng dién rong

chinh

5.2 Phan mém gidm sat an
toan mang

3 | Chuong 3. An ninh mang Doc va
va internet lam bai tap
3.1 Khai niém vé an ninh ) chuong 3
mang L'. Le‘tcture . gi4o trinh
3.2 An ninh ting van chuyén 1,2 | D Discussion chinh
3.3 An ninh tAng mang
3.4 IP Security

4 | Chuong 4. An ninh hé Doc va
thong lam bai tap
4.1 Cac dang tin cong chuong 4
4.2 Firewalls L: Lecture gido trinh
4.3 Cac phuong phap trién 1,2 | D: Discussion chinh
khai Firewalls
4.4 Khai niém vé Proxy va
Bastion host

5 | Chuong 5. K¥ thuat theo Doc va
d6i va giam sat an toan lam bai tap
man . chuong 5
5.1 Che k§ thudt theo doi hé LiLecture - i4o trinh

X 3 D: Discussion ,

thong mang chinh

8. Phwong phap danh gia

a. Phwong phdp danh gid cac chudn dau ra ciia hoc phan

CLOs Phwong phap danh gia Ty trong % | Chi tiéu %

1 |Thuongky 1 20 80%
Giira ky 35 80%
Thuodng ky 2 15 80%

2,3 |Thuong ky 3 20 80%
Thuodng ky 4 15 80%

Cudi ky 50 80%

b. Cdc thanh phan danh gia:
Phuong phap danh gia Ty trong, %
Ly thuyét | Panh gia thwong ky 20
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Kiém tra thuong ky 1 5
Kiém tra thuong ky 2 5
Kiém tra thuong ky 3 5
Kiém tra thuong ky 4 5
Kiém tra giira ky 30
Kiém tra cudi ky 50
Thuc hanh Bai tap thyc hanh 01 20
Bai tap thyc hanh 01 30

c. Thang diém ddnh gia: Theo hoc ché tin chi.
Piém tong ket = (2*LT + THT) /3

Ngay bién soan: thang nam 2022

Truéng bo mon: ,
TS. Ta Duy Cong Chién

Truwéng/pho khoa phu trach:
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