MON TRIEN KHAI AN NINH HE THONG
Phic Lam
GVHD: P4 Ha Phuong

MIDTERM TEST:

--------------------------

INTERNET
FIREWALL MY COMPUTER
Pfsense

vmnet2 vmnet1

vmnet3 | DMZ

PC2 [ Computer | PP |

Webserver Pfsense WAN: 192.168.137.X
DNS Server LAN: 192.168.X.1

DMZ: 192.168.Y.1
PC1 192.168.X.10
PC2 192.168.Y.10

Mission deployments:
1. Céu hinh Pfsense, LAN. Két qua LAN truy cap Internet (1d)
2. Tao Alias cAm IP LAN truy cip Internet: 192.168.X.100-192.168.X.200 (1)
3. Tao Alias cAm LAN truy cip: www.tp-link.com, www.shopee.vn, shopee.vn

4. Thiét 1ap time: Asia/Ho Chi Minh, lp lich cAm LAN truy cip Internet gio
hanh chinh

5. Chi cho LAN truy cip TCP 80, 443. Kiém tra LAN chi két néi HTTP bang IP
6. M& va chan DNS tai UDP port 53

7. M6 va chan ICMP LAN ping ra Internet

8. Thiét 1ap DNS, WEB Server tai ving DMZ

9. Public WEB Server

10. Cau hinh MultiGateway WAN1, WAN2 dé du phong mat két noi Internet.
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SINH VIEN THU'C HIEN

1. Cau hinh Pfsense, LAN. Két qua LAN truy cip Internet (1d)

> LAN » SERVER 3 FIREWALL

2

— C:\Users\LAN>ipconfig

A Administrator: C\Windows\system32\cmd.exe

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : L conr
IPU% Address. . . . . . . . . . . : 192.168.10.10 5
Subnet Mask . . . . . . . . . . . : 255.255.255.0 5741 |
Default Gateway . . . . . . . . . : 192.168.10.1

Tunnel adapter isatap.{BSC6F31B-F3F3-47C8-ASFE-SF1A18C402ET):

Media State . . . . . : Media disconnected
Connection- spec1f1c DNS SuFle

Tunnel adapter Teredo Tunneling Pseudo-Interface:

Media State . . . . . : Media disconnected
RECVCIEIETT] f Connection- spec1f1c DNS SuFle

C:\Users\LAN>ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:

Reply from 8.8. : bytes=32 time=44ms TTL=55
flIReply from 8.8.8.8: bytes=32 time=45ms TTL=55

Reply from 8.8.8.8: bytes=32 time=53ms TTL=55

Reply from $.8.8.8: bytes=32 time=105Sms TTL=55

Ping statistics for 8.8.8.8:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
CCleaner Minimum = 44ms, Maximum = 105ms, Average = Blms

C:\Users\LAN>_
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2. Tao Alias cAm IP LAN truy cip Internet: 192.168.X.100-192.168.X.200 (14)

% Lan i SERVER [0y FIREWALL

I psenselocaldomain - Firewall: 4 x =

< C A Khong bao mét | 192.168.10.1/firewall_aliases.php?tab=ip

* 6
= Ungdung [ Facebook @8 YouTube A LEHANH™PC REE Microsoft Edge

msense System ~ Inte

i VPN ~ Status ~
COMMUNITY EDITION

gnostics ~

WARNING: The ‘admin’ account password is set to the default value. Change the password in the User Manager.

Firewall / Aliases/ IP

gl

= Ll @

v Changes
i for them to take effect. APPly &

P Ports URLs All

Firewall Aliases IP

Name Values

Description  Actions
CamIPLAN100_200 192.168.10.100,192.168.10.101, 192.168.10.102, 192.168.10.103, 192.168.10.104, 192.168.10.105, 192.168.10.106,

)
192.168.10.107, 192.168.10.108, 192.168.10.109..

[+ saa] & oo
o

Tao rules

iy Lan [y SERVER [0 FIREWALL

i pfsenselocaldomain - Firewall: £ X +

= 3
< C A Khong bao mét | 192.168.10.1/firewall_rules.php?if=lan W e
i Ungdung [fJ Facebook @ YouTube A LEHANH™PC RE Microsoft Edge

The changes have been applied successfully. The firewall rules are now reloading in the background. 8
Monitor the filter reload progress

Floating WAN LAN OPT1

Rules (Drag to Change Order)

] States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
v 8/1.28MiB & & * LAN Address 80 * * Anti-Lockout Rule &
O % 0/08 IPv4*  CamlPLAN100.200 *  + oo none tobow
O « 12/11.65MiB  IPvd* LAN net * * * * none Default allow LAN to any rule .\f,f@@m
O « 0/0B IPv6*  LANnet * * * none Default allow LAN IPv6 to any rule tosOom
D ) X
(i)
pfSense Netgate. View license.
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Poi IP ciia LAN sang vung cAm IP dé test két qua = khong truy cap dwogc
internet

iy LAN Iy SERVER [ FIREWALL

o] main - Firewall: ' X aF @A Administrator: C:\Windows\system32\cmd.exe

i . ) C:\Users\LAN>ipconfig
< C A Khéng bdo mat | 192.168.10.1/firewall_rules.php?if=lan
. R - Windows IP Configuration
252 Ung dung l'i Facebook @@ YouTube A LEHANH™PC B Microsoft Edge
Ethernet adapter Local Area Connection:
. Connection-specific DNS Suffix
The changes have been applied successfully. The firewall rules are now reloa

IPuY4 Address. . . . . . . . . . . 192.168.10.100

Subnet Mask . . . . . . . . . .. 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.10.1

Monitor the filter reload progress.

Tunnel adapter isatap.{(BSC6F31B-F3F3-47C8-ASFE-SF1A18CHO2ET):

Floating WAN LAN OPT1
—

Media State . . . . . . . . . .
Connection-specific DNS Suffix

Rules (Drag to C ge Order) Tunnel adapter Teredo Tunneling Pseudo-Interface:

O States Protocol Source Port Destinati Media State . . . . . . . . ..
Connection-specific DNS Suffix

: Media disconnected

Media disconnected

8/1.28 MiB @ g & LAN Ad
Users\LAN>ping 8.8.8.8
O X 0/0B 1Pv4 * CamIPLAN100_200 * ]
Pinging 8.8.8.8 with 32 bytes of data:
(] 12/11.65MiB  IPv4*  LANnet LI Request timed out.
Request timed out.
N 0/0B 1PVE * LAN net * * Request timed out.

Request timed out.

Ping statistics for 8.8.8.8:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

Users\LAN>
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3. Tao Alias cAm LAN truy cip: www.tp-link.com, www.shopee.vn, shopee.vn

i LAn i SERVER [ FIREWALL

M piSenselocaldomain - Firewall: # X + =@ 2

* O

&« C A Khéng bao mat | 192.168.10.1/firewall_aliases.php?tab=ip

Ungdung [ Facebook @8 YouTube A LEHANH™PC RE Microsoft Edge

Pisense

COMMUNITY EDITION

WARNING: The ‘admin’ account password is set to the default value. Change the password in the User Manager.

Firewall / Aliases/ IP =l @

The alias list has been changed.

+ Apply Changes
The changes must be applied for them to take effect Apply L

1] Ports URLs All

Firewall Aliases IP

Name Values Description Actions
CamIPLAN100_200 192.168.10.100, 192.168.10.101, 192.168.10.102, 192.168.70.103, 192.168.10.104, 192.168.10.105, 192.168.10.106, S0
19216310107 19216810108 19216810100

CamLanTruyCap www.facebook.com, www.tp-link.com, www.shopee.vn

S

+ e

LaN | iy SERVER [ FREWALL
T proense.localdomain - Firewall: © X

<« C' A Khéng bdo mat | 192.168.10.1/firewall_rules.php?if=lan

@ www.facebook.com x | @ wwwshopeevn x| + ol %

* O

i Ungdung @) Facebook @ YouTube A LEHANH™PC RE Microsoft Edge

Firewall / Rules / LAN = 20

The firewall rule configuration has been changed

«” Apply Changes
The changes must be applied for them to take effect Apply 5=

Floating WAN LAN OPT1

Rules (Drag to Change Order)

m} States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
v 4/142MiB & & & LAN Address 80 * L7 Anti-Lockout Rule ]
| O % 0/0B IPvd*  * o CamlLanTruyCap * o none ds0om |
O Pv4
0 & 25/1233MiB IPvd*  LANnet * * * * none Default allow LAN to any rule 1o0om
O « 0/0B IPv6 * LAN net * * * * none Default allow LAN IPv6 to any rule -&, a r[] Qo
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@ Lan H ! SERVER H [ FIREWALL

Il pfSenselocaldomain - Firewall: X @ www.facebook.com X | @ wwwshopeevn x| +

< > C O facebookcom

Ungdung @) Facebook @B YouTube

A LEHANH™PC RE Microsoft Edge

B

Khong thé truy cap trang web nay

www.facebook.com mat qua nhigu thdi gian d€ phan hoi.

Hay thir:
® Kiém tra két n6i
* Kiém tra proxy va tudng Ira
* Chay Chan doan mang clia Windows

ERR_CONNECTION_TIMED_OUT

=@ %
* 8o

‘ Chi tiét ‘
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4. Thiét 1ap time: Asia/Ho Chi Minh, l4p lich cAm LAN truy cip Internet gid
hanh chinh

s SERVER [ FIREWALL
7 proenselocaldomain - Firewall: ¢ X o =@ %
& C A Khéng bio mat | 192.168.10.1/firewall_schedule.php

* @

Ungdung @) Facebook @ YouTube A LEHANH™PC ¥ Microsoft Edge

Firewall ~ Services ~

COMMUNITY EDITION

WARNING: The ‘admin’ account password is set to the default value. Change the password in the User Manager.

Firewall / Schedules

(2]
Name Range: Date / Times / Name Description Actions

(0] CamGioHanhChinh October 14-20/ 8:00-17:00 / S0
@ Indicates that the schedule is currently active.

(1)

pfSense Netgate. View licel
| LAn | [y SERVER [ FIREWALL
% pisenselocaldomain - Firewall F X = le@ =
< C A Khéng bdo mat | 192.168.10.1/firewall_rules.php?if=lan * e
Ungdung ) Facebook @B YouTube A LEHANH™PC R® Microsoft Edge

Firewall / Rules / LAN = 2 e
The changes have been applied successfully. The firewall rules are now reloading in the background. 8
Monitor the filter reload progress

Floating WAN LAN OPT1

Rules (Drag to Change Order)

O States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
v 6/1.76MiB  * o * LAN Address 80 * * Anti-Lockout Rule &
O % 0/2kiB IPvg*  * @ CamLanTruyCap * @ none @ 100
CamGicHanhChinh o
(]
O ¢ 11257 IPv4*  LANnet o *x none Default allow LAN to any rule 1.4 00
MiB i
0 ¢ 0/0B IPv6*  LAN net L L none Default allow LAN IPv6 to any 1400
rule o
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Khi hét gio

i Lan iy} SERVER [ FREWALL
I pSenselocaldomain - Firewall: X ) Facebook - Dang nhap hodcdar X 4 =@ x|
< C' A Khong bao mat | 192.168.10.1/firewall_rules.php?if=lan P e e ()

! Ungdung () Facebook @ YouTube A LEHANH™PC RE Microsoft Edge

Firewall / Rules / LAN =l 50
Floating WAN LAN OPT1
—
Rules (Drag to Change Order)
[u] States Protocol Source Port Destination Port y Queue Scheduls Descriptit Actions
v 2/1.80MiB * * x LAN Address 80 * % Anti-Lockout Rule L]
0O % 0/0B 1Pv4 * & 3 CamLanTruyCap * % none J’;i [E]@
CamGioHanhChinh i
0O % Pv4 * * % . - none
O ¢ 0/1269 IPva*  LAN net * * 3 * none Default allow LAN to any rule &,&’ [E]@
MiB i}
0O « 0/0B IPv6 * LAN net * * * * none Default allow LAN IPv6 to any &,&‘ [EJQ
rule i

EED

(1]

Kiém tra lai

i Lan i SERVER [ FREWALL
i pfSense.localdomain - Firewall: X G Facebook - Bang nhap hodc dan X + EM‘
< C @& facebook.com * e (: ]

£ Ungdung ) Facebook @ YouTube A LEHANH™PC R Microsoft Edge

che bOOk Mat khau

Facebook gitip ban két ndi va chia sé
v&i moi ngudi trong cudc song clia ban.

Quén mat khau?

Tao tai khoan m&i

Tao Trang danh cho nguai ndi tiéng, thurong hiéu hodc doanh
nghiép.
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5. Chi cho LAN truy cip TCP 80, 443. Kiém tra LAN chi két néi HTTP bang IP

g dung

@) Facebook @B YouTube

Flisense

A LEHANH™PC  B® Microsoft Edge

System ~ Intel

COMMUNITY EDITION

WARNING: The ‘admin’ account password is set to the default value. Change the password in the User Manager.

Firewall / Rules / LAN

i Lan iy SERVER [ FREWALL
- . . l= b
B pisenselocaldomain - Firewall: - X @) ERROR: The request could notbe X | +

& C A Khéng bao mét | 192.168.10.1/firewall_rules.php?if=lan

gnostics ~

* 80

Help ~

=l =E 6

The changes have been applied successfully. The firewall rules are now reloading in the background.
Monitor the filter reload progress.

Floating WAN LAN OPT1

@] States Protocol Source

Rules (Drag to Change Order)

Port  Destination Port Gateway Queue Schedule  Description Actions
v 2/210MiB & 52 * LAN Address 80 * * Anti-Lockout Rule &
O v 0/08 IPv4TCP  * o 443 (HTTPS)  * none L dml) ]
O « 0/8B PvaTCP  * * * 80 (HTTP) * none WA ml%)if

Truy cip bang dia chi IP thi dwoc nhung 15i cong request 403

 Lan

[ piSenselocaldomain - Firewall: F. X

iy SERVER ([ FIREWALL
@ ERROR: The request could notbe X =

& c

A Khong bao mét | 108.157.14.127

Ungdung @) Facebook @B YouTube A LEHANH™PC REE Microsoft Edge

403 ERROR

The request could not be satisfied.

=& %

* 80

Bad request. We can't connect to the server for this app or website at this time. There might be too much traffic or a configuration error. Try again later, or contact the app or website owner.
If you provide content to customers through CloudFront, you can find steps to troubleshoot and help prevent this error by reviewing the CloudFront documentation.

Generated by cloudfront (CloudFront)
Request ID: gqQT1ROnsgIWkiRU2fyBsqjlwck1@pZIOHLhWKtrFQT5PytlkmOwIAA==
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6. M& va chan DNS tai UDP port 53

Mé cong

iy Lan [ SERVER [0 FIREWALL

i pfSenselocaldomain - Firewall X @ ERROR: The request could not b X ‘ +
<

c A Khéng bao mat | 192.168.10.1/firewall_rules.php?if=lan

: Ungdung @) Facebook @B YouTube .4 LEHANH™PC RE Microsoft Edge

sense System ¥ Interfaces ~ Fire VPN ~ Status ~

nostics ~
COMMUNITY EDITION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Firewall / Rules / LAN

Help ~

=l 2 e

The changes have been applied successfully. The firewall rules are now reloading in the background.
Monitor the filter reload progress.

Floating WAN LAN OPT1

Rules (Drag to Change Order)

m} States Protocol Source  Port Destination Port Gateway Queue Schedule  Description Actions
v 6/215MiB @ @ @ LAN Address 80 & L Anti-Lockout Rule L]

O « 0/0B IPv4UDP  * * * 53 (DNS) * none RN %)

0O ¢ 12/904MiB  IPv4TCP  * * * 443 (HTTPS) = none 1eoDow

0O « 5/12KB IPvaTCP  * * * 80 (HTTP) * none N Aml%)i] .
@ Lan i3 SERVER [ FIREWALL

I pfSenselocaldomain - Firewall: © X | @ ERROR: The request could not b X TP-Link Viet Nam — Thigt bi Wi-F X+ =@ x

< C @ tp-linkcom/vn/

! Ungdung @) Facebook @B YouTube A LEHANH™PC RE Microsoft Edge

Otp-link Wi=Fi 7 Wwi-FiLike Never Before

tapo omada H3 Tro Mua & dau

tp-link THIET BIMANG NHA THONG MINH GIAIBHARDOANI DICH VU VIEN THONG Q

Omada Stackable

L3 Managed Switch

Switch chuén Doanh nghiép Hiéu suét cao
V3i D6 tin cdy va Kha dung cao

Tim Hiu Thém

* 60

@ Vietnam / Tiéng Viét Nam

-|°tp-link Oomada | VIGI

GIAI PHAP MANG VA
GIAM SAT CHO DOANH NGHIEP
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Chiin DNS

% Lan iy SERVER [0 FIREWALL
i pfSenselocaldomain - Firewall: © X @ ERROR: The request could not be X TP-Link Viét Nam — Thiét bi Wi-F X 4 ol@ %
<« C' A Khéng bdo mét | 192.168.10.1/firewall_rules.php?if=lan 2+ 4 e (4]

Ungdung ) Facebook @B YouTube A LEHANH™PC RE Microsoft Edge

WARNING: The ‘admin’ account password is set to the default value. Change the password in the User Manager.

Firewall / Rules/ LAN

= (?)

Floating WAN LAN OPT1
] States Protocol Source  Port Destination Port Gateway Queue Schedule Description Actions
v 10/2.23MiB & @ @ LAN Address 80 it it Anti-Lockout Rule e ]
O « 0/08B IPvaICMP  * * * * * none L C0m
any.
0O %X 0/804B IPv4UDP  * * * 53 (DNS) * none Ls0om
O « 3/2047MiB IPv4 TCP * * * 443 (HTTPS) * none L 00m
O « 0/14KiB IPv4 TCP * * * 80 (HTTP) * none L4 00m

D) X

Két qua 1a khong ping bang tén mién do khong phan giai DNS dwoc va chi ping
dwoc tdi dia chi do

iy Lan iy SERVER [0 FIREWALL

aldomain - Firewall: F' X

st could not X + o @ X

< C A Khong biomat | 192.168.10.1/firewa| B3 ASministrator: CAWindows\system32\cmdexe = Bl = * @0
Connection-specific DN$ Suffix . : -
2 Ungdung @) Facebook @B YouTube A LEHANH™ R

Tunnel adapter Teredo Tunneling Pseudo-Interface:

il
>

WARNING: The 'admin’ account password i Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

C:\Users\LAN>ping www.facebook.com

: Ping request could not find host www.facebook.com. Please check the name and tr =
Firewall / Rules/ LAN aomin | 9

L B @

C:\Users\LAN>ping 157.240.235.35

Floating WAN LAN BLdRlPinging 157.240.235.35 with 32 bytes of data:
Reply from 157.240.235.35: bytesz32 time=32ms TTL=53
Reply from 157.240.235.3 TTL=53
Reply from 157.240.235.3 i TTL=53 _
Rules (Drag to Change Order) Reply from 157.240.235.35: i TTL=53
- States Protocol Ping statistics for 157.248.235.35: Actions
P Packets: $ent - 4, Received 4, Lost = 0 (0% loss),
v 10/223MiB * Approximate round trip times in milli-seconds: le i
O « 0/0B 1PV4 ICMP Minimum = 32ms, Maximum = 34ms, Average = 32ms &"?‘@@‘m
any C:\Users\LAN> -
O % 0/804B IPv4 UDP * * * 53 (DNS) * none KW A ml~)i]
O « 3/2047MB  IPv4TCP * * * 443 (HTTPS)  * none LoD
O « 0/14KiB IPv4TCP * * * 80 (HTTP) * none oo

ll|@tailieuitiuh




7. M& va chan ICMP LAN ping ra Internet
Mé ICMP dé ping

iy Lan i SERVER [ FIREWALL
I pr omain - Firewall: F X € ook - Dang nhap hodc dan X ol@| X
<« C @& facebook.com * e (+]

2 Ungdung @) Facebook @B YouTube A LEHANH™PC EE Microsoft Edge

@ Administrator: C\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.7601]

Copyright (c¢) 2009 Microsoft Corporation. ALl rights reserved.
C:\Users\LAN>ping wwwu.facebook.com

Pinging star.c10r.facebook.com [S7.14%.144.141] with 32 bytes of data:
ST T4 144,141 2 ti 4ms TTL=53
ST T4 144 141 : i TTL=53
ST. T4 144 141 i TTL=53

Reply from S57.144. 144 141 i TTL=53

Ping statistics for 57.144. 144 141:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 34ms, Maximum = 34ms, Average = 34ms
Faceboo| RSN
v&i moi n

Tao Trang danh cho nguoi néi tiéng, thureng hiéu hodc doanh
nghiép.

Chiin ICMP dé khéng ping dwoc

iy LAN i SERVER [ FIREWALL

o2

0

Q @
o

1 prSenselocaldomain - Firewall: © X 3 Facebook - Bang nhap hodcdan x | 4
& C A Khong baomat | 192.168.10.1/firewall_rules.php?if=lan h5d

P Ungdung @) Facebook @B YouTube A LEHANH™PC BE Microsoft Edge

msense System ~ Interfaces ~ Firewall ~ Services ~ VPN ~ Status ~ Diagnostics ~ Help ~
COMMUNITY EDITION

WARNING: The ‘admin’ account password is set to the default value. Change the password in the User Manager.

Firewall / Rules/ LAN L = @

Floating WAN LAN OPT1

Rules (Drag to Change Orde|

O States Protocol Source Port Destination Port Gateway Queue Schedule  Description Actions
v 4/233MiB 2 & & LAN Address 80 * * Anti-Lockout Rule e ]
| 0O %X 0/960B IPV4ICMP  * * * * * none tosCom |
any
0O « 0/1KB IPv4UDP  * * * 53 (DNS) * none LoDom
O ¢ 2/21.10MiB 1Pv4 TCP * * * 443 (HTTPS) * none L0000
0O « 0/22KB 1Pv4 TCP * * * 80 (HTTP) * none ts0om
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Két qua ciia chin ICMP 1a khéong ping dwoc téi dia chi IP ma vin truy cip web

duge

c

Uing dung 0 Facebook (@ YouTube

iy LAN i SERVER [ FIREWALL

LEx @

ain - Fi

@& facebook.com

fac

Faceboo
v&i moi

A LEHANH™PC  B¥ Microsoft Edge

M Administrator: CA\Windows\system32\cmd.exe @
C:\Users\LAN>ping wuwu.facebook.com B

Pinging star.c18r.facebook.com [S7.144. 144 141] with 32 bytes of data:
ST.144 144 141: bytes=32 time=34ms TTL=53
ST. 144 144 141: bytes=32 time=34ms TTL=53
ST.T144.144.141: bytes=32 time=34ms TTL=53

Reply from ST.144.144.141: bytes=32 tim 4ms TTL=53

Ping statistics for 57.144. 144 141:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 34ms, Maximum = 34ms, Average = 3ims

C:\Users\LAN>ping wwwu.facebook.com

Pinging star.c1@r.facebook.com [157.240.15.1] with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 157.2408.15.1:
Packets: Sent = 4, Received = @, Lost = 4 (100% loss),

C:\Users\LAN> <

Tao Trang danh cho nguoi ndi tiéng, thurong hiéu hodc doanh

nghiép.

khau?
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8. Thiét 1ap DNS, WEB Server tai ving DMZ
- thiét 1ap ving DMZ VMnet3

i AN i SERVER [ FIREWALL

WARNING: The ‘admin’ account password is set to the default value. Change the password in the User Manager.

Interfaces / DMZ (em2) ° = |l @

Enable Enable interface

Description DMZ

Enter a description (name) for the interface here.

IPv4 Configuration Type Static IPv4 e
IPv6 Configuration Type None e
MAC Address HOCXKXKXKIKXHK

This field can be used to modify ("spoof") the MAGC address of this interface.
Enter a MAC address in the following format: xx:xx:xx:xx:xx:xx or leave blank.

MTU
If this field is blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary in some circumstances
mMss | Z)
If a value is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 (TCP/IP header size) will be in effect.
Speed and Duplex Default (no preference, typically autoselect) v

Explicitly set speed and duplex mode for this interface.
WARNING: MUST be set to autoselect (automatically negotiate speed) unless the port this interface connects to has its speed and duplex forced.

Static IPv4 Configura

1Pv4 Address 192.168.20.1 ]2 K

i LAN i SERVER [ FREWALL

/™ http:/ /www.hophuclamiuh.com/ - Windows Internet Explorer

G:T « [&] http:/jwwewhophuciamiuh.com/ = |42l x|t
V¥ &F @ nttp:/jwww.hophudamiuh.com/ | | d

Ho ten SV: HO PHUc LAM LOP: DHCNTT18A THI GIUA KI TRIEN KHAI AN NINH HE THONG

Done [T L3 [ 1@ mtemet | Protected Mode: OFf [#100% ~

l4|@tailieuitiuh



LAN da truy cap dwgc DMZ

i Lan [ SERVER [ FREWALL
elocaldomain - Firewall: £ X ‘ @ 1921682010 X @ wwwhophuclamiuh.com
< C' A Khong bao mat | hophucamiuh.com

£ Ungdung ) Facebook @B YouTube A LEHANH™PC R Microsoft Edge

Ho ten SV: HO PHUc LAM LOP: DHCNTT18A THI GIUA KI TRIEN KHAI AN NINH HE THONG

o = |

* 6
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9. Public WEB Server

i Lan ifly, SERVER [ FIREWALL
M ofSenselocaldomain - Firewall: I X @ 192.168.20.10 X @ wwwhophuclamiuh.com X  + l=l® =
< C A Khdng bao mat | 192.168.10.1/firewall_nat.php Q S e :

£ Ungdung @) Facebook @B YouTube A LEHANH™PC JE Microsoft Edge

Flisense

COMMUNITY EDITION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Firewall / NAT / Port Forward 7]

The changes have been applied successfully. The firewall rules are now reloading in the background.
Monitor the filter reload progress.

Port Forward 11 Outbound NPt
[m] Interface Protocol Source Address Source Ports Dest. Address Dest. Ports NAT IP NAT Ports Description Actions
0O v P wan TCP * * WAN address 80 (HTTP) 192.168.20.10 80 (HTTP) P dm)iif
- Add - Add - peete [ ]
Legend
P Pass
33 Linked rule
v @ 192.168.137.10 x + — O X

<« C A Khéngbiomat 192.168.137.10 * & O = f

Ho ten SV: HO PHUc LAM LOP: DHCNTT18A THI GIUA KI TRIEN KHAI AN NINH HE THONG
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e 2 , , ,
10. Cau hinh MultiGateway WAN1, WAN2 dé du phong mat ket noi Internet.
5 Lan . SERVER [ FREWALL
pfSenselocaldomain - Interfaces X @ 192.168.20.10 X @ wwwhophuclamiuh.com x  + =@ =
& X A Khéng bio mét | 192.168.10.1/interfaces.php?if=0pt2  www.hophuclamiuh.com o Q e :
I Ungdung € Facebook B VouTube % LEHANH™PC B¥ Microsoft hophuclamiuh.com
Interfaces / WAN2 (em3)
==

General Col uration
Enable interface

Enable
Description WAN2
Enter a description (name) for the interface here.
|Pv4 Configuration Type I DHCP . I
IPv6 Configuration Type None -
MAC Address
This field can be used to modify ("spoof’) the MAC address of this interface.
Enter a MAC address in the following format: xx:xx:xx:xx:xx:xx or leave blank.
MTU
If this field is blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary in some circumstances
mes hd
~— —
o @ =
Qa % O :

Ciu hinh routing dé lam du phong

[ FIREWALL
X @vm'w.hophuc\ammh‘ccm

X @ 192168.20.10

i LAN [y SERVER
m pfSense.localdomain - System: F
C A Khéng bao mét

@) Facebook @ YouTube A LE HANH™ PC

192.168.10.1/system_gateway_groups.php
B® Microsoft Edge

&«

£2 Ung dung

[ElN=N"]

COMMUNITY EDITION
WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

System/ Routing/ Gateway Groups

Gateways Static Routes Gateway Groups

Gateway Groups

Group Name Gateways Priority Description Actions

MultigateWay WANGW Tier 5 SOl
WAN2_DHCP Tier 5
(i
Netgate.

pfSense
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=ol® = |

i Lan [y SERVER [ FIREWALL
IZi pfsenselocaldomain - System: R X = @@ 192.168.20.10 X ‘ @ www.hophuclamiuh.com X ‘ +
A Khong bao mat | 192.168.10.1/system_gateways.php Qo e H

< c
A LEHANH™PC B® Microsoft Edge
C® L (2}

) Facebook @ YouTube

System / Routing/ Gateways

Ung dung

The changes have been applied successfully.

Gateways Static Routes Gateway Groups
Default Interface Gateway Monitor IP Description Actions
Interface wan Gateway sOom

Name
192.168.137.1 192.168.137.1
<0

03 © Wwanew
B + ]

® WAN2DHCP@

Default gateway

Default gateway IPv4 MultigateWay ()
Select the gateway or gatewaygroup to use as the default gateway.

Tier 5 (IPv4) WAN
WAN2 192.168.153.2

192.168.153.2 Interface WAN2_DHCP Gateway

Tier 5 (IPv4)

Default gateway IPv6 Automatic
Select the gateway or gatewaygroup to use as the default gateway.

18| @tailieuitiuh



Kiém tra bing cic tit VMnetl ciia WAN

Virtual Machine Settings X
([} FIRE
Hardware Options

Device status

Device Summary

== Memory 256 MB (1) connected

["J:Processors 1 Connect at power on

[\Hard Disk (SCSI) 20 GB

(=) CD/DVD (IDE) Using file D:\MayAo\pfSense-... Network connection
'_"__ Bridged: Connected directly to the physical network
- Network Adapter 2 Custom (VMnet2) Replicate physical network connection state

. Network Adapter 3 Custom (VMnet3)

£ Network Adapter 4 Custom (VMnet8) NAT: Used to share the host's IP address

Host-only: A private network shared with the host

USE Controller Present
cl) Sound Card Auto detect © custom: Specific virtual network
[Ipisplay Auto detect VMnet (Host-only) -
LAN segment:
LAN Segments...  Advanced...
Add... Remave

oK Cancel Help
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Két qua 12 né chuyén sang VMnet8 va van truy cip dc internet

& Lan

1 pfSenselocaldomain - Status: D

&

c

Ung dung

iy SERVER

A Khéng bao mat

@) Facebook @ YouTube

COMMUNITY EDIT!

WARNING:

Status

Name
User

System

BIOS

Version

x @ 1921682010 %

[ FIREWALL

@ www.hophuclamiuh.com x  +
192.168.10.1

A LEHANHMPC R Microsoft Edge

Microsoft Windows [Version 6.1.7601]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\LAN>ping .8.8.8

Pinging 8.8.8.8 with 32 bytes of data:
.8.8: bytes=32 time:=46ms
.8.8: bytes=32 time=51ms
.8.
.8.8:

Reply from 8.
Reply from 8.
Reply from &.
Reply from 8.

TTL=127
TTL=127
TTL=127
TTL=127

bytes=32 time:48ms
bytes=32 time:=47Tms

Ping statistics for 8.8.8.8:

Packets: Sent = 4, Received = 4, Lost = 0 (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 46ms, Maximum = 51ms, Average = #8ms

C:\Users\LAN>_

a 1 e‘\Ca’pnhétf

Khong thé cap nhat Chrome

Chrome khéng tl

nhat nén ban dang
bao mat mé

‘Cai dat lai Chrome

MMUNITY SUPPORT RESOURCES

y firewall appliance from Netgate and elected
jale or installed pfSense on your own
community support resources. This includes

lobal Technical Assistance Center (TAC)
1 Our team is staffed 24x7x365 and

CPU Type

Kernel PTI

Version information updated at Sun Oct 20 8:36:27 +07 2024 Z

committed to delivering enterprise-class, worldwide support at a price point that is

more than competitive when compared to others in our space

11th Gen Intel(R) Core(TM) i5-11400H @ 2.70GHz
AES-NI CPU Crypto: Yes (inactive) * Upgrade Your Support

« Netgate (

lobal Support FAQ

Disabled

---Két thiic bai lab---

* Community Support Resources

» Official pfSense Tr

ainir
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Lam chi tiét cac buéc

1. CAu hinh may LAN DMZ SERVER
a. May LAN

o | B
@vv‘ & b Control Panel b Network and Internet b Network Connections ¥ + |4 lll Search Network Connections
File Edit View Tools Advanced Help
Organize Disable this network device Diagnose 1 s connection » B~ | (7]
- . - ¥ Local Area Connection Properties | Internet Protocol Version 4 (TCP/IPvd) Properties 2
-\-\ Bluetooth Network Connection L L (TCP/IPv4) Prop —@
= —-
= ) => N Networking General
Connectusing You can get IP settings assigned automatically if your network
= — 2 supports this capability. Otherwise, you need to ask your network
LF Intel(R) 82574L Gigabit Networ administrator for the appropriate IP settings.

Obtain an 1P address automatically
This connection uses the following ite ) Use the following TP address:
¥l 9% Client for Microsoft Networks
¥l /= QoS Packet Scheduler
¥ J= File and Printer Sharing for Mi Subnet mask: 255 .255.255. 0
. Internet Protocal Version 6 (T

1P address: 192 .168 . 10 . 10

Default gateway: 192 .168. 10 . 1
¥l - Internet Protocol Version 4 (T

W .i Link-Layer Topology Discove
Obtain DNS server address automatical
W . Link-Layer Topology Discove,

@) Use the following DNS server addresses

Preferred DNS server: 192 .168 . 20 . 10
Install

Description Alternate DNS server:

T Control P
area network protocel that provide
diverse interconnected networks.

Validate settings upon exit | Advanced... ‘

. [ ok [ cancel |

p. O € [m[3] =

¢. Firewall

Enter an option:

FreeB5D-amd64 (pfSense. localdomain) (ttyuB)
UMnware Virtual Machine - NHetgate Device ID: 3bc3497d383a4889b52a
=## llelcoMe to pfSense 2.4.5-RELEASE-pl (amdb64) on pfSense ===

HWAN (wan) -» emd -» wid: 192.168.137.18-24

LAN (lan) -» emnl -» vwd: 192.166.18.1-24

DMZ C(optl) -» eH2 -» vwd: 192.168.28.1-24

HWANZ (opt2) -» eH3 -» v4-0HCP4: 192.168.153.128-24

Logout (S5H only) 9) pfTop

Assign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP shell + pf3ense tools
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure 3Shell (sshd)
Halt systemn 15) Restore recent configuration
Ping host 16) Restart PHP-FPH

shell

Enter an option: [
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d. May server

} » LAN \w [ FREWALL

OO ‘@ + Control Panel ~ Netwark Connections > & [

File Edit View Tools Advanced Help

Organize v & Views ~ xDisablellisnetwnrkdevice | ™ Diagnose this connection (=] Rename this connection  »

i Name || status || Device Name | ~| Connectivity | ~| Network Category | ~| Owner | ~| Type | ~| Phone = or Host Address | ~|
LAN or High-Speed Internet (1)

Internet Protocol Version 4 (TCP/IPv4) Properties

2
@ Intel(R) PRO/1000 MT Net... General |
You can get IP settings essigned automaticall if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

™ Obtain an IP address automatically
—(% Use the following IP address:

IP address: |192.16B.ZD.10
Subnet mask: |255.255.255. 0

Default gateway: 192 . 168, 20 . 1

" Obtain DS server address automatically
—(% Use the following DNS server addresses:
Preferred DNS server: 192 . 168, 20 .

Control P;

Alternate DNS server:

Foxit Reade:
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c.

Mang VMnet

-
& Virtual Network Editor X
Name Type External Connection Host Connection DHCP Subnet Address
Host-only Connected 192.168.187.0
VMnet2 Host-only - Connected - 192.168.61.0
VMnet3 Host-only - Connected - 192.168.93.0
VMnetd MAT NAT Connected Enabled 192.168.238.0
L]
Add Network... Remove Network Rename Network...

VMnet Information

Bridged (connect VMs directly to the external network)

Bridged fo: Automatic Settings...
MAT (shared host's IP address with VMs) NAT Settings...
Host-only (connect VMs internally in a private network)

Connect a host virtual adapter to this network

Host virtual adapter name: ViMware MNetwork Adapter VMnetl

Use local DHCP service to distribute IP address to VMs DHCP Settings...

Subnet]P:| 192 .168 .187 . O Subnetmask:| 255 .255.255 . O |

/i Administrator privileges are required to modify the network configuration. ."Change Settings

Restore Defaults Import... Export... 0K Cancel Apply Help

—
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