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LAB GIUA KI 2023
1. Két qua phian manh khi thwe hién 1énh Ping IPx -1 8000
2. Tinh luwgng dir li€u giri Iénh Ping khi nhin dwgc cic manh: Framel: 1514 Frame2: 1514
Frame3: 1000
3. Trinh bay muc dich, cach thirc tin cong ARP, DHCP, DNS
4. M6 phéng tin cong ARP, DHCP, DNS
5. M6 phéng bit va phan tich mat khau géi tin truy cip Web, FTP, Telnet

May that lam may victim va 1 winserver va 1 pc win 7 lam attack

THU'C HIEN
Cau 1: Két qua phan manh khi thye hién 1énh Ping IPx -1 8000

Thuc hién cac budc:
1. PC - Victim 192.168.10.1 ping t61 may Attack 192.168.1.128
2. Lénh ping 192.168.10.128 -1 8000 -n 1
3. O may Attack bat Wireshark dé bat géi tin

Keét qua:
20 46.92469201192.168.10.1 192.168.10.128 1514 Fragmented IP protocol (proto=ICMP 1, off=0, ID=042e) [Reassembled in #25]
21 46.92469201192.168.10.1 192.168.10.128 IPv4 1514 Fragmented IP protocol (proto=ICMP 1, off=1480, ID=942e) [Reassembled in #25]
22 46.92469301192.168.10.1 192.168.10.128 IPv4 1514 Fragmented IP protocol (proto=ICMP 1, off=2960, ID=942e) [Reassembled in #25]
23 46.92471201192.168.10.1 192.168.10.128 IPv4 1514 Fragmented IP protocol (proto=ICMP 1, off=4440, ID=942e) [Reassembled in #25]
24 46.92471201192.168.10.1 192.168.10.128 IPv4 1514 Fragmented IP protocol (proto=ICMP 1, off=5920, ID=942e) [Reassembled in #25]
25 46.92471201192.168.10.1 192.168.10.128 ICMP 642 Echo (ping) request id=0x0001, seq=2591/7946, tt1=128 (reply in 28)
26 46.9248290 Vnware_d4:0a:79 Broadcast ARP 42 who has 192.168.10.17 Tell 192.168.10.128
27 46.92496101Vmware_c0:00:08 Viware_d4:0a:79 ARP 60192.168.10.1 is at 00:50:56:c0:00:08

46. . . 1514 Echo (ping) rep]y 1d=0x000 (request in 25)

Mo. Time Source Destination Protocol Length Info

EEEREFR 2 ICMP 120 Destination unreachabld
15 13. 5587270I192.168. 10. 200 192.168.10.255 BROWSER 243 Host Announcement SERVE
16 15.630720001192.168.10.128 192.168.10.255 NBNS 92 Name query NB ATTACK<lc
17 16.37278201192.168.10.128 192.168.10.255 NBNS 92 Name query NB ATTACK<lc
18 17.13759101192.168.10.128 192.168.10.255 NBNS 92 Name query NB ATTACK<Ic
19 46.8603330/fe80::e002:4fa0:6ee ff02::1:2 DHCPvO 148 solicit XID: Ox2efl44 C
20 46.924692001192.168.10.1 192.168. 10.128 1514 Fragmented IP protocol
21 46.92469201192 168 .10_1 102 168 128 1514 Fragmented IP protocol
22 46.9246931 1514 Fragmented IP protocol
23 46.9247121 Phan tha n h 6 manh 1514 Fragmented IP protocol
24 46.924712001192.168.10.1 192.168.10.128 1514 Fragmented IP protocol

.92471200192.168.10.1 192.168.10.128 642 Echo (ping) request 1d
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Khi thyc hién ping 8000 thi s€ chia goi tin ph&n thanh 6 manh
Giai thich:

Kich thudc goi ping: 8000 bytes + 8 (dau ICMP) = 8008

Tinh s Frame: 8008/1480 = 5,41 => can 6 Frame

Frame 1: 1480 + 20 (IP header) + 14 (Ethernet header) + 4 = 1518 bytes

Frame 2: 1480 + 20 + 14 + 4 = 1518 bytes

Frame 3: 1480 + 20 + 14 + 4 = 1518 bytes

Frame 4: 1480 + 20 + 14 + 4 = 1518 bytes

Frame 5: 1480 + 20 + 14 + 4 = 1518 bytes

Frame 6: 8008 — (1480 * 5) = 608 bytes

= 608 + 20 + 14 =642 bytes

FRAME Size MF OFFSET Total Lenght | Head Lenght
1 1514 1 0 1500 20
2 1514 1 1480 1500 20
3 1514 1 2960 1500 20
4 1514 1 4440 1500 20
5 1514 1 5920 1500 20
6 642 0 7400 628 20

Cau 2: Tinh lwgng dir li€u giri Iénh Ping khi nhin dwgc cac manh: Framel: 1514 Frame2:
1514 Frame3: 1000

Xac dinh kich thuoc dir liéu:

Frame 1: 1480 + 20 + 14 = 1514 bytes

Frame 2: 1480 + 20 + 14 = 1514 bytes

Frame 3: 966 + 20 + 14 = 1000 bytes

Tong kich thude tat ca cac Frame: 1514 +1514 +1000 = 4028 bytes
Trong mdi Frame, tong kich thuéc header (IP, Ethernet) chiém: 20 +14 = 34 bytes
Tong kich thude dir liéu khi guri di 1a: 4028 — (34*3) - 8 = 3918 bytes
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Kiém tra lai bang cach bat géi tin:

o

Select C:\Windows\system32\cmd.exe
1514 Fragmented C:\Us PUTER>ping 192.168

Destination Protocol
192.168.10.128 IPv4
.000001001192.168.10.1 192.168.10.128 m Fragmented

.000001001192.168.10.1 192.168.10.128 ICMP Q00JEcho (pingld
.00016300vmware_d4:0a:79 Broadcast ARP 42 who has 1948
.00025500/Vmware_c0:00:08 Vmware_d4:0a:79 ARP 60192.168.10
.10.1 ICMP 1514 Echo i

lo. Source

{ 0 2.168. 192.168.10.1 IPv4
9 4.80720000Vmware_c0:00:08 Vmware_d4:0a:79 ARP
10 4.80722100Vmware_d4:0a:79 Vmware_c0:00:08 ARP
11 11.50713701192.168.10.128 192.168.10.255 BROWSER

Céau 3: Trinh bay muc dich, cach thirc tAn cong ARP, DHCP, DNS

PC 1 ARP Cache

192.168.0.5 AA:BB:CC:55:55:55 - I “
A 3

192.168.0.1
e

lam 192.168.0.5 and
AA:BB:CC:55:55:55 is
my MAC address

ARP Reply
{Unicast)
192.168.0.4 192.168.0.5

=
a. T4n cong ARP
o K¢ tin cong ngdi & PC4 va tan cong PC1, khi pcl giri arp ra t&i pc5 ma pe4 da giri
ARP rely trude PCS
e Pcl giri cho PC5 ma PC4 di 1ay dugc.( bé lai dudng truyén, dn cap thong tin)
e Gia st pc5 két ndi cong ra internet, pc4 gia mao mac cuia pe5 1am cho pel glri nham
sang pc4 va sau d6 ped giri sang pe5 dé ra cong internet
b. Tan cong DHCP server
e DHCP server cap ip, subnet, mask cho cac may, ké tin cong tién hanh cudp hoic stra
thong tin ip, mac.
c. Tan cong DNS
e Pcl muén truy cép internet thi phai truy cip pc3 dé phan giai mién dns,
e pc4 tién hanh truy cdp vao co s dit liéu ctia pe3 dé stra hodc lam cho khi truy cap vao

mién may chu khéac, gia mao nham danh cap thong tin dang nhap,v.v
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3.1. T4n cong ARP (ARP Spoofing)
Muc dich:

Tén cong ARP (ARP Spoofing) nham gia mao dia chi MAC cua ké tin cong thanh dia
chi MAC ctia mét thiét bi khac trong mang, tr d6 chan hoac diéu hudng luu lvong mang
dén thiét bi cua ké tin cong.

Ké tdn cong c6 thé nghe trom thong tin (Man-in-the-Middle attack), danh cap dir liéu,

thong tin dang nhap hodc thuc hién cac cudc tan cong tu chdi dich vu (DoS).

Cich thirc tan cong:

1.

3.

Ké tan cong giri cac goi tin ARP gia mao (spoofed ARP replies) dén bang ARP ciia may
nan nhan, lira nan nhan tin rang dia chi IP ctia mot thiét bi trong mang (vi du: gateway
hodc mot thiét bi khac) thuoc vé dia chi MAC cua ké tan cong.

Khi nan nhan cap nhat bang ARP vdi thong tin gia mao, tat ca luu luong guri to1 dia chi
IP gia s& dugc chuyén dén may cua ké tin cong.

K¢ tan cong c6 thé xem, sura doi, hodc chuyén tiép cac goi tin ma khong bi phat hién.

3.2. Tan cong DHCP (DHCP Spoofing)
Muc dich:

T4n cong DHCP nham danh cip thong tin cau hinh mang ciia nan nhan hodc ngin khong
cho nan nhan két néi duoc véi mang. Piéu nay c6 thé din dén cac cudc tan cong Man-in-
the-Middle hoac DoS.

Ké thn cong co thé kiém soat thiét bi mang cua nan nhan hodc diéu khién cau hinh mang

dé chuyén hudng luu luong qua thiét bi cia minh.

Cich thirc tin cong:

1.

Ké tan cong thiét 1ap mot may chit DHCP gia trong mang dé phat géi tin DHCP Offer voi
thong tin cau hinh gia (IP, gateway, DNS, v.v.).

Khi nan nhan yéu cau dia chi IP tir may chi DHCP (thong qua DHCP Discover), may
chu gia mao s& giri phan hoi trudc khi may chit DHCP hop 18 phan hoi, khién nan nhan
nhan dia chi IP tir may chu gia.

Sau khi nhan cdu hinh tir may chu gia, luu lwong ciia nan nhéan s& duogc chuyén qua may

cua ké tan cong, cho phép ké tan cong kiém soat hoac ngan chan truy cap mang.

Lab Report | @tailieuitiuh Trang 6



3.3. T4n cong DNS (DNS Spoofing/DNS Cache Poisoning)
Muc dich:

« Tan cong DNS nham chuyén huéng ngudi ding dén cac trang web gia mao hoidc may
chu doc hai thay vi trang web hop phap. Diéu nay giup ké tin cong danh cip thong tin ca
nhan, thong tin ding nhap, hodc phat tin phan mém doc hai.

o (Céc trang web ngan hang, mang xa hoi, hodc dich vy email thuong la muc ti€u cua cac
cudc tdn cong DNS.

Cich thirc tan cong:

1. Ké tin cong loi dung 18 hong trong hé théng DNS dé giri cac goi tin DNS gia mao (fake
DNS responses) dén nan nhan hodc may chu DNS dich.

2. Khi nan nhan yéu cau phan giai tén mién (vi du: tir google.com sang dia chi IP), ké tan
cong giri két qua gia, tro tén mién dén mot may chii do ké tan cong kiém soat.

3. Khi nan nhan truy cap trang web gia mao, dit li€éu dang nhap hoac thong tin nhay cam c6

thé bi danh cip hodc ngudi dung co thé bi tai xudng phan mém doc hai.
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Cau 4: M6 phéng tan cong ARP, DHCP, DNS
4.1. M6 phong tin cong ARP

- Kiém tra ping victim t&i may server véi IP 192.168.10.200
- Kiém tra arp -a trén may victim
C:\Users\COMPUTER>arp -a

Interface: 192.168.
Internet Add
192.168.

2.168.
2.168.

[
=5}
.

54.1 --- 0x4
Physical Address Type
AB-Bc-29-c6-47-97 dynamic
c-29-2a-cc-5¢ dynamic
- -f-H-f-f static
5 : static
static
static
static
static

[
K]

.

[N
W]

W ma

I

i
i

[ I By Ry
[
.

.
W=
W=
i

Interface: 192.168.1.90 --- @x8
Internet Address Physical Address Type
192.168.1.1 60-38-e8-a9-b2-3c dynamic
i ff-Hf-ff-ff-ff-ff static

2 static

5 static

static

static

B 5 static
ff-ff-ff-ff-ff-ff static

[0 I I R Ry NS
iy

[ R ]
' '

Interface: 192.168.10.1 --- @xb

Internet Address Physical Address Type

192 _168.10.128 AR -Ac-29-dA-Pa-79 dvnamic

192.16 ). 255 static
static
static
static
static
static

[ I By Ry
=

[l %)
'

- Tién hanh lai dia chi vat 1y cta Server 192.168.10.200 chuyén thanh dia chi vat 1y ciia may
ATTACK 192.168.10.128

- Lénh arp -d 192.168.10.200 v6i quyén adminitrator trén CMD ciia may VICTIM dé x6a arp

- Sau d6 thém dia chi vat Iy cuia May ATTACK 192.168.10.128 vao Card mang “Vmnet8”
vao dia chi mang cua may SERVER 192.168.10.200.

- netsh interface ipv4 add neighbors “Vmnet8” 192.168.10.200 00-0c-29-d4-0a-79
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Interface: 192.168.10.1 --—- @xb
Internet Address Physical Address Type
192.168.10.128 00-0¢c-29-dU-0a-79 dynamic
192.168.10.200 00-0c-29-c6-U7-8d dynamic
192.168.10.255 ff—ff—Ff—Ff—F+—F+ static
224.0.0.2 01-00-5e-00-00-02 static
224.0.0.22 01-00-5e—-00-00-16 static
224.0.0.251 01-00-5e-00-00—Fb static
224.0.0.252 01-00-5e-00-00-Ffc static
239.255.255.250 01-00-5e-7f—ff—fa static

PS C:\Users\COMPUTER> arp 192.168.10.200

PS C:\Users\COMPUTER> netsh interface ipvi add neighbors 192.168.10.200 P0-0c-29-dU-0a-79

PS C:\Users\COMPUTER>
- Tién hanh kiém tra, may VICTIM ping t6i may SERVER 192.168.10.200 va két qua 1a

khong ping duoc.
PS C:\Users\COMPUTER> ping 192.168.10.200

Pinging 192.168.10.200 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.10.200:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),
PS C:\Users\COMPUTER> |

Tién hanh bét cdu hinh mé chuyén tiép trong May ATTACK thi may VICTIM mdi thay duoc. O
may ATTACK m¢ Services tim muc Routing and Remote Access. Chon ché do khai
dong tu dong “Automatic” sau do nhan apply -> nhan start -> nhan OK.

[ ATTACK iy SERVER
Services
File Action iew Help
= [[FEc= HE » = 0w
Services (Loca Services (Local)
Routing and Remote Access Name - Description  Status Startup Type  Log On As
Remote Procedure Call (RPC) Locator In Windows... Manual Network S...
Start the service Bemaote Begistr, Enables o MManiz L Local fa¥ii
I Routing and Remote Access Offers routi... Automatic Local Syst... I
o Network oo
Description: ) Routing and Remote Access Properties (Local Computer) [
Offers routing services to Local Syst...
businesses in local area and General | Log On | Recovery | Dependencies Local Servi..
wide area network Local Syst...
il s H R e A -
environments. ervice name emoteAccess Local Servi...
Display name Routing and Remote Access Local Syst...
Description: Offers routing services to businesses in local area and Local Syst..
wide area network environments - Local Servi..
Local Syst...
Path to executable Local Servi.
CAWindows\System32\svehost exe -k netsves
Network S...
Startup type IlA‘J(C”"‘EUC -] I Local Servi..
Local Servi...
Help me configure service startup options
Local Syst...
Service status Stopped Local Syst..
— Local Syst...
] Start ; Stop Pause Resume Local Syst...
You can specify the start parameters that apply when you startthe service from Local Syst...
here. Local Servi..
Local Syst...
Stant paramesters y
Network S...
Local Syst...
Local Servi...
| oK [ cancel ApPIy
“ 0 » | Extended / Standard /
N T
Ble O =
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- Tién hanh ping lai may VICTIM ping téi may Server.
PS C:\Users\COMPUTER> ping 192.168.10.200

Pinging 192.168.10.200 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.10.200:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),
PS C:\Users\COMPUTER> ping 192.168.10.200

Pinging 192.168.10.200 with 32 bytes of data:

Reply from 192.168.10.200: bytes=32 time<lms TTL=128
Reply from 192.168.10.200: bytes=32 time<lms TTL=128
Reply from 192.168.10.200: bytes=32 time<lms TTL=128
Reply from 192.168.10.200: bytes=32 time<lms TTL=128

Ping statistics for 192.168.10.200:
Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = ©ms, Average = Oms
B PS C:\Users\COMPUTER>
- Khi tin cong ARP thi qué trinh ping ciia VICTIM s& phai thong qua may ATTACK méi
dén dugc may SERVER. Két qua sau khi thuc hién tan cong ARP. May VICTIM
192.168.10.1 ping goéi tin t61 may SERVER 192.168.10.200 nhung may ACTTACK
192.168.10.128 da bt duoc gbi tin va chuyén tiép géi tin.

[ ATTACK - Vhware Workstation - %
File Edit View VM Tabs Help - @ o ODEBDO N E-
[ ATTACK iy SERVER
A Capturing from Local Area Connection [Wireshark 110.5 (SVN Rev 54262 from /trunk-1.10)] e
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
o® 4 m BEERE A+ TL([EEIQQaD FBDR % B
Filter: ~ | Expression..  Clear Appl Save
No. | Time Source | | Destination |  Protocol Length Info
L J J
0.000001001192.168.10.1 197.168.10. 200 IPva 1514 Fragmented IP protocol (proto=ICMP 1, off=1480, ID=2ad2) [Reassembled in #6]
3 0.000001001192.168.10.1 192.168.10.200 IPV4 1514 Fragmented IP protocol (proto=ICMP 1, off=2960, ID=2ad2) [Reassembled in #6] 3
40.000014001192.168.10.1 192.168.10.200 IPv4 1514 Fragmented IP protocol (proto=ICMP 1, off=4440, ID=2ad2) [Reassembled in #6]
50.000015001192.168.10.1 192.168.10.200 IPva 1514 Fragmented IP protocel (proto=ICMP 1, off=5920, ID=2ad2) [Reassembled in #6]
60.000015001192.168.10.1 192.168.10.200 ICcmP 642 Echo (ping) request id=0x0001, seq=2617/14602, tt1=128
7 0.00013400/Vmware_d4:0a:79 Broadcast ARP 42 who has 192.168.10.1? Tell 192.168.10.128
8 0.00020700/Vmware_d4:0a:79 Broadcast ARP 42 who has 192.168.10.2007 Tell 192.168.10.128
9 0.00024300'Vmware_c0 8 Vmware_d4:0a:79 ARP 60192.168.10.1 is at 00:50:56:c0:00:08

10254001192 9 o 1514 Redirect ct for network)
192 1 [3 d IP protocol ( 1, off=
12 0.00034400 Vmware_c6 d Vmware_d4:0a:79 ARP 60192.168.10.200 is at 00:0c 47:8d

130.000348001192.168.10.1 192.168.10.200 IPva 642 Fragmented IP protocol (proto=ICMP 1, off=7400, ID=2ad2)

14 2.795556001fe80: : e002 :4fa0:6ee Ff02::1:2 DHCPV6 148 solicit XID: 0xal3730 CID: 000100012e8aa842000c29d40a79

15 5.11298600 Vmware_c6:47 :8d Broadcast ARP 60 who has 192.168.10.27 Tell 192.168.10.200

16 5.11306000 Vmware_e7 :66 :be Vmware_c6:47 :8d ARP 60192.168.10.2 is at 00:50:56:e7:66:be

17 5.113181001192.168.10.200 205.251.194.224 DNS 74 standard query 0x388f SOA SERVER.abc.com

8 5.113240001192. 3 192.168.10.200 102 Redirect (Redirect for network)

19 5.11341500Vmware_d4 9 Broadcast ARP 42 who has 192.168.10.2? Tell 192.168.10.128

20 5.11360900/Vmware_e7 166 :be Vmware_d4:0a:79 ARP 60192.168.10.2 is at 00:50:56:e7:66:be ) E¥ Administrator: Windows Powe X + v - 8]
21 5.113616001192.168.10.200 205.251.194.224 DNS 74 standard query Ox388f SOA SERVER.abc.com

22 5.162116001205.251.194.224 192.168.10.200 DNS 152 standard query response 0x388f No such name |[FeiSNeERANIETVAN]I=liNn=2Ed ping 192.168.10.200 8000
23 5.162117001205.251.194.224 192.168.10.200 DNS 152 standard query response 0x388f No such name

24 5.162190001205.251.194.224 192.168.10.200 DNS 152 standard query response 0x388f No such name

Pinging 192.168.10.200 with 8000 bytes of data:
Request timed out.

m

@ Frame 1: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface 0
@ Ethernet II, Src: Vmware_c0:00:08 (00:50:56:c0:00:08), Dst: Vmware_d4:0a:79 (00:0c:29:d4:0a:79)

@ Internet Protocol Version 4, Src: 192.168.10.1 (192.168.10.1), Dst: 192.168.10.200 (192.168.10.200) Ping statistics for 192.168.10.200:
e, : Packets: Sent = 1, Received = @, Lost = 1 (100% loss),
c a c Sy V... .E. . -
0010 05 dc 2a d2 20 00 80 01 54 35 cO a8 0a 01 c0 a§ ..* TS PS C:\Users\COMPUTER>
0020 0a c8 08 00 el bb 00 01 0a 30 61 62 63 64 65 66 .. .9abcdef
0030 67 68 69 6a 6b 6¢ 6d 6e 6f 70 71 72 73 74 75 76  ghijklmn opgrstuv
@ 7 Local Area Connection: <live captur... | Packets: 107 - Displayed: 102 (100.0%) Profile: Default
T - L (e Ry A05PM W
S A= i ‘ ) S L
To direct input to this VM, move the mouse pointer inside or press Ctrl+G. [= ¢

- ® 405 PM
EE  Q Search [—— B Cf' (= _a _ AN RUB g B
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4.2. Mé phéng tin cong DHCP

May SERVER cép IP cho may VICTIM c6 Option Defalt Gateway 1a IP may ATTACK

- M¢é DHCP ¢ may SERVER, tao thém mdi1 New Scope &
192.168.10.100

phan Ipv4 co tén la

[ aTTACK iy SERVER

W =

Administrator Server
Manager

File Action View Help

== |ml=HfmlB8

providing a description.

how the scope is to be used on your

Type a name and description for this scope. This infformation helps you quickly identify
network.

Q DHCP
SErver.abc . Com
B Contents of DHCP Status
= [Eevs Cs
_E Serwver Options server.abc.com
S new Scope Wizard
—
You have to provide an identifying scope name. You also have the option of

Name: |192_133_1u_1{}q

Description: |

- Cai dat ving cap IP 1a tir 192.168.10.100 dén 192.168.10.150 1a ving cap phat IP. Sau d6

nhan Next dén Finish

1ol ]
File Action View Help
= || = HE| 8
KO pHer
=) 8 server.abc.com
=3 Contents of DHCP Status
= @ Pva 3
- (5 Server Options | server.abc.com
QrewScopewizara
IP Address Range
You define the scope address range by identifying a set of consecutive IP
addresses.
Enter the range of addresses that the scope distributes.
Start IP address: ' 192 .168 . 10 . 100
End IP address: |192 168 . 10 . 150|
A subnet mask defines how many bits of an |IP address to use for the network. /subnet
IDs and how many bits to use for the host 1D. You can specify the subnet mask by
length or as an |IP address.
Length: 24 -
Subnet mask: |255.255.255. 0
< Back Next > Cancel l
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- Sau do, cép hinh cho Scope Option, chon C4u hinh 003 Router v&i dia chi IP address 1a
192.168.10.2 (Defalt Gateway)

L® DHCP

File Action View Help
o= mc | Hm| &

Do

= B server.abc.com

ER O P
= (1 Scope [192.168.10.0] 1 0} Scope Options
[ Address Pool —
(D Address Leases

= Scope options are additional configuration parameters

can assign to DHCP dients, For example, some commc
IP addresses for default gateways (routers), WINS se

& ST
- 3P T 2]

Available Options | Description =
UCT offset it

[EIDDBHou.ter I Amray of rout

004 Time Server Amray of time
] 005 Name Servers Amray of nam -
< | _'l_l

— Data entry
ll_ Server name:

I Hesalve I

j192.168. 10 . 2 Add

Hemove I

Up I

Down I
K

|0ICancd Acply |

oxit Reader
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- Tiép theo 1a cAu hinh DNS 14 dia chi 192.168.10.200

L® DHCP

File Action View Help
| o= HE| &

Do

= B server.abc.com Name | vendor |

ER O
= (L Scope [192.168.10.0] 1 003 Router Standard

Address Pool
(D Address Leases
(& Reservations
‘4 Scope Options

R scopeoptions TP

|_Description |
Alruyofftime"""
Aray of nam
Amray of rout

Array of MIT «
| »

Hesalve I

_ nd |
Hemove I

Lab Report | @tailieuitiuh Trang 13



- Gia st tAn cong DHCP, thi khi ké tin cong ATTACK chiém duoc quyén diéu khién may cha
DHCP va diéu chinh dia chi Router thanh dia chi IP tro vé IP ciia miay ATTACK
192.168.10.128. Sau d6, khi d6 May chit DHCP cap IP cho Client (may VICTIM) thi s& cai cong
Defalt Gateway s& chuyén thanh may IP may ATTACK. Tir d6 khi Client truy cép internet thi

phdi  thong ua ma ATTACK mé1  tru ca ra internet bén  ngoai

10 pHCP

Fle Acton View Help
e AR i AEHERERN ? No:lR

T

= B server.abc.com

= e Pv4 tion Nam I .
= (£ Scope [192.168.10.0] 1 003 Router S'e"d‘" =
& 006 DNS Servers ctan d;r' : -

[ Address Pool
(D Address Leases
(8 Reservations
‘g8l Scope Options

BIPRey <copcoptions 2]

Available Options | Description =

] 002 Time Offset UCT offset i

1 D03 Router Amay of rout

] 004 Time Server Amray of time

] 005 Name Servers Amray of nam -

<] »

— Data entry

Server name:

I Hesalve I

IP address:

Up

D own

Foxit Reader

ULt | |

Lab Report | @tailieuitiuh Trang 14



4.3. M6 phéng tan cong DNS

- Cai dat role DNS
- Cau hinh va tao ra mién Zone: abc.com
~I01x]
File Acton View Help
= s[mlc|EBm a0
\[Zow -
E 5 SERVER e
EI@GIobaILogs (‘I Add a New Zone
3] ONS Events x|

| Forward Lookup Zones
.| Reverse Lookup Zones
# [ | Conditional Forwarders

Zone Name
What is the name of the new zone?

-

The zone name specifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone.microsoft.com). The zone name is
not the name of the DNS server,

Zone name:
|abc.corn|

5 SERVER
= (3] Global Logs

{4] DNS Events
= | ] Forward Lookup Zones
| Reverse Lookup Zones
| Conditional Forwarders

[+

[ Name | Type [ Data

Name (uses parent domain name if blank):

I server

Fully qualified domain name (FQDN):

|server.dx.cnm.

IP address:
| 192.168. 10.200

I~ Create associated pointer (PTR) record

Lab Report | @tailieuitiuh
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- Tao 1 Alias cho may chu web server, Alias name = www; sau do browse tdi server c6 mién
abc

& DNS Manager i

Vﬁe Action View Help
o 2mXCc= Bl d 00
El @ SERVER i'_](same as parent folder) Start of Authority (SOA)

= () Global Logs | (same as parent folder) Name Server (NS)
Q!_{] DNS Events

| pata |
[1], server.abc.com., hostm...
server.abc.com.

2 server Host (A) 192.168.10.200
= ] Forward Lookup Zones
abc.com
o esoul X
= Reverse Lookup Zones iR x|
# [ | Conditional Forwarders

Alias (CNAME) |

Alias name (upes parent domain if left blank): x|
I oo Look in: [_,J abc.com 3 7 I
Fully qualified domain name (FQDN): Records:
I www.abc.com. [T {ioem |
Fully qualified domain name (FQDN) for target host: L Host (A) 192.168.10...
| Browse...
Selection: l server.abc.com
IHosts and Aliases (A and CNAME Records) LI
OK I Cancel

|

- Céu hinh trang web, thiét 1ap trang Defalt

Ie ~-(t>7 | I, ~ Computer ~ SERVER1(C:) ~ inetpub ~ wwwroot - & —d
File Edit View Tools Help

I Organize % i3] views <~ @ Edit

Favorite Links Name = | ~| Date modified | ~| Type
&£ iisstart 9/29/2024 1:50PM  HTM
| pocuments B welcome 9/29/2024 1:50 PM  PNG

IE Pictures
B ™Music

More >

Folder Options

x|

— Folder vi
Faldess You can apply the view (such as Details or Icons) that
Bl Desktop you are using for this folder to all folders of this type.
E :d:;histrator I Aol o Cold l R I
. Public Folders

% Computer

= Floppy Disk Drive (A:)
&L, SERVER1 (C:)
|, inetpub
, custerr
.. ftproot
, history

. PerfLogs

\. Program Files
¢ SOFT

|, Users

Windows
eL3 DVD Drive (D:)

Advanced settings:

., Files and Folders
Always show icons, never thumbnails
] Always show menus

Display file icon on thumbnails

Display file size information in folder tips

Display the full path in the title bar (Classic folders only)
Hidden files and folders

& Do not show hidden files and folders

O Show hidden files and folders

Display simple folder view in Navigation pane —
O

Hide extensions for known file types

|
Hide protected operating system files

bo chon

Restore Defauits |

Lab Report | @tailieuitiuh
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- Tao trang htm
- 1w (%:en ¥ == FTINT -

Name =~ | +| Date modified | ~| Type | -| size | -| Tags
|| Default.html. bt 9/29/2024 4:50 PM  Text Document 1KB
& |iisstart.htm 9/29/2024 1:50 PM HTML Document 1KB
s welcome.png 9/29/2024 1:50 PM  PNG Image 181 KB

8] pefault.html.bct - Notepad

File Edit Format View Help
iThis is my website! Hello world

) Tao .txt va dbi thanh .htm

Sau d6, thuc hién trén may VICTIM truy cap http://192.168.10.200/ tai web server

(A . -

GK_F [17 + computer - SERVER1 (C:) ~ inetpub + wwwroot
File Edit View Tools Help

rols Organize ~ |5iViews ~ (@ Open ~ p=Print

Viev
Favorite Links

]

I/ Documents & iisstart.htm 9/29/2024
IE| Pictures B welcome.png 9/29/2024 1:50 PM

B Music

More »~ -

| 6 @ [ 192.168.10.200 - o X
Folders

-EDE; & (3 A Notsecure | 192.168.10.200 I B o s I B3 - O

Y|
mc O This is my website! Hello world

ﬂ.JD

+

1 .

tailed Error - 4.
nside or press Ctrl¥6: —__——QHQEU[ET‘?TE
) Qs e _Ce¢cfam ¢ il
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http://192.168.10.200/

- Tiép tuc, cAu hinh dia chi DNS, c4u hinh card Vmnet 8

‘ B SERVER - VMware Workstation

File Edit View VM Tabs Hep | || - & © @ o O EH DO @ [

Phiic Lam HB

[[» ATTACK [y SERVER

Times New Roman -

B I U~k X X

A |[2]

Paste Stules | Editing
&} Network and Sharing Center — o X I
Add-i
I Network Connections - o X L
¢« = ~ /v = Control Panel > Networkand Internet > Network Connections v G Search Network Connections @ ‘h htm
@ vMnets status X
Sgmme  BetbOsrmdaE  EEmeis | O — . 1ange settings of tis connection - 1 @
= = | Biuetooth Network Connection = Ethern v ™./ VMware Network Adapter VMnet1
Organi Not connected > _ Netwo Connection "9 Sharing h& _ Enabled _—
b3 Bluetooth Device (Personal Area... 9§ @2 Killerf  PwiCon o« o U@ \hware Virtual Ethemet Adapter Trang 21
FavorRERy — in TPv6 Con Internet Protocal Version 4 (TCP/IPv4) Properties X
) Docume & N e |
B ricres :ﬁ Wifi-H62-5GHz edia e
B v Killer(R) Wi-Fi 6 AX1650 160MHz Duration
usic
ol Speed: | g1 you can get IP settings assigned automatically if your network supports
this capabilty. Otherwise, you need to ask your network administrator
Detal | B for the appropriate IP settngs.
Folders i
B Desk 8 () Obtain an TP address automatically
Ad
= | Adivity — E 10 Use the folowing IP address:
.7k . ol N Paddres: 192.168. 10 . 1
Q & Ne B
Subnet mask: 255.255.255. 0
Control Panel E; i: e — - o x
o | Default gateway: . - . @ % -0
& proper Obtain DNS server address automatically

10 Use the following DS server addresses:
Preferred DNS server:

Alternate DNS server: . . . ‘

[ validate settings upon exit Advanced...

ok )| conel e 5 ~ et

'DNS:cau hinh card Vmnet 8

—‘ Sitems  1item selected

T Page220f22  1727words  (pAccessibilty: Unavailable B B -—F—+ 8%

BEUS Inset Draw Design Layout References Mailings Review View Help FOxitPDF @ Tell me [om|

=
ANRU® G, 8

_ == Q Search a:g@@@gg

- Céu hinh DNS cho card mang VMnet8 trén may VICTIM

> Network and Internet > Network Connections v C Search Network Connections R
Diagnose this conne ection Change settings of this connection Hew
2 @ VMnet8 Status - — 2 2 - 2 = o
- Ethernet # VMnet8 Properties Internet Protocol Version 4 (TCP/IPv4) Properties
! Network ca Geeel
& Networking  Sharing General Alternate Configuration
XK ®= Killer 2600 0 ection gu
IPv4 Connectivity: Connect using: You can get IP settings assigned automatically if your network supports
o this capability. Otherwise, you need to ask your network administrator
IPv6 Connectivity: P VMware Virtual Ethemet £ for the appropriate IP settings.
Media State:
Duration: © Obtain an IP address automatically
Speed: This connection uses the followi| (O Use the following IP address:
P | B3 Client for Microsoft Nety o —_—
[] %8 VMware Bridge Protoct S -
™ %P File and Printer Sharing Subnet mask
My Intemet Protocol Versig -
Activity ] 4 Microsoft Network Ada| ‘
M 4 Microsoft LLDP Protocy
Sent — q M Intemet Protocol Versia (O Obtain DNS server address automatically
[ ' © Use the following DNS server addresses:
Face s nstal.. s Preferred DNS server: 192 . 168 . 10 . 200
| Description { Alternate DNS server: | i 2 :
S Properties %y Disable | Transmission Control Protocol
wide area network protocol th X ) .
‘ across diverse interconnecte [0 validate settings upon exit Advanced...
—‘ \ oK Cancel
7
- = D
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- Sau do6 truy cap http://www.abc.com/ trén may VICTIM
& o©

& @ @ http://www.abc.com

O This is my website! Hello world

B
+

- Tién hanh tdn cong DNS, thyc hién chiém quyén quan Iy DNS va chinh sira phan IP cua
DNS trén may SERVER

iy SERVER

File Action View Help

o | HE X = HD & B G

£, DNs Name | Type | Data |

= @ SERVER ] (same as parent folder) Start of Authority (SOA) [3], server.abc.com., hostm...
= 7] Forward Lookup Zones £ (same as parent folder) Name Server (NS) server,abc.com,

=) abc.com Hl server Host (&) 192. 168.10.200
# [ ] Reverse Lookup Zones & www

# | Conditional Forwarders

Alias (CNAME) server.abc.com.

% @ GobalLoos 21

Host (A) |

Host (uses parent domain if left blank):
I server

Fully qualified domain name (FQDN):

Imrver.abc.mn

IP address:
| 3.224,42.34|

I™ update assodated pointer (PTR) record

Lab Report | @tailieuitiuh Trang 19


http://www.abc.com/

- Sau d6 tién hanh xa DNS & may VICTIM bang lénh ipconfig /flushdns véi quyén
Adminitrator trén CMD.

O Administrator: Windows Pow¢ X s v - O X

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improv
ements! https://aka.ms/PSWindows

PS C:\Users\COMPUTER> ipconfig /flushdns
Windows IP Configuration

Successfully flushed the DNS Resolver Cache.
PS C:\Users\COMPUTER>

- Tiép theo, truy cap lai http://www.abc.com va xem két qua: bi chuyén sang 1 trang web khéc

iy SERVER

File Acton View Help
- SERE Ik REE
5., DNS
5 SERVER
Forward Lookup Zones

Name ] Type
| (same as parent folder) Start of Authority (SOA)
i | (same as parent folder) Name Server (NS)
i |server Host (A)
Sl waw Alias (CNAME)

TP-Link Viét Nam — Thiét bi Wi-Fi danh cho gia dinh va doanh nghiép

< O ) https://www.tp-link.com/vn e AN = G om B

tp-link

..') tp-link © Need Help?
g Click here and start
chatting with us!

WI-F1 7 PAU TIEN
'Y TAIVIET NAM

Toém lai, khi tin cong DNS thi may VICTIM truy cap trang web www.abc.com tai may chu
SERVER thi bi tdn cong DNS - thay d6i di dia chi DNS va lam cho SERVER tra vé truy cap
tai mot [P khac (¢ day 1a 3.224.42.32 — tp-link.com).
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http://www.abc.com/
http://www.abc.com/

5. M6 phéng bit va phén tich mat khau géi tin truy cip Web, FTP, Telnet

Tién hanh Cai lai dia chi IP cia may SERVER

El(same as parent folder)  Mame Server (NS) 5
abc.com

H server Host (&)
Reverse Lookup Zones

erver.abc.com.

192.168.1.200

» SERVER » ATTACK
A =15] x|
File Action View Help
s HmlE = HEld 8
2 DS Narme [Type [Data
= 5 SERVYER El{same as parent folder)  Start of Authority (5., [£], server.abz.com,, ...
Forward Lookup Zones

Wd G @htip:fwiw.abe.com)

Conditional Foruzrd Evwu Alias (CHAME) server.abc.com

onditional Forwarders

& (3] Global Logs
ﬁhtlp:‘-‘“-“www.ab(.(om,-‘—windows Internet Explorer _[ao ﬂ
-~ @] hittp/www.abe.com/ =l o~

‘ ‘ ('é,\ v D - v \} Page v (04 Tools >

This 15 my website! Hello world

Done

Vi | Internet | Protected Mode: OFF

=]

*100% ¥

[ostart| | & 7 [[@ hip:/ /www.abc.com/... % DS Manager \ 0 &z 109PM
» SERVER » ATTACK Manage snapshots for this virtual machine

-3 OF

IR (Glejere) s
GATOTTE

Pinging 192.168.1.200 with
192.168.1.200:
192.168.1.200:
192.168.1.200:
192.168.1.200:

Ping statistics for 192.16
Packets: Sent = 4, Rec

Minimum = Oms, Maximum

C:\Users\win7>ping wwwW.abc

Pinging server.abc.com [19
192.168.1.200:
192.168.1.200:
192.168.1.200:
192.168.1.200:

P

PIEES O]

L 4
(o

Maeyells Bl
Ping statistics for 192.16
Packets: Sent = 4, Rec
'u[i
= n 5

I
(Clontigell sl Wity

Minimum = Oms, Maximum

C:\Users\winT7>

B Administrator: C\Windows\system32\cmd.exe

C:\Users\win7>ping 192.168.1.200

32 bytes of data:

bytes=32 time<lims
bytes=32 time<lims
bytes=32 time<1Ims
bytes=32 time<lIms

8.1.200:
eived = 4, Lost =

= Oms, Average =
.coim
2.168.1.200] with
bytes=32 time<lims
bytes=32 time<lims
bytes=32 time<lims
bytes=32 time<Ims

8.1.200:
eived = 4, Lost =

= Oms, Average =

TTL=128
TTL=128
TTL=128
TTL=128

0 (0% loss),

Approximate round trip times in milli-seconds:

Oms

32 bytes of data:
TTL=128
TTL=128
TTL=128
TTL=128

0 (0% loss),

Approximate round trip times in milli-seconds:

Oms

E=BEoN =™
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5.1. WEB
- & may ATTACK mé phin mén Wireshark dé bat goi tin. Chon Capture Option chon b loc
TCP. Va nhan Start

iy, SERVER [ aTrAack
A The Wire = (o @ | <]
Fle Edit \ M Wireshark: Capture Options =EEl

e © 4 Capture

Filter: Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [MiB] Capture Filter -
';:;2;’:1‘:"""2““’" Ethernet enabled  default 2 twp
—
WIRE} 3
< il )
Int
@ .. Capture on all interfaces Manage Interfaces
(cou Use promiscuous mode on all interfaces
P Ste Capture Filter: | | tcp + | |compile selected BPFs o
cho Capture Files M Wireshark: Capture Filter - Profile: Default [~ === Display Options
&l Local Edit Ca i
pture Filter
lle: MU e LU Browse... /| Update list of packets in real time ible
Fil Update list of pack: I i bl
= IPX only
.
Ca| [ Usemuliple fles Elchc o TCP only Automatically scroll during live capture
Start] Next file every 1 = |megabyte(s) hd
UDP only
0 ery - - Hide capture info dialog
Next file every 1 | | minute(s TCP or UDP port 80 (HTTP)
Ring buffer with |2 o files HTTP TCP port (80) = Name Resolution

- Stop capture after |1 = file(s)

Ha  stop Capture Automatically After..

No ARP and no DNS

Non-HTTP and non-SMTP to/from www.wireshark.ol =

Resolve MAC addresses

« i » [ Resolve network-layer names
Step B |1 S packet(s) Propee
o Resolve transport-layer name
® Ne O 1 - |megabytes) |~ Filter name:| TCP only
the B |1 & Iminute(s) - Filter string: tcp Use external network name resolver
e

Ready to log It
<Y 4 1:28 PM
( N “J - 05/10/2024 |

- & may VICTIM PC thi truy cap trang web http://www.abc.com. Bé cho Wireshark bat géi tin

ro1 sau do nhan stop capture

iy SERVER [ ATTACK

A Capturing from Local Area Connection (tcp) [Wireshark 1.10.5 (SVN Rev 54262 from /trunk-110)] o S|
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

GRS W BX2 Ae29TS QAGR | #EN%| B
Filter: ~ | Expression. Clear Apply Save

Source Protocal Length Info -
=il 1e8.1. TCP € CP K \ N
TCP
HTTP
HTTP
TCP
- =i TCP ]
5.072297001192. 1. - S1. 241 HTTP/1.1 304 Not Modified
5.072297001192. il > oils 60 64784 > http [ACK] Seq=653 Ac
0 68.1. 241 [TCP Retr on] HTTP/1.1
[Tcp i ht

111

1! j 68.1. http
23 34.27256301192. il > oils reassembled PDI
24 34.272 . i 4785 hiin [Aci] o 4in=410 |
25 34.27274801192. 52 o %

C A Khéng bdo mat  abc.com d g

Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) or
Ethernet II, Src: Vmware_c0:00:08 (00:50:56:c0:00:08), Dst: Vmware_c€
Internet Protocol Version 4, Src: 192.168.1.1 (192.168.1.1), Dst: 197

e 1 cer Paee. caTEd reaTEAN

This is my website! Hello world

0000 00 Oc 29 cb 47 8d 00 50 56 cO 00 08 08 00 45 00
0010 00 29 24 al 40 00 80 06 52 14 cO a8 0L 01l cO a8
0020 01 c8 fc ef 00 50 b4 ff 9f 34 60 48 02 e2 50 10
0030 02 01 75 1a 00 00 00 00 00 00 00 00

© 7|Local Area Connection: <live capture | Packets: 28 - Displayed: 28 (100.0%)

O - 0 ¢ 4] |

e mouse pointer inside or press Ctrl+G.

) B Qs tw = € ¢ - @

1:31PM
10/5/2024 D

B
>
»

Lab Report | @tailieuitiuh Trang 22


http://www.abc.com/

- Sau d6 & may ATTACK bam dirng capture va nhap chon Protocol vao phan HTTP

| @ SERVER [y aTTACK
! *Local Area Connection (tcp) [Wireshark 1.10.5 (SVN Rev 54262 from /trunk-1.10)]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

cwaE s BRXE acereTFL([EEeaan @D®% @

Filter: ~ | Expression... Clear Apply Save

No. Time Source Destination Protocol Length Info
1 0.000000001192 TCP 60 [TCP segment of a reassembled PDU]
0 TCP 55 [TCP Ke 6 D
TCP
TCP
TCP y [TCP
TCP ) [TCP e
HTTP 706 GET / HTTP/1.1
HTTP » [TCP Retrans n] GET / HTTP/1.1
TCP 66 http > 64784 [ACK] Seq=1 Ack=653 Win
TCP 66 [TCP Dup A( #1] http AC
HTTP 241 HTTP/1.1 304 Not Modified
TCP 60 64784 > http [ACK] Seq=! 653 Ac
HTTP 241 [TCP
TCP 54 [TCP Du
TCP » [TCP Dup "
TCP > [TCP Dup - http
TCP 60 [TCP segment of a reassemb'led
- - TCP 55 [TCP e] 6 http
00 .168.1.1 TCP 66 http > 64750 [ACK] Seq=1 Ack=

10

11 5.072297001192.
12 5.072297001192.
13 72

14

155

I~ I — — I~ — B — I~

- 19 9.095185001192.

- Coi phan get HTTP tir server téi May VICTIM

i SERVER [} aTtack

1 ! *Local Area Connection (tcp) [Wireshark 1.10.5 (SVN Rev 54262 from /trunk-1.10)]
Eile Edit View Go Capture Analyze Statistics Telephony Iools Internals Help
0@ AE I BARS| N PDT L Qaan| @Dmx%| B
Filter: ~ | Expression... Clear: Apply Save

MNo. Time Source Destination Protocol Length Info
1 0.000000001192.168.1.1 192.168.1.200 TCP 60 [TCP segment of a reassembled PDU]
17 il 1.1 TCP 55 [TCP Keep-Alive] 64751 > http =1 win=513
3 0 00021800I192 168.1.200 . TCP 66 http > 64751 [ACK] Seq 1 Ack 2 Win= 256 Len 0 SLE 1 SRE=Z
- TCP [TCP /
TCP [TCP
i E TCP [TCP
| HTTP 06 GET / HTrP/l 1
HITP LILP K mi nl GET / HTTP/1.1
. TCP 66 http > 64784 [ACK] Se =1 Ack 653 an 252 Len =0 SLF_ 1 SRE
10 il C [TCP Dup 5 i
11 5.072297001192.168.1.200 HTTP 241 HTTP/1.1 304 Not Modified
12 5.072297000192.168.1.1 [ACK] Seq=653 Ack=188 Wm 512 Len =0
13 PETENT] il 2 i 241 [TCP Retransm n] HTTP/1.1 dif

71.? M 75071833000 192.168.1.1 192.168,1.200 HTTP 706 GET / HTTR/1.1 [ ] §
6 Frame /: 700 bytes on wire (5648 bits), /00 bytes captured (5648 hits) on interface 0 -
@ Ethernet II, Src: Vmware_c0:00:08 (00:50:56:c0:00:08), Dst: Vmware_c6:47:8d (00:0c:29:c6:47:8d)
® Internet Protocol Version 4, Src: 192.168.1.1 (192.168.1.1), Dst: 192.168.1.200 (192.168.1.200)
® Transmission Control Protocol, Src Port: 64784 (64784), Dst Port: http (80), Seq: 1, Ack: 1, Len: 652
- Hypertext Transfer Protocol
+ GET / HTTP/1.1\r\n
Host: www.abc.com\r\n
23| Connection: keep-alive\rin
24 Cache-Control: max-age=0%\r\n

m

p] Upgrade-Insecure-Requests: 1\r\n

2 Erama User-Agent: Mozw"l'la./S.(_) (windows NT 10.0; W'Tr_164; _x64) App1eWeb|_(‘Tt/53?.§6 (_ﬂKHTML, 'Hkg Gecko) Chr'ome/129.0.0.0‘
Ether] Accept: text{htm1 ,a.r:vpﬁcatw on/xhtml+xml,application/xml;q=0.9,image/avift,image/webp,image/apng,*/*;q=0.8,appl-
+ Inter Accept-Encoding: gzip, deflate\r\n

= Accept-Language: vi-VN,vi;q=0.9,en;q=0.8\r\n -

I ITTEN00 Oc 29 6 47 8d 00 50 56 cO 00 08 08 00 45 OO .).G.. .
S ;

P E I T 0> b4 24 ab 40 00 80 06 4F 7f cO a8 0L 01 cO a
(NI M0L 3 fd 10 00 50 f7 el f7 55 la a8 dc ed 50 1§

02 01 6b 3 00 00 47 45 54 20 2f 20 48 54 54 50

- @ File| 9030
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- O may VICTIM khi truy cap trang web http://www.abc.com

vé cai dit 1iéu, va ¢ day co thé doc duoc dir liéu html

va truy cédp toi SERVER va tra

[y SERVER [y ATrACK

M “Local Area Connection (tcp) [Wireshark 1.10.5 (SVN Rev 54262 from /trunk-1.10)]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

oedEd BEXE AcsaTFLIEE aaan @#BB % B
Filter: E Expression... Clear Apply Save
No. Destination Protocol Length Info

TCP 66 http > 64919 [ACK] se
TCP 66 [TCP Du 19#1] ht >
327 HTTP/1.1 200 OK (text/html)

M 2173333591000 192.168.1.200 192.168.1.1 HTTP 327 HTTP/L1 200 OK (text/htmi) [ =N EER ===
Frame 21: 327 bytes on wire (2616 bits), 327 bytes captured (2616 bits) d
Ethernet II, Src: Vmware_c6:47:8d (00:0c:29:c6:47:8d), Dst: Vmware_c0:00:
Internet Protocol Version 4, Src: 192.168.1.200 (192.168.1.200), Dst: 19:
Transmission Control Protocol, Src Port: http (80), Dst Port: 64919 (6491
Hypertext Transfer Protocol

= Line-based text data: text/html

This is my testing website! I am testing wireshark

125.20016601192.168.1.1
32 25. 2201 ~168.1.1 :

33 29.02509601192.168.1. 200 192.168.1.131

] 5

3 c

< [ ] 3
[(WiT00 50 56 cO 00 08 00 Oc 29 cb 47 8d 08 00 45 00
rame 21: 327 bytes on wire (2616 bits), 327 bytes caf 0010 ([XRSETRERGERERON:TUNOGTE BTV NS RE TN S IR
thernet II, Src: vVmware_c6:47:8d (00:0c:29:c6:47:8d) ] 0020  [URRuRRRNo IS 0NN e T ek Rt S0 s B SRR U £

nternet Protocol Version 4, Src: 192.168.1.200 (192.1 < | LIS | »
ransmission Control Protocol, Src Port: http (80), DSt rorcs
lypertext Transfer Protocol

Line-based text data: text/html

UFITI (USIIT T, Seq- I, ACK. UJF, e >

00 50 56 cO 00 08 00 Oc 29 cb 47 8d 08 00 45 00
01 39 08 65 40 00 80 06 6d 40 cO a8 01 c8 c0 a8 9. . .
01 01 00 50 fd 97 7f 91 78 08 bl 7a 06 3f 50 18 WPl x..Z.7P.
00 fe 32 95 00 00 48 54 54 50 2f 31 2e 31 20 32 _.2...HT TP/1.1 2
3A 34 9A AF Ak Ad n EE Ga 74 DA B4 AN A o aetans T

Packets: 74 - Displayed: 74 (100.0%) - Dropped: 0 (0.0%)

Profile: Default

)

ari

=

- Tiép theo, lam nang cap xac thuc cho trang web trén SERVER. Céu hinh trén IIS

I

151PM | |
05/10/2024 |

. SERVER [ aTTACK
%) Internet Information Services (118) Manager - =] %]
GO [% s » CEEICE
File view Help
€3 SERVER Home e
-7 e 3 Open Feature
¥ Start Page Grolp by: Area -| E&l- Manage Server
95 SERVER (SERVER\Admiristrator) s 2 o
2} Application Pocls - ) » Start
@, FTP Sites “ ‘fg 3 z = S il ey B St
. o | & B @ & H = D o
Compression  Default Directory  Error Pages  Handler HTTP Loggng  MIME Types  Modules QuipLt Server View Application Pools
Document  Browsing Mappings Respon... Caching Certificates View Sites
- @ Hep
ity Crline Help
Worker
Processes
Management
=
Featire Shared
Delegation  Configuration
| = Features View |2 Content View
Ready 9
_ Lostart| | A m 7 |[€F intemnet information .. 2 & LsiPM
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http://www.abc.com/

- Chon phan Authentication, Phan Anoymous chon Disabled va Enabled muyc Bacsic

‘-Eh Internet Information Services (I15) Manager

& |9 servEr
Fle View Help

@9 Authentication

€--|7 |8
- §5 Start Page Group by: Mo Grouping -
=-€5 SERVER (SERVER\Administrator)
[ Application Pocls Mame - | Status Fesponse Type
..... @, FTP Sites Anorymous Authentication Cisabled
: PBasic Authentication Enabled HTTF 401 Challenge

& Sites

- Sau d6, m¢ lai wireshark trén ATTACK va truy cap trang web www.abc.com trén VICTIM

va nhép tai khoan mat cia WIN VICTIM

F

~ abc.com x + = O X

< C ® abc.com w ® O ’

bang nhap
http://www.abc.com

K&t ndi ctia ban tdi trang web nay khéng & ché dd riéng tu

Tén ngudi dung adminitrastor

Mat kh&u [--- ]
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http://www.abc.com/

- Kiém tra phan HTTP gui tir VICTIM dén may SERVER. Chiing ta doc phan xac thyc thi
thdy dugc doan dir liéu text (chta tai khoan mat khau) ma VICTIM di gui 1én cho SERVER

dé xac thuc

. SERVER [ ATTACK
M *Local Area Connection (tcp) [Wireshark 1105 (SVN Rev 54262 from /trunk-1.10)] (= [@] =]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

codmd BEERXE A+ aTFLIEEQaQaaN 2B % 8

Filter: E| Expression. Clear Apply Save
No. Time Source Destination Protocol Length [rjfu _ _ ~ _ -
41 28.89812001192.168.1.1 192.168.1.200 TCP 66 [TCP Dup ACK 36#2] 64952 > http [ACK] Seq=1354 Ack=2957 Win=131328 Len=0 SLE=1479 SRE=2939
42 28.89812001192.168.1.1 192.168.1.200 TCP 66 [TCP Dup ACK 36#3] 64952 > http [ACK] Seq=1354 Ac| Len=0
43 28.89813101192.168.1.1 192.168.1.200 TCP 66 [TCP Dup ACK 36#4] 64952 > http [ACK] Seq=1354 Ack=2957 Win=131328 Len=0 SLE=1479 SRE=2939
44 28.89813101192.168.1.1 192.168.1.200 TCP 66 [TCP Dup ACK 36#5] 64952 > http [ACK] Seq=1354 Ack=2957 Win=131328 Len=0 SLE=2939 SRE=2957
45 45.00253001192.168.1.1 192.168.1.200 TCP 60 [TCP Keep-Alive] 64953 > http [ACK] Seq=0 Ack=1 Win=1049600 Len=1
46 45.00284701192.168.1.1 192.168.1.200 TCP 55 [TCP Keep-Alive] 64953 > http [ACK] Seq=0 Ack=1 Win=1049600 Len=1
47 45.00297701192.168.1.200 192.168.1.1 TCP 66 [TCP Window Update] http > 64953 [ACK] Seq=1 Ack=l Win=65536 Len=0 SLE=0 SRE=1
48 45.00305401192.168.1.200 192.168.1.1 TCP 66 [TCP Keep-Alive ACK] http > 64953 [ACK] Seq=1 Ack=1 Win=65536 Len=0 SLE=0 SRE=1
49 45.00317301192.168.1.200 192.168.1.1 TCP 66 [TCP Keep-Alive ACK] http > 64953 [ACK] Seq=1 Ack=1 Win=65536 Len=0 SLE=0 SRE=1
5045 00310101702 168 1 200 192 168 1 1 Rral:} 66.[ICD Keop-alive ACK] http > 64953 [ACK] Seq=1 Ack=1 Win=65536 Len=0 SLE=0 SRE=1
I 51 54.30109501192.168.1.1 192.168.1.200 HTTP 754 GET / HTTP/1.1 I
‘ 51 54.301095000 192.168.1.1 192.168.1.200 HTTP 754 GET / HTTP/1.1
Frame 51: 754 bytes on wire (6032 bits), 754 bytes captured (6032 bits) on interface 0 -

Ethernet II, Src: Vmware_c0:00:08 (00:50:56:c0:00:08), Dst: Vmware_c6:47:8d (00:0c:29:c6:47:8d)
Internet Protocol Version 4, Src: 192.168.1.1 (192.168.1.1), Dst: 192.168.1.200 (192.168.1.200)
@ Transmission Control Protocol, Src Port: 64952 (64952), Dst Port: http (80), Seq: 1354, Ack: 2957, Len: 700
= Hypertext Transfer Protocol
= GET / HTTP/1.1\r\n
[Expert Info (Chat/Sequence): GET / HTTP/1.1\r\n]
Request Method: GET
Request URI: /
Request Version: HTTP/1.1
Host: www.abc.com\r\n
Connection: keep-alive\r\n
Cache-Control- max-age-O\r\n
= Authorization: Ba: YWRtaw5pc3RyYXRvcjphQD
Credentials: administrator:a@l

0080 6d 61 78 2d 61 67 65 3d 30 Od 0a 41 75 74 68 6f max-age= 0..Autho -
0090 72 69 7a 61 74 69 6T 6e 3a 20 42 61 73 69 63 20 rization : Basic =
00a0 59 57 52 74 61 57 35 70 63 33 52 79 59 58 52 76  YWRtawSp C3RyYXRv
00b0 63 6a 70 68 51 44 45 3d 0d Oa 55 70 67 72 61 64  cjphQDE= ..Upgrad

- Két thuc phan tich mat khau
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- 5.2. Phan tich FTP

O may SERVER tiép tuc mé IIS va chon chay FTP sites

iy SERVER [ ATTACK

| t Internet Information Services (I1I1S) 6.0 Manager

¥@ Fle aActon  view Window Help

o A=l A ENENE NN 7 Wa =T

g Internet Information Services Marme

I Path

| status

= 8 SERVER. flocal computer)
=l g FTP Sites
[ fault FTP

Explore
Cpen
Fermissions

Browse

rt
Stop
FPalise

ey
All Tasks

Wi
Mewe Window from Here

Celete
Rename
Refresh
Export List...

Fropertes

Help

- Tiép tyc cdp hinh FTP

[y SERVER [ aTTACK

| E Internet Information Services (I1I1S) 6.0 Manager

.:! File Acton Wiew Window  Help

e [F[E(RE o= | HEE|[ 2] > =

3 Internet Information Serwvices
= 8 SERVER. (Jocal computer
= _J FTP Sites
& Default FTP Site

Cefault FTP Site Proper

MName

FTP Site I Security Accounts I Messages Horme Directory IDirecmry Security I

The content for this resource should come from:
(® A directory located on this computer
A directory located on another computer

—FTF site directary

Local path: I Chinetpubhfiporoot
[+ Read
[ wirite
[+ Log visits

Browwse. .. I

—Directory listing sty e
O LUNIX B
w MS-DOS @&

Ok

Cancel Ay

Help
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- Céu hinh Security va tit Allow anonymous connections

i SERVER [ ATTACK

!a: Internet Information Services (115) 6.0 Manager

(:! File Action View Window Help

L |l ENSTENN N A

3 Internet Information Services Mame

Fath

B 58 SERVER. (ocal computar)
= ) FTP Sites
& Defallt FTP Site

Default FTP Site Properties

— allow anorymaous connections

2l x|

'FTP Site  Security Accounts |Messages Home Directory | Directory Security I

Use the following Windows user account for anonymous access:

User name: IIUSR_SERVER

PaSSWDrd: I Ll Ll L]}

[ allow only anonymaus connections

not apply to HTTPS(or S5L) connections.

Areyou sure you want to continue?

(E— Yes | Mo I

| [ 126 Manager il 1

/ The authentication option you hawve selected results in
l;\: passwords being transmitted owver the network without data

encryption. Someone attermpting to compromise your system
secutity could use a protocol analyzer to examine user
passwords during the authentication process. For more detail on
user authentication, consultthe online help. This warning does

Help | _—

Browse. .. |

v @ abccom x +
&« > O /A Khéng bdo mét  abc.com

= This is my testing websi
i Y - M& Microsoft Edge?

) |
- O may VICTIM m¢ ftp://192.168.1.200 hoac ftp://www.abc.com

Mot trang web muén md Ung dung nay.

M4 Microsoft Edge

* @ O

There

-
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ftp://192.168.1.200/

11 11

=

& © O 192.168.1.200 _ 0 x
< C @ 192168.1.200 % 3 m - O

O Sign in to access this site

53 Autharization required by http://192.168.1.200
Your connection to this site is not secure

Username administrator

Password ses

- Néu khong duoc thi Test trén may ATTACK. Mo Internet Explore va truy cap
http://www.abc.com va dang nhap mat khau. D¢ kiém tra bat goi tin ftp

i’ SERVER [ ATTACK

< MSN

Internet Explorer @

? To log on to this FTP server, type a user name and password.

FTP server: wwwi.abc.com
User name: administrator
Password: (TTY]

After you log on, you can add this server to your Favorites and return to it easily.

[ |Log on anonymously

Log on H Cancel
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http://www.abc.com/

- Sau khi dang nhap thanh cong thi s¢ duoc giao di¢n nhu sau

i SERVER [ ATTACK

()@ ne/mumabecony - & searcn 2 - e

(& FTP root at waw.abccom X | ‘

File Edit View Favorites Tools Help

FTP root at www.abc.com

To view this FTP site in File Explorer: press Alt, click View, and then click Open FTP Site in File Explorer.

10/05/2024 02:12pM 24 data.txt

- Tim trong wireshark va loc ra phan ftp va thdy dugc username va password cta tai khoan da
login

[y SERVER [y ATTACK

‘ *Local Area Connection [Wireshark 1.10.5 (SVN Rev 54262 from /ftrunk-1.10)]
Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

oA BREXE AesnTFiIEE aqaan @DM% B

Filter: ftp E Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info
.93888001192. 1. 1. 81 Response: Microsoft FTP Service
4914.93903300192.168.1.131 192.168.1.200 FTP 74 Request: USER administrator
50 14.93916401192.168.1.200 192.168.1.131 FTP 96 Response: 331 Password required for administrator.
5214.9392690192.168.1.131 192.168.1.200 FTP 64 Request: PASS a@l
53 14.94119401192.168.1.200 192.168.1.131 FTP 89 Response: 230 User administrator logged in.
5514.9413730192.168.1.131 192.168.1.200 FTP 61 Request: CWD /
56 14.94153901192.168.1.200 192.168.1.131 FTP 83 Response: 250 CWD command successful.
58 14.9416900192.168.1.131 192.168.1.200 FTP 62 Request: TYPE A
5914.9417960192.168.1. 200 192.168.1.131 FTP 74 Response: 200 Type set to A.
61 14.94220401192.168.1.131 192.168.1.200 FTP 60 Request: PASV
6214.94237501192.168.1.200 192.168.1.131 FTP 105 Response: 227 Entering Passive Mode (192,168,1,200,192,37).
67 14.94322601192.168.1.131 192.168.1.200 FTP 60 Request: LIST
68 14.94364801192.168.1. 200 192.168.1.131 FTP 108 Response: 125 Data connection already open; Transfer starting.
7514.943900001192.168.1. 200 192.168.1.131 FTP 78 Response: 226 Transfer complete.
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5.3. Telnet - khai niém Telnet la gi?

Telnet (Terminal network) 1a mot giao thirc mang tiéu chuan duoc st dung dé thiét 1ap va quan
Iy két ndi tir xa giita cdc may tinh.

Giao thire nay cho phép nguoi dung diéu khién va truy cap vao mot may tinh tir xa théng qua
mang, cung cip kha nang giri va nhan dit liéu qua mot két néi TCP/IP.

Telnet hoat dong dua trén co ché client-server, trong d6 may tinh diéu khién duogc goi 1a Telnet
client va may tinh duogc diéu khién 1a Telnet server. Va khi mot két ndi Telnet dugc thiét lap,
ngudi diing c6 thé nhap I1énh va truyén dit lidu tir may tinh client dén may tinh server.

- Cai dat Telnet Server & mdy SERVER

qi_T“ SERVER [ ATTACK

dd Features Wizard

HE Select Features

o

S
N .
Select ome or more features 1o instal on this server.
Corfirmation Eraies: Drescription:
Frogress [ Metwork Load Balanding | Telnet Server alows remote users to
Resits [] Peer Name ResolLition Protocal perform command-ine administration
and run programs using a Telnet
[ Quality Windows Audio Video Experience clent, including UnLé-based clients,
] Remote Assistance

[[] Remote Cifferential Compression
[E Remote Server Administration Tools (Installed)
[ Remaowvable Storage Manager
] RPC aver HTTP Proxy
[ simple TCP/IP Services
[[] SMTP Server
] SNMP Services
[[] Storage Manager for SANS
[ Subsystam for UnNR-based Applications

] windows Internal Database 008
[ windows PowerShell

[E Windows Process Activation Service (Installed)
] windows Server Backup FeatLires

[ Windows System Resource Manager

] WINS Server

[ wireless LAN Service

-

More about features

= Previols | MNext = | [rstal Cancel
|_
- f‘Startl J am - “&. Server Manager
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- O SERVER mé¢ Service, va bat Telnet va bat automatic va start

i SERVER [ ATTACK

L} Services

Fle Action ‘iew Help
RN IS D

ER=ENE NN € Services (Local)

Telnet Name - | Description | Status | Startup Type | Log Cn As |
L4 TPM Base Services Enables ac... Automatic (C...  Local Sery...
Stop the service TP WC Gateway Service ThinPrint ... ManLal Local Syst...

Pause the service

A S TP AutoConnect Service ThinPrint ... Manual Local Syst...
Restart the service
L4 Thread Crdering Server Frovides or... tMarual Local Serv...
L Themes Provides u... Disabled Local Syst..,
Drescription: SaTerminal Services UserMode Port Redirector Alows the r... Marual Local Syst...

Enables a remote user to log on
to this computer and run
programs, and sUpports various
TCR/IP Telnet clients, including

Terminal 5... Manual Local Syst...
Started  Automatic Metwork 5.

Prowvides T...

UNIE-based and Windows-
it;a;z%;gé”F;g:fs;i;zg;f:s;;;e S TCPAIP MetBIOS Helper Provides 5., Started  Autom Oop
. £ FaLise

to programs might be 25 Task Scheduler Enables au... Started Autom

unavailable, If this service is i System Event Notification Service Moritors 5. Started  Autom  RESUTE

disabled, any services that i Superfetch Maintaing a... Disable  Restart

explicitty depend on it wil fal to ¢ i i

sta[:r)t. Iy Clep: [5SSDP Discovery Discovers ... Disable o Tasks v [
i Special Administration Console Helper Alows admi... Manual ——— L.
% Software Licensing Enables th.. Started  Autom  Reffesh
SESNMP Trap Receives .., Marual Properties
Sa5mart Card Removal Policy Alowes the ... EE
Sesmart Card Manages a... Manual  Help "

- 5451 LI Motification Service Provides S... rarial Local Serv...

- Tuong ty cai  may ATTACK, Telnet client

. SERVER [ ATTACK

R £

ATIACK Coiele
[COTOTTE]

® : 4
S 3 i" y! L "L
Windows Features [S@=]
Turn Windows features on or off 12}

e —— = e o e

To turn a feature on, select its check box. To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.

Control Panel (66)

BZ Turn screen saver on or off

' Turn automatic updating on or off
I | Turn Windows features on or off I
Programs and Features
Turn Windows features on or off

@[]} Simple Network Management Protocol (SNMP) -
[]} Simple TCPIP services (i.e. echo, daytime etc)
[]} Subsystem for UNIX-based Applications

Explorer on or off [¥]} Tablet PC Components

[¥] ] Telnet Client

|
nl Turn toolbars on the taskbar on or off Ll Telnet Server

[CJ ). TFTP Client
[¥] ) Windows Gadget Platform

@ Turn off automatic window arrangement

@ Turn on easy access keys @[]} Windows Process Activation Service
@ Turn On-Screen keyboard on or off [¥] )} Windows Search =
& Turn off unnecessary animations ij I Windows TIFF IFilter
. [¥]}. XPS Services
@ Turn off background images

[#] ) XPS Viewer =

@ Turn Magnifier on or off
@ Turn High Contrast on or off
\’ Choose when to turn off display

W% Change User Account Control settings
=4 View devices and printers

= Add a printer

‘turn X l | Shut down | » |

= EEREAr A
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- Chay Servi

R [ ATTACK

ce 6 may ATTACK client

Services

File Action View Help

&= = |[E)

Services (Loca

< 1 »

o= HEE|l » = n @

Services (Local)

Telnet MName Description Status Startup Type Log On As
Thread Orderi.. Provides or... Manual Local Servi.
Start the service Iheo Brovidscy) tarted Lioonati Local Syst
I Telnet Enables a re... Automatic (... Local Servi I

Description:

Enables a remote user tq
on to this computer and General | Log On
programs, and supports
various TCP/IP Telnet clig
including UNIX-based a
Windows-based comput|
this service is stopped,
remote user access to
programs might be
unavailable. If this servic
disabled, any services th,

Telnet Properties (Local Computer)
Recovery | Dependencies
Service name TIntSwr

Display name: Telnet

Description: Enables a remote user ta log on to this computer and run_
programs. and supports various TCP/IP Telnet clients.

Path to executable

CAWindows\System32\tintsvr.exe

(=

explicitly depend on it
fail to start.

Startup type: [o Del dSiach =

Help me configure STAaOTTSN
Manual

Disabled
Service status Stopped

You can specify the start parameters that apply when you start the service from
here

Start parameters:

Cancel

\ Extended 4 Standard }

m

- Kiém tra 2 may da ping nhau chua

iy SERVER [ ATTACK

Microsoft Windows [Uersion 6.0.6002]

Copyright (ec¢) 2006 Microsoft Corporation. All rights reserued.

C:%\Users\Administrator>ping 192.168.1.131

Pinging 192.168.1.131 with 32 bytes of data:
Reply from 192 . 168.1.131: time<1ims
Reply from 192 . 168.1.131: time<1ims
Reply from 192 . 168.1.131: time<1ims
Reply from 192 . 168.1.131: time<1ims

Ping statistiecs for 192.168.1.131:

Packets: Sent = 4, Received = 4, Lost = B8 (0% loss),

Approximate round trip times in milli-seconds:
Minimum = B@ms, Maximum = Oms, Auerage = Oms

C:Z\Users:\Administrator>_

iy SERVER

2 &

[» ATTACK

ATTAY M Administrator: CAWindows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reser

C:\Users\wint>ping 192.168.1.200

Pinging 192.168.1.200 with 32 bytes of data:
192.168.1.200: 2 time<lims TTL=128
192.168.1.200: time<ims TTL=128
192.168.1 .200: time<ims TTL=128
192.168.1.200: time<ims TTL=128

Ping statistics for 192.168.1.200
Received . 0 (0% loss).

EEC - \Users\wint>_

ved.
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- Tao user trén SERVER

s SERVER [[» ATTACK
E,A, Server Manager

File  Acton  Wiew Help
== >

Ea Serwver Manager (SERVER)
= Roles

al MName Full Mame Drascripton
‘;ﬁ Fe.:atures_ A pdministra. .. BuUilt-in account for administe. ..
% Sfr?:gojr?a(;son #cLest BUilt-in account for guest ac...
BINSR SER... Intermet Guest Aooo.,. Built-in account for anomsym...

(5 Task Scheduler

P WWindows Firewsall with 2x|

2k Services

&= WML Control User name: IHPL
= i Local Users and Grou
71 Users Full name: |HD Phuc Larm
[ Groups o o
g Storage escription: I
Fasswaord: I"'
Confirm passwaord: I"'

[ User must change password at next lagan
[ User cannot change passward
[ Password newer expires

[ Accountis dizahbled

Help | Create I Close

- Add user vtra tao vao group TelnetClients

iy SERVER [ ATTACK

E. server Manager

Fle Action Wiew Help
&= [Fm X =]

Zh Server Manager (SERVER)  [ELtell]o

gi'j Roles Mame Cescription
Features - "
8 Diagrostics & administrators Administrators have complet..  ERESREER Proper il il
8 & Corfiguration MBackup Operators  Backup Operators can overti...
J & Cartificate Service ... Members of this group are al... General I

Task Scheduler
: % Winciows Frenal with | = Cryptograpric Gp... Members are autorized to p... |

% Services B Distributed COM L., Members are alowed to laun... @ TelnetClients Select Usars

& W Conrol BEventLog Readers  Members of this group canr...
= & Local Users and Grouy 2 Guests Guests have the same acces... - GSelsctthis abjecttype:
[ Users H1s_1UsRS Built-in group used by Intern. . Description: IMermbe IUsers or Built-in security principals
] Groups e Network Configura... Members in this group can h... system. N
24 Storage Bperformance Log ... Members of this group may ...
Eperformance Moni... Members of this group can a... M= ISERVER ||
B Power Users Fower Users are included for... X
& Print Operators Mermbers can administer do... = mes to select (examples)
e Remote Desktop ... Members in this group are gr... SERVER\HPL |
P Replicator Supports fle replicationin a ...
MUsers Users are prevented from m..

Members of this groLp hawve ...

M DHCP adminisrat.,.  Members who have administ...
Members who have view-orl...
B TelnetClients

Changes to a user's group membership

Add... EBemove | are not effective until the next tirme the user
logs on
oK | Cancel | Apply Help
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- Mo Wireshark coi cac cong protoco TELNET trén may ATTACK - client

- 0 may client bat cmd va nhap 1énh “telnet”

» SERVER » ATTACK
L) o
AT (Gieleje||=

Al

@ Administrator: C\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.7601]
Copyright (c¢) 2009 Microsoft Corporation. All rights reserved.

C:\Users\winT>ping 192.168.1.200

Pinging 192.168.1.200 with 32 bytes of data:

Reply from 192.168.1.200: bytes=32 time<ims TTL=128
Reply from 192.168.1.200: bytes=32 time<ims TTL=128
Reply from 192.168.1.200: bytes=32 time<ims TTL=128
Reply from 192.168.1.200: bytes=32 time<ims TTL=128

Ping statistics for 192.168.1.200:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Hinimum = Oms, Maximum = Oms, Average = Oms

C:\Users\winT>telnet

- Tiép theo chon open 192.168.1.200 dé mé cong port t6i may SERVER

» SERVER » ATTACK

) P::
R (e (Cieeie)l=
@A Telnet 192.168.1.200 o[ [
Welcome to Microsoft Telnet Client -
Escape Character is 'CTRL+]’ i

Microsoft Telnet> open 192.168.1.200
Connecting To 192.168.1.200...

You are about to send your password information to a remote computer in Internet
zone. This might not be safe. Do you want to send anyway(y/n): y
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- Login v6i tai khoan user SERVER/HPL da tao trude d6 va da duge thém vao nhom Telnet

Client

» SERVER » ATTACK
Iy F:
AT (Gleeie )=

@A Telnet 192.168.1.200
Welcome to Microsoft Telnet Service

lllogin: hpl
ofipassword:

- Giao dién sau khi dang nhap thanh cong

» SERVER » ATTACK
Iy F:
AT (Gleeie )=

B Telnet 192.168.1.200

ORC : “Users\HPL>
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- Mo Wireshark coi cac cong protoco TELNET va chon follow TCP Stream

iy SERVER [ aTrack

‘ *Local Area Connection [Wireshark 1.10.5 (SVN Rev 54262 from /trunk-1.10)]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

codms BRRXE AesaT2 (EE QA #2% % 8

Filter: tcp.stream eq O E| Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info
2316.7615750192.168.1.131 192.168.1.200 TCP 66 49162 > telnet [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1
2416.7620770192.168.1. 200 192.168.1.131 TCP 66 telnet > 49162 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=0 M55=1460 WS=256 SACK_PERM=1
2516.7621450192.168.1.131 192.168.1.200 54 49162 > telnet [ACK] Seq=1 Ack=1 Win=65536 Len=0

.77891901192.

2016.77920101102.168.1.131 102.168.1.200 Mark Packet (toggle)

30 16.7796710192.168.1. 200 102.168.1.131 TELNET Ignore Packet (toggle)

3116.7796970192.168.1.131 192.168.1.200 TELNET | ® Set Time Reference (toggle)

32 16.7799740192.168.1. 200 192.168.1.131 TELNET o 1o sore

3316.9867950192.168.1.131 192.168.1.200 Tcp - leq=31 Ack=65 Win=65536 Len=0

3418.65291301192.168.1.131 192.168.1.200 TELNET  [Sljaccaeomenis

35 18.6533020192.168.1.200 102.168.1.131 TELNET Manually Resolve Address

36 18.6533310192.168.1.131 102.168.1.200 TELNET

37 18.8528420192.168.1. 200 192.168.1.131 TP Apply as Filter * leq=262 Ack=133 Win=65536 Len=0

38 18.8529010192.168.1.131 192.168.1.200 TELNET Prepare a Filter v

39 18.8568100192.168.1. 200 192.168.1.131 TELNET Conversation Filter ' .

40 19.06104401102.168.1.131 102.168.1.200 Tcp ) ) leq=594 Ack=453 Win=65024 Len=0

41 21.8383490192.168.1.131 192.168.1.200 TELNET Colorize Conversation §

42 21.83001801102.168.1. 200 102.168.1.131 TELNET eI .

43 22.04094601192.168.1.131 192.168.1.200 TCcp |__Follow TCP Stream |eq=595 Ack=454 win=65024 Len=0

44 22.13896101192.168.1.131 192.168.1.200 TELNET Follow UDP Stream

45 22.13988801192.168.1. 200 192.168.1.131 TELNET P

46 22.35288201192.168.1.131 192.168.1.200 Tcp leq=596 Ack=455 Win=65024 Len=0

47 22.41746701102.168.1.131 102.168.1.200 TELNET Copy ’

48 22.4178300192.168.1. 200 192.168.1.131 TELNET Protocol Preferences . el .
< 3 Decode As...

Frame 28: 75 bytes on wire (600 bits), 75 bytes captured (600 b7z pint.
Ethernet II, Src: Vmware_c6:47:8d (00:0c:29:c6:47:8d), Dst: Vmw:
Internet Pr‘otactﬂ Ver‘s‘lon 4, Src 192.168. 1 200 (192.168.1.200),

la:79)
Show Packet in New Wind
e L T3 _

- K&ét qua: xem duoc tai khoan mat khau cua User khi dang nhap vao Telnet do giao thirc Telnet
khong ma hoa dit liéu truyén di nén d& bi danh cip boi bén thir ba.

3
iy SERVER [ ATTACK

4
—/| Ml *Local Area Connection [Wireshark 1.10.5 (SVN Rev 54262 from /trunk-1.10] o @] =]
Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

P dr s BERpXE AesaTFL ([EEQael @#D®% B

Filter: tep.stream eq 0 E Expression.. Clear Apply Save
No. Time Source Destination Protocol Length Info =
2316.76157501192.168.1.131 192.168.1.200 TCP 66 49162 > telnet [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1
2416.76207701192.168.1.200 192.168.1.131 TP 66 telnet > 49162 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=0 MS5=1460 WS=256 SACK_PERM=1
2516.76214501192.168.1.131 192.168.1.200 TCP 54 49162 > telnet [ACK] Seq=l Ack=1 Win=65536 Len=0
28 16.77891901192.168.1.200 192.168.1.131 TELNET 75 Telnet Data ...
M Follow TCP Stream IE'

Stream Content

NTLMSSP. S.E.R.V.E.R
L NTLMSSP.
]ATTACwan?ATTACK a.b.c...c.o.

B = R T R e

................ CoiEe @ UoMoGoibs 4ol ds c ollaBots c ollo s o doWallls s oo s oo oolD o ooE a0 ooaos shinos oo
Telnet server could not log you in using NTLM authentication.

Your password may have expired.

Login using username and password

wWelcome to Microsoft Telnet Service

Togin: hhppll
|

password: a@l
................ ANBT. . . [1;1H - [2;1HMicrosoft Telnet

Server. L[3;1H [4;1HC:\Users
\HPL> [5;1H. [K. [6;1H. [K. [7;1H. [K.[8;1H. [K. [9;1H. [K. [10;1H. [K. [11;1H. [K. [12;1H. [K. [13 1H. [K.
[14;1H. [K. [15;1H. [K. [16;1H. [K. [17;1H. [K. [18;1H. [K. [19;1H. [K. [20;1H. [K. [21 10 [K.[22;1H. [K. [23;1H. [K. [24 1H. [K. [25 1H. [K. [4 14H

Entire conversation (1648 bytes) E
[ find I Save As JI print @ ascn " EBCDIC " Hex Dump © CAmays © Raw
q [ Filter Out Tis Stream | [ Close
- T . Tl
- 713 PM
. = = oy m o
- (\,'!,,) &‘3 = ‘ 4 H’ ‘ OB s 0004

- Login: hpl
- Password a@1

--- Két thitc phén tich goi tin trén telnet ---
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