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1. Xem Thdng Tin Hé Théng
« Sir dung System Information (Théng Tin Hé Théng):

o Nhan Windows + R, gb msinfo32 va nhan Enter. Ctra s6 "System Information™ s& hién ra,
cung cap thong tin chi tiét vé hé théng nhu phién ban Windows, CPU, RAM, va thang tin
khéc.

& system Information
file Edit View Help
System Summary Item Value
Conflicts/Sharing System Manufacturer ASUSTeK COMPUTER INC
DMA System Model X510UQR
Foeced Hardware System Type x64-based PC
Vo System SKU
IRQs Processor Intel(R) Core(TM) i5-8250U CPU @ 1.60GHz, 1800 Mhz, 4 Core(s), 8 Logical
Metmory BIOS Version/Date American Megatrends Inc. X510UQR.309, 4/19/2019
omponents. SMBIOS Version 30
¥ Mutimec Embedded Controller Version 255,255
CD-ROM
Sound Device 8105 Mode Y
Display BaseBoard Manufacturer ASUSTeK COMPUTER INC
A BaseBoard Product X510UQR
BaseBoard Version 10 . A ~ .
ol i vobie window + R va go msinfo32
& Network Secure Boot State on
4-Ports PCR7 Configuration Elevation Required to View
i Storage Windows Directory CAWINDOWS
Printing System Directory C\WINDOWS\system32
Problem Devices Boot Device \Device\HarddiskVolume4
UsB Locale United States
# Software Environment Hardware Abstraction Layer Version = "10.0.22621.2506"
User Name LAMHPIM\admin
Time Zone SE Asia Standard Time
Installed Physical Memory (RA... 12.0 GB
Total Physical Memory 11.9G8
Available Physical Memory 6.42G8
find what: Close Find
[[] Search selected category only () Search category names only

l|l@tailieuitiuh



2. Xem Théong Tin Phan Céng/Phan Mém

« Phan ciéng:

o Device Manager (Quan ly Thiét bj): Nhan Windows + X va chon Device Manager. Tai
day, ban cd thé xem cac thiét bi phan cing duoc cai dat trén may tinh.

A novi

<y Device Manager
File Action View Help

e @ HM = B

A lamhpit

i} Audio inputs and outputs
B Batteries

e Bluetooth

@ Cameras

4 Computer

wa Disk drives

¥ Display adapters

vy

if Firmware Installed apps
¥ Human Interface Devices

"= |DE ATA/ATAPI controllers Mobility Center
£3 Intel(R) Dynamic Platform and Thermal Framework

E= Keyboards Power Options

@ Mice and other pointing devices
[E3 Monitors
v [ Network adapters Sta

Q‘? Bluetooth Device (Personal Area Network) y
@ Intel(R) Dual Band Wireless-AC 8265
% VMware Virtual Ethernet Adapter for VMnet1
%' VMware Virtual Ethernet Adapter for VMnet8 Network Connections
¥ WAN Miniport (IKEv2)
& WAN Miniport (IP) Disk Management
¥ WAN Miniport (IPv6)
£ WAN Miniport (L2TP)
F WAN Miniport (Network Monitor)

Event Viewer

Computer Management

Terminal
& WAN Miniport (PPPOE)
¥ WAN Miniport (PPTP) Terminal (Admin)
& WAN Miniport (SSTP)
K? Other devices Task Manager
= Print queues
1 Processors Settings
B9 Security devices :
r Software components File Explorer
§ Software devices Soarch
iy Sound, video and game controllers
S Storage controllers Run
£3 System devices
§ Universal Serial Bus controllers Shut down or sign out

Desktop
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Phan mém:

o Programs and Features (Chwong trinh va Tinh ning): Nhin Windows + R, g8

appwiz.cpl va nhan Enter dé xem danh sach céc phan mém duoc cai dit trén may tinh.

> v 4 u > Control Panel > All Control Panel ltems > Programs and Features

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

-p Turn Windows features on or

off Organize *  Uninstall
Name Publisher Installed On  Size Version
@ Google Chrome Google LLC 8/9/2024 127.0.6533.100
fa Microsoft Project - en-us Microsoft Corporation 8/9/2024 16.0.17830.20138
fp Microsoft 365 - en-us Microsoft Corporation 87972024 16.0.17830.20138
@ Microsoft OneDrive Microsoft Corporation 8/8/2024 324 MB  24.146.0721.0003
@Zoom Workplace Zoom Video Communications, In... 8/5/2024 6.1.6 (43767)
2 Anaconda3 2024.06-1 (Python 3.124 64-bit) Anaconda, Inc. 8/5/2024 2024.06-1
& Microsoft Edge Microsoft Corporation 8/3/2024 127.0.2651.86
5 C8c Coec Céc C8c Company Limited 8/2/2024 126.0.6478.192
(O Opera Stable 112,0.5197.39 Opera Software 7/29/2024 112.0.5197.39
& Microsoft Edge WebView2 Runtime Microsoft Corporation 772072024 126.0.2592.113
(= Zalo 24.07.01 VNG Corp. 7/19/2024 397 MB  24.07.01
TLaumcher TLauncher Inc. B/27/2024 2.923
|£:/Java 8 Update 401 (64-bit) Oracle Corporation 6/23/2024 203 MB 8.04010.10
ﬂMicrosoft Visual Studio Code (User) Microsoft Corporation 0/21/2024 376 MB  1.90.2
[ Microsoft Visual C++ 2008 Redistributable - x86 9... Microsoft Corporation 6/17/2024 963 MB 9.0.30729
[ Microsoft Visual C++ 2008 Redistributable - x64 9... Microsoft Corporation 6/17/2024 13.2MB 9.0.30729
[ Microsoft Visual C++ 2005 Redistributable Microsoft Corporation 6/17/2024 499 MB 8.0.56336
[ Microsoft Visual C++ 2005 Redistributable (x64) Microsoft Corporation 6/17/2024 7.00 MB 8.0.563306
ﬁMicrosoﬂ Visual C++ 2013 Redistributable (x86) - .. Microsoft Corporation 6/17/2024 17.1MB  12.0.30501.0
S T 7 777 Redistributable (x64) - .. Microsoft Corporation 6/17/2024 205MB  11.0.61030.0
— [m | Redistributable (x86) - .. Microsoft Corporation 6/17/2024 173 MB 11.061030.0
| Redistributable (x64) - .. Microsoft Corporation 6/17/2024 20.5MB  12.0.30501.0
= Type the name of a program, folder, document, or 87 DucFabulous B/16/2024 1.7 MB  6.6.87
Internet resource, and Windows will open it for you. GitHub, Inc. 4/18/2024 155 MB  3.2.14
Kit 22 (64-bit) Oracle Corporation 3/31/2024 313MB 22000
Open: ‘ M win.rar GmbH 3/30/2024 7.00.0
Add-in for Microsoft Offi.. Microsoft 3/26/2024 307 MB  1.23.35502
Foxit Software Inc. 3/25/2024 424 MB  2023.3.0.23028
Cancel Browse... ymmunications, Inc. Product version: 6.1.6 (43767) Support link:  https://zoom.us
Help link: https://supportzoom... Update information: https://zoom.us
o —
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3. Xem Thong Tin Lién Quan Pén An Ninh Hé Théng

o Windows Security (Bao mat Windows):

o Nhin Windows + I dé m¢é Settings, chon Privary & Security > Windows Security. Tai day,
ban c6 thé kiém tra tinh trang an ninh cua hé théng bao gdom tudng lira, chng virus, va cac

yéu té bao mat khac.

= Settings

Privacy & security > Windows Security

Windows Security is your home to view and manage the security and
health of your device.

Open Windows Security

Protection areas Installed apps

@ Virus & threat protection Motiliy Cemer

No actions needed. Power Options

Account protection Event Viewer
No actions needed System
Firewall & network protection Device Manager
No actions needed.

Network Connections
J}pp & browser control Disk Management
Actions recommended.

Computer Management
Device security :
Actions recommended. Terminal

Terminal (Admin)
Device performance & health

Reports on the health of your device. Task Manager

Manage File Explorer

Search

Run

Shut down or sign out
& Get help :

Desktop
&7 Give feedback
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4. Xem C4u Hinh Local Firewall

o Windows Defender Firewall:

o Nhin Windows + R, gb firewall.cpl va nhin Enter. Tai day, ban c6 thé xem va ciu hinh

cai dat cua tuong ltra Windows.

t ‘;;‘qx > Control Panel > All Control Panel Items > Windows Defender Firewall

Help protect your PC with Windows Defender Firewall

Control Panel Home

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network.
through Windows Defender

Firewall

l v Private networks Not connected
‘p Change notification settings

% Turn Windows Defender l v Guest or public networks Connected ~
Firewall on or off
%) Restore defaults Networks in public places such as airports or coffee shops
Advanced settings
" < Windows Defender Firewall state: On
Troubleshoot my network ) . i )
Incoming connections: Block all connections to apps that are not on the list

of allowed apps

Active public networks: T~ VIETTEL GPON B&5AAS
Notification state: MNotify me when Windows Defender Firewall blocks a
new app
=l Run X

Type the name of a program, folder, document, or
= Internet resource, and Windows will open it for you.

Open: ‘ irewall.cpl w

Cancel Browse...
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5. Xem Va Chan Poian May Cé Bi Virus Khéng?
« Windows Defender:
o Mé& Windows Security nhu huéng dan & muc 3 va chon Virus & threat protection. Ban c6
thé thuc hién quét nhanh, quét toan bo, hodc quét tly chinh dé kiém tra va xir Iy cac moi

de doa tu virus.

Windows Security

QO Virus & threat protection

Protection for your device against threats.
Home

Virus & threat protecti
rus reat protection & Current threats

Account protection No current threats.

Last scan: 8/9/2024 8:54 PM (quick scan)
Firewall & network protection 0 threat(s) found.

Scan lasted 2 minutes 1 seconds
App & browser control 47067 files scanned.

Device security
Quick scan

Device performance & health
Scan options
Family opti
amily options Allowed threats

Protection history Protection history

% Virus & threat protection settings

No action needed.

Manage settings

= Virus & threat protection updates
Security intelligence is up to date.

Last update: 8/9/2024 7:16 PM

Protection updates
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6. Xem May Co0 Bi Theo D&i Khéng?

« Task Manager (Trinh quan ly tac vu):

o Nhin Ctrl + Shift + Esc dé mg Task Manager, sau d6 kiém tra cac tién trinh chay ngam.
Néu ban thay bat ky tién trinh nao khong rd ngudn goc hodc nghi ngd, ban ¢ thé tim kiém

thdng tin trén mang dé xac minh.

Q  Type a name, publisher, or PID to search

Processes

Processes

me
T EH SOL Server Windows NT - 64 Bit 98 201 MB OMB/s  0Mbps
App history Manager ! S4SMB OMB/s  OMbps

2m Zoom M ) 115.1 MB 0.1 Mbps

Startup apps )
P app: Installed apps 3% 1032 MB 0 Mbps

Users i Mobility Center 0 Mbps
0 MB/s 0 Mbps

Details ima Power Options

Runtime Pro: 3 1.2 MB 0 Mbps
®" Event Viewer < i

Services EH system 01MB  01MB/s  0.1Mbps
System
& Zzalo (32 bit) (7) 2785MB  0.1MB/s  0Mbps

Device Manager
«plorer 80.1 MB 0 MB/s 0 Mbps

State Reposi 1\etwork Connections 103 MB 0 Mbps

Disk Management 20 MB /s 0 Mbps

st: Remote Proc - Computer Management 6.5 MB 0 MB/s 0 Mbps

Tl 6.0 MB 0 MB/s 0 Mbps

i i 99 MB 0 MB/s 0 Mbps
Terminal (Admin}) M MB/ Mbp

e spende O, 172 MB 0 MB/s 0 Mbps

Task Manager I
. LB s e (D 23 MB 0 MB/s 0 Mbps
Settings 5.1 MB 0MB/s 0 Mbps
File Explorer e 22MB 0 MB/s 0 Mbps
Search 36 MB 0 MB/s 0 Mbps
Run 12 MB 0 MB/s 0 Mbps
i 12 MB 0 MB/ 0 Mbps

Shut down or sign out

ce Host: Diagnostic S 1.0 MB 0 MB/s 0 Mbps

e . Deskto
2 Settings WT Microsoft Word P 120.8 MB 0 MB/s 0 Mbps

== Q, Search s | H ‘ & @ mom W -
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7. Xem Théng Tin Cac Su Kién Xay Ra Khi Sir Dung May

o Event Viewer (Trinh xem su kién):

o Nhin Windows + X va chon Event Viewer. Tai ddy, ban cd thé xem chi tiét cac su kién hé
thdng, bao gom 16i, canh bao, va céc thong tin khac lién quan dén hoat dong caa may tinh.

@c
File Action View Help
% 2@ BE

{&] Event Viewer (Local) Administrative Events  Number of events: 19950

« (3 Custom Views =
¥ Administrative Events Number of events: 19,950

v s Windows Logs Level Date and Time Source EventID Task Category

"—]‘ :PP"“"“‘ Ocror 8/9/2024 80437 PM DeviceSetupManager 131 None a
7 Se:”"‘y @crror 8/9/2024 80436 PM DeviceSetupManager 131 None
f.,] Se:: Ocror 8/9/2024 80436 PM DeviceSetupManager 131 None
f m -
’7 Fy e @crror DeviceSetupManager 131 None
e Ocror Installed apps DeviceSetupManager 131 None
« [ Applications and Services Log || & phianag
P ——— O krror Mobility Center DeviceSetupManager 131 None
Intel W krror DeviceSetupManager 131 None
{5] Internet Explorer WEror Power Options DeviceSetupManager 131 None
{51 Key Management Service @ Error et DeviceSetupManager 131 None
Microsoft @cror Event Viewer DeviceSetupManager 131 None
{£] Microsoft Office Alerts i\ Warning S Netwtw06 6000 None
& OneApp_IGCC 1, Warning DistributedCOM 10016 None
1 OpensSsH /i, Warning Device Manager DistributedCOM 10016 None
{51 Windows PowerShell A\ Warning DistributedCOM 10016 None
-4 Subscriptions 1\, Warning Network Connections DistributedCOM 10016 None
1, Warnin . Kernel-Processor-Power (Micr... 37 @
g, Disk Management M o
@cror Report Server Windows Servic.. 107 Management
Okror Computer Management DeviceSetupManager 131 None
Ak D 131 AL
Terminal x

Event 131, DeviceSetupManager

General Details Terminal (Admin)

Task Manager

Metadata staqging failed, result=0x8007( f.C-730A-8CBO8BOFA2581)'

Settings

Log Name: Microsoft-Windows IR el lel¢=lg

Source: DeviceSetupManagd

Event ID: 131 & ’ cearch

Level: Error Run

User: SYSTEM

OpCode: Info Shut down or sign out

Desktop

Q search m h ‘) (§1 @ = W ;E

KET LUAN

Tir cac bai kiém tra thir qua trén laptop ca nhan cho thay hién tai may tinh ca nhan chua c6 mdi
de doa nao dén bao mat, hay dinh phai virus. Nhung van phai nang cap bao mat may tinh ca nhan, boi
vi hién nay tinh trang bi dinh virut rat tinh vi, c6 thé bi dinh phai khi truy cap cac duong link la, web
den,web gia mao, ransomeware, mail spam, mailicious software, spyware, phising, virut trojan.
Tém lai,ngudi ding can phai huan luyén nang cao nhan thiic an toan bao mat trén khong gian mang.
Dit strong password co do dai tir 12 — 16 ki tu kém ki tu dic biét, yéu cau mat khau phai c6 d6 phuc
tap, xac thuc 2 yéu té (2FA), ma hoéa dir liéu (SHA-256), Firewall, IDS, cai dat antivirut, st dung cac

phan mém ban quyén, cap nhat cac ban va I8i mai tir nha phét hanh /.
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