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Host A send a IP Packet to Host B
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| Source MAC Address l
Destination MAC Address
| Source IP Address
éDestination IP Address .
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Source MAC address MAC1 MAC3 MAC5
Destination MAC address MAC2 MAC4 MACG6
Source IP Address IP1 IP1 IP1
Destination IP Address IP6 IP6 IP6

IP ngudn va dich s& khong thay d6i trong qué trinh

Dia chi MAC nguén va dich s& thay ddi theo méi truong trong qua trinh
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lénh arp -a

1 C:\WINDOWS\system32\cmd.

C:\Users\y@ns2>arp

Interface: 192.168
Internet Address
192.168.11.255
224.0.0.22
224.0.0.251
224.0.0.252
239,.255.255.250

Interface:
Internet Address
192.168.1.1
192.168.1.4
192.168.1.255
224.0.0.22
224.0.0.251
224.0.0.252
239.255.255.2560
255.255.255. 255

Interface:
Internet Address
192.168.110.255
224.0.0.22
224.0.0.251
224.0.0.252
239,.255.255.250

C:\Users\yOns2>|

X

—a

I

192.168.

192.168.0.4

pca

LY

+

-—— 0xb

Physical Address
ff—Ff—Ff—Ff—Ff—Ff
01-00-5e-00-00-16
01-00-5e-00-00—fb
01-00-5e-00-00—Fc
01-00-5e-7f—ff—fa

-—— 0xf

Physical Address
d0-96-fb-a3-b8-e7
78-8a-86—aa-3f-8d
ff—Ff—Ff—Ff—Ff—Ff
01-00-5e-00-00-16
01-00-5e-00-00—fb
01-00-5e-00-00—-fc
01-80-5e-Tf—ff-fa
ff—fFf—Ff—Ff—Ff—Ff

192.168.110.1 ——- 0x13

Physical Address

ff—Ff—Ff—Ff—FFf—Ff
01-00-5e-00-00-16
01-00-5e-00-00—Fb
01-00-5e-00-00—Fc
01-00-5e-Tf—ff—fa

l 192.168.0.5

PCS

Type

static
static
static
static
static

Type
dynamic
dynamic
static
static
static
static
static
static

Type

static
static
static
static
static
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C:\Users\y@Ons2>arp -a

Interface: 192.168.11.1 ——— 0Oxb
Internet Address Physical Address Type
192.168.11.255 R R e I R R R AR static
224.0.0.22 01-00-5e-00-00-16 static
224.0.0.251 01-00-5e-00-00—Fb static
224.0.0.252 01-00-5e-00-00—Fc static
239.255.255.2560 01-00-5e-7Tf—ff—fa static

Interface: 192.168.1.10 ——- Oxf

Internet Address Physical Address Type

192.168.1.1 d0-96—fb-a3-b8-e7 dynamic
192.168.1.4 78-8a-86—aa—3f-8d dynamic
192.168.1.255 ff—ff—Ff—Ff-ff-+f static
224.0.0.22 01-00-5e-00-00-16 static
224.0.0.251 01-00-5e-00-00—Fb static
224.0.0.252 01-00-5e-00-00—Fc static
239.255.255.2560 01-00-5e-7Tf-ff—fa static
255.255.255.255 R R e I R R R AR static

Interface: 192.168.110.1 —— 0x13
Internet Address Physical Address Type
192.168.110.255 ff—Ff—Ff—FF—F+—+F+ static
224.0.0.22 01-00-5e-00-00-16 static
224.0.0.251 01-00-5e-00-00-fb static
224.0.0.252 01-00-5e-00-00—fc static
239.255.255.250 01-00-5e-7f—ff-fa static

C:\Users\y@ns2>ping 192.168.1.4 -4

Pinging 192.168.1.4 with 32 bytes of data:

Reply from 192.168.1.4: bytes=32 time=66ms TTL=64
Reply from 192.168.1.4: bytes=32 time=Ums TTL=64
Reply from 192.168.1.4: bytes=32 time=8ms TTL=6U
Reply from 192.168.1.4: bytes=32 time=6ms TTL=6U

Ping statistics for 192.168.1.4:
Packets: Sent = U4, Received = U4, Lost = © (0% loss),
Approximate round trip times in milli-seconds:
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Xem khéac mang

1 CAWINDOWS\system32\cmd. X + ~

C:\Users\y@Ons2>router print
'router' is not recognized as an internal or external command,
operable program or batch file.

C:\Users\y@ns2>route print

Interface List
..bc a8 ab
..be a8 ab
..00 50 56
..00 50 56

.bc a8 a6

Microsoft Wi-Fi Direct Virtual Adapter
Microsoft Wi-Fi Direct Virtual Adapter #2
VMware Virtual Ethernet Adapter for VMnetl
VMware Virtual Ethernet Adapter for VMnet8
Intel(R) Dual Band Wireless—AC 8265
Software Loopback Interface 1

Active Routes:

Network Destination Gateway Interface Metric

0.0.0.0
127.0.0.0
127.0.0.1
127.255.255.255
192.168.1.0
192.168.1.10
192.168.1.255
192.168.11.0
192.168.11.1
192.168.11.255
192.168.110.0
192.168.110.1
192.168.110.255
224.0.0.0
224.0.0.0
224.0.0.0
224.0.0.0
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255

0.0.0.0
255.0.0.0
255.255.255.255
255.255.255.255
255.255.255.0
255.255.255.255
255.255.255.255
255.255.255.0
255.255.255.255
255.255.255.255
255.255.255.0
255.255.255.255
255.255.255.255
240.0.0.0
240.0.0.0
240.0.0.0
240.0.0.0
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255

192.168.1.1
On-link
On—-link
On-link
On-link
On-link
On-link
On-link
On-link
On-link
On-link
On-link
On-link
On—-link
On-link
On-link
On-link
On-link
On-link
On-link
On-link

192.168.1.10

127.0.0.
127.0.0.
127.0.0.
168.1.10
168.1.10
168.1.10
168.11.
168.11.
.168.11.
192.168.110.
192.168.110.
192.168.110.

192.
192.
192.
192.
192.
192

1
1
1

1

127.0.0.1
192.168.1.10
192.168.11.1

192.168.110.1

127.0.0.1
192.168.1.160
192.168.11.1

192.168.110.1

/fon link 1a ciing mang, khac mang thi di ra bang gateway
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TAN CONG BE LAI PUONG TRUYEN

1. T4n cong ARP
2. Tan cong DHCP
3. Tan cong DNS

PC1 ARP Cache

192.168.0.5 AA:BB:CC:55:55:55

'
'
] Etherne ARP Header
pC1 P2 pC3 H
M, AAILIITAL
H A A I
'

|
192.168.0.1 [192.168.0.2 [192.168.9.3

1 1
S [ |

lam 192.168.0.5 and
AA:BB:CC:55:55:55 is
my MAC address.

ARP Reply

192.168.0.4 192.168.0.5
PC4 PCS

1. Tan cong ARP

Ké tan céng ngdi & PC4 va tan cong PC1, khi pcl giri arp ra téi pc5 ma pe4 da giri ARP
rely truéc PC5

Pcl gui cho PC5 ma PC4 di lay duoc.( bé 1ai duong truyén, an cip thong tin)

Gia sir pc5 két néi cong ra internet, pc4 gia mao mac cua pc5 lam cho pel gui nham sang

pcd va sau d6 pe4 giri sang pe5 dé ra cong internet
2. Tan cong DHCP server

DHCP server cap ip, subnet, mask cho cac may, ké tan cong tién hanh cudp hoic sira

thong tin ip, mac.
3. Tan cong DNS

Pc1 mudn truy cap internet thi phai truy cap pc3 dé phan giai mién dns, pc4 tién hanh truy
cap vao co so dir liéu cua pe3 dé sira hoac 1am cho khi truy cap vao mién may chu khéc,

gia mao nham danh cip thong tin dang nhap,v.v
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1. OSI Model

OSI gom 7 tang

data unit layers
) Application '
Data s : \
Network Process to Application
o (2 rfresentation
(<] Data l Datha Representation ‘
%‘ and Encryption
— Session
w
o | Data l Interhost Communication ‘
A (o = =
OSI Model LRI
Segments I End-to-End Connections
and Reliability
Network
w Packels l Path Determination and ‘
S Logical Addressing (IP)
2
< ) f Data Link
—_ - Frames I Physical Addressing ‘
« ) (MAC and LLC)
S - > <
D ( Physical ‘
= Bits Media, Signal and I
Binary Transmission )

Demo viéc chuyén goi tin
C:\Users\y@Ons2>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes| of data:

Reply from 192.168.1.1: bytes=32 time=2ms TTL=64
Reply from 192.168.1.1: bytes=32 time=1lms TTL=64
Reply from 192.168.1.1: bytes=32 time=2ms TTL=6U

Reply from 192.168.1.1: bytes=32 time=1lms TTL=6U

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = 2ms, Average = 1lms
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] CAWINDOWS\system32\cmd. X + o~

C:\Users\yOns2>ping 192.168.1.1 -1 5000

Pinging 192.168.1.1 with 5000 bytes of data:

Reply from 192.168.1.1: bytes=5000 time=8ms TTL=64
Reply from 192.168.1.1: bytes=5000 time=10ms TTL=64
Reply from 192.168.1.1: bytes=5000 time=3ms TTL=64
Reply from 192.168.1.1: bytes=5000 time=5ms TTL=6U

Ping statistics for 192.168.1.1:

Packets: Sent = U, Received = U4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 3ms, Maximum = 1O@ms, Average = 6ms

C:\Users\yOns2>ping 192.168.1.1 -1 10000

Pinging 192.168.1.1 with 10000 bytes of data:

Reply from 192.168.1.1: bytes=10000 time=22ms TTL=64
Reply from 192.168.1.1: bytes=10000 time=9ms TTL=64
Reply from 192.168.1.1: bytes=10000 time=U42ms TTL=64
Reply from 192.168.1.1: bytes=10000 time=38ms TTL=64

Ping statistics for 192.168.1.1:

Packets: Sent = U4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 9ms, Maximum = 42ms, Average = 27ms

C:\Users\yOns2>ping 192.168.1.1 -1 50000

Pinging 192.168.1.1 with 50000 bytes of data:
Reply from 192.168.1.1: bytes=50000 time=66ms
Reply from 192.168.1.1: bytes=50000 time=U7ms
Reply from 192.168.1.1: bytes=50000 time=26ms
Request timed out.

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 3, Lost = 1 (25% loss),
Approximate round trip times in milli-seconds:

Minimum = 26ms, Maximum = 66ms, Average = U6ms

C:\Users\yOns2>ping 192.168.1.1 -1 2000000
Bad value for option -1, valid range is from 0 to 65500.
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C:\Users\yOns2>ping 192.168.1.1 —f -1 1000

Pinging 192.168.1.1 with 1000 bytes of data:

Reply from 192.168.1.1: bytes=1000 time=23ms TTL=6U
Reply from 192.168.1.1: bytes=1000 time=2ms TTL=64
Reply from 192.168.1.1: bytes=1000 time=7ms TTL=64
Reply from 192.168.1.1: bytes=1000 time=uUms TTL=64

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = 23ms, Average = 9ms

C:\Users\yOns2>ping 192.168.1.1 —f -1 2000

Pinging 192.168.1.1 with 2000 bytes of data:
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.

Ping statistics for 192.168.1.1:
Packets: Sent = U4, Received = 0

Lost = 4 (100% loss),

C:\Users\y@Ons2>ping 192.168.1.1 —f -1 1472

Pinging 192.168.1.1 with 1472 bytes of data:

Reply from 192.168.1.1: bytes=1472 time=1ms TTL=64
Reply from 192.168.1.1: bytes=1472 time=3ms TTL=64
Reply from 192.168.1.1: bytes=1472 time=2ms TTL=64
Reply from 192.168.1.1: bytes=1472 time=5ms TTL=64

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 5ms, Average = 2ms

HVESRWR [ich thudc dir liéu IGn nhat dé gui
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Kich thwéc khudn

IEEE 802.3 Ethernet Frame Format

it =
: Ethernet Header (14 byte) :
| B g |
| 48 to 1500 |
| 7 byte 1 byte 6 byte 6 byte 2 byte byte 4 byte |
Start Destinati 8 Check
estination ource
Preamble DFI_arqa Addrass Address Length Data Sequence
elimiter (CRC)
s
Chuin khéac
Ethernet (DIX) and Revised (1997) IEEE 802.3
8 6 6 2 Variable 4
Dest. | Source | Type/
Preamble Address |Address | Length Data |FCS
Original IEEE Ethernet (802.3)
7 1 6 6 2 1 1 1-2 Variable 4
Dest. | So IS) g
est, urce
Preamble [ SD sdoress | addeons Length S ;A: Control | Data |FCS
[ " A N7 J Hf‘—}
802.3 802.2 8023
IEEE 802.3 with SNAP Header
7 1 6 6 2 1 1 1-2 3 2 Variable 4
Dest. | So g g
; urce
Preamble | SD sikase laddvass Length S é Control| OUI | TYPE |Data |FCS
L ~ A —~ J - J A\ J
802.3 802.2 SNAP 802.3
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Ping -1 2000

(2000 bytes)

Tinh goi tin

2000 bytes + 8 (dau ICMP) = 2008
2008 / 1480 = 1.3567

= Can 2 frame
= Frame 1: 1480 (Phan dix liéu) + 20 + 14 = 1514
= Frame 2: 2008 — 1480 = 528 + 20 +14 = 562 bytes

Ping -1 1500

1500 bytes: 1500 + 8 = 1508 bytes
1508/1480 = 1,0189 => can 2 Frame
Frame 1: 1480 + 20 + 14 + 4 = 1518 bytes
Frame 2: 28+20+14 = 62 < 64 bytes

Frame 2: 64 bytes

1480 bytes dir liéu (payload).

20 bytes IP header.

14 bytes Ethernet header.

4 bytes FCS (Frame Check Sequence).

14+4+1472 =1500

1472 la gia tri 16n nhat trong Iénh ping 192.168.1.1 - -1 1472

Néu I6n hon gié tri ndy thi s& khdng truyén di dugc goi tin néu khdng phan manh
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BAI TAP 30 PHUT

a) Ping x.x.x.x -1 7500

b) Ping x.x.x.x -1 5930

¢) Lénh ping c6 phin manh:
e Frame1,2,3,4,5,6,7: 1518
e Frame 8: 800

= Xac dinh Kkich thwéc dir liu

Bai lam
a) Ping x.x.x.x -1 7500
Kich thudc goi ping: 7500 bytes + 8 (dau ICMP) = 7508
Tinh s6 Frame: 7508/1480 = 5,072 => can 6 Frame
Frame 1: 1480 + 20 (IP header) + 14 (Ethernet header) + 4 = 1518 bytes
Frame 2: 1480 + 20 + 14 + 4 = 1518 bytes
Frame 3: 1480 + 20 + 14 + 4 = 1518 bytes
Frame 4: 1480 + 20 + 14 + 4 = 1518 bytes
Frame 5: 1480 + 20 + 14 + 4 = 1518 bytes

Frame 6: 7508 - (1480*5) = 108 + 20 + 14 + 4= 146 bytes

b) Ping x.x.x.x -1 5930

Kich thudc géi ping: 5930 bytes + 8 (dau ICMP) = 5938 bytes
Tinh s6 Frame: 5938/1480 = 4,012 => can 5 Frame

Frame 1: 1480 + 20 + 14 + 4 = 1518 bytes

Frame 2: 1480 + 20 + 14 + 4 = 1518 bytes

Frame 3: 1480 + 20 + 14 + 4 = 1518 bytes

l1|@tailieuitiuh



Frame 4: 1480 + 20 + 14 + 4 = 1518 bytes
Frame 5: 5938 — (1480*4) = 18 + 20 + 14 + 4 = 56 bytes
Ma 1 Frame t4i thiéu 64 bytes nén cong thém vao cho da nén 12 56 + 8 = 64 bytes

= Vay Frame 5: 64 bytes

¢) Lénh ping c6 phan manh:
e Frame1,2,3,4,5,6,7: 1518
e Frame 8: 800

= Xac dinh kich thudc di liéu

Frame 1: 1480 + 20 + 14 + 4 = 1518 bytes
Frame 2: 1480 + 20 + 14 + 4 = 1518 bytes
Frame 3: 1480 + 20 + 14 + 4 = 1518 bytes
Frame 4: 1480 + 20 + 14 + 4 = 1518 bytes
Frame 5: 1480 + 20 + 14 + 4 = 1518 bytes
Frame 6: 1480 + 20 + 14 + 4 = 1518 bytes
Frame 7: 1480 + 20 + 14 + 4 = 1518 bytes
Frame 8: 762 + 20+ 14 + 4 = 800 bytes

= Téng kich thwéc tat ca cac Frame: 11426 bytes
= Trong mdi frame, tong header (IP, Ethernet, FCS) chiém: 20 + 14 + 4 = 38 bytes
= Tong kich thudc dit liéu:

o Frame 1-7 chtra: 1480 x 7 = 10360 bytes
o Frame 8 chura: 762

= Tong kich thwéc dir liéu 1a: 10360+762=11122 bytes
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