MON TRIEN KHAI AN NINH HE THONG
GVHD: D5 Ha Phuong

Phuc Lam — LT09 - 04/10/2024

Yéu ciu: Cac em tai pfsense: pfSense-CE-2.4.5-RELEASE-p1-amdé64.iso vé cai, cAu

hinh WAN, LAN, DMZ. Test: Lan truy cap internet

So do

Méythét WAN - VMnet1 pfSense LAN - VMnet2 Méy khach
COMPUTER IP: 192.168.137.1 FIREWALL IP: 192.168.10.10 CLIENT
Default gateway: Default gateway:
192.168.137.100 192.168.10.1

DMZ - VMnet2

SERVER

Xem video tham khao:
https://www.youtube.com/watch?v=cRvpYJvPXC8&list=PLUYrM623uvykP1 99ublanuSB
o0eNOxm5SB&index=8

MUC LUC
1. Cau hinh may LAN
2. Cai dit mdt may 40 cho phin FIREWALL sir dung pfSence
3. O may LAN, truy cip tuong lira va cAu hinh trén giao dién web. .................. 15
4. Lap lich schedule
5. Chan ping ICMP

6. Chan truy cap ip cia trang web www.facebook.com



https://www.youtube.com/watch?v=cRvpYJvPXC8&list=PLUYrM623uykP1_99ubIanuSBg0gNOxm5B&index=8
https://www.youtube.com/watch?v=cRvpYJvPXC8&list=PLUYrM623uykP1_99ubIanuSBg0gNOxm5B&index=8

1. CAU HINH MAY LAN

)

@
AN (GOUTIE]
[GUTOTIE]

£ ]®)

File Edit View Tools Advanced Help

Organize Disable this network device

L Incoming Connections

No clients connected

Diagnose this connection

Local Area Connection
Network 4
Intel(R) 82574L G

[ » Control Panel » Network and Intemet » Network Connections »

Rename this connection

View status of this connection ~ »

8 Administrator: C:\Windows\system32\cmd.exe

C:\Users\LAN>ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:

Request timed out.
Request timed out.

Reply from 192.168.238.100: Destination host unreachable.

Request timed out.

Ping statisties for 8.8.8.8:

Packets: Sent =

4, Receiued = 1, Lost = 3 (75% loss),

C:\Users\LAN>ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:

8.8.8.
8.8.8.
8.8.8.8:
8.8.8.

Reply from

Ping statistics for 8.8.8.8:

Packets: Sent =

4, Received = 4, Lost = 0 (0% loss).

Approximate round trip times in milli-second

Minimum = 27ms,

C:\Users\LAN>

Maximum = 67ms, Average = 3Tms

=5

,”,’ Local Area Connection Status
gabit Network C... General
5] Connection
P IPv4 Connectivity: No Internet access
IPv6 Connectivity: No Internet access
i Media State: Enabled
Duration: 00:08:22
Speed: 1.0 Gbps
| petas.. |
Activity
Sent Received
Bytes: 10,715 10,814
(S rroperts)] [ §posable..] [ Disgnese.]
| close

Network Connection Details

Network Connection Details:

Property
Connection-specific DNS S
Description

Physical Address

DHCP Enabled

1Pv4 Address

IPv4 Subnet Mask

1Pv4 Default Gateway

IPv4 DNS Server

IPv4 WINS Server
NeiBIOS over Tepip Enabl
Link-local IPv6 Address
IPv6 Default Gateway

IPv6 DNS Server

Value

Intel(R) 82574L Gigabit Ne
00-0C-29-C5-A5-CF

No

192.168.1.100
255.255.255.0

192.168.12

8888

Yes
1e80:e19f9a4:d765:277a% 1|

r

Thure hién tir may that PC share két néi internet tir wifi dén VMnet1

S Alacmaal € Ala Conaa T PRROY PROSEY FLt f PO PO |

Rename this connection

" ey aue A LE——— = = ~
5.

P & > Control Panel > Network and Internet > Network Connections
Organize v Connect To Disable this network device Diagnose this connection

Ethernet

A
A

= WiFi
L\‘. An I

Local Network

6 items

When Internet Connection Sharing is enabled, your LAN
adapter will be set to use IP address 192.168,137.1. Your
computer may lose connectivity with other computers on your
network. If these other computers have static IP addresses,
you should set them to obtain their IP addresses
automatically. Are you sure you want to enable Internet
Connection Sharing?

Yes No

1 item selected

VMnet1

tual Ethe

Networking Sharing

Intemet Connection Sharing

Allow other network users to connect through this
computer’s Intemet connection

Home networking connection

VMnet1

Allow other network users to control or disable the
shared Intemet connection

Settings

Titla

View status of this connection

Cuilassatia YRR

Conibicnia L

11
O
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Gia sir may LAN két néi t6i VMnetl

VM Tabs Help II s @ D Q9N D:l = EEE @ El

x
| & Lan
search - ‘
or B S
ngdung
AN Eleeisfls
@Ov’ /& » Control Panel » Network and Internet » Network Connections »
File Edit View Tools Advanced Help
Organize ¥
*" Incaminig: Ganhections ! Local Area Connection
4 5 I W
No clients connected ﬁtg Tk 4A -
=P L Intel(R) 82574L Gigabit Network C...
= Virtual Machine Settings X
Hardware Options
— Summary Device status
[ Memory 512 MB Connected
Processors 4 Connect at power on
[\Hard Disk (SCSI) 256 GB
CD/DVD (SATA) Using file D:\windows_7_ulti... Network connection
3 Network Adapter Custom (VMnet8) (O Bridged: Connected directly to the physical network
[5) usB controller Present Replicate physical network connection state
1) Sound Card Auto detect
=4 Printer Preseit (O NAT: Used to share the host's IP address
[_Ipisplay Auto detect () Host-only: A private network shared with the host
© custom: Specific virtual network
VMnet1 (Host-only) ~
(O LAN segment:
ccl LAN Segments... Advanced...
eaner
z
A A d r X d
Cau hinh mang cia LAN ¢6 IP 1a 192.168.137.200 ( IP 192.168.137.1 ciia VMnetl)
iy LaN
@ Ov | ‘& p Control Panel » Metwork and Internet » MNetwork Connections »
File Edit View Tools Advanced Help
Organize ~ Disable this network device Diagnose this connection Rename this connection View status of this connection Cha

" . Local Area Connection
Incoming Connections - o
No clients connected y » Unidentified network
WET Intel(R) 825741 Gigabit Network C...

E] Local Area Connection Properties @

Internet Protocol Version 4 (TCP/IPv4) Properties
MNetworking
General
Connect using:

You can get IP settings assigned automatically if your network
li'." Intel{R) 82574L Gigabit Network Connection

supports this capability. Otherwise, you need to ask your network

administrator for the appropriate IP settings.

This connection uses the following items: () Obtain an IP address automatically

U;‘;CIientfnr Microsoft Metworks
4=, QoS Packet Scheduler IP address: 192 . 168 . 137 . 200
J%File and Printer Sharing for Microsoft Networks

[ -2 Intemnet Protocol Version 6 (TCP/IPvE) Subnet mask: 235 - 255 -
=& Intermet Protocol Version 4 (TCP/IPv4)

Use the following 1P address:

Default gateway: 192 . 168 . 137 . 1

=i Link-Layer Topology Discovery Mapper [fO Driver
- Link-Layer Topology Discovery Responder

Obtain DNS server address automatically

Use the following DMNS server addresses

Freferred DNS server: a .8 .8 .8
Description

o . Alternate DNS server:
Transmission Control Protocolfinternet Protocol. The default wide

area network protocol that provides communication across
diverse interconnected networks.

I:IValldate settings upon exit

OK ] [ Cancel [

ok || cancel |
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Kiém tra lai LAN d4 ping thong t6i 8.8.8.8 ciia google.com hay chwa

EA Administrator: C\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.T7601]
Copyright (c¢) 2009 Microsoft Corporation. All rights reserved.

C:\Users\LAN>ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:

Reply from 8.8. : bytes=32 time=22ms TTL=58
Reply from 8.8.8.8: bytes=32 time=24ms TTL=58
Reply from 8.8.8.8: bytes=32 time=23ms TTL=58
Reply from 8.8.8.8: bytes=32 time=22ms TTL=58

Ping statistics for 8.8.8.8:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 22ms, Maximum = 24ms, Auerage = 22ms

C:\Users\LAN>

Network 6

Currently connected to:

Internet access

Open Network and Sharing Center

Sl f

Nhu vay l1a may LAN dang ping thong internet thong qua VMnet1 dugc share tir

wifi cia PC may that.
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2. CAIPAT MQT MAY AO CHO PHAN FIREWALL SU DUNG PFSENCE
Tai dfsence: https://archive.org/download/pfSense-CE-2.4.5-RELEASE-p1-amd64
Thém cac card mang VMnetl, VMnet2, VMnet3 va tit use local DHCP service

I
[

L TR A

& Virtual Network Editor

X

Name Type External Connection Host Connection
ViMnetd Bridged Auto-bridging -

ViMnetl Host-only - Connected
VMnet2 Host-only - Connected

- 192.168.254.0
- 192.168.197.0

DHCP Subnet Address

Host-only Connected 192.168.64.0
VMnetsd MAT NAT Connected Enabled 192.168.1.0
Add MNetwork... Remove Network Rename Network...

VMnet Information
() Bridged (connect VMs directly to the external network)

Bridged to: Automatic

{_JMAT (shared host's IP address with VMs)

Q) Host-only (connect VMs internally in a private network)

Automatic Settings...

NAT Settings...

Connect a host virtual adapter to this network
Host virtual adapter name: VMware Network Adapter VMnet3

[ Juse local DHCP service to distribute IP address to VMs

DHCF Settings...

Subnet IP: | 192.168 . 64 . 0 Subnet mask: | 255.255.255. 0 |

Restore Defaults Import... Export... Cancel

Apply Help
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https://archive.org/download/pfSense-CE-2.4.5-RELEASE-p1-amd64

Tao may 40 va chon phan .iso ctiia pfSence
MNew Virtual Machine Wizard
Guest Operating System Installation

A virtual machine is like a physical computer; it needs an cperating
system. How will you install the guest operating system?
Install from:

Installer disc:

Mo drives available

Q) installer disc image file (iso):

| D:\MayAo\pfSense-CE-2.4.5-RELEASE-pl-amda4.iso  ~~ Browsse...
[i] FreeBSD version 10 and earlier 64-bit detected.
(I will install the operating system later.
The virtual machine will be created with a blank hard disk.
Help < Back Cancel
b4 A r d Y . 4 ~
Dat tén cho may 4o va vi tri luu trir
MNew Virtual Machine Wizard >
Name the Virtual Machine
What name would you like to use for this virtual machine?
I
;|
Virtual machine name
FIREWALL|
Location:
D\ MayAc\FIREWALL Browse...
The default location can be changed at Edit > Preferences.

< Back Mext = Cancel
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Tiép theo, Customize hardware, cai dit va thém 3 card mang twong irng Wan —

VMnetl; Lan — VMnet2; DMZ — VMnet3

Name: FIREWALL
Location: D:\MayAo\FIREWALL
Version: Workstation 17.x

Operating System: FreeBSD version 10 and earlier 64-bit
Hard Disk: 20 GB, Split
Memory: 256 MB

Network Adapter: NAT, NAT, NAT
Other Devices: CD/DVD, USB Controller, Sound Card

Customize Hardware...

Power on this virtual machine after creation

< Back Finish

7L
CCleaner

Hardware
Ready to Create Virtual Machine
Click Finish to create the virtual machine and start installing FreeBSD | Device Summary Device status
version 10 and earlier 64-bit. === Memory 256 MB -0
The virtual machine will be created with the following settings: |:Processors 1 Connect at power on

New CD/DVD (IDE)  Using file D:\MayAo\pfSense...

Tl network Adapter Custom (VMnet1)

< Network Adapter 2 Custom (VMnet2)

Network connection

(O Bridged: Connected directly to the physical network

LAN Segments...  Advanced...

€3 Network Adapter 3 Custom (VMnet3) latashvaca
USB Controller Present -

1) Sound Card Auto detect (_) NAT: Used to share the host's IP address

[_Ipisplay Auto detect ") Host-only: A private network shared with the host
© custom: Specific virtual network

VMnet1 (Host-only)
) LAN segment:
Cancel
Add... Remove

Cai dit theo mic dinh va nhan OK

pfSense Installer

3883 files read

Archive Extraction
Extracting distribution files. ..

base.tx=z. ..

Overall Progress:

— 18%

[1%1]

778.8 files/sec.

[ Close | Help
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- Nhéan theo mic dinh

Complete
Installation of pfSense
complete?! Hould you like
to reboot into the
installed system now?

<sShell >

Oct 5 HBB8:15:33 reboot: rebooted by root

Oct 5 BB:15:33 =syslogd: exiting on signal 15

Haiting (Max 68 seconds) for system process 'wnlru’ to stop... done
Haiting (Max 68 seconds) for system process 'bufdaemon’ to stop... done
Haiting (Max 68 seconds) for system process 'syncer’ to stop...

Syncing disks, vnodes remaining... 8 8 |J]

- Tiép theo, thi chd doi chwong trinh cai diit xong. Sau d6 nhan phim s6 1 dé Assign
Interface

Starting syslog...done.

Starting CRON... done.

pf3enze 2.4 .5-RELEASE (Patch 1) amdG4 Tue Jun B2 17:51:17 EDT 2828
Bootup complete

FreeB3D-amd64 (pfSense. localdomain) (ttypvB)
UMuware WVirtual Machine - Hetgate Dewice ID: 633b6d19ac?29d2e57cd3
== Lelcome to pfSense 2.4.5-RELEASE-pl (amdB64) on pfSense ==

HAN (wan) -> emd -» w4-0HCP4: 192.166.137.115-24
LAN (lan) -» eml -» wi: 192.166.1.1-24

Logout (S5H only)d 9) pfTop

Aszsign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 123 PHP shell + pfSensze tools
Reset to factory defaults 1331 Update from console

Reboot systemn 143 Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 163 Restart PHP-FPH

Shell

Enter an option: [
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- Buwéec tiép theo, khong nhin ciu hinh VLAN chon n (no)

6) Halt system Restore recent configuration
7) Ping host Restart PHP-FPM
8) Shell

Enter an option: 1

UValid interfaces are:

e~d BB :Bc:29:3d:66:5c (up) Intel(R) PRO-18BBA Legacy Hetwork Connection 1.
eml BB :Bc:29:3d:66:66 (up) Intel(R) PRO-18B8 Legacy Network Connection 1.
eM2 BB :Bc:29:3d:66:78 (down) Intel(R) PRO-18BA Legacy Metwork Connection 1.

Do ULANs need to be set up first?
If ULANs will not be used, or only for optional interfaces, it is typical to
zay no here and use the webConfigurator to configure ULANs later, if required.

Should ULANs be set up now [yinl? n
If the names of the interfaces are not known, auto-detection can
be used instead. To use auto-detection, please disconnect all

interfaces before pressing 'a’ to begin the process.

Enter the HAN interface name or 'a’ for auto-detection
(erA eml eM2 or a)l:

- Céu hinh cho 3 card mang theo thir tw

say no here and use the webConfigurator to configure VLAN= later, if required.
Should ULANs be set up now [pinl? n

If the names of the interfaces are not known, auto—-detection can
be used instead. To use auto-detection, please disconnect all
interfaces before pressing "a’ to begin the process.

Enter the HAN interface name or "a’ for auto-detection
(emB eMl eMZ or al: emd

Enter the LAN interface name or "a’ for auto-detection
HOTE: thi=s enables full Firewalling~HAT mode.
(eMl er2 a or wnothing if finished): eml

Enter the Optional 1 interface name or 'a’ for auto-detection
(eM2 a or nothing if finished): em2

The interfaces wWwill be assigned as follows:
HAN -> emH

LAH -> eml
O0PT1 -> em2

Do you want to proceed [pinl? y]]
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- Tiép theo nhin phim s6 2, d¢ chon option 2. Cau hinh IP sang IP tinh & dwong WAN
- VMnetl. Nhin tiép so 1 dé cAu hinh WAN, khong nhan DHCP chon “n”, cap dia
chi tinh theo so d6 12 192.168.137.100, Submark nhin mic dinh la 24;

Enter an option: 2

Available interfaces:

1 - UAN (emB - dhcp, dhcpB)
2 — LAN (eml - =static)
3 - OPT1 (em2)

Enter the number of the interface you wish to configure: 1
Configure IPv4 address HAN interface wia DHCP? (p/nl) n

Enter the new HAN IPv4 address. Press <{ENTER> for none:
» 192.168.137. 1688

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 24

255.255.8.8 16

255.8.8.8 8

Enter the new HAN IPv4 subnet bit count (1 to 31):
> 1

- Nhép default gateway 192.168.137.1 va bé qua phan DHCP V6 chon “n” kém nhan

“enter” dé tiép tuc. Két thiic chon “y”

Enter the number of the interface you wish to configure: 1
Configure IPv4 address HAN interface wia DHCP? (p/nl) n

Enter the new HAN IPv4 address. Press <{ENTER> for none:
» 192.168.137. 1688

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 24

255.255.8.8 16

255.8.8.8 8

Enter the new HAN IPv4 subnet bit count (1 to 31):
> 24

For a HAN, enter the new WAH IPv4 upstream gateway address.
For a LAM, press <{EHTER> for none:

> 192.168.137.1

Configure IPuvb address HWAN interface wia DHCPGE? (ysnl) n

Enter the new HAN IPwE6 address. Press <{ENTER> for none:
>

Do you want to revert to HTTP as the webConfigurator protocol? (ysn) y]]
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- Két qua

255.8.8.8

Enter the new HAN IPv4 subnet hit count (1 to 31):
» 24

For a HAN, enter the new HAN IPvd upstream gateway address.
For a LAN, press <{ENTER> for none:
> 192.168.137.1

Configure IPu6 address HWAN interface wvia DHCPE? (y-n) n

Enter the new HAN IPu6 address. Press <{ENTER> for none:
>

Do you want to revert to HTTP as the webConfigurator protocol? (ysm) y
Please wait while the changes are saved to HAN. ..

Reloading filter...

Reloading routing configuration...

DHCPD. ..

Restarting webConfigurator...

The IPv4 HAN address has been set to 192.168.137.168-24

Press <ENTER> to continue.|]

- Sau khi cAu hinh Phim 1) Assign Interface thi chiing ta tiép tuc véi phim 2) Set

Interface

DHCPD. ..
Restarting webConfigurator...

The IPv4 HAN address has been set to 192.168.137.188-24

Press <ENTER> to continue.
UMnware Uirtual HMachine - Hetgate Device ID: 633b6d19ac29d2e57cd3

=xx |lelcoMe to pf3ense 2.4.5-RELEASE-pl (amd64) on pf3Sense ===

HAN (wan) -> enB -> wi: 192.168.137.16808-24
LAN (lan) -» emMl -> wi: 192.168.1.1-24
0PT1 (optl) -> emM2 ->

Logout (53H only) 9) pfTop

Aszsign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP shell + pfSense tools
Reset to factory defaults 13) Update froM console

Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPHM

Shell

Enter an option: 2|
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- Tiép tuc, chon phim s6 2 va cdu hinh téi cong LAN

Available interfaces:

1 - UHAN (emB - static)
2 — LAN (eml - static)
3 - 0PT1 (em2)

Enter the number of the interface you wish to configure: 2

Enter the new LAN IPv4 address. Press <{ENTER> for none:
» 192.168.18.1

Subnet Masks are entered as bit counts (as in CIDR notation)
e.qg. 255.255.255.08 24

255.255.68.8 16

255.8.8.8 8

Enter the new LAN IPv4 subnet bit count (1 to 31):
> 24

For a HAN, enter the new LAH IPv4 upstream gateway address.
For a LAM, press <{EHTER> for none:
>

Enter the new LAN IPwE6 address. Press <{ENTER> for none:
> 1

in pfSense.

- Khong ciu hinh cong default gateway va IPv4, IPv6, va khong bat DHCP

255.0.8.8

Enter the new LAN IPv4 subnet bit count (1 to 31):
> 24

For a HAN, enter the new LAN IPud upstream gateway address.
For a LAN, press <ENTER> for none:
>

Enter the new LAN IPuv6 address. Press <{ENTER> for none:
>

Do you want to enable the DHCP server on LAN? (ys/nl) n
Disabling IPw4 DHCPD...Disabling IPw6 DHCPD...

Please wait while the changes are saved to LAN...
Reloading filter...

Reloading routing configuration...

DHCPD. ..

The IPv4 LAN address has been set to 192.168.18.1-24

You can now access the webConfigurator by opening the following URL in your web

browuser:
http:-~192.168.18. 1~

Press <ENTER> to continue.|]

12 |@tailieuitiuh



Sau d6 thi nhan OK, va c6 thé cAu hinh trén trinh duyét http://192.168.10.1/

The IPv4 LAN address has been set to 192.168.18.1-24
You can noW access the webConfigurator by opening the following URL in your web
browser:

http:--192.168.18. 1~

Press <{ENTER> to continue.
UMnare Virtual Machine - Netgate Dewvice ID: 633b6d19ac29d2e57cd3

=xx llelcome to pfSense 2.4.5-RELEASE-pl (amd64) on pfSense =xx

HAN (wan) -> emB -> wd: 192.168.137.1668-24
LAN (lan) -» eml -> wd: 192.168.168.1-24
0OPT1 (optl) -> emM2 ->

Logout (SSH only) 9) pfTop

Assign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP shell + pf3Sense tools
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPM

Shell

Enter an option: [j

Tiép dén 1a két ndi LAN véi VMnet2

» FIREWALL [y LAN
- R
? Virtual Machine Settings X
- Hardware Options
Ly
Device Summary Device status
Memory 512 MB @ connected
Processors 4 Connect at power on
Hard Disk (SCSI) 256 GB
CD/DVD (SATA) Using file D:\windows_7_ulti... Network connection
) Network Adapter Custom (VMnet1) () Bridged: Connected directly to the physical network
USB Controller Present Replicate physical network connection state
Sound Card Auto detect
Printer Prosent {_JMAT: Used to share the host's IP address
Display Auto detect (_) Host-only: A private network shared with the host
© custom: Specific virtual network
VMnet2 (Host-only) ~
() LAN segment:
L
-
- LAN Segments...  Advanced...

Mateyells Bl
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http://192.168.10.1/

O LAN, ciu hinh va dit dia chi card mang 192.168.10.10 va default gateway la

192.168.10.1

[» FIREWALL i Lan
g U-w‘ & ) Control Panel b Network and Internet b Network Connections b [ 43 |[ searc
File Edit View Tools Advanced Help
Organize ~ Disable this network device Diagnose this connection Rename this connection View status of this connection Change settings of this connection
[ Local Area Connection
]
=, Unidentified network
Intel(R) 82574L Gigabit Network C...
& Local Area Connection Status &3
w Local Area Connection Properties =
General
Networking Internet Protocol Version 4 (TCP/IPv4) Properties @
Connection General
Connectusing
TPv4 Connectivity: No network access -
. £ Intel(R) 82574L Gigabit Network Connection You can get IP settings assigned automatically if your network
TPv6 Connectivty: No network access supports this capability. Otherwise, you need ta ask your network
Media State: Enabled I — administrator for the appropriate TP settings.
Configure
Duration: 00:02:39 -
This connection uses the following items bt P add tomatical
Speed: 1.0 Gbps — ain an TP address automatically
) ., Clientfor Microsoft Netwarks @) Use the following IP address:
Details... 421,00 Packet Scheduler
22| File and Printer Sharing for Micrasoft Networks TP address: 192,168 . 10 . 10
[ - Internet Protocol Version 6 (TCPIPvE) Subnet mask: 255 .255 .255 . 0
Actvity i. Internet Protocol Version 4 (TCP/IPv4)
Link-Layer Topalagy Discovery Mapper [/ Driver Default gateway: 192168 . 10 . 1
Sent L! Recened i Link-Layer Topology Discovery Responder
- Obtain DNS server address automatically
Bytes: 15 1564 | r— @) Use the following DNS server addresses
Preferred DNS server: 8.8 .8 .38
Description
4 properties | | Sy pisable | [ Dingnose | Transmission Control Protocol/lntemet Protocol. The defaultwide Alternate DNS sarver:
area network protocol that provides communication across
diverse interconnected networks.
\T Validate settings upon exit [ Advanced... |
ok || cancel ———— ———
—— JL = oK | cancel |

Kiém thir: cho phép LAN truy cép téi bat ki may nao thong qua pfSence

s [
LN (s 0OTIE]
GRTOME

: s
S Uninstall.:

NETWOT e 5 T VIEW

i g A

[ FIREWALL Ty LAN

M Administrator: C\Windows\system32\cmd.exe E
Microsoft Windows [Uersion 6.1.7601]
Copyright (¢) 2009 Microsoft Corporation. All rights reserved.

C:\Users\LAN>ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:

Reply from 8. : bytes=32 time=33ms TTL=57
Reply from 8.8.8.8: bytes=32 time=34ms TTL=57
Reply from &.8.8.8: bytes=32 time=34ms TTL=57
Reply from 8.8.8.8: bytes=32 time=31ms TTL=57

Ping statistics for 8.8.8.8:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 31ms, Maximum = 34ms, Average = 33ms

C:\Users\LAN>
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- 3.0 MAY LAN, TRUY CAP TUONG LUA VA CAU HINH TREN GIAO DIEN

WEB.

- http://192.168.10.1 v¢i tai khoan mac dinh 1a admin va password la pfsense

Ungdung [ Facebook EB YouTube . LEHANH™PC RE Microsoft Edge

fisense

SIGN IN

[ FIREWALL i Lan
! pfSense - Login x 4+ =@ %
& C R http://192.168.10.1

e

Login to pfSense

g o S—— N - =

& Network

A &« > Control Panel > Network and Internet > Network Connections

Organize +  Disable this network device

Diagnose this connection

L Ethernet

Network cable ung
00

[ W

Killer

VMnet3 @ vMnet2
@v
abled
e Virtual Ethernet Adapter General
Connection
1Pv4 Connectivity: Not Connected
IPv6 Connectivity: Not Connected
Media State: Enabled
Duration: 04:18:21
Speed: 100.0 Mbps
Details...
Activity
Sent — L Received
Bytes: 113,124 29,138
5 Properties %y Disable Diagnose
6items 1 item selected
| Close

<cihilitv- Inuactinate

Rename this connection

Connect using
I VMware Virtual Ethemet Adapter for VMnet2

Cot
This connection uses the following items:

¥ B Client for Microsoft Networks
58 VMware Bridge Protocol

T File and Printer Sharing for Microsoft Networks|
.4 Intemet Protocol Version 4 (TCP/IPv4)

. Microsoft Network Adapter Mutiplexor Protocal
4. Microsoft LLDP Protocol Driver

. Intemet Protocol Version 6 (TCP/IPvE)

UK

KLY

Install insta Pro
Description

Transmission Control Protocol/Intemet Protocol. The:
wide area network protocol that provides communica
across diverse interconnected networks.

OK

Tiép theo 1 tir may that PC ndi vao Lan di vao VMnet2 di vao so do.

= } Select v
Editing Add-ins
v C S ork Connections @
View status of this connection  Change settings of this connection -0 0

VMnet1 L. VMnet2

ed s> _ Enabled
VMware Virtual Ethernet Adapter ... & VMware Virtual Ethernet Adapter ...

¥ VMnet2 Properties

Networking ~ Sharing Internet Protocol Version 4 (TCP/IPv4) Properties X

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Obtain an IP address automatically

(© Use the following IP address:

IP address: 192 . 168 . 10 . 200
Subnet mask: 255.255.255. 0
Default gateway:

r ad omatically

O Use the following DNS server addresses:
Preferred DNS server: |

Alternate DNS server:

([ validate settings upon exit Advanced...

ok |

Ep——

Cancel

g =8
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http://192.168.10.1/

PC ding nhap va web http://192.168.10.1 sau khi da ndi LAN dén VMnet2

i pfsenselocaldomain - Wizard: pfSense Setup: General Information = o

X

@
c A Notsecure | 192.168.10.1/wizard 1p_wi T e M = @ | -

Fisense

o
(0]

&

<«
o
=
+

Elisense

COMMUNITY EDITION

WARNING: The ‘admin’ account password is set to the default value. Change the password in the User Manager

Wizard / pfSense Setup / General Information

General Information

On this screen the general pfSense parameters will be set

Hostname piSe

Domain localdomain

EXAMPLE: mydomain

The default behavior of the DNS Resolver will ignore manually configured DNS servers for client queries and query root DNS servers directly. To use the
manually configured DNS servers below for client queries, visit Services > DNS Resolver and enable DNS Query Forwarding after completing the wizard

Primary DNS Server

Secondary DNS Server

Override DNS

12:51 AM
10/572024 2

(e @Jg CH A 2o B

Status / Dashboard

System Information

Name
User

System

BlOS

Version

CPU Type

Kernel PTI

MDS Mitigation
Uptime

Current date/time
DNS server(s)

Last config change

State table size

MBUF Usage

Load average

CPU usage

Memory usage

SWAP usage

Disk usage:
!

fvar/run

o0
pfSense.localdomain
admin@192.168.10.200 (Local Database)

VMware Virtual Machine
Metgate Device |D: 633b6d19ac29d2e57cd3

Vendor: Phoenix Technologies LTD
Version: 6.00
Release Date: Thu Nov 12 2020

2.4.5-RELEASE-p1 (amd&4)
built on Tue Jun 02 17:51:17 EDT 2020
FreeBsSD 11.3-STABLE

Version 2.5.1 is available. &3
Version information updated at Fri Oct 4 17:17:14 UTC 2024 &>

11th Gen Intel(R) Core(TM) i5-11400H @ 2.70GHz
AES-NI CPU Crypto: Yes (inactive)

Disabled
Inactive
00 Hour 38 Minutes 14 Seconds
Fri Oct 4 17:54.07 UTC 2024
= 127.0.0.1

Fri Oct 4 17:52:4% UTC 2024
0% (90/19000) Show states

0% (760/1000000)
0.55,0.41, 0.42
-

5%

72% of 199 MiB

]
1% of 1023 MiB

6% of 18GIB - ufs

a
3% of 3.4MiIB - ufs in RAM

+ @
Netgate Services And Support (X}

Contract type

NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES

If you purchased your pfSense gateway firewall appliance from Netgate and elected
Community Support at the point of sale or installed pfSense on your own
hardware, you have access to various community support resources. This includes
the NETGATE RESOURCE LIBRARY.

You also may upgrade to a Netgate Global Technical Assistance Center (TAC)
Suppert subscription. We're always on! Our team is staffed 24x7x365 and
committed to delivering enterprise-class, worldwide support at a price peint that is
mare than competitive when compared to others in our space.

= Upgrade Your Support = Community Support Resources

« Netgate Global Support FAQ « Official pfSense Training by Netgate

= MNetgate Professional Services = Visit Netgate.com

If you decide to purchase a Netgate Global TAC Support subscription, you
MUST have your Netgate Device ID (NDI) from your firewall in order to
validate support for this unit. Write down your NDI and store it in a safe place
You can purchase TAC supports here.

s |
=

Interfaces f (—Xx]
af WAN +* 1000baseT <full-duplex> 192.168.137.100

afa LAN 4~ 1000baseT <full-duplex> 192.168.10.1
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http://192.168.10.1/

Tién hanh cu hinh co ban: chiin IP ciia Client 192.168.10.10. Chon “rule” dé kiém

soat cac luong truy cap tir cac giao thire.

[ FIREWALL i Lan
% pfSenselocaldomain - Firewall: X =+ =@ =
<& C' A Khéng bao mat | 192.168.10.1/firewall_rules.php?if=lan ¢ e

i Ungdyng [fJ Facebook @ YouTube A LEHANH™PC RE Microsoft Edge

System Interfaces ~ Firer VPN - Status ~ Diag

WARNING: The ‘admin’ account password is set to the default value. Change the password in the User Manager.

Firewall / Rules/ LAN = 2
Floating WAN LAN
Rules (Drag to Change Order)
[m] States Protocol  Source Port  Destination Port Gateway Queue Schedule Description Actions
v 22/277MiB @ @ 2 LAN Address 80 s o Anti-Lockout Rule &
O « 2/1219MiB  IPv4* LANnet * * * * none Default allow LAN to any rule KW AT~ )i
O « 0/0B IPV6 * LANnet * * * * none Default allow LAN IPV6 to any rule ts00m

) 30 (O

1256 AM | |
10/5/2024

)

o €] :
Nhian add dé thém méi rule. Chon hanh ddng la chin bt Ki giao thirc nio tir nguon

dia chi IP 192.168.10.10. Sau d6 nhén luu

[} FIREWALL i LAN

Plisense b s Fadle  GmEme

COMMUNITY EDITION

Firewall / Rules/ Edit = B0
Action Block v

Choose what to do with packets that match the criteria specified below.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender,
whereas with block the packet is dropped silently. In either case, the original packet is discarded

Disabled [0 Disable this rule

Set this option to disable this rule without remaving it from the list

Interface LAN v

Choose the interface from which packets must come to match this rule.

Address Family | |pys -

Select the Internet Protocol version this rule applies to.

Protocel  any v

Choose which IP protocol this rule should match.

Source [ Invert match Single host or alias v 192.168.10.10 / v

Destination () Invert match any h 7 v

Extra Options

Loa [ Loa packets that are handled by this rule i
mouse pointer inside or press Ctrl+G. [=Yol- =L |

‘= Q search ,‘?’ ; e (.' (.f El g

12:59 AM
10/5/2024 Q
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[ FIREWALL i LAN

Plisense ssem-  interfaces -

Firewall - Services ~ VPN ~ Status ~

Diagnostics ~ Help ~
COMMUNITY EDITION
WARNING: The 'admir account password is set to the default value. Change the password in the User Manager
Firewall / Rules/ LAN =l B2
The changes have been applied successfully. The firewall rules are now reloading in the background
Monitor the filter reload progress.
Floating WAN LAN
(m] States Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions
5/292M8  * * *  LANAddress 80 * - Anti-Lockout Rule &
O % 0B IPv4* 1921681010 *  * . none oo
=] 222 MiB  IPv4* LAN net * * * * nane Default allow LAN to any rule eoeDom
[m] B IPv6 * LAN net » * b * none Default allow LAN IPv6 to any rule J’,&’ i ()i
i
(i}
pfSense Netgate. View license.
o £ N . &)
Test lai trong mang cua LAN va ping to61i 8.8.8.8
r
A > A . . A
Két qua: khong ping ra internet khong dwoc
[} FIREWALL Ty LAN
] — A Administrator: C\Windows\system32\cmd.exe
o
Microsoft Windows [Uersion 6.1.7601]
(Gxejeje) =

P Copyright (c¢) 2009 HMicresoft Corporation. All rights reserved.

C:\Users\LAN>ping 8.8.8.8

.8 with 32 bytes of data:
out.
out .
out.
out.

Ping statistics for 8.8.8.8:

Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

C:\Users\LAN>_
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Thir di chuyén rule nay xudng dwéi, thi LAN lai ping ra dwoc internet (=> rule cudi

cung s€ dugc ap dung cho twong Iira, xét theo thir ty tir duwdi I1én trén.)

[} FIREWALL ‘> LAN

of] main - Firewall: X + @ Administrator: CAWindows\system32\cmd.exe

Request timed out.
Request timed out.
Request timed out.
Request timed out.

< C A Khéng bao mét | 192.168.10.1/firewall_rules.php?if=lan
! Ungdung [IJ Facebook @ YouTube A LEHANH™PC Q¥ Microsoft Edge

Ping statistics for 8.8.8.8:

X Packets: Sent = 4, Received = @, Lost = 4 (100% loss),
Firewall / Rules/ LAN

C:\Users\LAN>ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:
The changes have been applied successfully. The firewall rules are now reloading in the backgro(| GEIsXIVERdgell] : bytes=32 time=31ms TTL=57

8

Monitor the filter reload progress. 8: bytes=32 time=30ms TTL=57
8
8

8.8.8.
8.8.8.
8.8.8.8: bytes:=32 time:=30ms TTL:=57
8.8.8

Reply from : bytes=32 time=32ms TTL=57
Floating WAN LAN Ping statistics for 8.8.8.8:
— Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:
Rules (Drag to Change Order) Minimum = 30ms, Maximum = 32ms, Average = 30ms

] States Protocol  Source Port Destination Port Gateway| SAUELISAN:IM

1/2.94MiB & & & LAN Address 80 & & Anti-Lockout Rule E e
O 0/12.22MiB  IPv4* LAN net * * * * none Default allow LAN to any rule tsOom
O %X 0/5108 1Pv4* 1921681010 * = = = none tsOom
O 0/0B 1Py * LAN net * * * * none Default allow LAN IPv6 to any rule o000

£ £ R

—-- Két thiic 3. O MAY LAN, TRUY CAP TUONG LUA VA CAU HINH TREN GIAO
DIEN WERB. ---
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- 4.LAPLICH SCHEDULE

- Xem thoi gian ciia hé thong pfsense

Status / Dashboard + 0
System Information Q0 Netgate Services And Support o0
Name pfSense.localdomain _
Contracttype  Community Support
User admin@192.168.10.200 (Local Database) Community Support Only
System VMware Virtual Machine
Netgate Device ID: 633b6d19ac29d2e57cd3 NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES
BIOS Vendor: Phoenix Technologies LTD
Version: 6.00

If you purchased your pfSense gateway firewall appliance from Netgate and elected
Community Support at the point of sale or installed pfSense on your own
Version 2.4.5-RELEASE-p1 (amd64) hardware, you have access to various community support resources. This includes
built on Tue Jun 02 17:51:17 EDT 2020 the NETGATE RESOURCE LIBRARY.
FreeBSD 11.3-STABLE

Release Date: Thu Nov 12 2020

You also may upgrade to a Netgate Global Technical Assistance Center (TAC)
Version 2.5.2 is available. & Support subscription. We're always on! Qur team is staffed 24x7x365 and
Vst el it updéted at Sun Oct 6 7:07:39 UTC 2024 > committed to delivering enterprise-class, worldwide support at a price point that is
more than competitive when compared to others in our space.
CPU Type 11th Gen Intel(R) Core(TM) i5-11400H @ 2.70GHz .
AESNI CPU Crypto: Yes (inactive) « Upgrade Your Support o Community Support Resources

« Netgate Global Support FAQ « Official pfSense Training by Netgate

Kernel PTI Disabled

« Netgate Professional Services e« Visit Netgate.com
MDS Mitigation Inactive
Uptime 03 Hours 00 Minute 16 Second

If you decide to purchase a Netgate Global TAC Support subscription, you
MUST have your Netgate Device ID (NDI) from your firewall in order to

DNS server(s) e 127.0.0.1 validate support for this unit. Write down your NDI and store it in a safe place.
You can purchase TAC supports here.

ICurrent date/time  Sun Oct 6 8:31:16 UTC 2024 I

Last config change  Sun Oct 6 8:06:29 UTC 2024

I |
¥

State table size

- (TR Shenss
- Thir 1ap lich cho rule “chi nhat ngay 6 thang 10 8:31:16 UTC 2024”

[} FIREWALL @y LAN

Eli pfsenselocaldomain - Firewall: & X +

< C A Khoéng bao mat | 192.168.10.1/firewall_schedule_edit.php

i Ungdung [ Facebook @ YouTube A LEHANH™PC RE Microsoft Edge

_Odsense ystem Interfac Firewall ~ Servi Status ~
COMMUNITY EDITION
Aliases
WARNING: The 'admin’ account password is set t¢ NAT e the password in the User Manager.
Rules
Firewall / Schedules / Edit Schedules
Traffic Shaper

Schedule Information Vitua Ps [

Schedule Name

The name of the schedule may only consist of the characters "a-z, A-Z, 0-9 and _".

Description

A description may be entered here for administrative reference (not parsed).

Month October_24 v
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Demo khoing gian theo thoi gian ciia hé thong Firewall da tim xem truéc d6 “Chii
nhdt ngay 6 thang 10 8:31:16 UTC 2024” (Lwu y: thoi gian hé théng firewall khac
véi thoi gian ctia PC that)

Firewall / Schedules / Edit ©

Schedule Information

Schedule Name Block_LAN_1006

This schedule is in use so the name may not be modified!

Description
A description may be entered here for administrative reference (not parsed).
Month October_24 h
Date October_2024
Mon Tue Wed Thu Fri Sat Sun
1 2 3 4 5 6
7 8 9 10 11 12 13
14 15 16 17 18 19 20
21 22 23 24 25 26 27
28 29 30 31
Click individual date to select that date only. Click the appropriate
weekday Header to select all occurrences of that weekday.
Time 8 v 30 v 8 v 45 v

Start Hrs Start Mins Stop Hrs Stop Mins

Select the time range for the day(s) selected on the Month(s) above. A full day is 0:00-23:59.

Time range description

SeNsSe  system - Interfaces ~ Firewall ] VPN ~ Status ~ Diagnostics ~ Help ~

COMMUNITY EDITION

WARNING: The "admin’ account password is set to the default value. Change the password in the User Manager.

Firewall / Schedules (2]

Name Range: Date / Times / Name Description Actions

o Block_LAN_1006 October 6 / 8:30-8:45 / S0

@ Indicates that the schedule is currently active.
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- Ap dung lich, cho 1 I¢nh rules

| 192.168.10.1/firewall_rules_edit.php?id=2 S} AN Pivg 43
Use this 1o choose TCP flags that must be set or cleared for this rule to match

No pfSync [] Prevent states created by this rule to be sync'ed over pfsync

State type Keep -

works with all IP

No XMLRPC Syne [ Prevent the rule on Master from automatically syncing to other CARP members

This does NOT prevent the rule from being overwritten on Slave.

VLAN Prio none -

Choose 802.1p priority to match on

VLAN Prio Set none -

Choose 802.1p priority to apply.

Schedule Block_LAN_1006 e

Leave as ‘none’ to leave the rule enabled all the time

Gateway Default ~

Leave as ‘default’ to use the system routing table. Or choose a gateway to utilize policy based routing
Gateway selection is not valid for "IPV4+IPV6" address family.

In / Out pipe none ~ none ~
Choose the Out queuesVirtual interface only if In is also selected. The Out selection is applied 1o traffic leaving the interface where the rule is created,
the In selection is applied to traffic coming into the chosen interface,

If creating a floating rule, if the direction is In then the same rules apply, if the direction is Out the selections are reversed, Out is for incoming and In is
for outgoing

Ackqueue / Queue nene ~ none ~

Choose the Acknowledge Queue only if there is a selected Queue.

Tracking ID 1728064739
Created 10/4/24 17:58:59 by admin@192.168.10.10 (Local Database)
Updated 10/4/24 18:31:14 by admin@192.168.10.200 (Local Database)

- Liic nay di khong ping dwgc. Thir ché dén hét lich

@ Administrator: C\Windows\system32\cmd.exe
Microsoft Windows [Uersion 6.1.7601]
Copyright (c¢) 2009 Microsoft Corporation. All rights r

Pinging 8.8.8.8 with 32 bytes of data:
Request timed out
Request timed out
Request timed out.
ifRequest timed out.

Ping statistics for 8.8.8.8:
Packet Sent = 4, Received = O, Lost = 4 (1007

LAN>
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- Lich da dirng khi hét thoi gian

Interfaces ~ Firewall ~ Services ~ VPN ~ Status ~ Diagn!

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Firewall / Rules/ LAN = Ee

The changes have been applied successfully. The firewall rules are now reloading in the background.
Monitor the filter reload progress.

Floating WAN LAN
—
a States Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions
v 0/399MiB * & @ LAN Address 80 * G Anti-Lockout Rule &

O

0O % 0/08 Pva* 1921681010 *  * o ox none teoOom
O & 0/2.52MiB IPv4* LAN net * * * * none Default allow LAN to any rule i,f FD Qom
O « o0/0B IPv6 * LAN net * * * * none Default allow LAN IPv6 to any rule tseOom

) X O

- Sau d6, thir ping lai ra imternet, va xem két qua

([ FIREWALL i LAN

=@
% ¢ @) Facebook - Dang nhap hoscdar X+
@ td
= et <&« C & facebook.com * e @
iy i

it Ungdung @) Facebook @B YouTube A LEHANH™PC gEE

Microsoft Edge

A

SCompute

@8 Administrator: C\Windows\system32\cmd.exe
8

Wil C:\Users\LAN>ping 8.8.8.8

X Pinging 8.8.8.8 with 32 bytes of data:
by Request timed out.
. _— = = Request timed s
N = .

LNETWOTR] - Request timed
= = PlRequest timed

Ping statistics for 8.8.8.8:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

C:\Users\LAN>ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:

Reply from 8.8.8 y 32 time=33ms TTL=115
|u ' |J Reply from 8.8.8 32 time=32ms TTL=115
—Iin Reply from 8.8. 32 time=33ms TTL=115
L= P B Reply from 8. 8: by 32 time=32ms TTL=115
Uhiisay

Ping statistics for 8.8.8.8:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 32ms, Maximum = 33ms, Average = 32ms

GCleaner C:\Users\LAN>_

N ENENE

--- Két thiic 4. Igp lich schedules -—-
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- 5. CHAN PING ICMP
- Tao rules chan ping ICMP

Firewall / Rules/ LAN =l E=Ee

The changes have been applied successfully. The firewall rules are now reloading in the background.
Monitor the filter reload progress.

Floating WAN LAN
—
O States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
9/526 MiB  * = 3 LAN Address 80 * i Anti-Lockout Rule &
O % o0/08 IPv4ICMP  LAN net LI LI none Chan giao thuc ping (ICMP) t.# 000
any

O

O

O ¢ 3/13.66MiB IPv4* LAN net * * * * none Default allow LAN to any rule .i,f@@ 1]
O « 0/0B IPV6 * LAN net * x LI none Default allow LAN IPv6 o any rule £ " ([C1@ 1

) £

- K&ét qua: chin dwoc ping nhirng van truy cip dwoc internet

[ FIREWALL iy LAN

localdomain - Firewall: F X g IUH - Bai hoc Cong nghiep TP X s ¥ Administrator: C\Windows\system32\cmd.exe
Microsoft Windows [Uersion 6.1.7601]
Copyright (c) 20089 Microsoft Corporation. Rll rights reseruved.

Bl pfsense.

< C @ iuheduvn w e(

© Ungdung € Facebook @B VouTube A LEHANH™PC % Microsoft Edge C:\Users\LAN>ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.

CJEGOV R EMAIL VN/EN Q

A rh R t timed t.
‘ | B0 CONG THU'O'NG equest timed ou
INDUSTRIAL - - - . : -
UNIVERSITY OF Ping statistics for 8.8.8.8:
N MR, DAIHOC CONG NGHIEP TP. HD CHI MINH poiestics for 8.8 8 8 st - 4 (100% 1ose).

C:\Users\LAN>_

INNOVATION - UNITY - HUMANITY

¢0 cAu 16 CHI'C

THONG BAO 1

» Théng bdo v/v thi sat hach Tiéng Anh dau vao d6i vdi sinh vién K20 Enew 3
» Théng béo thdi han hoc tép tai trudng cla sinh vién Trudng Bai hgc Céng..

TUYEN SINH 1

B . ERERGRIA] S om0
--- Két thiic 5. Chdn ping ICMP ---
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6. CHAN TRUY CAP IP CUA TRANG WEB WWW.FACEBOOK.COM
Thir tao rules cAm truy cip DNS ciia facebook.com. tim dia chi ip ciia facebook.com

bang nslookup

I3 FIREWALL @ Lan
2| MG pfSense - Login x @F x  + o @ %
o = o 1Y
< C' @ facebookcom  Facebook - Dang nhap hoac ding ky * O (cprnat 3
; facebook.c
i Ungdung €D Facebook @B Yo oo o le

@3 Administrator: C\Windows\system32\cmd.exe

C:\Users\LAN>ping 8.8.8.3

Pinging 8.8.8.8 with 32 bytes of data:
.8: 32 time=27ms
2 time=26ms
. 2 time=27ms
: bytes=32 time=27ms TTL=115

Ping statistics for 8.8.8.8:

Packets: Sent = 4, Receiued = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 26ms, Maximum = 27ms, Auerage = 26ms

C:\Users\LAN>nslookup facebook.com
Server: dns.google
Address: 8.8.8.8

i i
Non-authoritative answer:
Name : facebook .com

Addresses: 2a03:2880:f10c:283:face:bB0c:0:25de Quén mat khau?
157.240.235.35

C:\Users\LAN>
Tao tai khoan mé&i

Tao Trang danh cho ngui néi tiéng, thuong hiéu hodc doanh
nghiép

B . o0¢ =
Tao aliases chir host www.facebook.com hodc ip 157.240.235.35

| e

Sense  system - Interfaces ~ Firewall ~ Services ~ VPN ~ Status ~ Diagnostics ~ Help ~

COMMUNITY EDITION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Firewall / Aliases/ Edit (2]
Name CamlPFacebook

The name of the alias may only consist of the characters "a-z, A-Z, 0-9 and _".

Description Cam Truy cap facebook.com 157.240.235.35

A description may be entered here for administrative reference (not parsed)
Type Host(s) -

Hint Enter as many hosts as desired. Hosts must be specified by their IP address or fully qualified domain name (FQDN). FQDN hostnames are periodically
re-resolved and updated. If multiple IPs are returned by a DNS query, all are used. An IP range such as 192.168.1.1-192.168.1.10 or a small subnet such
as 192.168.1.16/28 may also be entered and a list of individual IP addresses will be generated.

IP or FQDN facebook.com Entry added Sun, 06 Oct 2024 07:23:04 +0000
www.facebook.com Entry added Sun, 06 Oct 2024 07:23:04 +0000
157.240.235.35 Entry added Sun, 06 Oct 2024 09:11:46 +0000
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http://www.facebook.com/

Firewall / Aliases/ IP =l @

The alias list has been changed + Apply Changes
The changes must be applied for them to take effect.

P Ports URLs All
—
Firewall Aliases IP
Name Values Description Actions
CamlPFacebook facebook.com, www.facebook.com, 157.240.235.35 Cam Truy cap facebook.com 157.240.235.35 S

+ a5 e

Tao rules cim mang LAN truy cip vao alias CamIPFacebook

Firewall / Rules / Edit =20
Action Block v

Choose what to do with packets that match the criteria specified below.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender,
whereas with block the packet is dropped silently. In either case, the original packet is discarded.

Disabled () Disable this rule

Set this option to disable this rule without removing it from the list.

Interface LAN v

Choose the interface from which packets must come to match this rule.

Address Family IPv4 v

Select the Internet Protocol version this rule applies to.

Protocol TCP v

Choose which IP protocol this rule should match.

LAN net v Source Add

Source (] Invert match

B

The Source Port Range for a connection is typically random and almost never equal to the destination port. In most cases this setting must remain at
its default value, any.

Destination
Destination [ Invert match Single host or alias v CamlPFacebook / v
Destination Port Range any v any v
From Custom To Custom

Specify the destination port or port range for this rule. The "To" field may be left empty if only filtering a single port.
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Cho chay rules va kiém thir
Firewall / Rules/ LAN =l B @

Floating WAN LAN

Rules (Drag to Change Order)

O States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions

v 2/542MiB 2 * = LAN Address 80 * & Anti-Lockout Rule e
O % o0/0B IPv4TCP  LAN net * CamlPFacebook *  * none K Aiml~) |
0
0
0O 774 MIB  IPva* LAN net * * * * none Default allow LAN to any rule .i.&‘ FD @1
0 « 0/0B IPv6 * LAN net * * * bl none Default allow LAN IPv6 to any rule &,&‘ FD Q1

Qua may LAN va thir truy cip facebook.com. Truy cip trang khac van dwgc, vin

ping duwgc nhung khong truy cap duwgc facebook.com

[ FREWALL i Lan

IBIEIES IBMEIES
I pfSenselocaldomain - Firewall: © X § IUH - Dai hoc Cong nghiep TRH X == facebook.com x 4
< C @ iuheduvn * @ < C O facebookcom *x O )
B @) Facebook @B YouTube A LEHANH™PC BE Microsoft Edge £ Ungoung € Facebook B YouTube A LEHANH™PC RE Microsoft Edge

VN/EN  Q
‘_ B0 CONG THU'O'NG
i INDUSTRIAL - e

Y H:EES S, DAIHOC CONG NGHIEP TP. HO CHi MINH
\!g";mg::g Khéng thé truy cap trang web nay

o " = www.facebook.com mit qua nhigu thai gian d€ phan hdi.
@ Administrator: C:\Windows\system32\cmd exe

C:\Users\LAN>ping www.facebook.com Hay thar:

PR - : Kiem tra k&t nd)
Pinging star-mini.c1@r.facebook.com [157.240.235.35] with 32 bytes of data: EEEEEE—
Reply from 157.240.235.35: byte: time=27ms TTL=53 |‘ Kiém tra proxy va tusng Itra

Reply from 157.240.235.35: byte: time=26ms TTL=53 . "
Reply from 157.240.235.35: byte time=26ms TTL=53 * Chay Chan doan mang cla Windows
Reply from 157.240.235.35: bytes=32 time=26ms TTL:53

ERR_CONNECTION_TIMED_OUT
Ping statistics for 157.240.235.35:

Packets: Sent = 4, Received = 4, 0 (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 26ms, Maximum = 2¥ms, Auerage = 26ms

C: \Users\LAN>,
¥ TNong Dao thot Nan Noc tap gl TUong Cua Sinn Vien 1T0ong Dal ioc Cong...

Chi tiét
TUYEN SINH 1

Bl o olclm T
--- Két thiic 6. Chidn DNS IP ciia facebook.com ---
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--- Két thiic bai LAB -
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