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Khi nhic dén hacker c6 1& hau hét chiing ta déu lién tuong dén cac trang web bi tan cong
va thay ddi giao dién, viéc sir dung trai phép thé tin dung hay hinh anh ctia mot nhom

; ngudi mang mat na la cac thanh
vien  thudc nhém  hacker
Anonymous, xa hon nira la nhitng
thong tin mat bi danh cip va ding
tai trén trang web Wikileak ma
chwong trinh truyén hinh di dua

Certified Ethical Hacker. tin. Nhu vdy, m0t cach khong
: chinh thuc moi ngudi déu cho
Sl e e rang hacker la nhiing ké xau

chuyén pha hoai va an trdém dinh
danh, thong tin bi mat trén mang internet, va di€u nay hoan toan sai dic biét la trong linh
vuc CEH.

CEH viét tit cua Cetified Ethical Hacker 14 ching chi cong nhan nhitng hacker thién chi
hay con goi 1a hacker mii tring, nhitng nguoi c6 k¥ ning ctia mot hacker nhung hanh
dong ctia ho hoan toan trong sang, khong vi pham phap luat ma con déng gép cho van dé
bao mat, an toan thong tin.

Céac Thuat Ngit Vé An Toan Théng Tin

Pé co thé nhan thirc duoc cic mbi nguy hiém chung ta can hiéu mot sb thut ngit sau
trong linh vyuc an toan thong tin, do 1a threat, remote exploit, local exploit, vulnerability,
target of evaluation, attack.

Threat 1 cac mdi de doa ddi vai sy an toan cua thong tin bao gém hacker, virus,
su c0 may tinh nhu hu héng phan cliing, 101 phan mém cho dén nhiing nguyén
nhan do thién tai, hda hoan ciing 1a céc threat.

Vulnerability 13 nhitng diém yéu vé bao mat ciia hé thong nhu thiéu cac ban va 15i
bao mat, st dung chinh sdch mat khau yéu ... déu la cic diém nhay cam cé kha
nang bi cac threat khai thac gdy mat an toan thong tin.

Exploit 1a qué trinh khai thac cac diém yéu bao mat dé danh cip thong tin, tién
trinh nay c6 thé duoc thuc hi¢n boi nhitng tdc nhan bén trong hay bén ngoai hé¢
thong.

Remote exploit 1a qué trinh khai thac cac 16 hdng bao mat tir xa & trén may tinh
khac hay tir internet.

Local exploit 1a qua trinh khai thac nhiing diém yéu bao mét ngay trén hé thong
de tién hanh leo thang nang quyén han ctia mot tai khoan, hay bé khdéa mat khau
cua ung dung.



Target of evaluation la nhiing muc tiéu c6 kha nang chira cac 16 hdng bao mat co
thé bi tin cong. Cac muc tiéu nay c6 thé 1a mot may chu, may tram,nhirng tmg
dung hay céc trang web.

Attack 13 thuat ngit chi tién trinh tan cong vao muc tiéu.

Nhitng K§ Thuat Tan Cong

C6 nhiéu cong cu va phuong phap dé tim kiém cac 16 hdng bao mat, tién hanh khai thac,
tan cong hé thong. Nhitng k¥ thut niy bao gém trojan, backdoor, sniffer, rootkit, khai
thac 1i tran by dém Buffer Overflow hay SQL Injection ... ma chiing ta s& thao luin
trong cic phan sau. Thong thuong hacker sé& tap trung tim kiém céc 16 hdng bao mét cua
nhiing thanh phan :

Hé Piéu Hanh : Nhidu hé théng dugc cai dit va cdu hinh mic dinh, nghia 1a
khong c6 su thay doi hay tuy bién dé nang cao tinh an toan. Ngoai ra, nhitng may
tinh khong duoc cdp nhat cac ban va hay cai dat cac chuong trinh sira 161 bao mat
ciing 12 mdi ngon cua cac ké tan cong.

Ung Dung : Mbi _may tinh c6 nhiéu tng dung dugc cai dat, néu nhiing chuong
trinh ndy c¢6 16 hdng bao mat cling c6 thé bi hacker tan cong chiém quyén diéu
khién tir xa.

Shrink-wrap Code : Day la cac thanh phin mé rong ciia tmg dung ma nhidu ngudi
ding khong hé hay biét, nhung hacker s& biét rat rd cac thanh phan nay vi du nhu
chitc nang macro trong tmg dung MS Word cho phép cac hacker chay nhiing
chuong trinh ddc hai trong tng dung xtr 1y viin ban nay. Hay cac 16i Active X cho
phép hacker chay Iénh tir xa thong qua trinh duyét ciia nan nhan

L&i Cu Hinh : Viéc cau hinh sai 14 mot trong nhirng nguyén nhan chinh khién hé
thong bi tan cong, vi du cac 101 lién quan dén viéc gan quyén khong chat ché co
thé cho phép hacker hay nguoi dung bat ki sao chép va chay nhitng chuong trinh
trai phép.

Bén canh cac k¥ thuat trén, nhitng cudc tan cong duoc chia lam hai trang thai hoat dong
1a passvie (bi dong) va active (chu dong). Nhing cude tan cong bi dong thuong kho do
tim hon vi khong twong tac truc tiép vao hé théng hay duong truyén ma chi 4m tham thu
thap cac thong tin, dit liéu. Nghe 1én hay sniffing 1a dang tan cong thudc loai nay, nhirng
hacker nghe 1én dir liéu duoc goi la sniffer va thuong tap trung vao tinh riéng tu cua
thong tin.



Trong khi d6 dang tan cong chu dong co su twong tac truc tiép vao hé thong xéac thyc hay
dudng truyén lam thay doi tinh toan ven, anh hudng dén kha nang dap tng cta dir li¢u.
Nhitng dang tan cong thudc loai nay nhu DDoS, Scan Port ...

Bén canh sy phan loai tan cong dua trén trang thai hoat dong thi chung ta con xac dinh
ching theo vi tri dia ly 1a ¢ phia bén trong hay bén ngoai hé thong tuong g voi cac
thuat ngtr 13 insise hay outside. Nhing ke tan cdng inside 1a cac insider thuong 1a nhan
vién hay nhiing nguoi co mbi lién quan tryc tiép d01 v6i to chuc, vi vay tac dong cia
dang tan cong nay rat 16n va nguy hiém. Theo mot sé thong ké thi co téi 80 % tac nhan
gdy mat mat thong tin 1a nhiing thanh vién bén trong cua h¢ thong. Tuy nhién, nhiing
thanh vién bén ngoai lai c6 nhiing m01 nguy hiém khéc vi ho ‘thuong dong dao hon, c6
trinh d6 k¥ thuét cao va muc tiéu tan cong cua ho thuong nhiam vao nhirng hé thong it
duoc bao vé hay co sy giao tiép voi moi trudng cong cong (con duoc goi 13 modi truong
khong tin cdy) nhu cdc may chu co s¢ dit liéu, trang web.

‘ Active Attack I<::> Passive Attack
‘ Inside Attack I{ pS Qutside Attack

Hinh 1.1 — Phan loai cac dang tan cong dua trén trang thai hoat dong va vi tri dia ly.

Trong bai thi lay chimg chi CEH c¢6 nhiéu cau hoi lién quan dén cac dang tan cong nay,
do do6 chung ta can ghi nh¢ cac dac diém chinh ctia mdi loai tdn cong dé c6 thé dua ra cau
tra 16i chinh xac nhat.

Céc Giai Poan Tan Cong

Mot cudc tan cong dugc chia lam ndm giai doan la Reconnaissance, Scaning, Gaining
Access, Maintaining Access, va Covering Track mot so tai li¢u con goi la Clear Track
nhu hinh 1.2



Phase 1—Reconnaissance

Phase 2—Scanning

Phase 3—Gaining Access

Phase 4—Maintaining Access

Phase 5—Covering Track

Hinh 1.2 - Nam giai doan tin cong.
Phase 1 : Passive va Active Reconnaissance

Reconnaissance 1a giai doan thu thap thong tin. Va passive reconnaissance la qua trinh
thu thap dir liéu cia mot muc tiéu hay té chirc ma khong biét thong tin gi vé t6 chuc trén.
Qua trinh passive reconnaissance ¢ thé chi don gidn 1a theo dai thong tin hoat dong cia
mot toa nha cong s& dé ghi nhan lai gio gidc 1am viée cua nhan vién, tuy nhién qua trinh
nay thudng duge thyc hién thong qua cic chuong trinh tim kiém nhu Google hay co s&
dr licu Whois. Cong doan nay con dugc goi 1a information gathering hay thu thap thong
tin trong toan bd tién trinh tin cong ctia hacker. Mot trong cac phuong phap thu thap
thong tin mQt cach bi dong nhu social engineering va dumpster diving ma ching ta s€
trinh bay ¢ cac chuong sau.

Hinh thuc tan cong sniffing hay nghe leén la mét trong nhimng vi du dién hinh nhét cho
passive reconnaissance, voi phuong phap nay hacker co thé thu thap duoc nhiéu thong tin
gia tri nhu day dia chi IP, tén mién cia té chirc, cic may chi an danh hay nhung dich vu
dang hoat dong trén mang. Nghe 1én thong tin twong tw nhu cac hé théng giam st trong
tda nha hodc cac thiét bj thu am chuyén dung dé danh cip thong tin cudc goi, cac cudec
ndi chuyén ctia myc tiéu ma chung ta thuong thiy trén phim anh.



Nguoc lai, active reconnaissance 1a qua trinh thu thap thong tin cua myc ti€u theo hinh
thirc chii dong, luc nay hacker s& tac dong tryc tiép 1én dbi tuong dé ghi nhan cac dir liéu
phan hdi. Mot vi du cia tinh hudng active reconnaissance 13 khi ké tin cong tién hanh
do quét mang dé xac dinh cac may dang hoat dong hay nhitng dich vu dang chay trén mot
hé thdng nao d6 thong qua cac cong cu nhu Nessus, Supperscan. Vi mang tinh chat chu
dong nén két qua thu thip dugc s& nhanh chong va kha quan hon so véi passive
reconnaissance nhung acvtive reconnaissance dé bi phét hién, do tim hon.

Ca hai hinh thtc passive reconnaissance va active reconnaissance thuong dugc cac ké
tan cong sir dung dé tim kiém thong tin hitu ich vé may chil web hay hé diéu hanh dang
su dung. Reconnaissance cling dugc thuc hién bdi cac chuyén gia bdo mat trong tién
trinh tdn cong thir nghiém goi 1a penetration test hay pentest. Tuy nhién, pentest 1a hanh
dong hop phap nén nguodi thuc hién la penetration tester thudong st dung active
reconnaissance dé nhanh chong thu nhan két qua.

Phase 2 : Scanning

Scanning 14 qua trinh thudc giai doan thu thap thong tin reconnaissance . Cac hacker tién
hanh scanning bang cac chwong trinh quét 161 hé thong, quét dia chi IP hay cac cong dang
mé bang Ung dung Nmap, la Acunetix Web Vulnerability Scanner, hay Angry Ip Scan.
Chung ta s& thao ludn chi tiét vé scanning trong Module 3 Scanning Network.

Phase 3 : Gaining Access

Gaining access 1a qué trinh thim nhap muc tiéu khi qué trinh khai thac va tan cong thanh
cong. Luc nay hacker s€ xam nhap vao hé thong va tién hanh cac hanh dong danh cép tap
tin mat khau hay pha huy dir liéu, chay nhitng chuong trinh nguy hiém, leo thang dic
quyén de c6 thé truy cdp vao cac khu vuc thong tin bi mat. Mudn tham nhdp thanh cong
hacker can sir dung thong tin ma tién trinh reconnaissance va scanning thu thap dugc,
dwa trén cac thong tin nay hacker s¢ xac dinh phuong an tan cong hop ly nhu sir dung ma
khai thac 15i tran bd dém (buffer overflow), hay chiém quyén sir dung cuia phién lam viéc
cia nguoi dung (session hijacking) ma chung ta s€ trinh bay trong cic Module 11
Session Hijacking va Module 17 Buffer Overflow cta gido trinh.

Phase 4: Maintaining Access

Mot khi da xdm nhap hé thong thanh cong hacker thudng cai dit chuong trinh gian diép
dé co thé duy tri sy kiém soat, nghe 1én thong tin nguoi dung nhép vao tur ban phim hay
mo cac cong hau dé co thé quay lai vao cic lan sau, cong doan nay dugc goi la
maintaining access. Nhitng mi doc nguy hiém céc hacker dung dé cép vao may tinh bi



tan cong duogc goi 1a trojan hay backdoor, cac khai niém nay s& dugc trinh bay trong
module 6 cta gido trinh CEH.

Phase 5: Covering Track

Covering track hay clear track 13 hanh dong x6a dau vét ciia cac hacker dé tranh bi phat
hi¢n. Cac hanh dong nay co the 1a x06a tép tin nhat ki cua (ng dung hay hé thong, xoda cac
chwong trinh d4 dwoc cai dit, an cac tién trinh nguy hiém.

Hacktivism La Gi

Hacktivism 13 hanh dong tan cong vi mot myc tiéu xa hoi hay mang tinh chat chinh tri.
Thong qua hanh dong tén cong ciia minh hacker s& dwa ra mot thong diép dén cac co
quan quan ly hay mot t6 chirc nhu tinh hudng hacker Viét Nam va hacker Trung Quoc
tan cong vao cac trang web clia co' quan quan 1y cua hai nudc dé dua ra cac thong tin vé
chu quyén bién dao Hoang Sa — Trudng Sa. Hay gan day nhat la nhdm hacker Luzsec da
tan cong vao may chu ciia cong ty bao mat BKIS va yéu ciu tha bong cho mot hacker
xam nhap vao mot trang web ciia co quan ndy nhim dua ra cac canh bao bao mat. Nhiing
hacker tan cong vi muyc ti€u nhit dinh thuong 1a mot nhdm cac hacker, hay doi khi chi la
c4 nhan riéng 1& nhung da phan cac hanh dong nay 14 sai trai va khong hop 16. Hinh 1.3
minh hoa mdt hacktivism dién hinh.
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Message to Israel:
You will pay the price for your crimes and every drop of blood from the
The people of Palestine and the patient, say the answer Is painful to come, God
willing, and that victory is near

L

Hinh 1.3 — M6t thong diép ma hacker dé lai trén trang web bi tan cong




Céc ban can luu ¥ thudt ngit hacktivism 1a mot trong nhitng chu dé thuong hay xuat hién
trong cac cau hdi cua ki thi ching chi CEH, vi vay ching ta can déac biét luu y khai niém
trén voi dinh nghia bang tiéng Anh 1a “Hactivism refers to hacking for a cause”

Phan Loai Hacker

Chung ta thudng nghe goi nhom nay 14 hacker mii den, nhoém khac 13 hacker mii tring
hay nhirng khai niém tuong ty khac. Vay thi c6 tat ca bao nhiéu loai “mii” ma nhirng
hacker c6 thé “d6i” va y nghia ciia chiing nhu thé nao? Sau ddy chung ta s& tim hiéu vé
cac khai niém trén.

e Black Hat (Mi den)

o La nhitng c4 nhan hay nhom hacker sir dung k¥ ning va kién thuc cua
minh dé xam nhap trai phép va cic hé thong, thyc hién cic hanh vi pha
hoai hay danh cip dir licu. Nhom nay con duoc goi 1a 'Cracker’ hay
‘Attacker’.

« White Hat (M tring)

o La céc ca nhan c6 k¥ ndng cua mdt hacker va s dung chung cho cac muc
dich bao mat thong tin hay phong chéng hacker. Nhitng chuyén vién kiém
dinh bao mat 'Security Analyst' hay cac chuyén gia an toan thong tin,
penetration tester 1a nhitng hacker thugc nhdm nay.

e Gray Hat (Mii xam)

o Languoi hoat dong trong ca hai linh virc cua hacker mi den va hacker mi

trang.

Ethical Hacker Va Attacker

Trong cac dang hacker thi hacker mii den hay attacker 1a nhom nguy hiém nhat. Va nhiing
hacker thugc nhém nay dugc chia 1am céc dang khac nhau tuy thudc vao vi tri tién hanh
tan cong hay cong cu ma ho sir dung. Con cac ethical hacker duoc xem nhu nhitng hacker
thién chi va ho 1a nhiing chuyén gia bado méat dich thuc.

o FEthical Hacker

La cac hacker thién chi, str dung kién thirc va k¥ ndng cia minh phuc vu cho tién
trinh bao mat va an toan thong tin, chi tién hanh tan cong hay xam nhap vao mot
hé thong khi duoc sy cho phép cuia chii nhan hé thong d6. Cac phwong phép va ki
thuat ma ethical hacker ap dung ciing giéng nhu cach thirc ma cac hacker mii den
thuc hién.

o Internal Attacker



Day 1a nhitng ké tdn cong tir bén trong hay hacker noi bg, c6 thé 1a cac nhan vién
trong cong ty, cac cong tac vién hay nhirng nguoi lam chung mot toa nha, cao dc
van phong. Do c6 nhiing thuédn lgi vé mat vat Iy nén nhiing hacker thugc nhom
nay rat dé danh cip thong tin ctia ngudi ding nhu email, mat khau hodc dot nhap
cac may chd, may tram trén mang.

o Electronic Activist, Hacktivist

Thuét nglr nay chi nhiing hanh dong pha hoai nhu thay thé noi dung cua trang
web hay c6 tinh tham nhép trai phép vao hé thong vét dan, duong truyén ciia cong
ty, to chtrc.

e Data Thief

Nhirng ké tan cong thugc nhém nay chuyén danh cip nhiing thong tin riéng tu cua
nguo1 dung, vi du cdc attacker danh cap tai khoan cua game thu bang thu doan cai
keylogger trén nhiing may tinh ¢ cac phong game, internet. Dé ngin ngira viéc bi
phat hién, cac attacker thudc dang Data thief thuong tién hanh cover track, nghia
14 x0a cac ddu vét duoc Iuu trong tap tin nhat ki.

o Script kiddie

Pa sb cac ké tan cong 1a script kiddie, ho la nhiing nguoi chi biét su dung céc
cong cy, doan méd duoc xdy dung : san dé tién hanh khai thac va tan cong nhiing hé
thong bi 16i ma khong am hiéu vé cac chi tiét ky thuat. Nhém nay rat nguy hiém
vi mirc d6 hiéu biét ctia chung ludn ti 1¢ nghich véi kha ning pha hoai.

¢ Electronic Vandal
Céc attacker thugc nhém nay chi mudn phé hoai cac du li¢u, hé théng hay dich vu
ma khong can mgt muyc ti€u nao ca. Cac hanh dong doi khi chi d€ vui dua, gidi tri
hodc vi muc dich phd truong, trinh dién.

e Cyberterrorist

Cac attacker thugc nhdm nay c6 hanh dong gidm sat, xem trom nhirng thong diép
ca nhan hay cua t0 chtrc hon la tién hanh danh cap hay thay doi dir lidu.

Hanh Pong Cua Ethical Hacker

Ethical hacker hay hacker thién chi déu c6 phuong phap thuc hién twong ty nhu nhiing
ké tin cong “thiéu thién chi” nhung muc ti€u ctia hg thi hoan toan khéc. Ethical hacker
tim kiém cac diém yéu bao mat va xac dinh cach thirc dé tham nhdp vao muyc tiéu nhim
danh gia mtc d6 thiét hai do cac 16 hdng nay gay ra, tir d6 dua ra canh bao cing nhiing



phuong an gia cd, kién toan bio mat thich hop. Tién trinh nay thudng dwoc goi la
penetration test hay cac cudc tan cong thir nghiém ma ching ta di trinh bay ¢ trén. Cong
cu hang dau hay duogc sir dung dé tién hanh penetration test cac trang web la Acunetix
Web Vulnerability Scanner voi thong diép quang cdo ma ta thudng thiy 1a IS YOUR
WEBSITE HACKABLE ? nhu trong hinh minh hoa.

Ngoai muyc ti€u thi mot
trong nhiing diém khac

IS YOUR WEBSITE biét quan trong gilta
HACKABLE? ethical hacker Vi nhiing

hacker thong thuong la
Check with hacker thién chi chi hanh
BRI SRS dOng trén cac he théng ma
ho c6 thim quyén hay
dugc su cho phép, uy
quyén cta ngudi chi hé théng. Nhiéu hacker tai Viét Nam nham 1an vé khai niém nay
trong qua trinh thi liy chirmg chi CEH ciing nhu hanh dong cua ho trong viéc tim klem
16i. Mot s6 ngudi da cha dong do 16i cuia trang web, thAm nhdp vao va sau d6 goi yéu cu
va 16i cho chu nhin cua hé thong, day 1a hanh dong khong hop 16 vi chua c¢6 sy cho phép
ctia chti nhan thi bat ki sy xAm nhdp nao ciing déu Ia trai phép. Tuy nhién, néu chi dirng
lai & hanh dong do quét 161 va goi thong bao riéng vé cac 161 duoc phat hién thi hoan toan
hop 18, ngoai trir mot s6 may chii hay diy dia chi IP tuyét mat nhu cia NASA hay Bo
Qudc Phong MY thi ngay ca viéc quét IP ciing khong dugc phép.

Muc Ti€u Cua Nhitng Ké Tan Cong
An toan théng tin bao gdm bdn yéu t6 sau :

L Confidentiality
L Integrity

L Availability

L Authenticity

Muc tiu cua viée trién khai cac giai phap bao mat, ap dung chinh sach an ninh la dé bao
\(S bon dic tinh co ban trén. Nguoc lai, didu ma cac ke tan cong nhim t6i 1a pha v cac
yéu td co ban nay cua thong tin. Khi mot hacker tan cong theo hinh thirc nghe 1én dit liéu
trén dudng truyén dé trom mat khau ciia hop thu dién tir hay tai khoan ftp thi luc nay ho
dang pha v tinh riéng tu, bi mat cta dir li¢u. Pac tinh nay dugc goi 1a Confidentiality.

Con trong truong hop hacker danh cudp session (trinh bay trong Module 11 Session
Hijacking) dé chiém phién lam viéc dd qua xac thyuc cua nguoi dung thi ho dang tin
cong va co ché xac thue cua hé thong, day chinh 13 co ché Authenticity. Mot tinh hudng
thong dung khac tdn cong vao co ché xac thuc 1a gia mao dia chi MAC cua thiét bi mang
con duge goi 1a MAC address spoofing, dang tin cong nay s& vuot qua co ché kiém soat
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clia cic router hay hé thong kiém soat truy cap trén mang khong diy dua trén dia chi vét
ly thong qua phuong phap gid mao dia chi MAC cua mdt may tinh hop 1€.

Viy khi nao cac hacker s¢ lam mét tinh san sang hay Availability ctia dix liéu va dich vu ?
Vi du mét trang web cung cap thong tin hay dich vu cho nguoi dung bi tAn cong tir chdi
dich vu bang cach goi mét sO lugng rat 16n nhiing yéu cau két ndi, lam cho hé thong
khong thé dép tmg cac yéu cau truy cap khac thi tinh sin sang hay kha dung ciia trang
web da bi vo hiéu.

Trong truong hop dit liéu truyén sau khi bi chin bét s& duoc thay doi va goi vé cho cac
may tinh client hay server nhu gid mao ching chi dién tr (fake certificate) thi hacker
dang tac dong vao tinh toan ven hay Integrity ciia thong tin. Hodc hinh thic tan cong Bit-
flipping con duoc goi 13 integrity attack, chuyén chin cac dit lidu truyén hay thong tin
trén may tinh va thay d6i noi dung lam cho quan tri vién khong thé xac nhan dugc dir liéu
dung nhu muc tiéu cua ngudi goi. Mot vi du cua tan cong Bit-flipping 1a danh vao co ché
ma hoa cipher (mi hoa theo dong) lam thay doi ciphertext mic du hacker khong hé hay
biét plaintext 1a gi (plaintext 1a dit liéu gbc, dir liéu nay sau khi dugc ap dung mot thuat
toan ma hoa s€ cho ra ciphertext, cac khai niém nay s€ dugc trinh bay trong Module 18
Cryptography). Vi dang tin cong nay hacker c6 thé thay d6i ndi dung thong diép tir
“To61 ng anh 10.000.000 VND “ thanh “T61 ng anh 1.000.000 VND”

Cdc ban heu ¥, bon yéu t6 nén tang nay thuwong xuyén xudt hién trong cdc ciu hoi
trdc nghiém cia bai thi ldy chimg chi CEH. Vi du nhir cdc ban hay xdc dinh cdc
chit CIA la viét tit cua nhitng tir ndo trong danh sdich Confidentiality,
Authenticity, Integrity va Availability. Dap an sé la Confidentiality, Integrity va
Availability véi cdc mé ta chi tiét sau ddy :

C: Confidentiality la dac tinh riéng tw, bi mat cua thong tin. Mot trong nhitng
muc tiéu quan trong nhat ciia bao mdt thong tin la bao dam s riéng tw cia div
liéu. Piéu ndy cé nghia la dit liéu hay théng tin ciia nguoi nao thi chi nguoi dé
dwege biét va nhing nguoi khac khong dugc quyén can thiép vao. Trong thuc té,
chung ta thuong thay khi phat lwong ngoai bi thu hay dé chit Confi dentiality
nham khéong cho cdc nhdn vién biét mire lwong ciia nhau dé tranh sw do ky, so
sanh giita ho. Hodc trong nhitng khu vuc riéng cua mét co quan hay 16 chwc
nham ngan chin nguoi la xam nhdp véi bang cam “khéng phan su mién vao”
ciing la mot hinh thirc bao vé tinh riéng tu. Poi véi dir liéu truyen dé bao vé tinh
riéng tw thi ching thiong dwge ma héa hay sir dung cdc giao thire truyén théng
an toan nhu SSH.

I Integrity la tinh toan ven cua dir liéu. Muc tiéu tié}? theo trong bao mdt thong
tin la bao vé tinh toan ven cho dit li¢u. Nham bao dam khi dir liéu truyén di khong
bi thay doi béi mét tac nhan khac, vi du khi mét email quan trong duoc goi di thi
thuong dwoc dp dung cac thudt toan bao vé tinh toan ven nhu message digest (sé
tham khdo trong Module 18) ngdan ngira bi mét tac nhan thir ba thay déi bang
cdach chan badt thong diép trén.
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A: Availability la tinh kha dung va sdn sang déap vmg nhu cau nguoi ding cia
théng tin, dich vu. Nghia la diF liéu can phdi luén luén dap iing dwoc nhu cau cia
nguoi dung vi dy nhu dich vu email cua doanh nghiép phai luon luén c¢6 kha nang
phuc vu nhu cau géi va nhdn email, néu do s cé nao dé ma qud trinh trao doi
théng tin qua email khong dién ra duwoc thi hé thong bdo mdt ciia ching ta da bi
gay do do da danh mdt kha ning dap iimg nhu cau ciia ngueoi ding.

An Toan Thong Tin, Chtrc Nang Cua Nguoi Dung Va Tinh
Tién Dung

Ba dic trung niy tao nén mot tam gidc bao mat ma bat ki chuyén gia an ninh thong tin
nio ciing phai can nhic khi ap dung cic quy tit va giai phap an toan cho hé thong ciia
minh. Trong vai trd quan tri hé thong hay mot nguoi phy trach vé bao mat thong tin
ching ta déu mudn thit chat chinh sach an ninh, trién khai nhirng hé¢ théng bao v& manh
mé, chat ch& nhat dé ngin ngira sy tin cong cua hacker, hay tién trinh lay lan cua virus.

Nhung diéu nay c6 thé 1am han ché chirc ning sir dung ciia nguoi dung, va gay khé khan
cho ho trong nhiéu thao tac. Vi dy trong vai tro quan tri hé thong mang cho mot tap doan
trudc day toi di trién khai hé thong tudng lita trén nén ISA Server Firewall ngin tai vé
nhiing tap tin exe dé phong bi nhiém virus, nhung diéu nay da gay khé khin cho b phan
k¥ thuat vi ho can cai dat nhiéu cong cu va tng dung cho cac phong lab, va rat nhidu
chuong trinh nay duogc tai vé tir internet. Dé khic phuc tinh trang trén, t6i phai tao thém
mot ngoai 1€ cho nhoém Technical Support mac du diéu do6 co thé tao ra mot khe hé cho
su lay nhiém ma doc hai. O mot tinh huéng khéc, khi 4p dung chinh sach bdo mat cao
nhét cho toan ving duoc quan tri bdi Domain Controller, yéu cau nguoi ding dat mat
khau bt budc phai c6 sy két hop cua ki ty dic biét, chit hoa, chit thuong kém theo d6 1a
d6 dai trén 16 ki ty da lam cho ho gap kho khan ngay tur khau dat mat Kkhau.

Vi vay, khi trién khai mot giai phap an toan thong tin cho t6 chuc cac ban can luu ¥ dén
nhiing chirc nang s& bi han ché ciia nguoi dung, cac anh hudng dén tinh tién loi trong qua
trinh st dung dé c6 bién phap xir Iy dem dén su can bing, 6n dinh cho toan bd hé thong.
Dé khic phuc cac tinh trang trén thi ching ta nén c6 nhirng chuong trinh dio tao thich
hop ning cao nhén thirc cho ngudi sir dung trong van dé bao mat thong tin, kém theo do
14 cac bién phap ché tai thich hop nham ngin ngira viéc sir dung tai nguyén khong hop 1¢.

Nhitng K§ Ning Can Thiét Dé Tro Thanh Ethical Hacker

Pé tré thanh mot ethical hacker cac ban can ¢ nhitng k¥ ning ctia mot hacker mii den d6
14 kién thirc vé hé thong mang va may tinh, c6 kha nang quan tri va hiéu r& hé thong
Windows , Linux. Chung ta can nam ving cach khai thac mot 16 hong bao mat va
phuong phap khac phuc su c¢b vi muc tiéu ciia chung ta la © ‘tan cong dé phong thu” chir
khong phai “tin cong dé pha hoai”. Ng0a1 ra, dé c6 thé hiéu rd cac ma khai thac, hay bién
soan cac cong cuy, kich ban dung cho viéc thtr nghiém thi ethical hacker nén cod kién thuc
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vé lap trinh, mic du cac hacker ngay nay c6 nhiéu cong cu hd trg viét cac doan ma hiém
doc mot cach d€ dang nhu str dung cong cu tao kich ban Auto IT hay nhitng chuong trinh
chuyén dung dé tao ra trojan, virus, worm.

Bén canh nhiing kién thirc va k¥ ning da trinh bay thi nhirng hacker thién chi can co
chung chi CEH, day la chirng nhén rd rang va hgp 1¢ nhat danh cho mdt ethical hacker.

Tim Kiém Cac L6 Hong Bao Mat

Mot trong cac cong doan quan trong cua qua trinh tan cong ma cac hacker mil den va mi
trang can phai tién hanh Ia tim kiém cac 16 hdng bao mat dé qua dé c6 thé xdm nhap vao
hé¢ thong. Nhitng cong cu thuong ding trong quéa trinh nay nhu 1a MBSA chuyén tim
kiém cac thiéu sot trong viéc cai dat cac ban va 16i hay ban cdp nhat h¢ théng danh cho
cac tmg dung va hé diéu hanh cta Microsoft hay cong cu Nessus c6 kha nang tim kiém 16
hSng bao mat cia ca hé diéu hanh Windows va Linux, Mac hodc nhiing thiét bi phén
ctng nhu bo dinh tuyén Cisco. Ngoai ra, ddi véi cac tng dung dic biét nhu trang web
con ¢6 nhitng coéng cu danh riéng cho viéc tim kiém 161 d6 1a W3AF hay Acunetix Web
Vulnerability Scanner.

Trong vai trd ctia mot ethical hacker ching ta cin nim r0 chirc ndng va cach thirc st
dung cta nhiing cong cu tim kiém 10i bdo mat hang dau dé co thé phat hién 10i, dua ra
gidi phap khac phuc hay han ché nhiing tac hai do cac riii ro v€ an toan thong tin mang
lai.

Quy Trinh Tan Cong Thir Nghiém

Khéc v6i hacker thong thuong nhiing ethical hacker tan cong hé thong dé dénh gia tinh
bao mat thong tin. Vi vay khi thyc hién cong viéc penetration test hay security audit phai
tuan theo quy trinh chat ché, can cha ¥ dién tac dong ma viéc thu nghiém tan cong. Khi
thuc hién cong viée céac ethical cdn dic biét chu ¥ nhu cau va ¥ kién cua nguoi sir dung.

Sau day Ia cac budc hudng dan trong qua trinh kiém dinh bao mat hé thong :

1. Trao dbi véi client (ngudi su dung cudi) dé thao luan vé tinh cin thiét cia viéc thur
nghiém va bién phap xur 1y sy cb c6 thé gdp trong qua trinh thyc hién.

2. Chuén bi vin ban lay chir ki x4c nhan ciia ngudi ding goi 1a nondisclosure agreement
(NDA) trudc khi thuc hién cong viéc nhim bao dam tinh hop 1¢ cia viéc tn.

3. Thanh 13p nhom lam viéc gom céc ethical hacker va 1én Kké hoach thuc hién véi thoi
gian cuy thé.

4. Thyc hién kiém dinh theo quy trinh d8 ra.

5. Phan tich két qua ctia qua trinh kiém tra va chuan bi bao céo.

6. Trinh bay bdo c4o v6i khach hang.
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Tao Ban Ké Hoach Danh Gia Bao Mt

Nhu da trinh bay, da s ethical hacker hoat dong nhur cac chuyén gia bao mat do la tlen
hanh kiém dinh h¢ thdng, danh gia riii ro, thir nghiém tin nén khi thic hién cong viéc can
phai dugc tién hanh khoa hoc theo ba budc Preparation (chuan bi), Conduct (xdy dung
quy trinh) va Conclusion (thdo luan) nhu hinh 1.4

Preparation I

v

Conduct Security Evaluation

Conclusion I

Hinh 1.4 — Céc giai doan trong qua trinh kiém dinh bao mat
Preparation — Day la giai doan chudn bi, trong budc nay cac ban hop dong s&
duoc ki két nhim bao vé chinh ban than cac Ethical Hacker khi ¢ nhung ric r6i
xay ra vi du nhu vi pham vao cac diéu luat an toan thong tin, ngoai ra ban hop
dong con quy dinh nhitng pham vi hay tai nguyén ma Ethical hacker duoc quyén
khdo sat va tan cong thir nghiém.

Conduct — Trong giai doan nay cac ban ké hoach vé qua trinh khao sat, bao cao
mang tinh chat k¥ thudt s& dugc trinh bay va tién hanh qua trinh ethical hacking.

Conclusion — Cudi cung 1a nhitng két luan vé tinh trang an toan cua hé théng, cac
101 bao mat nao c6 thé bi khai thac va gidi phap khac phuc nhu thé nao....

Cac Kiéu Tan Cong Cua Ethical Hacker

Ethical hacker c6 thé sir dung nhiéu phuong phap khac nhau dé danh gia tinh an toan cua
h¢ thong thong qua viéc tan cong thir nghi¢m, nhirng phuong phap nay bao gom :

Remote network — Gia 1ap cac cudc tan cong tir xa hay tir hé thong internet.

Remote dial-up network — Tién hanh cac cudc tan cong vao hé théng modem
hay céc két noi dial-up cta h¢ thong nhu may chu VPN .
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Local network — Gid lam nhén vién cua t6 chirc va thyc hién cac cudc tan cong
lén céac tai nguyén dé tim ra cac diém so ho trong chinh sach bao mat hay diém
nhay cam cua hé thong.

Stolen equipment — Gia lap mottinh hudng danh cip tai nguyén dé du doan cac
thiét hai va tac dong cta n6 1én qua trinh kinh doanh. Pa c6 tinh huéng mot san
bay cua Uc bi hacker gia 1am nhan vién bao tri danh cap 6 ctng lam hé thong diéu
khién va van hanh bi ta liét trong vong 2 gio.

Social engineering — Qua trinh nay dung dé kiém tra sy hiéu biét ciia nguoi ding
va céc kién thire v€ an toan thong tin, phong chong bi cac doi tugng xau gia mao,
danh ltra nham lat cap thong tin quan trong.

Physical entry — Trong m6 hinh nay cac ethical hacker s& tién hanh tinc ong truc
tlep va céo thanh phan vat 1y ciia hé thong nhu cac may chu, hé thong luu dién v.v
nham kiém tra xem cac tai nguyénnay c6 duoc dit dudi sy bao vé t6t hay khong.

Cac M6 Hinh Thir Nghiém Tan Cong

C6 hai md hinh thir nghiém tin cong hay penetratiom test (goi tit 13 pentest) 1a black box
tuong Ung voi tinh hudng tdn cong hay pentest tir bén ngoai hé thdng. Nguoc lai khi
ethical hacker tién hanh tan cong mang may tinh tir vi tri bén trong cua t6 chuc s& dugc
goi la white box.

Ethical Hacking Report

Két qua cua tién trinh penetration test hay klem diém anh toan thong tin dugc goi l1a
ethical hacking report, ban bao cao nay bao g6m thong tin chi tiét cac hoat dong tin cong
thir nghiém, md hinh tin cong va cic phuong phap da sir dung, noi dung dugc so sanh
tuong g véi tung giai doan trong Conduct Security Evaluation. Trong ban bdo cao nay
cac 16 hdng can dugec mo ta chi tiét kém theo nhitng hudng dan hay khuyén nghi vé
phuong phap phong chdng. Do tinh chit quan trong nén nhitng ban bao cdo qua trinh tan
cong thir nghiém can duoc goi bang dinh dang hard-copy nham bao dam an toan.

Théng tin 16i kém theo phai dugc giit bi mat nhim tranh bi ké xau loi dung tin cong, khai

thac néu khong nhirng tai liéu nay s& tré nén phan tac dung.

Hiéu RS Tinh Hop Lé Cua Viéc Tan Cong
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La mét hacker thién chi ching ta cén nam rd nhirng Vén dé lién quan dén luat dinh va tinh
hop phép cua qua trinh tan cong. Bat ki hanh dong tan cong thir nghiém, kiém dinh bao
mat hay penetration test ndo ciing can cd sy xac nhan va dong ¥ cua don vi chu quan
bang cac van ban hay cong van. Nhiing ethical hacker can phai biét rd cac hinh phat duoc
quy dinh bo1 lugt phap tai noi minh cu tra cia hanh vi tan cong trai phép, than trong khi
mg dung k¥ ning trong qua trinh tan cong, cling nhu nhén thirc day du vé hau qua néu
nhu 4p dung céc phuong phap khong dang dan.

C6 hai bg luat cia My lién quan dén t6i pham may tinh ma ching ta cin phai quan tam la
18 U.S.C. § 1029 Federal Law va 18 U.S.C. § 1030 U.S. Federal Law. Mac du CEH la
mot chiing chi quéc té nhung viéc nam rd hai bo luat nay la diéu cén thiét dé thi dat
chirng chi trén. Cac ban can luu y 1 ngay ca nhiing ethical hacker ciing c6 thé bi khoi
kién néu vi pham céac didu luat nay.

Dé giai quyét cac khe ho ciia luat phap ddi véi toi pham cong nghé cao cac nha lam luat
cua My da xay dung bo luat Cyber Security Enhancement Act of 2002 quy dinh céac hinh
phat danh cho cac ké tan cong tuong (mg voi bat ki hanh dong pha hoai, xAm pham thong
tin trai phép.

U.S Code hay Code of Laws of the United States 13 bd luat cia My bao gom 51 chwong,
tai chwong 18 (Title 18) vé “Crimes and Criminal Procedure.”, diéu 1029 1a “Fraud and
related activity in connection with access devices,” quy dinh 16 nhiing viéc sir dung trai

phép cac tai san bao gom thiét bi, vat dung trong linh vuc truyén thong co gia tri trén
1000 USD la vi pham phap luat.

Trong diéu 1030 “Fraud and related activity in connection with computers,” ngan cAm
vigc truy cap trai phép vao cac mdy tinh hay c6 nhitng hanh dong gay thiét hai vé thong
tin. Bao gom ca cac hanh dong phat tan va lan truyén virus hay xam nhap bat hop phap
may tinh ca nhan.

Riéng tai Viét Nam, tir diéu 67 dén diéu 72 quy dinh vé luat cong nghé thong tin nhu

Dié::u 67. Trach nhiém bao vé quyén, lgi ich hop phép cua ngudi sir dung san
pham, dich vu cong nghé thong tin

Diéu 68. Bao vé tén mién qudc gia Viét Nam ".vn"

Diéu 69. Bao vé quyén sé hitu trf tué trong linh vuc cong nghé thong tin
Diéu 70. Chdng thu rac

Diéu 71. Chéng vi riit may tinh va phan mém giy hai

Diéu 72. Bao dam an toan, bi mat thong tin
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Két Luan

Qua phan dau tién cua gido trinh ching ta di nim dwoc nhitng khai niém quan
trong nhu threat, exploit, attack va phan biét sy khac nhau gitta ethical hacker va
hacker thong thuong. Bén canh do, cac ban da niam vé quy trinh penetration test
cung voi nhimg van de lién quan dén luat phap. Trong cac chuong tlep theo chiing
ta s€ thao luén vé tién trinh tan cong cua hacker va nhitng k§y thuat tan cong chi
tict.

17



