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FOOTPRINTING
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Bén canh nhiing bién phap mang tinh ky thudt con c6 nhiing cach thuc phi ky thuat
nhung khong kém phan hiéu qua duoc goi 1a Social Enginerring ma chung ta s& ban dén
& phan tiép theo. V&i nhidu phuong phap khac nhau thi mot hacker 1o luyén co thé tong
hop duge kha nhiéu théng tin hitu ich phuc vu cho cac budc tan cong thuc sy sau nay cua
minh, va trong vai tro cia mot chuyén gia bao mat hay ethical hacker thi chung ta can
nim 1 y nghia cia khai niém footprinting cling nhu cach thuc hién dé tim xem co nhirng
thong tin nao cia td chirc bi cong bd qua nhiéu trén mdi truong internet, tir d6 dua ra
nhitng phuong an xtr 1y kip thoi va chuan xac nhat.

Nhitng cong cu hd trg déc luc cho tién trinh footprinting chinh 1a cong cu tim kiém nhu
Yahoo, Bing nhung hitu ich nhét 1a Google Search, thong qua cac img dung nay hacker
c6 thé tim kiém nhiéu thong tin lién quan dén mot trang web muc tiéu tir nhitng noi dung
duogc cong bd trén internet cho dén cac thong tin bi mat nhu tap tin luu trit mat mi néu
nhu khong dugc phan quyén chit ché. Phuong phap ndy dwoc goi 1a Google Hacking
(tham khao thém vé Google hacking tai website http:/www.exploit-db.com/google-
dorks/ ).

Sau day la mot s6 tiry chon thuong duge dung cho tim kiém nang cao véi Google :
- Site : Khi tim kiém v6i tuy chon “site : domainname.com” s& cho nhitng két qua
lién quan truc tiép dén trang web. Vi du tim kiém cac thong tin lién quan dén
trang web netpro.edu.vn theo ct phép “site:netpro.edu.vn” nhu Hinh 2.1 :



GO\ ;8[6 site:netpro.edu.vn = “

Tim kiém
I Mai thi Hoc vién mang quéc Té NETPRO-ITI Vién CNTT — DHQGHN
o netpro.edu.vn/ o
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Video tao CNTT. Microsoft Technical; 1S027001 - Microsoft Office - ComTIA. ...
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dau 12 d4 doc. Lién két nhanh. Nhom diéu hanh - Blogs - What's New?

Hinh 2.1 — Tim nhiing thong tin lién quan dén mot trang web.
- Filetype : Chi tim nhitng két qua lién quan dén chu dé nao do6 hay tap tin v6i dinh

dang xac dinh. Vi du tim kiém cac tai liéu pdf lién quan dén chu dé ceh ching ta
tim kiém theo cu phap “filetype: pdf ceh” nhu Hinh 2.2.

GO\ gle filetype:pdf ceh Ea “

Tim kiém
Moi thir Meo: Chi tim két qua viét béing ngn ngik Tiéng Viét . Ban cé thé dinh rd ngdn ngi két
o qua tim kiém cla ban trong Tdy chon
Hinh anh
vid or) CEH Exam Eligibility Application Form - EC-Council
1aea www_eccouncil.org/.. /CEH-Exam-Eligibility-Applicat... - Dich trang nay
Tin tie Dinh dang tép: PDF/Adobe Acrobat - Xem Mhanh
Page http:/fwww.eccouncil.org. EC-Council. Eligibility Requirements. You must have at
Sich least two years of information security related experience. Application ...

Hinh 2.2 — Tim theo ndi dung va dinh dang tap tin.

- Link : Tim kiém cac thong tin c¢6 lién két t6i trang web can tim, vi du “link :
netpro.edu.vn” s¢ hién thi nhitng trang web c6 ndi dung lién quan dén domain
netpro.com.vn.

- Imtitle : Tim cac thong tin dya theo tiéu dé ctia trang web, véi cach tim kiém nay
s& cho két qua tap trung vao chi dé cin quan tdm, ching han cac ban mudn tim
kiém nhitng tai lidu lién quan dén “ethical hacking” hiy gd vao Google dong
intitle: “ethical hacking”

- Inurl : Tim kiém tat ca cac trang web chtta cum ur/ dugc xac dinh trong tuy chon
inurl nhu “inurl:wp-content/plugins/age-verification/age-verification.php”.

Quy Trinh Thu Thap Thong Tin



Pé tién hanh thu thap thong tin mét cach khoa hoc, cac ban can thuc hién theo mot so dd
nhu sau:

1 Tim kiém tir cdc nguon thong tin.

2. Xac dinh cac day dia chi mang.

3. Xéc dinh c4dc may con hoat dong

4. Tim kiém nhitng cdng mé hay diém truy cdp ciia muc tiéu.
5. Do tim hé diéu hanh cua muc tiéu.

6. Tim kiém céc dich vu dang hoat dong trén nhitng cong mé.

7. Lap md hinh mang.

Trong bay budc trén thi budc 1 va 2 chinh la tién trinh footprinting, cac budc con lai
thudc giai doan scanning va enumeration. Tiép theo chung ta s& di vao phén tich chi tiét
cac budc trén va nhiing thao tac ky thuét can tién hanh. Trong cong doan dau tién cic ban
can tan dung cac ngudn tai nguyén dugc cong b trén internet.

Thong tin tim kiém :

(] Domain name.
0  Vitrl
"1 Thong tin lién lac (dién thoai / email)

Cac nguén thong tin :

] Open source : Cac ngudn tai nguyén mé 1 nhitng dir liéu cong khai nhu trang
vang doanh nghiép, danh ban dién thoai.

[0 Whois : Co so dir liéu vé chu sé hiru tén mién.

1 Nslookup : Thong tin vé may cht phan giai tén mién.

Cong Cu :

1 Sam Spade (www.samspade.org) : Day la cong cu truc tuyén bao gdom nhitng tién
ich nhu Whois, nslookup va traceroute. Vi 1a ing dung truc tuyén nén trong mot
sd truong hop c6 thé khong két ndi duoc do trang web dang bao tri hodc do két
ndi mang, do d6 ching ta nén sir dung tién ich sumspade cai dat truc tiép trén may



tinh dé cho két qua t6t hon hodc sir dung nhirng trang web c6 chirc ning tuong tu
khac nhu www.network-tool.com.

Competitive Intelligence

Competitive intelligence 1a phuong phap thu thap thong tin tir cac nguon trén internet Ve
mot cong ty hay td chirc ndo d6. Competitive intelligence c6 thé 1a san phim hay mot tién
trinh vi du nhu cac hanh ddng thu thap va phan tich dit li¢u, xac nhan thong tin.

Nhiing cong cu thuong dugc st dung cho qua trinh Footprinting - Competitive
Intelligence 1a :

") Whois (http://www.whois.net)

"1 ARIN (https://www.arin.net)

"1 Nslookup (http://network-tools.com/nslook)
'] Neo Trace

1 VisualRoute Trace

") Smart Whois

1 Visual Lookout

] eMailTrackerPro

Whois 1a cong cu offline (nhu SmartWhois) hay tién ich online nhu www.whois.net dung
dé thu thap thong tin lién quan dén mot tén mién nao d6 bao gdm noi luu trir trang web,
tén va dia chi lién lac ctia nguoi quan tri, dia chi IP va cic may chi phan giai tén mién
DNS. Nhitng cong cu Whois truc tuyén duoc liét ké trong Hinh 2.3 :

" Whois ﬂ Whois Lookup
L LY http://tools.whois.net L http:/fwwan.iptoois.com
Y
= Better Whois {1 Geek Whois
] http:/fwww.betterwhois.com =4 hetp:/fwwnw. geektools.com
'1-.’!"‘!! Arin Whois Database Search ' Network Solutions Whois
o http://whois.arin.net 4 hetp./fwvav.netweorksolutions. com
“—
%Y DomainTools [_Jﬂ AutoWhois
w http:/fwww_domaintoois.com ‘ Bc__')u http:/fcentrolops.net

Hinh 2.3 — Cac cong cu Whois truc tuyén



Sau day 1a mot két qua tim kiém thong tin vé tén mién eccouncil.org véi Whois va Smart
Whois trong Hinh 2.4 :

W HOIS OUTPUT FOR WWW.ECCOUNCI.ORG
Domain ID:D81180127-LROR

Domain Name:ECCOUNCIL.ORG

Created On:14-Dec-2001 10:13:06 UTC

Sponsoring Registrar: Tucows Inc. (R11-LROR)
Status:OK

Registrant ID:tuTv2[tRZBMNd4IA

Registrant Name: John Smith

Registrant Organization:International Council of E-Commerce Consultants
Registrant Streetl:67 Wall Street, 22nd Floor
Registrant City:New York

Registrant State/Province:NY

Registrant Postal Code:10005-3198

Registrant Country:US

Registrant Phone:+1.2127098253

Registrant Phone Ext.:

Registrant FAX:+1.2129432300
Information-Gathering Methodology 45

Registrant FAX Ext.:

Registrant Email:forum@eccouncil.org

Admin ID:tus9DYvppSmrbLNd

Admin Name: Susan Johnson

Admin Organization:International Council of E-Commerce Consultants
Admin Streetl:67 Wall Street, 22nd Floor

Admin City:New York

Admin State/Province:NY

Tech Email:forum@eccouncil.org
Name Server: nsl.xyz.net
Name Server: ns2.xyz.net
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Hinh 2.4 — Két qua tim kiém v&1 SmartWhois
Co s0 dir liéu cua Whois dugc chia lam 4 vung chinh 1a

* ARIN (North America va sub-Saharan Africa)

* APNIC (Asia Pacific)

* LACNIC (Southern va Central America va Caribbean)
* RIPE NCC (Europe va northern Africa)

Thong tuong co st dir liéu cia ARIN Whois s& dugce tim kiém trudc tién, néu khong tim
thiy thong tin cia mot trang web trong ARIN thi c¢6 thé thong tin ndy s& duoc luu giir &
co s& dit litu cua APNIC, LACNIC hay RIPE NCC. Cac ban co thé st dung
www.allwhois.com dé tién hanh tim kiém thong tin trén tét ca cac co so dir licu thudc cac
vung khac nhau. Ngoai nhirng trang web chuyén cung cap nhitng dich vu Whois thi co
nhiéu cong cy trong Hinh 2.5 ¢ thé dép tmg duoc yéu ciu nay
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Hinh 2.5 - Cac céng cu Whois dugc dé cap trong CEH

Nslookup va DNSstuff

Nslookup 13 chuong trinh truy van tén mién trén
Internet ctia cdc may chu, cac két qua thu duogc tu

%% lookup www.eccouncil.org Nslookup cO thé duqc hacker sur dung dé mod
i phong cau trac DNS cua t6 chirc, tim kiém thém
o cac thong tin bd sung vé nhiing may tinh ndi bd
n-authoritative answerp: ~ . , . ~
ne:  www.eccouncil.ory hay thong tin MX record ctua mail server. Trén
ddress: 64.98.17.18 cac hé thong Windows hay Linux/Unix déu co

cong cu nslookup kem theo nhu hinh minh hoa.
Ngoai viéc tim kiém céc thong tin vé tén mién internet ciia cac may chii thi nslookup con
1a mdt cong cy hitu ich cho qua trinh chan doan, khic phuc va xir 1y cac sy ¢d mang lién
quan dén van dé phan giai tén mién, truy cdp internet cuia ngudi dung hay kiém tra hé
thong Active directory sau khi cai dat.

Vi du sau la két qua cua tién trinh st dung dung cong cu nslookup trén Linux/Unix vé
may chu cracker.com:

$ nslookup

Default Server: cracker.com

Address: 10.11.122.133

Server 10.12.133.144

Default Server: ns.targetcompany.com
Address 10.12.133.144

set type=any

ls -d target.com

systemA 1DINA 10.12.133.147



1DINHINFO "Exchange MailServer"
1DINMX 10 maill

geekL 1DINA 10.12.133.151
IDINTXT "RH6.0"

Bén canh nslookup cac ban co thé sir dung (g dung  tryc tuyén dnsstuff tai
www.dnsstuff.com dé tim kiém cac thong tin lién quan dén cac dns record ctia mot trang
web nao d6, nhu Hinh 2.6 minh hoat két qua tim kiém lién quan dén
http://www.eccouncil.org

DNS Lookup: eccouncil.org A record
Tremermried by wove 0 M S o 130081 GAT an 13 Apr HI0,

How [ am searching

Bearchisg o eccouncil.org h cecobd an L.Eoot-serwers.net [198.32.64.12]1 Oon eeferral ©o TLD4.ULTRADMNE.oeq. [took 94 ma]
=y for eccouncil.org h cecord af TLOA.PLTRADRS.crg. [199.7.67.1): dor pefezzal to AUTHI.ME.NYI.MET. [took 7 ma]

=g for eccouncil.org k cecord ab AUTED.KE.NYI.MET. [66.111.15.154]: Bepects ecccuncil.org. [toeok 9 xa)

Hea
Searchisg

Anzwac:

Dmain Type Clazs TTL Anwnr
eocomeslong. A [ 3600 4.5
T e —
sezomezlorg WS I 3600 seth] s oyt
authd ns et A I TTES EE111 15154

Thace i3 oo raed to cafcask the pags -- ©o ams tha DRSS trewerssl, to saks suce che: sll DES sscvecs sce cepocking
the amms results, you csn Click Hece.

Wore chat thess results sre obcained in cesl-Timss, meaning that cheps ace not gacked results

These resalts ar= what DB resolvers all over the world will see right now (unless they haws oached inforsaciond .

Hinh 2.6 — DNS Lookup

Tim Kiém Dija Chi IP Ctua Muc Tiéu

Bét ki ethical hacker nao ciing can nim viing cach thirc xac dinh dia chi IP hay diy dia
chi cua trang web muc tiéu thong qua cac co s¢ dir li¢u cia ARIN hay Internet Assigned
Numbers Authority (IANA). Bén canh d6 ching ta c6 thé xac dinh duoc vi tri dia 1y cua
dia chi IP trén hay dé truy cap dén muc tiéu ndy can phai qua bao nhiéu budc nhay (hop).
Pé thuc hién diéu nay cac ban hiy st dung traceroute, visularoute voi két qua rét rd rang
nhu Hinh 2.7.
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Hinh 2.7 — Két qua tim kiém voi Gmg dung 3d Traceroute

Céc Kiéu DNS Record

Dé c6 thé truy cdp vao mot trang web hay mdy tinh thong qua tén mién nhu
security365.vn hay tén may la filesrv.netpro.edu.vn may tinh cua chung ta can phai
chuyén doi cac tén Qé nho trén ra dia chi IP, cong viéc nay dugc thuc hién bdi cac may
chu phan giai tén mién DNS va dong thong tin anh xa gitra mot tén dé nhé sang dia chi IP
duogc goi 1a DNS record. Sau day la cac record trén may chi DNS :

L A (address)— Record nay lién két mot hostname voi dia chi IP.

L SOA (Start of Authority)— X4c dinh may chit DNS chiu trach nhiém phén gidi

L CNAME (canonical name)— Cung cap tén bi danh.

MX (mail exchange)— xac dinh may chu email ctia domain.

L SRV (service)—Xac dinh cac may chu cung cap dich vu nhu Actvie Directory

L PTR (pointer)— Lién két mot dia chi IP véi mot host name

10



L NS (name server)— Xac dinh cdc may chii phin giai tén khac ctia domain

Str Dung Traceroute Trong Tién Trinh Footprinting

Traceroute & cong cu luu dau cac goi tin trong qua trinh truyén dén mot muc tiéu, co thé
sir dung trén cac hé déu hanh Windows hay Linux. Traceroute van hanh bang cach goi
cac tin hiéu Internet Control Message Protocol (ICMP) dén cac tram (hop) c6 thé 1a
router hay gateway trén tuyén dudng ma géi tin di qua cho dén khi dén duoc tram dich,
va khi mot router phan hoi véi tin hiéu ICMP ECHO Reply thi gia tri Time To Live (TTL)
s& giam xudng mot gia tri cho biét can phai nhay qua bao nhiéu sop méi dén duge dich.

Mot torng nhirng tré ngai clia qua trinh traceroute 1a thoi gian ton tai cia géi tin bi hét
(hién thi bang cac diu sao), diéu nay xay ra khi cac router hay firewall chin cac tin hiéu
tra vé (ICMP) nhung qua d6 cac hacker ciing biét dugc sé co nhitng hé thong bao vé nao
trong toan bd tuyén dudng di dén muc tiéu.

Cong Cu

C6 kha nhiéu cdng cu co thé thuc hién cong vi€e tracerouter va hién thi ca nhiing thong
tin dia 1y lién quan dén dia chi IP, hay chu s& hitu ctia tén mién trang web nhu cac tng
dung Visual Router, 3D Trace da gi¢i thiéu trong phan trén. Ngoai ra, trén hé thong
Windows cac ban st dung 1&€nh tracert dé do tim tuyén duong di dén muc tiéu nhu Hinh
2.8 minh hoa diing tracert v6i tén mién la www.yahoo.com

BN Ch\Windowsh\system32omd.exe

Tracing route to any—fp3-real.wal.b.yahoo.com [98.139.127.621
over a maximum of 38 hops:

ms <1 ms <1 ms 192.168.8.1

ms ms ny.router [192.168.1.11

ms ms s winh-PC [113.166.144.11
Request timed out.
Request timed out.

ms vde.vn [123.27.18.1181

ms vinh-PC [123.31.8.781]

ms 218 _188_.1684_173 I

ms 218_189.5.1@

ms di-34-224-143—-118-on—nets.com [118.143.224.341] I

ms 218.189.5_15%8 [

ms 218 _188_.1685.25@8

mns ae—B—-d178.msr2.spl.vahoo.com [216.115.187.811

212 n= et—-17-1_.fabl-1—gdc.sp2_.yahoo.com [67.195.128_651

276 ms 4 g po—1@.bhasl-3-—prd.sp2.yahoo.com [P6.13.244_.71]
212 n=s s ir2_fp.vip.sp2_.yahoo.com [98.139.127.621

Trace complete.

Hinh 2.8 — Tién ich tracert trén Windows

11



Email Tracking La Gi ?

Dung nhu tén goi Email tracking 14 nhitng chuong trinh cho phép ngudi gai kiém tra xem
email ctia minh goi di d duoc doc hay chua hay tham chi ¢6 bi x6a, chuyén tiép, thay d6i
gi khong. Phan 16n cac ung dung email tracking s& gan thém mot tén mién vao dia chi
email nhu readnotify.com. Hay mét tap tin hinh anh nho dugc gan vao birc thu ma khong
cho ngudi nhan blet va khi nguoi nhén c6 nhirng hanh dong nhu dé cap & trén thi hinh
anh nay s& két ndi vé may chii dé thong bao cho ngudi goi biét vé cac hanh dong xay ra.

Cong Cu
Nhirng tng dung thudng duoc ding dé theo ddi hanh dong ctia ngudi nhan trong giao

dich thu tin nhu 1a Email Tracking Pro, MailTracking.Com... Hinh 2.9 1iét ké mot s0
cong cu thong dung dugc gidi thiéu trong CEH :

VisualRoute Trace [ GEOSpider

hetp://visualroute. visualware.com http-//www.oreware.com

x vTrace ’W Magic NetTrace
= hetp:ffvtrace |1 B http://www.tialsoft.com
9 | . .
| 3d Visual Trace Route Visual IP Trace
hetp:/fwww.3dsnmp.com % http://www.visualiptroce.com

A Trout Patrice Zwenger Traceroute
a hetp /S foundstone.com - http://patrice-awenger.co.cc

Hinh 2.9 - Mot s6 cong cu Email Tracking

Web Spider

Céc spammer hay nhitng ké phat tan thu réc rat quan tim dén dia chi email ciia ngudi
ding, vi vay ho thudng sir dung cc cong cu thu thip dia chi email lién quan dén mot tén
mién nao d6 trén internet, nhitng Ung dung nhu vy goi 1a Web Spider nhu MetaGoofil
hay mot s6 ung dung thu thap dia chi email dugc cai dat san trén bo cong cy bao mat ndi
tiéng Back Track 5 (phién ban méi nhit hién nay la BackTrack 5 R.1).
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Dé phong chdng cac quan tri trang web thuong dit tap tin robots.txt & thu muc root cua
trang web chira danh sadch nhiing thuy muc dugc bao vé khong cho phép lay vé bodi cac
chuong trinh ty dong nhu google bot, yahoo bot va ca cac web spider.
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RECONNAISSANCE

Reconnaissance 13 mot thuat ngir xudt phat tir moi
truong quan sy nhu trén logo cua IRS, va cac ban sé
thiy c6 kha nhiéu thuat ngit ciia mdi truong nay
duogc ap dung trong vin dé bao mat thong tin do 1a
DMZ, Spy. Qua trinh reconnaissance 1a hoat dong
thim do d6i phuong hay ké dich bang nhiing
phuong phap do tham cao cdp véi may bay tang
hinh, vé tinh cho dén nhiing bién phap thong dung
nhu str dung gidn diép cai cam vao hang ngii dich,
ding trinh sat vién dé thu thap thong tin cua ddi
phuong. Trong méi truong tan cong va thir nghiém
tan cong mang may tinh qua trinh reconnazssance
duogc ap dung dé thu thap thong tin cia muc tiéu can
tan cong nhdm xac dinh cic co ché hoat dong, vao thoi gian ndo va ¢ dau thong qua viéc
quan st cac thoi quen, hanh vi ciia muyc tiéu dé tir d6 cac hacker s& dwa ra giai phap tin
cong hitu hi¢u.

Céc ban s& dé dang hinh dung vé reconnaissance voi mot tinh huéng trong doi thuc, do l1a
ké& gian mudn dot nhap vao mot ngdi nha hay cong ty dé trom cap tai san thi bon chiing
thuong bo mot thoi gian dé theo ddi va diéu nghién ky ludng thoi quen ciia chii nha nhur
gio gidc di lai, ciing nhu cac hoat dong thuong ngay trong sinh hoat va kinh doanh dé co
thé dua nguyén xe tai dén dé 1iy cip do dac ma chi nhan khong hé hay biét do dang ban
di nghi mat hay cong tac trong khi nguoi dan xung quanh lai tuéng rang chi nhan dang
giao nhan hang hoa nhu thuong ngay.

Hodc mot cudc tin cong tuong ty nhu vay vao khoang nam 2005/2006 da xay ra tai mot
san bay ctia Ha Lan 1am cho qué trinh check-in bi tri hodn gan 5 tiéng dong hd. Trong
tinh hubng nay, cac hacker di theo dai k§ ludng hoat dong bao tri may chu cua sin bay
trén va xac dinh duoc cong ty ddi tac thuc hién cong viée cing véi thoi gian tién hanh
bao dudng. Sau d6 cic hacker da gia dang lam nhirng nhan vién bao tri v&i logo, dong
phuc cling nhu cac hinh thirc hoat dong tinh vi dén muc qua mat dugc cac nhan vién an
ninh va lot vao phong may chu mét cach dé dang. Khi da thaAm nhap cac hacker di thao
g0 toan bg cdc 6 cung cua nhitng may chu quan trong va dem ra ngoai. bay 1a mot vi du
clia viéc van dung reconnaissance rat hiéu qua cho qua trinh tan cong, nhung qua do
ciing cho thay san bay trén thiéu sy kiém soat chit ché trong khau quan 1y thiét bi. Vi mot
trong nhitng nguyén tic cuia an toan thong tin 1a khi nhitng ddi twong thudc ving thiéu tin
cay (un-trust) ra vao va ra khu vuc dugc bao vé chat ché nhu ving MDZ (dung dé dat cac
may chi) thi nhan vién an ninh can kiém tra ti xach cta ho dé phat hién c6 hanh dong
gian 14n nao hay khong.
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Két Luan

Qua chuong nay ching ta da tim hiéu cac budc tién tin cong quan trong 1a Footprining
va Reconnaissance cung nhiing cong cu manh mé hay dugc su dung cho qua trinh thu
thap thong tin. Trong vai trd clia chuyén gia an ninh mang cac ban can tién hanh cac thao
tac sau dé phong chdng bi tin cong footprinting

Céu hinh router hay firewall khong phan héi cdc chwong trinh do tim nhie Ping
bang cach chan tin hiéu ICMP ECHO Request/Reply

Tdt nhitng giao thire khéng ding trén mdy chii web.
Kiém sodt cong dich vu véi nhiing quy tdt chdt ché trén firewall.

Trién khai hé thong IDS (do tim xdm nhdp trdi phép) d@é canh bdo cho qudn tri
vién khi co hanh dong kha nghi xay ra.

Kiém soat théng tin can thin triede khi cong bo trén internet.

Ty thiee hién footprinting trén hé thong ciia minh dé phat hién cdc théng tin nhay
cam.

Ngan ngira nhing vmg dung tim kiém luu cache trang web.

Tat chire nang duyét thu muc, tach domain ngi bo voi domain dung cho muc dich
cong cong.
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