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S et ”{:H‘[EH r *  Enumeration c¢6 thé dwoc dinh nghia 13 qua trinh

' ’ ~ trich xuét nhirng thong tin ¢6 dugc trong phan scan

ra thanh mét hé théng c6 trat ty. Nhitng thong tin

duoc trich xuat bao gdm nhirng thir ¢ lién quan dén muc tiéu can tin cong, nhu tén nguoi dung (user
name), t€n may tinh (host name), dich vu (service), tai nguyén chia s€ (share).

Céc ban c6 thé tham khao thém vé Enumeration tai bai giang http://youtu.be/réwP_yi-dak

Nhirng k¥ thuat liét ke dugc diéu khién tr mo1 truong bén trong.
Enumeration bao gém ca cong doan két ndi dén hé thong va truc tiép rut trich ra cac thong tin.

Muc dich cua ki thuat liét ké 1a xéc dinh tai khoan ngudi ding va tai khoan hé thong c6 kha ning sir dung
vao viéc hack mot myc tiéu. Khong can thiét phai tim mot tai khoan quan tri vi chiing ta c6 thé ting tai
khoan nay 1én dén mtrc co ddc quyén nhat dé cho phép truy cap vio nhiéu tai khoan hon da cép trudc day.

Céc k¥ thuat dugc sur dung trong li¢t ké co thé ké ra nhu:
K¥ thuat Win2k Enumeration : ding dé trich xuat thong tin tai khoan ngudi ding (user name).
K¥ thuat SNMP (Simple Network Management Protocol) dé liét ké thong tin ngudi dung.

K thuat Active Directory Enumeration ding trong liét ké hé théng Active Directory.

Null Session 1a gi?

Khi ngudi ding ddng nhip vao hé diéu hanh, hé thong s& yéu cau ching thyc voi cac thong tin username
va password. Sau qua trinh ching thue, mot danh sach truy cap — ACL — dugc tai vé dé xac dinh quyén
han cta user dang nhap. N6 mdt cach khéc, qua trinh d6 tao cho user mot phién lam viéc rd rang. Tuy
nhién, c6 nhiing dich trong h¢ diéu hanh duogc kich hoat ty chay, véi mot user 4n danh nao do, chéng han
nhu SYSTEM USER. Cac user nay khong can ¢ password dugc dung dé khoi chay cac dich vu vi du
dich vu tim kiém tai nguyén chia s& khi cac ban chon chirc ning duyét trong Explorer, lic nay chiing ta
dang st dung céac dich vu thuoc dang Null Session.



Nhirng dich vu sir dung giao thirc NetBIOS ciing str dung két ndi thudc dang Null Session. Mot trong
nhitng phuong phap két ndi Null Session, hay duoc goi 1a IPC$ trén may chi nén tang Windows, 1a mot
dang két nbi nic danh téi mét mang chia sé cho phép ngudi ding trong mang truy cép tu do.

Tin cong Null Session da xuét hién ké tir khi Windows 2000 duoc str dung rong rai. Tuy nhién, hinh thirc
tan cong nay khong dugc cac quan tri vién hé thdng chii y khi ap dung cac bién phap bao mat mang. Diéu
niy c6 thé dan dén két cuc khon ludng vi tin tic co thé st dung hinh thic tin cong nay dé lay moi thong
tin hiru dung can thiét dé gianh quyén truy cap tir xa vao hé thong. Mic di khéng con méi mé, nhung téan
cong Null Session van phd bién va nguy hiém nhu nhitng ndm trude day. Xét vé mot khia canh nao do,
mic du kha ning bao mat ciia cac hé thong hién dai khong phai qua yéu nhung khi thyc hién cac cudc thir
nghiém xam nhap trén may tinh Windows thi két qua cho thiy Null Session van 1a mot trong nhitng hinh
thirc can luu ¥.

Phuong thirc hoat dong cuia Null Session

M0t phién truy cép tir xa dugc tao lap khi ngudi dung dang nhép tir xa vao mot may tinh sir dung mot tén
nguoi dung va mat khau co quyén truy cap vao tai nguyén hé thong. Tién trinh dang nhap nay duoc thuc
hién qua giao thirc SMB (Server Message Block) va dich vu Windows Server. Nhitng két ndi nay hoan
toan hop phap khi nhitng thong tin dang nhédp chinh xac dugc sur dung.

Mot Null Session xay ra khi ngudi dung thyc hién két ndi t&i mot hé théng Windows ma khong stir dung
tén ngudi dung hay mat khau. Hinh thirc két ndi nay khong thé thyc hién trén bat ky hinh thic chia sé
Windows thong thuong nao, tuy nhién lai co6 thé thuc hién trén chia sé quan tri IPC (Interprocess
Communication). Chia sé¢ IPC duoc cic tién trinh cia Windows st dung (voi tén ngudi dung 1a
SYSTEM) dé giao tiép vdi cac tién trinh khac qua mang nay. Chia s¢ IPC chi duoc giao thic SMB sir
dung.

Chia s¢ khong yéu cau thong tin dang nhap IPC thudng dugc sir dung cho nhitng chwong trinh giao tiép
voi mot chuong trinh khéc, tuy nhién khong co gi dam bao rang ngudi ding khong thé két ndi toi mot
may tinh bang két nbi IPC nay. Két ndi IPC khong chi cho phép truy cap khong gidi han vao mdy tinh,
ma con trao quyén truy cap vao tat ca cic may tinh trén mang, va ddy la nhitng gi ma tin tic can dé xdm
nhap hé théng.

Tham khao bai trinh bay vé& Null Session toi trinh bay tai dia chi http:/youtu.be/Tgb_IVKCROU

Phuong thirc tn cong str dung Null Session

Gio day ching ta da biét cach thirc hoat dong cua Null Session, tuy nhién ‘li€u tin tac cé thé str dung hinh
thirc tin cong nay dé dang hay khong?’ Cau tra 10 1a ‘kha dé dang’. Két ndi Null Session c6 thé duoc
thiét 1ap truc tiép tir mot Iénh Windows ma khong can st dung cong cu bd sung, d6 chinh 1a 1énh NET.
Lénh NET c¢6 thé thuc hién nhiéu chirc ndng quan tri, khi st dung 1€nh nay chung ta co thé tao mot két
ndi téi mot chia sé tiéu chuan trén may chu dich, tuy nhién két nbi nay s& that bai do nhirng thong tin
dang nhap khong chinh xéac.



m Administrator CAWiIndows\system32emd.exe = = _}M

C:\secrnet use “\WIT2.16.186.131\share ™"
system error 5 has occurred.

ficcess is denied.

Hinh 4. 1: K&t ndi that bai vao mot mang chia sé sir dung 1énh NET.

Khi sir dung 1énh NET, ching ta co thé thay doi tén chia sé két ndi t6i chia sé quan tri IPC$. Khi d6 két
qua s€ kha quan hon.

@ Administraton CA\Windows\system 32\ eme exe o () . -

C:\secrnet use “WNW172.16.16.131%

The command completed successfully.

Hinh 4 2: Két ndi Null Session thanh cong v&i 1énh NET.

Luc nay, chiing ta da thiét 1ap mot két ndi Null Session téi may tinh nan nhan. Tuy nhién, ching ta vin
chua c6 quyén truy cap quan tri trén may tinh ndy do d6 chwa thé bat dau duyét tim 6 cling hay lay mat
khau. Can nhé ring, chia sé IPC duoc sir dung dé giao tiép giita cac tién trinh, do d6 quyén truy cép cua
ching ta s& bi gidi han xubng quyén truy cip cua tén ngudi dung SYSTEM. Chung ta c6 thé sir dung 1énh
NET dé lay nhiéu thong tin hon tir may tinh muyc tiéu, tuy nhién c6 nhiéu cong cu tu dong hoa s& thuc
hién cac cong viéc rac rdi ny.

Cong Cu
Null Session ¢ thé dé dang tin cong v6i cong cu c6 san trong windows nhur Net, Netview.

Tuy nhién, nhu da trinh bay ¢ trén, chiing ta cin mot qua trinh phiic tp hon dé lam duoc nhiéu viéc, nhu
liét ké thu muc, user...Cong cu Nbtstat va Enum s€ gitip chung ta thuc hi¢n hang loat cac cong viéc phirc
tap, dé cudi cung chung ta xap nhap dugc vao hé théng. Dumpsec va Superscan 14 hai cong cu d hoa ho
trg thuc hi¢n cac cong viéc nay.

Chong tan cong bang Null Session
Null Session sir dung cic cong TCP 135, 137,139, hay 445 vi vay déng cac cong nay 1a mot trong nhiing

cach dé chan cic két ndi null session. Tuy nhién, may tinh ciia chiing ta s& khong thé chia sé& tai nguyén
cho nguoi dung khac khi dong nhitng cong nay. Trén cic hé thong tudng lita hay gateway cta hé thong



mang cac quan tri hé théng hay tit chirc ning NetBIOS bang cach mé trang thudc tinh cua card mang va
chon tab WINS trong Advance TCP/IP Settings va chon Disable NetBIOS over TCP/IP nhu Hinh 4.1

Advanced TCP/IP Settings [ ® 2.

1P Settings | DNS | WINS

WINS addresses, in order of use:

e rEmovE

If LMHOSTS lookup is enabled, it applies to all connections for which
TCP/IP is enabled.

Enable LMHOSTS lockup Import LMHOSTS. ..

NetBIOS setting

) Default:
Lise MetBIOS setting from the DHCP server. If static IP address
is used or the DHCP server does not provide NetBIQS setting,
enable NetBIOS over TCP/IP.

() Enable NetBIOS over TCP/TP
(@) Disable NetBIOS over TCP/IP

[ oK ] [ Cancel

Hinh 4.1 — Disable NetBIOS over TCP/IP

Chan Null Session Trong Registry

Chiing ta c6 thé chin Null Session bang cach thém vao mot khoa c6 kiéu REG. WORD véi gia tri bang 2
trong Registry nhu sau :

1. M6 regedt32, di chuyén dén HKLM\SYSTEM\CurrentControlSet\LSA.
2. Chon Edit 7 Add Value. Va nhap vao gié tri :

L Tén : RestrictAnonymous

L Kiéu: REG_ WORD

- Gia tri: 2

Phat Hién Null Session vo1 IDS

Néu nhitng thay ddi trong Registry hay Firewall loai bo chirc ning cia cac (mg dung mang thi ching ta
phai sir dung mot phuong phap khac. Thay vi chin théng ké qua Null Session, mot trong nhitng bién phap
hiru hiéu nhat d6 1a phat hién ra tn cong Null Session mdt cach sém nhat dé c6 thé trién khai nhing bién
phép khéc phuc kip thoi nhu khi thye hién mét sy ki€n bdo mat mang thong thuong.



Néu dang su dung Snort, mot IDS/IPS (H¢ théng phat hién va chan xam nhdp mang) phé) bién nhét hién
nay trong moi truong san xuat, thi rule sau ddy sé phat hién thong ké Null Session:

alert tcp SEXTERNAL NET any -> $HOME NET 139 (msg:”NETBIOS NT NULL session”;
flow:to_server.establshed;

content: |00 00 00 00 57 00 69 00 6E 00 64 00 6F 00 77 00 73 00 20 00 4E 00 54 00 20 00 31 00 33 00
38 00 31]’; classtype:attempted-recon;)

Rule ndy s& khong ngan chin cac két ndi Null Session, tuy nhién n6 sé thong bao khi Null Session xay ra.
Naéng cap hé diéu hanh

Giai phap cubi ciing nhu di d& cap ¢ trén 13 ndng cép hé diéu hanh. Null Session chi d& dang thyuc hién
v6i hé diéu hanh doi cii trude nam 2000. Con sau d6 nhu Windows XP, Windows 2003 thi viéc nay da
duogc Microsoft tich hop trong san pham. Do d6, nang cap hé diéu hanh lam ching ta yén tam hon.

Bai gidi thiéu vé NetBIOS Nul Session tai http://youtu.be/iiNNPI6xs98

Ki thuat liét ké SNMP (Simple Network Management Protocol)
Tim hiéu vé SNMP

SNMP la “giao thirc quan 1y mang don gian”, viét tic ciia “Simple Network Management Protocol”. Thé
nio 1 giao thirc quan 1y mang don gian ? Giao thirc 1a mot tp hop cac thu tuc ma cac bén tham gia cin
tuan theo dé co thé giao tiép dugc véi nhau. Trong linh vuc thong tin, mdt giao thirc quy dinh cAu tric,
dinh dang (format) ctia dong dit liéu trao d6i voi nhau va quy dinh trinh ty, tha tuc dé trao d6i dong di
liéu d6. Néu mot bén tham gia gui dit liéu khong ding dinh dang hodc khong theo trinh tu thi cac bén
khac s& khong hiéu hoic tir chdi trao ddi thong tin. SNMP 1a mét giao thirc, do d6 né c6 nhitng quy dinh
riéng ma cac thanh phan trong mang phai tuan theo. Mot thiét bi hiéu dwoc va hoat dong tuan theo giao
thire SNMP duge goi 1a “co hd trg SNMP” (SNMP supported) hodc “twong thich SNMP” (SNMP
compartible).

SNMP dung dé quan 1y, nghia 13 c6 thé theo ddi, co thé 14y thong tin, c6 thé duoc thong bio, va co thé tac
dong dé hé théng hoat dong nhu y mudn. VD mot s§ kha ning ctia phan mém SNMP:

Theo ddi téc do duong truyén ctia mot router, biét dwoc tong sb byte da truyén/nhan.
Lay thong tin may chu dang c6 bao nhiéu 6 ctng, mdi 6 clg con trong bao nhiéu.
Ty dong nhan canh bao khi switch c6 mot port bi down.

Diéu khién tit (shutdown) cac port trén switch.



SNMP Enumeration

Ki thuat SNMP Enumeration 1a qué trinh sit dung SNMP dé liét ké céac tai khoan nguoi dung trén mdt hé
théng muc tiéu. Hau hét tit ca cac thiét bi ha tﬁng mang, nhu router,switch va bao gém ca hé théng
Windows, chira dung mot SNMP agent dé quan 1y hé thong hodc thiét bi. Cac tram quan ly SNMP gt
yéu ciu tdi cac agent va agent tra 10i lai.Cac yéu cau va cac sy tra 101 duoc giri dén cac bién truy cép cu
hinh bai phin mém agent. Cac tram quan 1y c6 thé ludn giri cac yéu cau dé thiét 1ap gia tri cho cac bién
nhét dinh. Cac tram quan 1y nhan géi Trap tir agent dé biét mot vai diéu quan trong vira xdy ra trén phan
mém agent nhu co6 sy khoi dong lai hay mdt 16 giao dién.

SNMP ¢6 hai password st dung dé truy cdp va cdu hinh SNMP agent tir tram quan 1y. Cai dau tién duoc
goi 1a “read community string”, password niy cho phép ban xem c4u hinh cua thiét bi hoc hé théng. Cai
thir hai duoc goi 1a “read/write community string”, n6 duoc ding dé thay doi hay chinh strc c4u hinh trén
thiét bi. Néi chung, mic dinh read community string 1 public, con read/write community string 1a
private. Mot 16 hong bao mat phd bién xdy ra khi cac community string khong thay d6i so véi cac thiét
1ap mac dinh. Mgt hacker co thé st dung nhitng password mdc dinh dé xem hoic thay ddi cau hinh trén
thict bi.

Neéu ban co6 bat ki cau hoi vé viéc lam cach nao dé€ xac dinh password méc dinh cua céc thi€t bi ,truy cap
vao www.defaultpassword.com.

Cong Cu
SNMPUtil va Network Browser la cac cong cu li¢t ké SNMP.

SNMPULtil tap trung thong tin vé tai khoan ngudi ding qua SNMP trong cac hé thong Windows. Mot vai
thong tin nhu cic bang vé cac cong viéc hang ngay,cac bang ARP.dia chi IP,dia chi MAC, cac céng moé
TCP va UDP, tai khoan ngudi dung va cac phﬁn chia s& c6 thé bi doc tir mot hé théng Windows noi
SNMP cho phép st dung cong cu SNMPUtiL

IPNetworkBrowser tir cac cong cu SolarWinds ciing sir dung SNMP dé thu thap thém thong tin vé mot
thiét bi c6 mot SNMP agent.

Pbi pho véi ki thuat liét ké SNMP
Cach don gian nhat dé ngin chan ky thuat liét ké SNMP 1a g& bo cac SNMP agent hodc tat dich vu

SNMP. Néu khong dugc chon tit SNMP, hiy thay d6i tén mic dinh read va read/write community. Thuyrc
thi bao mat trong “Group Policy” thém diéu kién ngin ngira két ndi ngudi dung nic danh.

Active Directory Enumeration

Active Directory (AD) la gi ?



Active Directory 1 mot co s& dir liéu cua cac tai nguyén trén mang (con goi 1a dbi tuong) ciing nhu cac
thong tin lién quan dén cac dbi twong d6. Tuy vay, Active Directory khong phai 1a mot khai niém méi boi
Novell da stir dung dich vu thu muc (directory service) trong nhiéu nam rdi.

Mic dit Windows NT 4.0 1a mot hé didu hanh mang kha t6t, nhung hé diéu hanh nay lai khong thich hop
trong cac hé thong mang tim c& xi nghiép. Dbi voi cac hé thdng mang nho, cong cu Network
Neighborhood kha tién dung, nhung khi dung trong hé thong mang 16n, viéc duyét va tim kiém trén mang
s& 1a mot 4c mong (va cang t& hon néu ban khong biét chinh x4c tén clia may in hodc Server do la gi).
Hon nira, dé c6 thé quan 1y duoc hé thong mang 16n nhu vay, ban thudong phai phan chia thanh nhiéu
domain va thiét lap cdc mbi quan hé uy quyén thich hop. Active Directory giai quyét duoc cac van dé nhu
vy va cung cap mot mirc do tmg dung méi cho mdi truong xi nghiép. Liic nay, dich vu thu myc trong
mdi domain ¢6 thé lwu trit hon muoi triéu ddi tuong, du dé phuc vu mudi triéu ngudi dung trong mdi
domain.

Churc nang cua Active Directory

Luu gitr mot danh sach tap trung cac tén tai khoan nguoi ding, mat khau tuong ng va cac tai khoan may
tinh.

Cung cép mot Server dong vai trd ching thuc (authentication server) hodc Server quan 1y ding nhap
(logon Server), Server nay con goi 1a domain controller (may diéu khién viing).

Duy tri mdt bang hudng dan hodc mot bang chi muc (index) gitip cac méy tinh trong mang c6 thé do tim
nhanh mdt tai nguyén nao doé trén cac may tinh khac trong vung.

Cho phép chiing ta tao ra nhirng tai khoan ngudi ding véi nhitng mirc d6 quyén (rights) khac nhau nhu:
toan quyén trén hé théng mang, chi co quyén backup di liéu hay shutdown Server tir xa. ..

Cho phép chung ta chia nho mién ctia minh ra thanh cac mién con (subdomain) hay cac don vi t6 chirc
OU (Organizational Unit). Sau d6 chiing ta c6 thé iiy quyén cho cac quén tri vién bo phan quéan 1y timg b
phan nho.

Active Directory Enumeration

Liét ké trong AD c6 nghia 1 truy van tim kiém nhiing thong tin co lién quan dén AD va céc server trong
Windows mg dung qua AD. Nhirng k¥ thuat dudi ddy chung ta s& tim hiéu cac ky thuat liét ké NTP,
WEB, DNS, LDAP...

User Account Enumeration

Co6 nghia 1a liét ké nhitng thong tin c6 li€én quan dén user, nhu username, phone, mail, first name,
address...Nhiing thong tin c6 lién quan khi ban thuc hi€én mdt hinh thuc tn cong khéac. Vi du nhu ban
mudn do tim mat khau ciia user thi hdy nhé mot quy tic, user thuong dit mat khau 1a nhitng gi c6 lién
quan dén minh nhu ngay sinh, sé dién thoai, s6 nha, s6 xe. ..

Céc ban xem thém bai trinh bay vé User Account Enumeration tai http://youtu.be/kcc51MiKXho




Cong Cu
Sid2user va User2sid 1a hai cong cu dang dong Iénh gitip ban liét ké cac thong tin c6 lién dén user.

GetAcct 1a chuong trinh dang db hoa, cho phép ban tim kiém thong tin user trén hé diéu hanh Win NT va
2000

Tong ket
Sau khi két thac chuong nay ban can nam rd cic van dé sau:

Hiéu 1o vé liét ké thong tin user account: Bing cach tao ra két ndi dén hé thdng dich bang giao thirc
NetBIOS dé truy van thong tin hé théng. Trinh bay dugc nhing thong nao ¢ thé liét ké tir hé thong.
Nhing thong d6 bao gdm tai nguyén mang chia s&, user, group va nhitng ing dung.

Ly giai Null Session & gi? Va nhitng k¥ tin cong duwa trén null session. Két ni dén hé théng bang
password trang 14 Null Session. Hacker két ni dén hé théng dich dé thyc thi nhitng tng dung.

Cac cong cu ding dé liét ké. C6 thé chia hai loai. Loai ding NetBIOS, loai ding SNMP nhu SNMP Until,
Enum....



