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Trong chuong nay chung ta s& thao luan vé chi @& System Hacking bao gdm cac thao tac
tan cong vao h¢ thong. Nhu da trinh bay trong phan Scanning va Enumeration tién trinh
System Hacking s€ gom séu budc , dau tién 1a Enumration va céc bude con lai la :
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L Leo Thang Dic Quyén
L Thyc Thi Chuong Trinh
L Che Dau Tép Tin

L Xéa Dau Vét

Cac bai giang vé chu dé System Hacking

- Gi6i thiéu vé System Hacking http://youtu.be/Qgh43mNbbPg
- Leo thang dac quyén http://youtu.be/DNpZzOwz-Rs
- Thuc thi rng dung http://youtu.be/lrOIEOuh8ts




Phan 1 - Bé Khéa Mat Khau

Rét nhiéu tinh hudng tan cong hé théng bat dau v6i viéc pha mat khau vi day 1a mot trong
nhitng thong tin quan trong nhat dé truy cép vao h¢ thong. C6 nhiéu dang mat khau khac
nhau nhung thong thuong khi nguoi dung muén truy cdp vao hé thong ctia minh nhu hé
diéu hanh Windows 7 thi anh ta can phai cung cap thong tin gdm tai khoan cung voi mat
khiu lién quan. Vi nhiéu 1y do c4 nhan ma ngudi sit dung thuong dat mat khau kha dé
nhd va li€én quan dén cac thong tin dac bi€t cia minh nhu ngay sinh, s6 dién thoai hay la
tén ngudi yéu, thu cung cia minh. Do d6 ma viéc tan cong mat khau thuong co ti 1é thanh
cong cao. Pac biét, cac mat khéu lai thuong dugc dung chung cho nhiéu dich vu khéc
nhau cho nén khi mot mat khiu hé théng bi pha v& thi cac hé théng khéc cling chiu chung
s6 phan nhu tinh huéng ma cac hacker thuéc nhom Luzsec khi tin cong vao dién dan cia
cong ty bao mat danh tiéng 1a BKIS di cong bd trén blog. Mot khi viéc bé khoa thanh
cong thi hacker s& tién hanh cac thao tac leo thang déc quyén, chay nhirng chuong trinh
nguy hiém trén hé thong bi tAn cong va sau d6 1a tién hanh che dau tap tin, xoa du vét dé
phong chdng bi diéu tra.

C6 nhiéu ky thuat bé khoa khac nhau tur cac phuong phap thu cong cho dén ty dong dua
trén co ché do tir dién hay tan cong brute-force. Dé tan cong theo dang thi cong thi
hacker s¢ doan mat khau cua tai khoan (thuong la Administrator) dya trén cac dac diém
cua nguoi dung nhu s6 dién thoai, ngay sinh, ... va tién hanh thr nghiém cho dén khi
dang nhap thanh cong. V&i phuong phap nay, hacker can phai tim hiéu thong tin cia
ngudi dung kha k¥ thong qua cac co so dir liéu dugc cong bd trén internet hay nhirng méi
quan h¢ than quen ctia nan nhan.

Con co cac cach thirc hiéu qua hon, d6 1a hacker tim cach danh cép nhitng tap tin mat
khiu duoc luu trit trén may tinh nhu tap tin /etc/passwd trén Linux, tap tin SAM trén hé
thong Windows. Céc tap tin nay chira thong tin nguoi ding va mat khau da duoc ma hoa
mdt chiéu theo cac thuin toan bam (MD5, SHA) sau d6 str dung cong cu dé tién hanh bé
khoa theo dang brute-force hay do tir dién.

Mot cach tong quan, c6 bén dang tin cong mat khau 1a :

e Passive Online: Nghe trom su thay d6i mat khau trén mang. Cudc tan cong thy
dong tryc tuyén bao gom: sniffing, man-in-the-middle, va replay attacks (tan cong
dwa vao phan hoi)

e Active Online: Doan trudc mat khau nguodi quan tri. Cac cude tan cong truc tuyén
bao gdm viéc doan password ty dong.

e Offline: Cac kiéu tin cong nhu Dictionary, hybrid, va brute-force.



e Non-Electronic: Cic cudc tan cong dwa vao yeu to con ngudi nhu Social
engineering, Phising...

Passive Online Attack

Mot cudce tan cong thu dong truc tuyén 1a danh hoi (sniffing) dé tim cac ddu vét, cac mat
khau trén mot mang. Mat khau 13 bi bat (capture) trong qué trinh xac thuc va sau d6 ¢6
thé duogc so sanh v6i mot tir dién (dictionary) hodc 1a danh sach tir (word list). Tai khoan
nguoi dung ¢6 mat khau thuong duoc bam (hashed) hodc mé hoa (encrypted) trude khi
gui lén mang dé ngan chan truy cap trai phép va st dung. Néu mat khau dugc bao vé
bé“lng cé}ch trén,mot s6 cong cu dac biét giup hacker c6 thé phé v& céc thuat toan ma hoa
mat khau.

Active Online Attack

Cach d& nhét dé dat dugc cap do truy cap cia mot quan tri vién hé thong 1a phai doén tur
don gian thong qua gia dinh la cac quan tri vién s dung mot mat khau don gian. Mat
khau doan 1a dé tin cong. Active Online Attack dua trén cac yéu té con nguoi tham gia
vao viée tao ra mat khau va cach tan cong nay chi hiru dung v&i nhirng mat khau yéu.
Trong chuong 6, khi ching ta thao ludn vé cac giai doan Enumeration, ban da hoc duoc
nhitng 16 hong ctuia NetBIOS Enumeration va Null Session. Gia st rang NetBIOS TCP
mé port 139, phuong phép hiéu qua nhat dé dot nhap vao Win NT hodc hé théng
Windows 2000 1a doan mat khau. Cai nay dugc thuc hién bang cach ¢ ging két nbi dén
hé théng giéng nhu mdt quan tri vién thyc hién. Tai khoan va mat khéu duoc két hop dé
dang nhap vao hé thong.

Mot hacker, dau tién co thé thur dé ket ndi voi tai nguyén chia s& mdc dinh la Admin$, C$
hodc C:\Windows. Dé két ndi tdi cac 6 dia may tinh, 6 dia chia sé, gd 1énh sau day trong
Start > Run:

\\ ip address \ c$

Céc chuong trinh ty dong c6 thé nhanh chong tao ra file tu dién, danh sach tir, hodc két
hop tét ca co thé c6 clia cac chit cai, s6 va ky tu dic biét va cd ging dé dang nhap vio.
Hau hét cac hé thong ngan chin kiéu tan cong nay bang cach thiét 1ap mot sb lwong toi da
ctia cac nd luc dang nhap vao mot h¢ théng trude khi tai khoan bi khoa. (vi du khi ban
dang nhap vao mot trang web ma ban nhap sai password 5 1an thi tai khoan ban tur dong
bi khoa lai 1 ngay)

Offline Attack

Cudc thn cong Offline dugc thyc hi€n tai mét vi tri khac hon 1a hanh ddng tai may tinh c6
chira mét khau hodc noi mat khau dugc str dung. Cudc tan cong Offline yéu cau phan
cting dé truy c@p vat ly vao may tinh va sao chép cac tap tin mat khau tir hé thong lén



phuong tién di dong. Hacker sau do6 c6 file d6 va tiép tuc khai thac 16 hong bao mét.
Béng sau minh hoa vai loai hinh tan cong offtline:

Cac kiéu tén céng Offline

Type of Attack Characteristics Example Password
Dictionary attack NGO luc dé sir dung mat khau tir tur Administrator
dién
Hybrid attack Thay thé mot vai ky tu ciia mat AdmIlnlstrator
khau
Brute-force-attack Thay ddi toan b ky tw ciia mat Ms!tr245@F5a
khau

Dictionary Attack la cich tdn cong don gian va nhanh nhat trong céc loai hinh
tan cong. N6 duoc sir dung dé xac dinh mot mat khau tir thyc té, va mat khau co
thé duoc tim thiy trong tir dién. Thong thuong nhit, cudc tin cong sir dung mot
tap tin tu dién cac tir ¢6 thé, sau do st dung mot thuét toan dugc sir dung bsi qua
trinh xac thie. Cac ham bam (hash) ciia cac tir trong tir dién dugc so sanh véi ham
bam ciia mat khau nguoi ding ding nhap vao, hodc vdi cic mat khéu duoc luu trix
trong mot tap tin trén may chu. Dictionary Attack chi lam viéc neu mét khau la
mot thyc thé c6 trong tir dién. Nhung kiéu tan cong niy c6 mot s6 han ché 14 n6
khong thé duoc st dung v&i cac mat khéu manh c6 chtra s6 hodc ky hi¢u khac .

Hybrid Attack la cép d6 tiép theo ciia hacker, mot nd Iyc néu mat khéu khong
thé duoc tim thay bang cach sir dung Dictionary Attack. Cac cudc tan cong
Hybrid bat dau véi mot tap tin tir dién va thay thé cac con sb va cac ky hiéu cho
cac ky tu trong mat khau. Vi du, nhiéu nguoi st dung thém s6 1 vao cubi mat
khau cta ho dé dap ing yéu ciu mat khau manh. Hybrid dugc thiét ké dé tim
nhiing loai bat thuong trong mat khau.

Brute Force Attack 1a mt cudc tan cong bang thuat todn brute-force, ma moi cb
gang két hop c6 thé c6 cua chit hoa va chir thudng, chit cai, s§, va bicu tuong.
Mot cudc tan cong bang thudt toan brute-force 1a chim nhét trong ba loai tan cong
vi ¢ thé két hop nhiéu ky tu trong mat khau. Tuy nhién, cich nay c6 hidu qua,
can c6 du thoi gian va stirc manh xtr 1y tat ca.

Noneelectronic Attack

Céc cudc tn cong nonelectronic 1a dang tan cong ma khong sir dung bét ky kién thirc k§
thudt nao. Loai tan cong cd thé bao gdm céc k¥ thuat nhu social engineering, shoulder
surfing, keyboard sniffing, dumpster diving.

Cong Cu Tan Cong



Legion : Day la cong cu c6 kha nang quét nhiéu may tinh cung lic thong qua cac
diy dia chi IP dé tim ra cac tai nguyén chia s& va doan mat khau ctia nguoi ding
tu dong.

LOpht Crack : 13 ing dung thudng duoc d& cap trong cac cau hoi cua ki thi ldy
chirng chi CEH, LOpht Crack (con goi tat vdi cac tén LCS hay LC6 tuy theo phién
ban cua Ung dyng) c6 kha nang bé khoa mat khiu rat manh mé& dua trén dit lidu tir
dlen cO san cua ung dung hay tién hanh bé khoa theo dang brute-force (quét can)
néu nhu do tim dién khong thanh cong. Vi g dung niy, nhitng may tinh c6 cau
hinh cang manh thi ti 1¢ thanh cong cang cao.

Join The Riper : Ung dung dang dong 1énh nay c6 thé bé khoa mat khau cua cac
h¢ thong Unix va Windows.

KerbCrack : Chuong trinh nay gom hai thanh phan 1a : kerbsniff va kerbcrack,
trong d6 kerbsniff s& ling nghe va bat giit cic thong tin dang nhap cta hé thong
Windows 2000 / XP / 2003 / Vista sau d6 s€ goi dén cho kerbcrack bé khoa thong
qua cac phuong phap quét can hay ding tir dién.

Thé Nao La LanManager Hash ?

Windows 2000 sir dung NT Lan Manager (NTLM) d¢ tién hanh bam va bao vé mat khau
khi truyén trén mang. Tuy nhién day 1a mot phwong phép bao vé yéu dé dang bi bé khoa,
vi du ta c6 mat khéu 1a 712345 6abcdef dugc ma héa véi NTLM thi trude ti€n no s€ dugce
chuyén d6i thanh ki tu chir hoa 1a 1234564ABCDEF va sau d6 dién vao cac khoang tring
cho du 14 ki ty 123456ABCDEF_. Trudc khi mat khau nay dugc mi hoa thi chuoi ki ty
trén s& dugc chia doi thanh 123456A va BCDEF __ 1di tién hanh mi hoa riéng cho timg
nhém véi két qua nhu sau :

123456 A = 6BF11E04AFABI97F
BCDEF  =FI1E9FFDCC75575B15

Va ghép lai thanh chudi két qua dich 13 6BF11E04AFABI97FFIE9FFDCC75575B15

Vi mét khau nay, phﬁn dau tién ctia mat khau duge mi hoa bao gf)m cac ki tu va chit s6
giy d6i chut kho khin cho LOphtCrack, vi vay tng dung nay c6 thé can toi da 24 tiéng dé
bé khéa trong khi phan con lai chi gdm cac ki tuy don gidn nén LOphtCrack chi can 60
gidy dé tim duoc két qua.

B¢ Khoa Mat Khau Hé Thong Windows 2000
Trén hé diéu hanh windows 2000 va XP thi thong tin tai khoan va mat khau dwoc ma hoa

v6i ham bam luu trong tap tin SAM tai thu myc Windows\system32\config. Tuy nhién,
tap tin nay bi khoa khi hé thong dang hoat dong, do do hacker s€ khong thé nao tuong tac



vao duoc tap tin trén khi h¢ diéu hanh dang chay. Vi vy, dé co thé léy duogc tap tin trén
cac hacker thuong sir dung cac chuong trinh khoi dong tir hé théng DOS / Linux hay
ding dia khoi dong HirenBoot. Ngoai ra, tip tin SAM con ¢ thé duoc ldy tir ban sao di
duoc nén ciia né 1a SAM. trong thu muc C:\windows\repair, sau khi 1dy vé hacker giai
nén bang 1énh expand nhu sau :

C:\>expand sam. _sam

Mot khi tap tin nay duoc gia nén thi cic ban c¢6 thé sir dung cac chuong trinh bé khéa
theo dang brute-force hay do tur dién nhu LOphtCrack d€ do tim mat khau.

Cong Cy Bé Khoa Hay X6a Trang Mat Khau Thong Dung

NT Offline Password Recovery : Pdy 1 chuong trinh khd manh mé dung dé bé
khoa mat khau, va 13 img dung diu tién t6i da timg st dung dé bé khoa cho chinh
hé théng Domain Controller trén hé théng may chu Windows Server 2003 cia
minh vdo niam 2003, va ti 1& thanh cong rat cao. Bén canh chirc ning bé khoa mat
khau thong thudng thi NT Offlien Password Recovery con cho phép vo hiéu hoa
dich vu Syskey. Hién nay trng dung nay da duogc tich hop trén bo dia Hiren Boot
CD (http://www.hirensbootcd.org/download/)

OphCrack : Day 1 Live CD ding dé bé khoa hé thong mat khau Windows kha
manh va mién phi.

Progress Statistics Preferences
Uiser LM Hash NT Hash LM Pwed | LM Pwd 2 NT Pwd
{Admin : i 31d6cfe0d1 6893107 empty
Administrator S96DDCEZ66003193A... ZD20D2SZA47IF4ES empty
Guest 31d6cfeld163e931b7 empty
Hackers J7035B1C4AEZBOCSE... 7773C0E920232397C. 23
HelpAssistant B991AIDALSCSIOFES... 2EB3DBIADTFDIDCY
Jason 629AACSH13795CDC] ... GFSESFFBFFG2B0B59. 45
John 624AAC413795CDC1 3B1B847E42E0463276 4
Martin 624AAC413795CDC1 CSA237B7E9DEETO8 empty
Smith 629AACE13795CDC1 G6FSESFFEFFGZE0B59 L
SUPPORT_388945a0 FSC1D381495948F43
Table Directory Status Progress
Preload: done Brute force: done Pwd found: 2/10 Time elapsed: Oh Om 435

http://ophcrack.sourceforge.net
Hinh 5.1 - Minh hoa bé khoéa mat khau véi ophcrack. Download tai
http://ophcrack.sourceforge.net




Active Pasword Change : Ung dung nay cho phép chay truc tiép tir Live CD véi
giao dién truc quan rat dé sir dung, c6 thé download tap tin iso tai dia chi
http://www.netpro.edu.vn/download/activepasswordchange.iso . Demo minh hoa
tai

Hinh 5.2 1a danh sach mot $6 cong cu bé khda mat khéu thong dung hién nay :

! : E = Proactive System Password
John the Ripper E %
- http://www.openwall.com (== Recove ry
| Bil= = http://www.elcomsoft.com
| it -~
[ J=[ ]| KerbCrack . . Password Unlocker Bundle
= = http://ntsecurity.nu T http://www.passwordunlocker.com
| P —
/“"\ .
| . =, Windows Password Reset
| %% Recover Keys ‘ : )
I oWy ¢ http://recover-keys.com Professmna I
I & ’ e http://www.resetwindowspassword.com
4 Windows Password Reset
Y Tl Windows Password Cracker ‘x__ dorid
U— http://www.windows-password-cracker.com N "' Stan ar
_— '\‘ http://www.resetwindowspassword.com

Hinh 5.2 — Céc cong cu bé khoa mat khau trong CEH

Chuyén Hudng SMB Logon Pén Attacker

Mot phuong phap tan cong mat khau khac cta hacker 1a chuyén hudng trang ding nhap
mat khéu cua dich vu SMB dén may tinh cua attacker voi muc ti€u chuyén cac mat khau
dén cho ké tin cong. Dé thyc hién diéu nay thi cac hacker can phai nghe 1én cic phan hdi
NTML (response) tir may chu xac thuc va dan du nan nhan xac thuc véi may chil qua
may tinh ctia minh. Vi du nhu khi cac hacker goi mot emailo chira duong link dan dén
may chi SMB gia mao, khi nan nhan click vao duong link trén sé bi diéu hudng cac giao
dich dua trén SMB dén may tinh cua attacker.

Cong Cu Tan Cong SMB Duya Trén Co Ché Piéu Hudng

C6 mdt sd cong cu co thé thyc hién tan cong dua trén co ché nay, thuong duoc sir dung 1a
SMB Relay. Day 1a mot may chi SMB dung dé bt giir thong tin tai khoan va mat khau
truy cap (di dugc ma hoa véi ham bam) tir cac ludng dir liéu SMB, va c6 kha ning tan
cong theo co ché man in the middle (s& dwoc trinh bay trong phan Sniffer).



Phién ban nang cao cia SMB Relay 1a SMB Relay 2 c6 thé tién hanh nghe 1én dya trén
tén NetBios thay vi dung dia chi IP nhu SMB Relay.

Ngoai ra, khi tuong tac truc tiép vao hé théng cac hacker con ding cong cu samdump hay
pwdump2 dé xem cac thong tin tai khoan va mat khiu ma héa, sau 6 chuyén tap tin nay
cho ung dung LOphtCrack xir ly. Day cling 1a mdt vi dy ma t6i ¢6 trinh bay trong chuong
trinh dao tao cua minh vé an toan thong tin cho tong cong ty VNPT, khi d6 cac hoc vién
s& sir dung Metasploit dé dot nhap vao mot hé thng Windows Server 2003 bi 1, tiép
theo 1a nap dll c¢6 chita cong cu pwdump dé Iy thong tin mat khau roi chuyén dén cho
chwong trinh LC 5 (LOphtCrack 5, phién ban m&i nhat vao lic d6) dé bé khoa mat khau.

Tan Céng SMB Relay MITM Va Giai Phap Phong Chong

Trong md hinh tin cong SMB Relay MITM céc hacker s& dit giita may chu SMB va
client mot hé thong gia mao voi muc tiéu bat giir tit ca cac thong tin tai khoan ctia ngudi
ding trong giao dich SMB, sau d6 méi chuyén cac thong tin nay vé cho may chu that sy
nhim bao dam cho qua trinh truyén thong van dién ra binh thudng, nhung thyc sy thi cac
thong tin da bi ldy cap. Cach tan cong nay thuong tng dung trong cac mang xung dot
(broadcast domain) st dung Hub dé lién ket cac may tram, Déi véi nhirng h¢ thong mang
sir dung thiét bi nhu Switch thi hacker cAn phai tién hanh qué trinh dau doc ARP (arp
posioning) trudc khi bat giir cac goi tin khac.

g—*%\

Victim Client Man-in-the-Middle

Victim Server

Relay Address

//,—*7

Attacker
Hinh 5.3 — M6 hinh tdn cong SMB Relay MITM

Dé phong chdng lai dang tin cong SMB Relay MITM can cau hinh cac may tinh sir dung
SMB signing trong chinh sich bio mat (c6 thé cdu hinh trén timg mAay trong muc
Security Policies/Security Options hay cau hinh chinh sach ving trén domain controller
rdi ap dat cho cac may tinh thudc ving).



Céc Cong Cu Tan Cong MITM Théng Dung

C6 kha nhiéu cong cu tin cong MITM hién nay c6 chirc ning dau doc ARP nhu arpspoof,
dfsniff, ettercap. Trong do, ettercap 1a (g dung manh mé& nhit timg dugc ménh danh la
“vua ctia cac mang tokenring” véi biét hiéu Lord Of The TokenRing ldy theo tia dé phim
chia nhan.

NetBIOS DoS Attacks

Dang tn cong NetBISO Denial of Service (DoS) gdi cac thong diép NetBIOS Name
Release dén may chu NetBIOS Name Service nhu may chi WINS trén cac hé thong
Windows ctia nan nhan va ép hé thdng muc tiéu ludn ¢ trong tinh trang xung dot tén.
Diéu nay s& ngan chin khong cho phép cac may tinh client lién hé va két ndi dén may
chu thong qua tén NetBIOS, giy nén tinh trang tir chéi dich vu trén hé théng mang.

Cong cy tin cong dang nay nhu NBName c6 thé vo hiéu hoa toan bd hé théng mang
LAN, ngan khong cho cac may tinh gia nhdp mang vi cdc may tram trén h¢ thong st
dung NetBISO cho rang da c6 mgt may tinh khac st dung tén cia minh.

Phong Chéng Bi Bé Khoa Mat Khau

Dé ngin ngira bi bé khoa mat khau ching ta can ap dat cac chinh sach mat khau manh co
do dai trén 8 ki tu, voi su ket hop cua nhiéu dang ki tw khac nhau gom ki tu dac biét, chir
hoa, chita thuong va cac sd s& lam cho qua trinh tin cong do tir dién hay brute-force tro
nén kho khan. Bén canh d6, quan tri mang nén tng dung Syskey trén Windows, mét chirc
ning bao vé va md hoa mat khau ning cao c6 thé phong chdng rat tét cac cong cu nhur
LOphtCrack, Ron The Ripper.

Dé sir dung Syskey céc ban chi can thyc thi dong 1énh Syskey trén cita s6 dong 1énh va
chon Update (Encryption Enable) nhu Hinh 5.4

Securing the Windows Account Database ﬁ

This tool will allow you to configure the Accounts
Database to enable additional encryption, further

protecting the database from compromise.

Once enabled, this encryption cannot be
disabled.

o~ |
* Encryption Enabled

QK | Cancel Update
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Hinh 5.4 - Ung dung Syskey
Sau day la mot s6 quy tat dat mat khau can tuan theo dé phong chdng bi bé khoa :
1. Khong bao gio sir dung mat khéu mic dinh.

2. Khong bao gi¢ sir dung cac mat khau don gidn co thé bi tim kiém thong qua do tur
dién, nhu cac mat khau 1a password, abcdef, 123456 1a nhirng mat khau duoc
thong ké 13 bi tn cong nhiéu nhat.

3. Khong bao gio sir dung mat khau lién quan dén hostname, domain name hay
nhitng thong tin ma hacker d& dang tim kiém qua Whois.

4. Khdng bao gio sir dung mat khau lién quan dén tha cung, ngay sinh ciia ban hay
nguoi yéu vi day la nhitng do1 tuong ma hacker s€ nghi dén dau tién khi do mat
khau cua ban.

5. Str dung cic mat khéu c6 do dai trén 21 ki tu s€ khi€n cho hacker khong thé bé
khoa bang cach do tur dién.

Trong phan tiép theo, ching ta s€ thdo luan vé hai phwong phap giup gia ting d6 manh
ctia mat khiu va ngin ngira bi tin cong.

Thay P6i Mat Khau Thuong Xuyén

Thay d6i mat khau thuong xuyén 1a mot trong nhiing ti€u chi hang dau trong viéc bao vé
mét khau, thoe khuyen nghi cua chinh sach an toan thong tin ISO 27001 : 2005 thi chung
ta nén thay d6i mat khau sau 24 ngay hodc 48 ngay tiy vao nhu cau ctia to chirc. Mic du
diéu nay s& gay ra doi chiit bat tién cho nguoi dung nhung s& han ché rat nhiéu kha ning
cac hacker bé khoa duoc mat khiu va tai sir dung dé truy cap bét hop phap vao hé thong.
Viéc thiét 1ap cac chinh sach nay cé thé thyc hién qua Group Policy Editor trong phan
Security Setttings\Account Policies nhu Hinh 5.5

11



_ Loca crou Py B A

File Action View Help

&= | EIXE = HE

=/ Local Computer Policy
4 [ Computer Configuration
| Software Settings

4 h Security Settings

Policy

| Enforce password history

Security Setting

0 passwords remembered

= . 58 Maximum password age 42 days
4 [ | Windows Settings Mini d 0d
. inimum password age ays
_| Name Resolution Palicy .M' . . . . . . hy .
2] Scripts (Startup/Shutdown) | Minimurm password leng . - .c aracters
. = Deployed Printers | Password must meet complexity requirements Disabled
| Store passwords using reversible encryption Disabled

4 [ 4 Account Policies
5 Password Policy
& Account Lockout Pal
> |4 Local Policies
| Windows Firewall with A
| Metwork List Manager P
_| Public Key Policies
| Software Restriction Poli
| Application Contral Poli
y g IP Security Pelicies on Lc
| Advanced Audit Policy C
+ gl Policy-based QoS
» | Administrative Templates
a % User Configuration
| Software Settings
» | Windows Settings
| Administrative Templates

Hinh 5.5 — Céac chinh sach bao mét cua hé théng Windows.

Hinh trén minh hoa vi tri chinh sach dung dé thay dbi thoi gian ton tai cia mot mat khau
trén Windows 7. Di véi cac hé thdng Windows phién ban khac cac ban ciing c6 thé thuc
hién théng qua Local Group Policy Editor d& dang. Tuy nhién, dé dat hiéu qua cao hon
cac ban nén thiét lap chinh sich nay chung cho toan bo hé théng théng qua Domain
Controller.

Mic du v6i phuong phap nay chung ta khong thé hoan toan ngin ngira bi tin cong mat
khiu dang brute-force vi hacker nhung s& gdy ra tré ngai l6n cho ching khi siét chit
Security Policy (chinh sach bao mét) vi du néu dang nhap sai mét khiu qua 5 1in s& bi
khéa trong vong 15 phat s& nan chi nhing ké tan cong.

Theo D61 Event Viewer Log

Trong vai trd quan tri hé théng hay ngudi phy trach van dé an ninh mang cua té chirc cac
ban can thuong xuyén theo ddi tap tin nhat ki Event View, diéu nay s& giup ching ta phat
hién ra nhirng hanh dong kha nghi nhu xam nhap trai phép cua hacker, hodc cé cac virus
dang lay lan trén mang dang c6 gang két ndi dén nhirng may tinh khac nhau bing tén
netbios va cac mat khau mic dinh. C6 nhiéu cong cu giam sat Event Log chuyén dung
cho timg h¢ thong may chu riéng biét nhu cac san pham ciia GFI (www.gfi.com) hay
chuong trinh VisualLast (http://www.ntobjectives.com/) hd trg' cic quan tri mang trong
cong viée phan tich log file théng qua cic bao céo vé tinh trang ding nhap twong ddi rd
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rang. D6i v6i nhitng chuong trinh chuyén dung thi khi hé thong ¢ sy ¢d xay ra s& co
nhiing canh béo thich hop bang mail, sms hay c4 goi di¢n thoai tuy dong dén cho quan tri
vién.

Tép tin nhat ki duge luu trir tai c:\\windows\system32\config\ , can luu ¥ trong mot sb
tinh huong tap tin ndy rong do cic ban khong hiéu lyc ching trong chinh sich bao mat.
hiy thiét lap chiing trong muc Security Settings\ Local Policies.

Phan 2 — Leo Thang Pic Quyén

Leo thang diic quyén hay Escalating Privilege 1a budc thir ba trong chu trinh Hacking
System, leo thang dac quyen vé co ban c6 nghia la thém nhleu quyén hon hodc cho phép
mot tai khoan nguoi ding thém quyén, leo thang dic quyén lam cho mot tai khoan ngudi
ding c6 quyén nhu 1a tai khoan quan tri.

Noi chung, cac tai khoan quan tri vién c6 yéu cdu mat khau nghiém ngat hon, va mat
khau cta ho dugc bao vé chit ché hon. Néu khong thé tim thay mot tén ngudi dung va
mét khiu ctia mot tai khoan voi quyén quan tri vién, mot hacker c6 thé chon sir dung mot
tai khoan voi quyen thap hon. Tai truong hop nay, cac hacker sau do phai leo thang dac
quyén dé c6 nhiéu quyén nhu quyén cta quan tri.

Cai nay dugc thuc hién bang cach ndm ldy quyén truy cap bang cach str dung mot tai
khoan nguoi dung khong phai 1a quan tri vién. Thuong bang cach thu thap cac tén nguoi
ding va mat khau thong qua mot budc trung gian dé gia ting cac dic quyen trén tai
khoan v&i mirc d§ quan tri vién.

Mot khi hacker da c6 mdt tai khoan nguoi dung hop 1€ va mat khéu, cac budce tiép theo 1a
de thyc thi cac ing dung noi chung hacker can phai c6 mdét tai khoan co quyen truy cap
cap quan tri vién dé cai dat chuong trinh. D6 1a 1y do tai sao leo thang dac quyén la rat
quan trong. Trong cac phéan ké tlep chiing t6i s& xem nhiing gi hacker c6 thé lam véi hé
thong ciia ban mot khi ho co quyén quan tri.

Cong Cu Leo Thang Pic Quyén

Getadmin.exe 1a mot chuong trinh nhd né c6 thé thém mot ngudi ding vao nhom
Local Administrator. Mot vai kernel NT cip thap, thuong xuyén truy cap dé cho
phép qua trinh chay. Mot ding nhap vao giao dién diéu khién may chu 1a can thiét
dé thuc hién chuong trinh. Getadmin.exe dugc chay tir dong 1énh va chi hoat dong
trén Win NT 4.0 Service Pack 3.
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Tién ich HK.exe dé 19 ra ké& ho trong giao thirc goi ham cuc bo (Local Procedure
Call) cia Windows NT. Mot nguoi dung c6 the 1a khong phai nguoi quan tri c6
the leo thang vao nhém quan tri vién bang cach str dung cong cu nay.

Phan 3: Thuc Thi Ung Dung

Mot khi hacker di c6 thé truy cap tai khoan voi quyén quan tri, diéu tiép theo can lam la
thyc thi cac ing dung trén hé théng dich. Muc ti€u cua viéc thyc thi ing dung co thé cai
dat mot cira sau trén hé théng, cai dat mot keylogger dé thu thap thong tin bi mat, sao
chép cac tap tin, hodc chi gay thiét hai co ban cho hé thong, bét cir dicu gi hacker muén
lam trén hé théng.

Khi hacker ¢ thé thuc thi cac ung dung, ho ¢ thé chiém toan quyén trén hé théng hé
thong nay.

Cong Cu

PsExec 1a mot chuong trinh két ndi vao va thuc thi cac tap tin trén hé théng tir xa.
Phan mém khong can phai dugc cai dat trén hé thong tu xa.

Remoxec thyc thi mot chuwong trinh bang cach sir dung dich vu RPC (Task
Scheduler) hoac WMI (Windows Management Instrumentation). Administrators
voi mat khau rdng hay yéu c6 thé khai thac thong qua lich trinh cong viée (Task
Scheduler - 1025/tcp) hodc ché d6 phan phéi thanh phan dbi tuong (Distributed
Component Object Mode; 135/tcp).

Buffer Overflow

Hacker cb ging khai thic mot 16 hong trong mé ung dung (Application). Vé ban chit,
cudc tin cong tran bo dém gui qua nhiéu thong tin cho mdt bién nao do trong Ung dung,
c6 thé gy ra 161 img dung. Hau hét cac 1an, img dung khong biét hanh dong tiép theo boi
vi n6 dugc ghi de bé“lng cac dit liéu bi tran. Vi thé nd hodc thuc thi cac 1énh trong cac dir
liéu bi tran hodc giam trong mot dau nhac Iénh dé cho phép ngudi dung nhap Iénh tiép
theo nay. Dau nhéc 1énh (command prompt hodc shell) 1a chia khoa cho hacker c¢é thé
duogc st dung dé thuc thi cac ung dung khéc.
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Chuyén dé vé Buffer Overflows sé& dugc thdo luadn chi
tiét trong chuong 17: Buffer Overflow

Rootkit

Rootkit 1a mot loai chuong trinh thuong dugce sir dung dé che dau céc tién ich trén h¢
thong bi xam nhép. Rootkit bao gom cai goi la back doors, n6 giap cho ké tan cong do
truy cap vao hé thong s& dé dang hon trong lan sau. Viduy, cac rootkit co thé 4n mot tng
dung, ing dung nay c6 thé sinh ra mot 1énh két ndi vao mot cong mang cu thé trén hé
thdng. Back door cho phép cic qua trinh bat ddu boi mot nguoi khong co dic quyén,
ding dé thyc hién chirc niang thuong danh cho cic quan tri vién. Rootkit thuong xuyén
duoc st dung dé cho phép 1ap trinh vién ra rootkit co thé xem va truy cdp vao tén ngudi
ding va thong tin ding nhap trén cic trang site cé yéu cau ho.

Khai niém Site & dédy khdéng phdi 1la website, ma la mdt
mién (domain) trong hé thdéng cidc may tinh.

Mot S6 Loai Rootkit Thudng Gip:

Kernel-level rootkit: Rootkit & cip d6 Kernel thuong thém hoic thay thé mot vai
thanh phan ctia nhin hé thong, thay bang ma dugc stra ddi dé gitp che glau mot
chwong trinh trén hé thong may tinh. Diéu nay thuong dugc thue hién bang cach
thém ma moi cho nhan hé thong thong qua mot thiét bi 6 dia c6 kha ning nap mo-
dun, chang han nhu cac kernel md-dun cé thé nap duoc trong linux hodc cac thiét
b diéu khién trong Microsoft Windows. Rootkit dac biét nguy hiém boi vi nd co
thé kho phat hién ma khéng c6 phan mém phu hop.

Library-level rootkit: Rootkit & cép do thu vién thuong chép va, stra chita, hoac
thay thé hé thong. Mgt so phién ban c6 thé giau thong tin tuy theo muc dich cta
hacker.

Application-level rootkits Rootkit & cap tng dung thi c6 thé thay thé nhiing
chuong trinh rng dung glong trojan doc hai, hodc ho c¢6 thé thay dbi hanh vi cua
cac ung dung hién c6 bang cach sir dung cac moc (hook), cac ban va 16i (patch),
ma doc hai (injected code), hoac cac phuong tién khac.

Trién khai Rootkits trén Windows 2000 & XP

Trong hé diéu hanh Window NT/2000 thi rookit dugc xay dung nhu mét trinh diéu khién
& ché d6 kernel cua driver, co thé duoc ty dong nap trong ché do runtime. Rootkit c6 thé
chay voi dac quyen hé thong (system privileges ) trong NT Kernel. Do do, n6 da truy cap
vao tat ca cac nguon tai nguyén cia hé dleu hanh. Cac rootkit cting c6 thé 4n cac quy
trinh, 4n cac tap tin, an cac myc dang ky, to hop phim tit trén hé thong, giao dién diéu
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khién, phat hanh gian doan ting budc dé gay ra mot man hinh mau xanh cia sy chét chdc
(death) va chuyén céc tap tin EXE.

Rootkit nay co chita mot trinh diéu khién hoat dong & ché do kernel (kernel mode device
driver) c6 tén goi la _root_.sys va khoi chay chuong trinh co tén la DEPLOY.EXE. Sau
khi dat dugc quyén truy cép vao hé thdng, ching copy file -root-.sys va DEPLOY.EXE
thanh nhiéu file vao hé thong va thyc thi file DEPLOY.EXE. Sau d6 s& cai dat trinh diéu
khién thiét bi rootkit va ké tan cong bét dau x6a DEPLOY.EXE tlr cac may tinh myc tiéu.
Nhitng ké tan cong sau d6 c6 thé dimg lai va khoi dong lai cac rootkit bang cach sir dung
1énh net stop root_and root va cac tip tin _root .sys khong con xuét hién trong danh
sach thu muyc. Rootkit chin khong cho hé thdng goi tap tin trong danh sach va gidu tat ca
cac file bit ddu véi _root

Trong hé diéu hanh, cé hai ché dé hoat déng la usermode
va kernel mode. V&i Kernel mode, cac trinh tGng dung cb
todn quyén truy cdp vung nh&é cuta RAM, cic chi 1lénh
CPU..n6i1 chung la toan quyén.

Rootkit dugc nhung vao giao thirec TCP/IP

Mot tinh ning méi cia rootkit trong window NT/2000 1a no hoat dong bang cach xac
dinh tinh trang két ndi dua trén céac dit liéu trong goi1 dir liéu dén (incoming). Rootkit c6
mdt dia chi IP ¢d dinh ma né s& tra 16i. Rootkit st dung céac két ndi Ethernet qua h¢ théng
card mang, vi thé né rat manh m&. Mot hacker c6 thé két ndi dén port bat ky trén h¢
thong. Ngoai ra, né cho phép nhidu ngudi c6 thé dang nhap ciing mot lic.

Phong chéng Rootkit

Tét ca cac rootkit truy cap hé théng dich c6 quyen gidng nhu quan tri vién
(admunistrator), do d6, bao mat mat khau 13 rt quan trong. Néu ban phat hién mdt rootkit,
101 khuyén rang ban nén sao luu dir liéu quan trong va cai dat lai h¢ didu hanh va cac ng
dung tir mot nguon dang tin cay. Cac quan tri vién cling nén gilr san mot nguon dang tin
cdy dé cai dat va phuc hdi tu dong.

Bi¢n phap dbi pho khac 1a st dung thuat toan ma héa MDS5, checksum MD5 ctia mét tap
tin 1a mot gia tri 128-bit, nd gidng nhu 1a déu van tay tap tin. Thuat toan nay duoc thiét ké
dé phat hién sy thay doi, ngay ca mot chut trong tap tin dir liéu, dé kiém tra cic nguyén
nhan khac nhau. Thuat toan ndy cé tinh ning rat hiru ich dé so sanh céc tap tin va dam
bao tinh toan ven ciia nd. Mot tinh nang hay 1a kiém tra chiéu dai cd dinh, bat ké kich
thudc cua tap tin ngudn 1a nhu thé ndo.

16




Viéc tong kiém tra MD5 dam bao mot file da khong thay d6i nay c6 thé hiru ich trong
viéc kiém tra tinh toan ven file néu rootkit d duogc tim thiy trén hé théng. Cac cong cu
nhu Tripwire dugc thuc hién dé kiém tra MD5, dé xac dinh cac tap tin c6 bi anh hudng
bdi rootkit hay khong.

Cong Cu Phong Chong

Tripwire 12 mdt chuong trinh kiém tra tinh toan ven hé théng tap tin h¢ diéu hanh Unix,
Linux, thém vao kiém tra mat ma mot hodc nhiéu ndi dung trong mdi thu muc va tap tin.
Tripwire c6 co so dit liéu chira thong tin cling cho phép ban xac minh, cho phép truy cap
va cai dat ché do tap tin, tén nguoi dung chu so hiru tép tin, ngay thang va thoi gian tap
tin da duoc truy cip lan cudi, va sira ddi cudi.

Keylogger va Phan Mém Gian Diép

Néu tat ca nhitng nd lyc dé thu thap mat khau khong thanh cong, thi keylogger la cong cu
lya chon cho céc hacker. Duge thuc hién nhu la phan mém dugc cai dat trén may tinh
hodc 14 phan cling gin vao may tinh. Keylogger la cac phin rnem an, ngdi giira phan
cing (ban phim) va h¢ diéu hanh, dé ho c6 thé ghi lai moi phim tit. Keylogger phan mém
c6 thé pha hoai hé théng nhu Trojans hodc viruses.

Keylogger 1 phin mém gian diép c6 dung lugng nho, giup két ndi cac ban phim may
tinh va luu tat cé cac thao tac phim vao moét file. Hacker c6 thé cai thém tinh ning la tu
dong gtri ndi dung file d6 dén may chu cua hacker.

Dbi vbi kiéu keylogger cimg, c6 mot thiét bi, glong usb, dugc gin vao may tinh. Qua
trinh thao tac phim duoc ghi lai trong usb do. Dé lam duoc diéu nay thi mot hacker phai
c6 quyén truy cap vt 1y vao hé thong.

Keylogger cung thudng dugc cai & cdc diém internet céng
céng c6 vy dd x&u. Do d6 khi truy cédp net tai noi céng
coéng, ban nén quan sat k¥ ludng cac thiét bi bit thuodng
dugc clm vao may tinh.

Cong Cu Tan Cong
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Spector la phﬁn mém gian di€p ghi lai moi diéu tur hé théng nao do trén mang
Internet, giong nhur mot camera giam sat ty dong. Spector ¢ hang trim buc anh
chup mdi gio cia bat ctr thtr gi trén man hinh may tinh va luu nhirng birc anh
chup & mot vi tri 4n trén 6 dia cimg cta hé thong. Spector ¢6 thé duoc phat hién
va loai bé bé phan mém chéng Spector.

eBlaster 3 phin mém gian diép internet dé chup cac email giri dén va guidi, va
ngay lap tirc chuyén chiing dén mot dia chi email. Eblaster ciing ¢6 thé chup ca
hai mat cia mot cudc hdi thoai nhin tin tirc thoi (Instant Messenger), thuc hién td
hop phim dang nhép va céc trang web truy cap thuong xuyén.

Spyanywhere 1a mgt cong cu cho phep ban xem cac hoat dong h¢ thong va hanh
dong cua nguoi s dung, tat/khoi dong lai may, khoa/dong bang, va ngay ca trinh
duyét g& bo tap tin he thong. Spyanywhere cho phép ban kiém soat chuong trinh
mé va dong ctra s6 trén hé thong tir xa va xem lich sir internet va cac thong tin
lién quan.

Kkeylogger la mot phan mém gian diép hiéu suét cao, trinh diéu khién thiét bj 4o,
chay &m thim & mirc thap nhét ciia hé diéu hanh Windows 95/98/ME. Tét ca cac
t6 hop phim dugc ghi lai trong mot tap tin.

Email keylogger 14 phan mém ghi lai f[ét ca cac email dugc gui va nhan trén mot
h¢ thong. Muc tiéu cac hacker la c6 thé xem nguoi guri, nguoi nhén, cha de, va
thoi gian/ngay.... ndi dung email va bat ky file dinh kém cling dugc ghi lai.

Phan 4: Hiding Files

Mot hacker c6 thé mudn che déu cac tap tin trén mot hé théng, dé ngan chan bi phat hi¢n,
sau do co6 theé dugc dung d€ khoi dong mot cude tan cong khéc trén h¢ thong. C6 hai cach
de an cac tap tin trong Windows.

Dau tién la sir dung I€nh attrib. DPé 4n mot tap tin voi [€nh attrib, gd nhu sau tai du nhic

1€nh:

attrib +h [file/directory]

Céch thtr hai & 4n mot tap tin trong Windows 14 voi ludng dit liéu xen k& NTFS
(alternate data streaming - ADS).
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NTEFES File Streaming

NTEFES st dung bdi Windows NT, 2000, 2003, 2008 va ca cac hé théng Windows XP,
Windows 7 c6 mét tinh ndng goi 1a ADS cho phép dit li¢u dugc luu trir trong céc tap tin
lién két 4n mot cach binh thuong, co thé nhin théy duogc tap tin. Streams khong gidi han
vé kich thudce, hon nira mot stream co thé lién két dén mot file binh thuong.

Dé tao va kiém tra NTFS file stream, ta thuc hién cac budc sau:

1. Tai dong 1é€nh, nhap vao notepad test.txt
2. Dat mot sd dir lidu trong tap tin, luu tap tin, va dong notepad
3. Tai dong Iénh, nhép dir test.txt va luu y kich thudce tap tin

4. Tai dong 1€nh, nhdp vao notepad test.txt:hidden.txt thay ddi mot sb noi
dung vao Notepad, luu cac tap tin, va dong no lai.

5. Kiém tra kich thudc tap tin lai (gidng nhu & budc 3).
6. MO lai test.txt. ban chi nhin thay nhimng dit liéu ban dau.

7. Nhép type test.txt:hidden.txt tai dong 1énh mot thong bao 16i dugc hién
thi. “The filename, directory name, or volume label syntax is incorrect.”

Cac ban c6 thé tham khio bai huéng din v& chu d& nay tai
http://youtu.be/OknTHa61QOE.

Cong Cu Tan Cong

Makestrm.exe 1a mot tién ich chuyén di liéu tor mat tap tin vao mot tap tin li€n két ADS
va thay thé lién két vdi cac tap tin ban dau.

Phong Chong NTFS File Streaming

Dé xd6a mot stream file, dau tién 1a copy nd dén phan viing FAT, va sau d6 cpoy n6
trovao phan vung NTFS. Stream bi mat khi tap tin dugc chuyén dén phan viung FAT, vi
no6 cd mot tinh nang cta phan ving NTFES va do d6 chi ton tai trén mot phan vung NTFS.
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Cong Cu Phong Chdng

Ban c6 thé st dung LNS.exe dé phat hién ra Stream. LNS bdo céo su tdn tai va vi tri cua
nhirng file chtra dir li¢u stream.

Steganography

Steganography la qué trinh gidu dit liéu trong céc loai dit liéu khac nhu hinh anh hay tap
tin van ban.

Cadc phuong phdp phd bién nhit cua dit 1liéu &n trong céc
tap tin 1la st dung hinh anh d6 hoa nhu 1la noi dé cét
gidu. Ké tén céng cé6 thé nhing céc thdédng tin trong mdt
tap tin hinh anh bang cé&ch st dung steganography. Céac
hacker c6 thé &n cdc chi dan thuc hién mdét qud bom, sb
bi mat cua tai khodn ngdn hang... Hanh déng bat ky cb
thé dugc 4n trong hinh anh.

Cong Cu Tan Cong

1. Imagehide 1a mot chuong trinh steganography, né giau sd luong 16n vin
béan trong hinh 4nh. Ngay c4 sau khi thém dit liéu,van khong c6 su gia ting
kich thu6c hinh anh, hinh anh trong gidng nhu trong moét chuong trinh d6
hoa binh thudng. N6 nap va luu céc tap tin va do dé 1a cé thé tranh duoc
nghe lén.

2. Blindside 12 mot Gmg dung steganography ma gidu thong tin bén trong dnh
BMP (bitmap). D6 1a mdt tién ich dong I¢nh.

3. MP3stego giau thong tin trong file mp3 trong qué trinh nén. Dir lidu dugc
nén, mi hoa, va chung an trong cac dong bit MP3.

4. Snow la mot chuong trinh whitespace steganography c6 nghia 1a che gidu
thong diép trong ASCII text, bang cach phu thém cac khoang tring & cubi
file. Vi spaces and tabs khong thé nhin thidy & ngudi xem vin ban. Néu
dugc sir dung mdt thudt todn ma hoa, tin nhin khong thé doc ngay ca khi no
bi phat hién.
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5. Camera/shy lam viéc v6i Window va trinh duyét Internet Explorer, cho
phép nguoi dung chia sé tim kiém hodc thong tin nhay cam duoc luu giir
trong mot hinh anh GIF thuong.

6. Stealth 1a mot cong cu loc, cho céc tap tin PGP. N6 loai bo thong tin nhan
dang tir tiéu dé, sau d6 céc tap tin co thé dugc sir dung cho steganography.

Chong lai Steganography

Steganography c6 thé dugc phat hién bai mot sd chuong trinh, mac du lam nhu vay la
kho khan. Budcdau tién trong viéc phat hién 1a dé xac dinh vi tri cac tap tin vdi cac van
ban an, ¢ thé duoc thyc hién bang cach phan tich cic mau trong cac hinh anh va thay doi
bang mau.

Cong Cu Phong Chong

Stegdetect 1a mot cong cu tu dong dé phat hién ndi1 dung steganographic trong
hinh anh.

Dskprobe la mot cong cu trén dia CD cai dat trén Windows 2000/2003. Dung dé
quét dia cung & cap do thap co the phat hién steganography.

Phan 5: Clear Track — X6a Dau Vét

Mot khi ke xdm nhdp thanh cong, da dat dugc quyén truy cdp quan trj vién trén mot hé
thong, co gang dé che dau vét ciia ching dé ngin chin bi phat hién. Mot hacker cling co
thé c6 ging dé loai bo cac bang chirng hodc cac hoat dong ctia ho trén hé¢ thong, dé ngan
ngira truy tim danh tinh hodc vi tri cia co quan hacker. Xo6a bt ky thong bao 15i hodc cac
su kién an ninh da duoc luu lai, dé tranh phat hién.

Trong cac phdn sau day, chiing t6i s& xem xét viéc vo hiéu hoa kiém toan (auditing) va
x0a bo cac ban ghi su ki¢n (event log), d6 1a hai phuong phap dugc sir dung boi hacker
de bao boc dau vét va tranh bi phat hién.

Auditing la tinh ndang ghi lai Event Log. Windows Event
Viewer la chuong trinh dung dé& quan 1y Auditing trén
windows.
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V0 hi¢u hoa Auditing

Nhitng viéc lam dau tién cta ké xam nhép sau khi gianh duoc quyén quan tri 1a vo hiéu
ho6a auditing. Auditing trong Windows ghi lai tat ca cac sy kién nhét dinh Windows Event
Viewer. Sy kién c6 thé bao gom dang nhap vao hé thong, mot mg dung, hodc mot su
kién. Mot quan tri vién c6 thé chon mirc do ghi nhat ky trén hé thong Hacker can xac
dinh muc do gh1 nhét ky dé xem liéu ho can lam gi dé x6a nhitng d4u vét trén hé thong.

Cong Cu Tan Cong

auditPol la mdt cong cu co trong bd Win NT danh cho cac quan tri tai nguyén h¢ thong.
Cong cu nay co6 thé vo hiéu hoa hodc kich hoat tinh ning kiém toan tir ctra s6 dong Iénh.
N6 cling ¢6 thé duoc st dung dé xac dinh mire do ghi nhat ky dugc thyc hién bdi mét
quan tri vién h¢ théng.

Xd6a Nhat Ky Su Kién

Nhing ké xam nhap co6 thé dé dang x6a bo cac ban ghi bao mat trong Windows Event
Viewer. Mot ban ghi sy kién c6 chira mot hodc mét vai su kién 1a ddng ngo boi vi nd
thuong cho thiy rang cac su kién khac d bi x6a. Van con can thiét dé xoa cac ban ghi su
kién sau khi tat Auditing, bdi vi sit dung cong cu AuditPol thi van con sy kién ghi nhan
viéc tat tinh ning Auditing.

Cong Cu Tan Cong

Mot s cong du dé xéa cac ban ghi su kién, hodc mot hacker c¢6 thé thuc hién bang tay
trong Windows Event Viewer. ‘
Tién ich elsave.exe 1a mot cong cu don gian dé xda cac ban ghi sy kién.

Winzapper 14 mot cong cu ma mot ké tin cong c6 thé sir dung dé xoa cac ban ghi
su kién, chon loc tir céc cira s6 dang nhap bao mat trong ndm 2000. Winzapper
cling dam bao riang khong co su kién bao mat s& duoc luu lai trong khi chwong
trinh dang chay.

Evidence Eliminator 1a mdt trinh x6a dir li¢u trén may tinh Windows. N6 ngéan
ngira khong cho dif liéu trd thanh file an vinh vién trén hé théng. N6 lam sach
thung rac, b nhé cache internet, hé théng tap tin, thu myc temp... Evidence
Eliminator cling c6 thé duoc hacker sir dung dé loai bo céc béng churng tir mot hé
thong sau khi tan cong.
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Tong Keét

Qua chuong nay chung ta da nim dugc tAm quan trong cua bao mat mat khéu. Céc bign
phap thay d61 mat khau trong khoang thoi gian thich hop, d6 manh ctia mat khau, va céac
bién phap bdo mat khac 1a rat quan trong doi v4i an ninh mang.

Nhan biét cac loai tn cong mat khau khac nhau. Passive online bao gdm sniffing, man-
in-the-middle, va replay. Active online bao gdm doan mat khiu tu dong. Offline attacks
bao gdm dictionary, hybrid, va brute force. Nonelectronic bao gdm surfing, keyboard
sniffing, va social engineering.

Biét lam thé nao dé c6 bing ching vé activite hackmg 1a loai bd bdi nhung ké tin cong.
Xo4 ban ghi su kién va v6 hi¢u hoa phuong phap kiém tra ciia nhitng ké tan cong sir dung
dé che dau vét ciia chung.

Nhan ra rang céc tap tin 4n 1a phuong tién duoc sir dung dé lay ra nhitng thong tin nhay

cam. Steganography, NTFS File, va cac 1¢nh attrib 1a nhitng céch tin tdc c6 thé 4n va an
cap céc tap tin.
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