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Dé kiém soat muc tiéu cac hacker thuong sir dung trojan va backdoor, giira chiing c6 mot
s6 diém khac biét nhung déu c6 chung mot cach thuc lay nhiém d6 1a can dwoc cai dat
thong qua mot chuong trinh khac hay nguoi dung phai bi dan du dé click vao mot tap tin
dinh kém mi doc trong email, hay truy cdp vao duong link lién két dén trang web da
dugc cheén ma khai thac, va ma doc chua trojan hay backdoor sé dugc nhung kém trong
shellcode (chung ta s trinh bay khai niém nay ¢ phan sau) cai dit trén may ctia nan nhan.

Mot sb tai liéu tham khao vé trojan va backdoor

- Virus Construction Kit : http://voutu.be/rOPKMNeMI{I
- ICMP Shell Backdoor : http://youtu.be/C0j7D{3xQrQ

Backdoor

Backdoor hay con goi la “cong sau” la
chuong trinh ma hacker cai dat trén may
tinh cta nan nhan dé co thé diéu khién hay
xam nhdp lai dé dang. Mot chic nang khac
ctia backdoor 1a x0a tit ca nhing thong tin
hay cac ching cir ma hacker c6 thé dé lai khi
ho xdm nhédp trai phép vao hé théng, cac
backdoor tinh vi doi khi tw nhan ban hay che
diu dé co thé duy tri “céng sau” cho phép

IS . cac hacker truy cap hé thong ngay ca khi
chung bi phat hlen Ky thuat ma backdoor thuong thuc hi¢n do la thém mot dich vu méi
trén cac hé diéu hanh Windows, va dich vu nay cang kho nhan dang thi hi€u qua cang
cao. Do do tén cua chiing thuong dat giéng voi tén cua nhirng dich vu cia hé thong hay
tham chi cac hacker s& tim tén cac tién trinh hé théng nao khong hoat dong (hay tat
nhiing tién trinh nay) va dung tén nay dat cho cac backdoor cua minh. Diéu nay s& qua
mit dugc ca nhitng chuyén gia hé thong gidu kinh nghiém.

Mot trong cac backdoor thuong duge dé cap trong CEH 1a Remote Administration Trojan
(RAT) cho phép cac hacker kiém soat nhirng may tinh da bi chiém quyén diéu khién voi
nhirng chirc ndng xem va quéan ly toan by desktop, thuc thi cac tép tin, twong tac vao
registry hay tham chi tao ra cac dich vu hé thong khac. Khong nhu cac backdoor thong
thuong RAT neo ching va hé diéu hanh cia nan nhan dé kho bi x6a di va luén c6 hai
thanh phan trong mé hinh hoat dong ciia backdoor nay 1a thanh phén client va thanh phan
server. Trong do6 server 1a tap tin s& dugc cai vao may tinh bi liy nhiém con client 13 ting
dung ma céac hacker ding dé diéu khién server.
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Hinh 6.1 — RAT backdoor

Trojan la gi ?

Do6i khi khong cd su phan bi¢t gitra chuc nang cua Backdoor va Trojan vi cac cong cu
cao cap thudc dang nay ludn co nhitng chirc ning gidng nhau. Su phan biét chinh lién
quan dén nhirng hanh dong cta chiing ma hacker s& thyc hién, vi dy hacker can tién hanh
cac cudc tin cong tur chdi dich vu thi cac thanh phé‘ln ma djc trén mdy tinh cua nan nhan
duogc goi la trojan, con khi hacker thAim nhdp vao mot may chi qua ma doc duogc cai san
thi chuong trinh nguy hiém dugc xem 1a backdoor. Va mot trojan cling c6 thé 1a backdoor
hay nguoc lai. Trojan ban dau chi 1a mot y tuong didu khlen may tinh lién phong ban
trong quén sy, nhung vé sau dd duoc cic hacker phat trién thanh mét cong cu tan cong

nguy hiém

Tén goi trojan 14y ¥ tuéng tir cudc chién thanh
Troy vdi tén goi la Trojan Hoorse, c6 I€ cac ban
cling di xem qua hay nghe néi dén bd phim
cudc chién thanh Troy do tai tir Brad Pitt thé
hién rat xuét sic trong vai anh hung Achil, mac
di v6i quan lyc manh m& nhung van khong thé
nao ha thanh, vi vay bon ho da lip muu téng
mdt moén qua la con ngua gdb khong 16 ¢6 cac
chién binh nip & bén trong dé nita dém xuit
hién cong phé thanh tur phia bén trong. Hinh 6.2



la giao dién di€u khién ciia mét trojan dién hinh Zeus.

Trojan trén may tinh ciing vy, duoc cai vao hé théng cia chung ta thong qua cac hinh
thirc “ting qua” hay nhitng cach twong tw. Vi du ta cdn kiém mot chuong trinh nao d6
phuc vu cong viéc va tim  ching qua cac mang chia s¢, cac dlen dan hay tim kiém
torrent ciia ing dung ndy. Cac hacker biét r& diéu nay nén ho di tao san cac chuong trinh
trén v6i tap tin crack di duge “khuyén mai” thém ma doc (trojan/backdoor). Néu bat can
cac ban c6 thé bi nhiém trojan theo hinh thirc nay, mot khi bi nhiém thi cac tin hiéu ban
phim chung ta go vao hay nhirng hanh dong trén may tinh cia minh s€ dugc thong bao
dén hop thu cua hacker hay ddy 1én mot may cha FTP nao d6 trén mang internet. Doi v6i
cac trojan phurc tap va tinh vi con dugc trang bi thém cac co ché nhan lenh tur kénh IRC
dé cac hacker d& dang diéu khién va phat dong cac cudc * tong tan cong” gay ra tinh trang
tir chbi dich vu ctia website hay may chi ciia co quan hay t6 chirc.

B Zeu$S Control Panel r;l = E|
Information Busider
T Coig and loader buiding
Logs decoder Source config file:
C:\Documents and Settings|KobayashilDesktop\Troyano_ZeuSy | Br
[ Edit config J [ Build config ] [ Build loader i
Output
Loading config from File "C:\Documents and ~
Settings|KobayashilDesktop) Troyano _ZeuS\ZeuSilocaliconfig.txt’. .
Loading succesded!

Creating loader file "C:\Documents and
Setthus\,xobavashmeskopmovam_zeusﬁh Bxe',,

timer_logs=60000, 60000

timer_stats=1200000, 60000

url_configmhttp:/[203. 142.10.2]~yourtrav webjcfg.bin
url_compip=http:/fwhatismyip.comf

Build succeeded|

Hinh 6.1 - ZeuS 14 trojan thuong dung dé danh cap tai khoan ngan hang tryc tuyén

Trong bang 6.1 1 danh sach mdt sb trojan thong dung va cong tuong tng ma chiing hoat
dong :

Trojan Protocol Port / Cong
(Giao thirc van chuyén)

BackOrifice UDP 31337, 31338

Deep Throat UDP 2140, 3150

NetBus TCP 12345, 12346
Whack-a-mole TCP 12361, 12362
NetBus 2 TCP 20034

GirlFriend TCP 21544




Masters Paradise TCP 3129, 40421, 40422, 40423,
40426

Bang 6.1 — Cac trojan thong dung va sb hiéu cong tuong tmg

Overt Va Covert Channel

C6 hai co ché truyén thong trén may tinh hay hé thong mang 1a hop 1 va bét hop 1€.
Nhirng trng dung  tro choti hay cac chuong trinh nghe nhac, xem phim khi truyén dir liéu
sir dung co ché truyen hop 1& qua nhitng kénh truyén goi 1a Overt Chennel. Nguoc lai, khi
hacker diéu khién may tinh ctia nan nhan thudng st dung cac kénh truyén bat hop 18
Covert Channel. Thanh phan client (diéu khién) cua Trojan st dung covert channel dé
gdi cac chi thi dén server (thanh phan trojan dugc cai trén cdc may tinh bi diéu khién, hay
cac zombie).

Covert channel dya trén 1y thuat goi la tunneling,trong k¥ thudt nay mét giao thuc s€
dugc gbi boi giao thirc khic nhim vuot qua sy kiém soat cia firewall nhu ICMP
tunneling 1a phuong phap ding ICMP ECHOrequest va ECHO reply dé mang theo cac
paypload (chwong trinh ma hacker muén chay trén may nan nhan). Hodc cac phuong
phép tunnling qua giao thirc http goi lai http tunnling, con néu nhu mdt giao thirc duogc
bao boc bdi giao thirc SSH thi goi la SSh tunneling, mdt k¥ thuat vuot firewall rat hay
dugc cac hacker sir dung. Cac ban cé thé tham khao mdt bai viét cta toi vé chu dé nay
trén Peworld véi twa dé “Cdch Khéng Chi Piém” Véi SSH Tunneling !

Cong Cu Téan Cong
Loki 1a mdt cong cu tan cong cho phép truy cdp ¢ muc cao véo trinh diéu khién

Iénh dya trén ICMP, khién cho viéc phat hién ching tré nén kho khan hon céac
backdoor thong thuong dua trén TCP hay UDP.

Cac Loai Trojan

Trojan c¢6 thé duoc sir dung cho nhiéu dang ’tén cong khac nhau tir danh cap dir liéu cho
dén chay chuong trinh tir xa, tan cong tur choi dich vy ...C6 nhi€u dang trojan khac nhau
ma cac ban can luu y trong chuong trinh CEH :

L Remote Access Trojan (RAT) — dung dé truy cép tir xa vao hé thong

L Data-Sending Trojan — dung dé danh cip dir liéu trén hé thong va goi vé cho
hacker.

L Destructive Trojan — sir dung dé pha hiy tp tin trén hé thong

L Denial of Service Trojan — dung dé phat dong céc dot tAn cong tur chdi dich vu.




L Proxy Trojan —duoc dung dé tao ra cac vd boc truyén thong (tunnel) hay phat dong
tan cong tr mot hé thong khac.

L FTP Trojan — dung dé tao ra dich vu FTP nham sao chép dir licu lén h¢ théng bi
nhiém.

L Security software disabler Trojan — dung dé tit cac dich vu phong chéng virus,
trojan.

Céac Trojan Va Backdoor Can Quan TAm

TROJ_OAZ la mjt trojan thay di tén chwong trinh notepad.cexe thanh note.com
sau do sao chép chinh n6 thanh notepad.exe vao thy muc hé¢ théng cua Windows.
Nhu vay mdi khi ching ta mé chuong trinh notepad thi trojan cling hoat dong va
mé cong hau (backdoor) 7597 dé hacker c6 thé tham nhap vao may tinh tir xa.
TROJ_OAZ con nhiém véo registry dé nap khi may tinh khoi dong.

Tini 12 mdt trojan csﬁ kich thuoc rat phé va don gian hoat dong trén h¢ diéu hanh
Windows chuyén lang nghe trén cong 7777 cho phép hacker chay 1énh tir xa
thong qua chuong trinh telnet dén cong nay trén cac may tinh bi ldy nhiém.

Donald Disk la mot dang backdoor Trojan trén h¢ thdng Windows cho phép
hacker toan quyén kiém soat qua moi truong internet. Hacker c6 thé doc, ghi, xoa
hay chay bat ki irng dung nao trén hé thong. Donald Disk kém thoe ca keylogger
dé bat tin hiéu ban phim va thay doi registry dé thyc hién cac hanh dong nhu dong
mé khay CD-ROM. . Donald Disk hoat dong trén cac cong mic dinh 23476 hay
23477

NetBus la mot chuong trinh Trojan véi giao dién d6 hoa (da sb cac trojan ngay
nay déu ding céc cira s¢ dd hoa dugc thiét ké rd rang giup cho hacker d& dang sur
dung), netbus c¢é chirc nang twong tu nhu Donald Disk trong viéc diéu khién may
tinh tir xa. DAy ciing 1a mot ing dung t6i di ding dé “nghich” mot chit trén may
tinh ctia dong nghiép trudc day lam cho chi nhan ciia may tinh bi nhidm rat ngac
nhién khi thay khe CD-ROM bi dong m¢ lién tuc ma khong biét tai sao, cir cho
rang bi hu phan cmg. Trong tinh hudng thir nghiém nay t6i sir dung mét file hinh
anh dé dinh kém trojan. Netbus thém mot khoa vao registry tai

HKEY CURRENT USER\NetBus Server va thay d6i gia tri cong tai

HKEY CURRENT USER\NetBus Server\General\TCPPort . Néu NetBus duoc
ciu hinh chay tu dong trén may tinh bi nhiém s& xuét hién khoa tén la NetBus
Server Pro tai

HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\RunS
ervices



ComputerSpy Key Logger day 13 ing dung luu lai cac tin hiéu ban phim dé thu
thap cac thong tin dang nhap ctuia ngudi dung va cac trang nhu ICQ, MSN, AOL,
AIM va Yahoo Messenger hay webmail. Ngoai ra cong cu ndy ¢ thé man hinh
theo nhirng khoang thoi gian xac dinh.

Beast 1a trojan chay tai bd nho cép phat cho dich vu WinLogon.exe, mdt khi dugc
cai chuong trinh s€ tu chén chinh né vao Windows Explorer hay Internet
Explorer. Beast thuc dang trojan tt ca trong mot (all in one) vi cac thanh phan
server, client va server editor dé ndm trén cing mot tmg dung.

CyberSpy thudc dang telnet trojan c6 kha nang sao chép chinh né vao thu muc hé
thong cua Windows ciing nhu ty ding ki trong registry dé co thé chay khi hé
thong khoi dong. Mot khi duge cai CyberSpy sé thong bao cho hacker biét cong
dang lang nghe qua email hay ICQ.

SubRoot 14 trojan quan tri tir xa ma hacker c¢6 thé dung dé diéu khién may tinh bi
nhiém qua cong 1700

LetMeRule ciing thudc loai trojan quan tri tir xa (RAT) va c6 thé ling nghe trén
bat ki cong nio trén may tinh bi ldy nhidm, cho phép hacker x6a hay thyc thi tap
tin trén may tinh nan nhin, xem va sita d6i registry hay diéu khién mday tinh nay
thong qua dong 1énh.

Firekiller 2000 c6 chirc ning tit cic chwong trinh chdng virus va ng dung tuong
lita. Mot khi bi nhiém ma doc niay cac chuong trinh phong vé s& mit tac dung,
budc long phai g& ra va cai lai chung sau khi da quét trojan/backdoor sach s¢€ tur
ché 46 safemode hay trén cac dia khai dong DVD/CD.

Hard Drive Killer Pro c6 chir cna8ng pha hily toan bd dif liéu trén cac hé thong
DOS hay Windows.

BackOrifice 2000 13 mdt cong cu diéu khién tr xa véi giao dién dd hoa,
BackOrifice khong xut hién trong danh sach céc tién trinh hay tasklist. Ciing
nhu céc trojan manh mé& khic no c6 kha ning thém cac khoa trong registry dé
chay khi may tinh kh&i dong. Bén canh d6 BackOrifice con c6 cac plug in hd trd
nhung chtic ning nhu ma hoa véi giao thirc manh mé 3DES, diéu khién desktop
tir xa bang chudt hay ban phim ...

Netcat Trojan Va Nhitng Chirc Nang Thong Dung

Netcat 1a mot trojan dang dong 1énh nhung kha manh mé va dé sir dung. Trudc day,
Netcat dugc xem nhu mét cong cu “sach” nhung do bi cac hacker sur dung nhiéu vao cac
muyc tiéu khong trong sang nén hién nay hau hét chwong trinh phong chéng virus déu dua
Netcat vao danh sach den. Cong cu nay c6 kha nang m¢ nhirng cong TCP hay UDP trén
may tinh bi nhidm, va hacker sir dung chuong trinh telnet dé két ndi toi cac cong dd mo



va thyc hién nhiéu thao tic nguy hiém nhu truyén file, thyc thi 1énh. Netcat ¢6 thé chay
trén hé thong Windows cling nhu Linux, tuong tac theo mo hinh client / server nhu minh
hoa trong Hinh 6.2 :

PR R R e B B B R

Netcat client Netcat server
1
= - |
= = |
=
—
Ci> Ne <1p> <port> C:> nc -L -p <port> -t -e cmd.exe

Hinh 6.2 — Netcat

Dé xem céc tiry chon ciia Netcat hily chay 1énh nc.exe —h nhu Hinh 6.3 :

[rt:_r'l,_,’ Command Prompt X

c:\>nc.exe -h
[*1.10 NT]
connect to somewhere: nc [-options] hostname port[s] [ports]
listen for inbound: nc -1 -p port [options] [hostname] [port]
options:
-d detach from console, stealth mode
-e inbound program to exec [dangerous!!]
-q source-routing hop point[s], up to B
-G source-routing peinter: 4, B, 12, ...
=h this cruft
-i delay interval for lines sent, ports scanned
-1 listen mode, for inbound conmnects
=L listen harder, re-listen on socket close
-n numeric—-only IP addresses, no DNS
-o hex dump of traffic
-p local port number
-r randomize local and remote ports
-8 local source address
-t answer TELMNET negotiation
-u UDP mode
- verbose [use twice to be more verbose]
—w timeout for connects and final net reads
-z zero-I/0 mode [used for scanning]

port numbers can be individual or ranges: m—n [inclusive]

c:\>»

Hinh 6.3 — Cac tuy chon cua Netcat

Vi du cac ban muén tao mdt kénh chat gifra hai may V(:yi netcat server (c6 IP
1a192.168.0.1) va netcat client thi ching ta s€ lang nghe trén cong xac dinh vi du 3333
trén may c6 dia chi la 192.168.0.1 v6i 1énh :

C:\nc.exe -1 3333



Trén may con lai hiy két nbi thong qua Iénh :

C:\nc.exe 192.168.0.1 3333

Truyén T4p Tin Vi Netcat
Vi Netcat ta co thé truyén tap tin dé dang, lay vi dy hai may ¢ trén can truyén tap tin
backup.iso tir may 192.168.0.1 (server) vé may 192.168.0.1 thi dau tién chung ta chay

1énh trén may dong vai tro server

C:\ cat backup.iso | nc -1 3333

Dé nhén tap tin backup.iso trén client hiy chay lénh:

C:\ nc 192.168.0.1 3333 > backup.iso

Dung Netcat Nhu La Cong Cu Quét Cong

Mot chirc nang thi vi khac ctia Netcat 1a kha ning quét cac cong dang mé trén nhiing
malytilnh ¢ xa thong qua tiy chon —z. Khong nhu cac tmg dung quét cong khac Netcat
khong khoi tao két ndi dén may tir xa ma chi nhan dang nhiing cong dang ma, vi du ta
mudn kiém tra xem cac cong tir 80 dén 90 trén may 192.168.0.1 hiy st dung 1énh :

C:\ nc -z 192.168.0.1 80-90
Connection to 192.168.0.1 80 port [tcp/http] succeeded!

Két qua cho thiy cong 80 dang mé va dich vu tep/http dang hoat dong.

Nhan Biét May Tinh Bi Nhiém Trojan Nhu Thé Nao ?

Ngoai viéc st dung cac chuong trinh di¢t virus dugc cap nhat déy di nhu Avast,
Kaspersky, Nob32 ...thi chung ta ¢ thé cin clr vao nhitng hanh vi bat thudng ciia may
tinh nhu cac théng bao 18i la, CDROM hoat dong déng mo tu dong cho chung ta biét
may tinh dang c6 van d& va c6 kha ning bi lay nhidm trojan / backdoor.

Chung ta con co6 thé giam sat cic cong trén hé thong Windows voi 1énh nhu C:\netstat —
na dé xem nhitng cong la nao dang mo, néu c6 nhitng cong nhu trong hinh minh hoa sau
thi c6 1€ may tinh da bi nhiém ma ddc.
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Hinh 6.4 — Céc cong twong tmg v&i chuong trinh nguy hiém

Ngoai ra, viéc s dung cac chuong trinh giam sat mang nhu Wireshark dé phat hién
nhitng két ndi bat hop 1, nhung truyen thong kha nghi la bién phap rat tot dé phat hién
cac trojan / backdoor tinh vi. Vi nhleu mé doc c¢6 kha ning n minh qua mat ca nhiing
chudng trinh diét virus, khong xuét hién trong danh sach task list hay cic tién trinh dang
chay nhung khi ching truyén thong véi hacker dé nhan 1énh thi cac goi tin nay khong thé
nao qua mat dugc nhiing Ung dung giam sat dudng truyén nhu Wireshark, day cing la
phuong phap t61 tu van cho mdt s6 hoc vién trude day lam viéc tai Bo tai chinh dé phat
hién ra cac trojan nguy hiém chuyén danh cip dir lidu va goi sang mot may chu dat tai
nude ngoai. Ciing vi sy hiru ich cia minh ma hién nay Wireshark dugc xép s 1 trong
125 cong cu bao mat hang dau trén trang www.sectools.org. Cac ban c6 thé xem phan
gi6i thitu v& nhiing cong cu bao mat hang dau thé gi6i tai day
http://youtu.be/R3CUuICGItA

Thé Nao La “Wrapping” ?

Dé c6 thé phét tan cac ma doc hay trojan / backdoor hacker thuong dinh kém nhirng cong
cu niy vao nhitng cong cu hop 1¢ khac, vi du nhu thoi gian gin day website unikey.org bi
hacker tin cong va chén ma doc vao chuong trinh nay dé khi nguoi dung download tng
dung unikey vé mdy cai dat s& vo tinh cai luén churong trinh nguy hiém cua hacker. Va
nhitng (mg dung cho phép gin mdt trojan hay backdoor vao mot chuong trinh khac duoc
goi la cac wrapper va qua trinh ndy goi la Wrapping hay dong goi.
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Nhiing cong cu dong goi trojan :

- Graffiti la m0t chuong trinh game hoat hoa c6 thé dung dé goi mot trojan va khi
ngudi ding tai vé may tinh dé choi thi s& cai ludn ca trojan dugc dong goi.

- Silk Rope 2000 13 mot wrapper két hop BackOrifice server va mot (mg dung
thong thuong khac.

- EliTeWrap 1a ung dung cao cap chuyén dong goi cac chuong trinh .exe hoat
dong trén hé thng Windows. EliteWrap co thé tao ra nhitng ng dung cai dat dé
c6 thé bung nén vio nhirng thu muc da dugc chi dinh.

- TconPlus I3 img dung dung dé chuyén ddi céc icon theo nhidu dinh dang khac
nhau ciing dugc cic hacker dung cho viéc phan tan cac ma doc nguy hiém.

- Ngoai ra, c6 mot ing dung hitu ich 14 chuong trinh AutoIT cho phép ngudi dung
tao ra cac cong cu hay nhiing script theo cac Iénh va ham thu vién cia Windows.
Mic du day 1a mot cong cu hitu ich nhung lai bi nhiéu hacker Viét Nam lam dung
dé tao ra cac cdng cu nguy hiém nhu virus Yahoo! Messenger trudc ddy. Va
Autolt tich hgp san mot wrapper 1a UPX dé dong goi cac kich ban dugc tao ra vi
vay ung dung di¢t virus BKAV da mdc nhién xem céc chuong trinh dugc tao
bﬁng Auto IT 1a virus do phat hi¢n c6 header cuia UPX. Tuy nhién, day 1a mot
dang “diét nhim hon bé sét” vi nhidu chwong trinh hitu ich duoc viét bang Auto
IT chir khong phai tit ca tng dung tao bdi Auto It déu xau vi du nhu kich ban
lockscreen.exe do t0i tao ra dé nguoi ding c6 thé nhanh chong khéa man hinh khi
roi khoi ban lam viéc chi véi mot cai click chudt.

Trojan Construction Kit va Trojan Maker

Trojan construction kit va trojan maker la nhitng c6ng cu ma cac hacker ding dé t75 tao
ra cac bién the trOJan / backdoor nguy hiém ciia riéng minh , voi céc cau hinh riéng nhu

khoi tao két ndi trén nhitng kénh IRC riéng, dwa vao cac sd hleu cong ma nhing chuong
trinh diét virus hay trojan scanning tool c¢6 thé khong nhan biét dugc vi khong c6 nhiing

dau hiéu trung lap trong co s dit liéu do méi duoc tao ra.

Mot s6 cong cu ding dé tao trojan nhu Senna Spy Generator, Trojan Horse Construction
Kit, Pandora’s Box.

Phong Chéng Trojan

Hau hét cac ing dung phong va diét virus hién nay déu c6 kha ning phong chdng trojan,
ngin ngira ching ldy nhidm trén hé théng may tinh. Tuy nhién, cic ban nén sir dung cac
chwong trinh antivirus dugc cap nhat ddy du dé co thé phat hién ra cac bién thé méi nhat
ciia mi doc. Trong truong hop st dung cac chuong trinh diét virus mién phi nén chon cac
mg dung dugc danh gia t6t nhat, nhu AVAST ! Antivirus Free c6 thé ci trén cac hé
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théng Windows XP, Windows 7, Windows Vista hi¢n t61 dang sir dung vi hi€u qua cao,
canh bdo day du nhiing virus méi va nhirng website chira ma ddc.

Tuy nhién, cac phién ban thuong mai van c6 nhleu tinh ning manh mé hon, kha nang
phong chong trojan cao hon so voi cac ban mién phi. Do d6, néu dit yéu té hiéu qua lén
hang dau thi nén chon cac san pham thuong mai ctia 4 VAST, Kaspersky hay NOB 32.
Bén canh d6, két hop thém mot phién ban BKAV, CMC mién phi (hay ¢ phi) nhim ngin
nglra nhitng virus ndi cling la mét giai phap dang quan tam.

Ngoai ra, ching ta nén can than khi sir dung nhiing phan mém crack hay chay cac tap tin
va, chuong trinh lay keygen vi ddy 13 nhitng ngudn lay nhiém trojan, virus hang dau.
Trong truong hop can cai dat thir nghiém nhirng ing dung khong tin c@y hay cai trude
trén may ao dé xem c6 tac hai hay hanh dong kha nghi nao khong (giam sat voi cac
chwong trinh Wiresharke, Process Monitor, dung 1énh netstat —na dé kiém soat cac
session trén may tinh...)

Nhitng Cong Cu Giam Sat Port Va Do Tim Trojan

Fport : Cong cu mién phi ctia Foundstone bao c4o vé tinh trang cua tat ca cac cong TCP /
UDP dang m¢ cung vdi dich vu tuong tng hoat dong trén nhirng cong nay. Hay tng
dung Fport dé nhanh chéng phat hién tinh trang hoat dong ctia cong va dich vu trén may
tinh cua ban.

TCP View : Chuong trinh hoat dong trén hé diéu hanh Windows hién thj chi tiét cac
diém dau cudi tham gia truyén théng trén TCP / UDP bao gdm céc dia chi local va
remote ciing nhu tinh trang cua cac két néi TCP (tai sao ching ta khong néi dén tinh
trang ciia “két n6i UDP”, dlo 1a do UDP khong phai a mdt giao thirc huéng lién két, can
ghi nhé dé tranh bi by trong cac cu hoi ciia CEH)

PrcView : La ing dung dung dé giam sat cac tién trinh dang hoat dong, day la cong cu
dang dong 1énh rét hay, c6 kha ning kill (d6ng) cac tién trinh nguy hiém.

Inzider : La mot ing dung hiru ich li¢t k€ nhing tién trinh dang hoat dong trén hé thong
Windows va cac cong tuong ing, In21der ¢6 thé phat hién mot so trojan nhu BackOrifice
mic du ching ty chén vao trong céc tién trinh ctia hé théng dé 4n trén danh sach cua Task
list nhung trojan niy van phai mé cac cong xac dinh.

Tripwire : Ung dung trén Linux dung dé kiém tra tinh toan ven ciia hé thong tap tin, sur
dung mot thuat toan bam dé co thé xac dinh duoc tinh trang cua cac tap tin hé thong va
nhan biét khi c6 su thay dbi xay ra. Tripwire tao ra mot thiét lap chuén (baseline) cua hé¢
théng va thudng xuyén quét cac tap tin néu co su thay doi xay ra s& canh bao cho quan tri
h¢ thong.
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Phong Chéng Trojan Bang Cach Kiém Tra Tinh Toan Ven
Cua tap Tin

Trén hé thong Windows Server 2003 tré vé sau c6 mot tinh ning goi 1a Windows File
Protection (WFP) gitp ngin ngira viéc thay thé cac tap tin duoc bao vé. WFP kiém tra
tinh toan ven cua tép tin khi c6 sy tac dong dén cac tap tin SYS, DLL, OCX, TTF hay
EXE. Piéu niy bao dam chi c6 céc tap tin dd dwoc xac thuc boi Microsoft méi thay doi
duoc cac tap tin hé thong.

Ngoai ra, chiing ta ¢6 thé sir dung cong cu sigverif xem cac tap tin c6 duoc xac thuc boi
Microsoft hay khong thong qua cac thao tac sau :

1. Click vao nut Start.

2. Click vao Run. ) ’ )

3. Nhdp vao lénh sugverif va nhan Start ket qua cadc tap tin dwoc xdc thuc sé hién
thi.

Hoic tién hanh kiém tra tinh trang cac tap tin v6i System File Checker qua 1¢nh sfc /
scannow d¢ phat hién nhiing tap tin nao bi trojan thay doi, néu phat hién ra System File
Checker s€ phuc hoi chiing tir thu muc Windows\system32\dllcache .

Tong Két

Nhu vay, trong chuong nay chung ta da tim hiéu vé trojan va backdoor v6i nhing déc
diém khac biét ciia chung. Cac ban can ghi nhd nhirng cong thong dung ma trojan hay
backdoor thuong su dung ciing nhu cac phuong phap dung dé kiém tra sy co mdt cua cac
phin mém doc hai nay.

Trong cac cau hoi cia bai thi chimg chi CEH thudng hay dé cap dén nhitng cong ma

trojan nhu Subseven, BackOrofice hay Netbus hoat dong, va nhitng diém luu y khéc 1a
cac tuy chon quan trong cua trojan Netcat.
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