Module 7
VIRUS VA WORM

Nhitng No1 Dung Chinh Trong Chuong Nay
Sw Khac Biét Gitra Virus Va Worm
Phan Loai Virus

Do Tim Va Go Bo Virus



Virus may tinh c6 18 1a thuét ngir duogc nhidu nguoi biét
dén nhat trong linh vyc an toan thong tin, kém theo do la
nhitng ng nhén gitra virus may tinh va virus gy tac hai
d6i voi con nguoi. Toi con nhé rat rd hinh anh mot
nguoi ban hoc da dung khan lau sach chiéc dé mém
truée khi cho vao may vi tinh dé dé& phong virus hay co
nhiéu co quan vao nhitng nim dau cta thap nién 90 da
yéu cau cic nhan vién phai bo dép bén ngoai khi vao
phong may chi. Vay virus may tinh 1a gi ? V& mat tac
hai dbi véi may tinh thi ciing twong tu nhu dbi véi con
nguodi d6 1a 1lam cho hé théng may hoat dong mét 6n
dinh, bi hu hong, bi x6a tap tin hay tham chi giy gdy d6 toan hé thong. Chung c6 kha
ning lay lan trén mang Lan va mang internet thong qua cac 16 hdng bio mat hay do su
bat can ctia nguoi ding, do thiéu cac giai phap phong ngira can than.

Nhiéu virus may tinh con mang theo céc trojan hay backdoor cho phép hacker dot nhap
vao hé thong hay truy cép dit lidu trai phép. Mot trong virus ¢ téc do lay lan chong mat
la conflicker da gy ra cac con bao dir li€u trén mang internet, lam tran ngdp mang LAN
khién cho nhiéu hoat dong bi té liét.

Su Khac Biét Gitra Virus Va Worm

Virus va Worm déu 1a nhirng phdn mém nguy hiém gay thiét hai vé mit kinh té hay pha
hity dit liéu ctia ngudi ding. Theo thong ké hang nim mdi ngudi dan thiét hai hon mot
triéu VND (tong thiét hai cd nude trong nim 2010 do virus va sdu may tinh khoang 5900
ti ddng — theo sd lidu khao sat ctia BKAV) do cac tac dong ma virus dem lai, néu nhu
tinh ca chi phi phai bo ra dé mua nhiing phan mém diét virus thi sd thiét hai nay co I& con
16n hon nhleu Tuy nhién, vé mit co ban thi gitra chung c6 nhitng khac biét co ban ma
cac ban cin phan biét trong cac cau hoi hay tinh huéng néu ra & ki thi chimg chi CEH d6
14 ban than cac chwong trinh virus khong ty minh 1ay lan ma chi nhiém vao cac tmg dung
c6 kha nang thyc thi, sau d6 1ay 1én cac may tinh khac khi ngudi dung sao chép hay di
chuyén nhitng tap tin nay bang USB, email hay tro choi dién tu ... Trong khi d6 Worm
hay sau may tinh co6 thé ty minh tim kiém nhiing diém yeu cua cadc may tinh khac ¢ trén
mang dé 1ay nhiém. Morris 14 siu may tinh dau tién xuat hién trén mang internet vio
ngay 2 thang 11 nam 1988 tir hoc vién MIT, con céc thé hé sau may tinh ngay nay thuong
tan cong vao cac mang xa hdi vi du nhu sdu mdy tinh lan truyén qua mang Twitter.

Phan Loai Virus

Virus duge phén loai dua trén déi tugng va cach thirc ma chiing lay nhiém. Mot virus
may tinh c6 thé 18y nhiém vao cac thanh phan sau day cua hé thong :

- System sector



- Téaptin

- Macros (nhu MS Word macro)

- Céc tap tin hay ham thu vién cua hé thong nhu DLL, INI

- Disk cluster

- Téaptin BAT

- Ma ngudn ung dung
Va dé lay nhiém vao nhiing thanh phan trén thi cdc virus can c6 sy tic dong tir bén ngoai
nhu cac hanh ddng sao chép, download va thyc thi chuong trinh ciia nguoi dung. Sau day

la cac loai virus dugc phan chia theo cach thuc lay lan cua chung :

- Polymorphic la loai virus ma héa ma ngudn cta ching theo nhiéu cach khac
nhau dé qua mat chuong trinh do tim.

- Stealth la virus che déu cac ddc diém nhan dang ciia ching nhu thay doi thoi gian
ma tép tin dugc tao dé ngan khong cho cac chuong trinh antivirus phét hién co

nhiing tap tin mai trén hé thong.

- Fast & Slow Infector la dang virus sir dung co ché lay lan that nhanh hay that
cham dé tranh bi phat hi¢n.

- Armored 12 loai virus sir dung cac k¥ thuat ma hoa dé tranh bi do tim.

- Multipartie 13 mot loai virus cao cap c6 thé chia tién trinh 1ay nhiém thanh nhiéu
giai doan.

- Cavity (space-filler) cac virus dang nay tu chén chung vao cic phan tréng cia
tap tin.

- Tunneling 13 virus dugc goi thong qua nhirng giao thirc hay dwgc ma hoa dé ngin
ngura sy phat hién cling nhu qua mét firewall.

- Camouflage 1a dang virus gia danh nhu 1a mdt chuong trinh khac nham danh lira
nguoi su dung.

- NTFS & Active Directory cac Vlrus dang nay chuyén tdn cong vao cac hé thong
tap tin NTFS ciia Windows hay tin cong truc tiép vao Active Directory.

Céc chuyén gia bao mat thuong vi co s¢ dit liéu nhan dang dua trén cac signature
(chit ki) nhu 1a “mau” cua cac chuong trinh di¢t virus. Vi vay, hacker da tim cach viét



ra cic kich ban hay virus x6a di cac ddc trung nhan dang cua ching nhim qua mat
cac ing dung antivirus, trong truong hop nay cac tmg dung quet virus phai s dung
co ché nhan dang dya trén hanh vi dé phat hién cac hoat dong bat thuong cia chuong
trinh nguy hiém.

Ciing nhu cac bién phap phong chéng trojan / backdoor dé bao vé va phong chong bi
lay nhiém virus chiing ta can sir dung céc chuong trinh quét virus manh duoc cap
nhat day du. Khong sir dung cac chuong trinh thi€u tin cy nhu ban crack, chuong
trinh patch hay nhiing phan mém troi ndi trén mang internet. Nén quét virus  va
thuong xuyén. Cap nhat ddy du cic ban va hé thong dé han ché khong cho chuong
trinh nguye hiém va cc hacker khai thac tir xa.

Duéi bay La Cac Budc Do Tim Va Go Bé Virus

1. DO tim cac hanh vi bat thuong ciia hé thong nhu cac canh bao 16i, tim kiém trong
event view...

2. DO tim cac tién trinh v6i nhitng cong cu nhu pslist.exe, fport.exe, netstat.exe ...
nham phat hién cac dich vu bat thuong trén hé thong.

3. Do tim céc payload ctia virus trén cac tap tin bi nhiém hay bi thay thé.

4. Cb lap cac thanh phan bi nhiém dé tranh sy lay lan sang cac hé thong khac va tién
hanh quét virus cadc hé thong nay trén nhiing chuong trinh diét virus dugc cap
nhat day du.

Céc ban c6 thé tham khao thém mot sb bai giang vé virus thudc chuong trinh CEH tai
http://youtu.be/-Cw2XQQAQFw (gi6i  thiéu virus may tinh) hay
http://youtu.be/0JAWQuLDXBM (tao virus bang cong cu).

Tong Két

Trong chuong nay cic ban di tim hiéu vé virus va worm, mdi loai ¢6 nhitng diém khac
biét dac trung nhung ca hai déu 1a cac ung dung gdy anh huong dén sy van hanh cia hé
thong mot khi b 1y nhiém. Vi vay ching ta can c6 cac bién phap phong tranh cing nhu
ap dung quy trinh diét thich hop dé nang cao tinh an toan cho hé thong. Nguon goc cua
su lay nhiém virus hay worm thuong do may tinh hay chuong trinh thleu cac ban cap
nhat hay ban va 16i, cai dat va st dung cac chwong trinh khong co nguon gbe ro rang
cling nhu bét can trong viéc thiét 1ap céc chinh sach an ninh, va trén hét cac ban can nang
cao nhan thirc vé an toan thong tin cho ngudi ding, dic biét 1 kién thic vé virus va sau
may tinh.



