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Sniffer La Gi ?

Sniffer 1a thuat nglr thuong dung cta cac di€p vién, am chi viéc nghe 1én thong tin cta
d6i phuwong. Trong mdi trudng bao mat thong tin thi sniffer 1a nhitng cong cu c6 kha ning
chin bét cic gbi tin trong qua trinh truyén va hién thi dudi dang giao dién dd hoa hay
dong 1énh dé c6 thé theo dbi dé dang. Mot sb tmg dung sniffer cao cip khong nhitng co
thé danh cap cac goi tin ma con rap chang lai thanh dit liéu ban dau nhu 1a cac thu dién tir
hay tai lidu gbc.

Sniffer dugc dung dé danh chan dit liéu gitra hai hé théng va tuy thudc vao cong cu cling
nhu co ché bao mat duoc thiét 1ap ma cac hacker c6 thé danh cip cac thong bi mat nhu
tai khoan nguoi dung va mat khau dang nhap vao Web, FTP, Email, POP3/SMTP hay cac
tin nhdn nhanh bang chuong trinh Yahoo ! Messenger, Skype, ICQ. Trong chuong nay
chiing ta s& thao luan vé cach lam viéc ctia sniffer va nhitng cong cu nghe 1én hang dau.
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Hinh 8.1 — Khi card mang hoat dong & ché do promiscous, may tinh tr¢ thanh sniffer

Luwru y : Thuat ngit packet (g6i tin) dung dé mo ta dir liu tai tang mang, 16p 3 cua
mo hinh OSI trong khi d6 frame dé cap dén dir licu tai tang Data Link ( l6p 2).
Cac frame chtra dia chi MAC con packet chtra dia chi IP.

Nhitng Giao Thtrc D& Bi Tan Cong Boi Sniffer

Thong thudng, cic may tinh chi tiép nhan cic goi tin c6 dia chi dén tring voi dia chi
MAC cua card mang, nhitng khi mdt may tinh cai dat img dung sniffer thi chiing s& tiép
nhén tat ca cac thong tin cho du dia chi IP nhan c6 tring lap voi dia chi MAC hay khong,
khi may tinh hoat dong & ché do nay duoc goi 1a promicouse mode nhu Hinh 8.1, day la
mot ché do ddc biét ma trong cac to chire chi cho phép quan tri hé thong hay nhu’ng nguoi
thuc bd phan hd trg k¥ thuat duge phép sir dung. Dé hoat dong tai ché do nay thi ing
dung sniffer s€ cai dat thém mot chuong trinh diéu khién dic biét cho card mang, va hau
hét cac chuong trinh sniffer thong dung hién nay déu c6 thé thuc hién chirc ning nay.



Bit ki giao thirc nao khong thuc hién ma hoa dir liéu thi vé nguyén tat déu co thé bi
hacker tan cong qua hinh thirc sniffer. Nhitng giao thirc thong dung nhu HTTP, POP3,
Simple Network Mnagement Protocol (SNMP), va giao thirc truyén tap tin FTP déu bi
sniffer danh cip dir liu d& dang vi thong tin ding nhap duoc goi di dudi dang cleartext
(khong ma hoa).
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Hinh 8.2 - Cac ung dung va thong tin de bi tAn cong boi sniffer

Xem thém vé phan gidi thidu Sniffer tai : http://youtu.be/Y61vSLzv-v0

Cac Cong Cu Sniffer

Sniffer khong nhirng duoc sir dung boi cac hacker ma ngay ca cac chuyén gia bao mat
hay nhiing quan tri mang cling thuong hay sir dung chung dé do tim 161, khic phuc su cb
hay tim kiém cac ludng thong tin bat thuong trén hé thong mang. Mot trong nhiing ung
dung do6 chinh 1a WireShark, ma cac phién ban cli c6 tén goi la Ethereal. Hi¢n nay,
WireShark duoc xép hang s6 1 trong danh sach cac cong cu bao mat hang dau thé gioi,
hay nhitng cong cu dugc yéu thich nhit bd cic hacker va chuyén gia bao mét binh chon
tai dia chi http://sectools.org/ bdi vi sy manh m€ cua no, ngoai ra Wiresharke con 1a irng
dung nguén mé va hoan toan mién phi, c6 thé hoat dong trén ca hé théng Windows,
Linux hay MAC.




Ngoai Wiresharke thi mot chuwong trinh ngudn m¢ khac 1a Snort ciing c¢6 kha ning hoat
dong nhu sniffer trong viéc nghe 1én cac goi tin. Tuy nhién Snort ndi tiéng vi nd 1a mot
hé théng do tim xdm pham trai phép rat hiéu qua, voi kha nang phat hién sy c6 mat cua
cac virus nhu Conflicker, cdc cudc tdn cong mang scan port, tan cong CGI, gia mao
Server Message Block (SMB) hay cac do tim OS fingerpringting.

;___;E_[ J EtherDetect Packet Sniffer L @ Ettercap
http:/fwww.etherdetect.com 'E:._;y‘ http:/fettercap sourceforge.net

dsniff f 4 Windump :
http://monkey.org http:/fwww.winpeap.org ‘

EffeTech HTTP Sniffer w SmartSniff ‘

hitp:/fwww.effetech.com http./fwww.nirsoft.net

Ntop _— EtherApe
httpe/fwwwntop.org http.//etherape.sourceforge.net
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Hinh 8.3 - Danh sach mot sb cong cu sniffer.

Active Sniff va Passive Sniff

Co6 hai dang nghe 1én trén mang la nghe 1én chu dong va nghe 1én bi ddng ma chung ta s¢
goi bang thuat ngit twong tng 14 active sniff va passive sniff. Trong hai dang nghe lén nay
thi passive sniff thuong kho phat hién hon vi hacker chi tién hanh lang nghe trén duong
truyén va bat giit lai nhirng goi tin ma khong c6 sy tac dong dang ké nao vao hé thong,
thuong thi phwong phép nay hay ng dung trong mdi trudng mang két ndi qua thiét bi
hub. Vao khoang dau nim 2011 khi toi con cong téc tai cong ty Cyrus mot nhan vién da
cb tinh chin bét cac thong diép thu dién tir ciia phong quan tri thong qua co ché Passive
Sniff nhung da bi phat hién.

Trong khi d0, active sniff hay nghe 1én chu dong tién hanh géi céc tin hiéu gia mao ARP
(Address Resolution Protocol) hay st dung cac cong cu lam cho hé théng mang hoat
dong trén nén Switch (cac bd chuyén mach) bi ngap tran cac goi tin, thong qua d6 hacker
s& danh cip nhitng dit lidu quan trong ciia ngudi ding trong qua trinh truyén. Véi phuong
phap nay hacker s&€ nhanh chong dat dwoc muc tiéu ciia minh nhung bu lai ching ta co
thé do tim va phat hién ra nhiing ai dang tién hanh tan cong.



Vay tai sao cac dang nghe 1én trén c6 thé thanh cong ? D6 1a do trong mdi truong mang
két ndi thong qua thiét bi hub thi cac goi tin duoc goi di dudi dang broadcast, nghia 1a tat
cd cac may tinh déu nhan duogc dir liéu cho du dia chi nhan c6 trung lép véi dia chi MAC
hay khong, do d6 hacker chi cin dat hé thdng vao ché do promocouse 14 c6 thé nghe 1én
duoc cac thong tin mot cach dé dang voi nhing cong cu nhu dsniff. Con d6i voi hé théng
mang sir dung Switch thi khac, ¢ tinh hudng nay cic may tinh truyen thong voi nhau theo
co ché truc tiép chir khong truyén theo dang broadcast nhu tinh hudng trén, do d6 chi co
may tinh ndo cé dia chi MAC trung khop véi dia chi dich cua goi tin méi nhan dugce cac
dir liéu truyén, lam cho hé thong it bi nghén mang ma con phong tranh duoc dang tin
cong theo hinh thuc Passive Sniff.

Thé nao 1a ARP Poisoning ?

Mic di hé thong ding switch c6 thé bao vé ban trudc dang tin cong passive sniff nhung
vé ban chét, giao thirc phan gia dia chi MAC 1a ARP rat dé bi ton thuong khi hacker sir
dung phuong phap “dau doc ARP” ma theo thuat ngir cia CEH 13 ARP Poisoning. Vay
ARP Poisoning 13 gi ma nguy hiém dén vay. Dé co thé hiéu rd cac ban nén cai thir Gng
dung Wiresharke trén mdy tinh ctia minh sau d6 gidm sat mdt qua trinh Ping don gian chi
dé goi cac thong diép ICMP ECHO Request dén mot may tinh khac trén mang chung ta
s& thay két qua tra vé néu may d6 dang hoat dong, va khi theo ddi qua cac chuong trinh
giam sat chiing ta s& thdy may truyén s& ding giao thirc ARP tung céc tin hiéu theo dang
broadcast dé hoi xem dia chi MAC cua may nhan 1a may nao ? Khi hé thdng mang hoat
dong bmh thu:ong ching ta s€ nhén dugc cau tra 101 tir chinh chu nhan cua dia chi MAC
goi vé, nhung néu c6 mot hacker dang chay tién trinh ddu doc ARP thi cac ban s& nhan
duoc két qua gia mao vé6i dia chi MAC ciia may tinh hacker théng qua nhiing cong cu
dau doc ARP hang dau nhu Cain, Ettercap. Két qué 1a thay vi may tinh chiing ta dang mo
chwong trinh duyét mail nhu ThunderBird cin két nbi dén default gateway dé truyén
thong tin dang nhép dén mail server thi cac dir liéu riéng tu nay lai goi ¢ dén cho hacker,
sau khi bat gitr tai khoan va password cua nguoi dung thi may gia mao van truyén céc dir
liéu trén dén may chu email that sy nhim bao dam phién truyén van dién ra thanh cong
va nan nhin khong hé hay biét minh da bi tan cong. Day 1a mot vi du dién hinh cta dang
tan cong Man In The Middle hay hiéu theo nghia den 13 “ngudi dan 6ng dung giira”.

Demo tcfn~céng Man In The Middle : http://voutu.be/RVn6vfYGilE
Huong dan sw dung Yahoo Monitor Sniffer : http://youtu.be/\nFBsRJS2ZY

Dé ngin ngira bi dau doc ARP cac ban can gan tinh thong tin dia chi MAC cua cac may
tinh can truyén thay vi cap nhat dong mdt cach méc dinh. Trén hé théng Windows cac
ban sir dung 1énh arp —s dé cap nhat tinh thong tin dia chi MAC cho timg mdy tinh nhu
hinh minh hoa sau day :



BN Select C:\Windm\syﬁt&mEﬂcmd.“ L= o

Microsoft Windows [Uersion 6.1.760A1 o
Copyright <c> 2807 Microsoft Corporation. All rights reserved.

C:sUsers winhXarp —s

m

Dizplays and modifies the IP—to—Physical address translation tables uszed hy
address resolution protocol <ARP)>.

ARF —= inet_addy eth_addy [if_adde]
ARF —d inet_adder [if_addr]
ARP —a [inet_addyr] [-N if_addr] [—v]

—-a Displays current ARP entries by interrogating the current
protocol data. If inet_addy iz specified, the IP and Physical
addresses for only the specified computer are displayed. If
more than one network interface wses ARP. entries for each ARP
table are displavyed.

| Same as -—a.

—u Dizplays current ARP entries in verbose mode. All invalid
entries and entries on the loop—hack interface will he shoun.

inet_addw Specifies an internet address.

—N if_addr Displays the ARPF entries for the network interface specified
hy if_adde.

Deletes the host specified by inet_addr. inet_addr may he
wildcarded with * to delete all hosts.

Adds the host and associates the Internet address inet_addr
with the Physical address eth_addr. The Physical address is
given as 6 hexadecimal bytes separated by hyphens. The entry
iz permanent.

eth_adde Specifies a physical address.

if _addr If present,. this specifies the Internet address of the
interface whose addresz translation tahle should be modified.
If not present, the first applicable interface will he used.

[Example =
> arp —s 157.55.85.212 Bf-aa—B8—-62-—cb—B? .... Adds a static entry.
> arp —a ..-- Displays the arp table.

Tuy nhién, trén cac hé théng mang 16n phwong phap nay géap nhiéu tré ngai, do d6 trén
cac hé thdng mang str dung switch cac ban nén cau hinh co ché port-base security dé cho
phép mdt dia chi MAC hoat dong trén mdi port.

Wireshark Capture Va Ung Dung B0 Loc.

Nhu da gidi thiéu trude day, Wiresharke la mot phi€n ban nang cao cua Ethereal va hoan
toan mién phi (download tai http://www.wireshark.org/download.html) . Chuong trinh
niy c6 kha ning bit giir hau hét cac goi tin truyén trén hé thong mang véi moi giao thirc
khéac nhau. Vi vy Wiresharke thuong dugc cac hacker cling nhu chuyén gia bdo mat su
dung trong qua trinh nghe 1én hay chan doan, khic phuc sy ¢6 mang. Tuy nhién, nhirng
truyén thong trén mang kha nhiéu 1lam cho két qua hién thi bi tran ngap nhiing thong tin
lam cho kho theo ddi, do d6 cac ban cin nim mot sb bo loc dé loai bdt nhirng Kkét qua
khong can thiét va chi hién thi hay bat giit cic thong tin dang quan tam. Sau day 1a mot
s6 vidu ung dung bd loc cua WireSharke :

ip.dst eq www.eccouncil.org— Thiét 1ap nay chi bat giir cic goi tin co dia chi dich 1a
trang web www.eccouncil.org
L ip.src == 192.168.1.1— Thiét lap nay chi bat giir cac goi tin dén tir may tinh c6 dia chi
IP 1a 192.168.1.1
L eth.dst eq ff:ff:ff: ff:ff: ff — Thiét 1ap nay chi bét giir cac goi tin dugc goi dudi dang
broadcast tai 16p 2 cia md hinh OSI.




Cdc ban ¢ thé tham khdo video hwdng dan vé Wiresharke va phdn tich mét qud trinh
Three-way Handshake tai : http://www.youtube.com/watch?v=520GCHgqre84

Hinh 8.4 - Huéng dan dung Wireshark

MAC Flooding

Nhu vay, cac ban da théy su khac biét cua dang tin cong passive sniff va active sniff
duoc st dung tiry theo hé thong mang dung hub hay switch. Vi co ché dau doc ARP cac
hacker c¢6 thé gia mao dia chi MAC dé bat giit cc thong tin trai phép. Ngoai phuong
phép nay thi hacker ¢ thé sir dung nhitng cong cu lam tran ngap mang boi cac géi tin
hay tin hiéu ARP gia mao dé thiét bi switch khong hoat dong duoc theo co ché truyén
tryc tiép ma phai chuyén qua cach truyén thong broadcast thong thuong nhu cac thiét b
hub vin hay dung. Diéu ndy ciing xdy ra khi hé thong mang c6 nhiéu tién trinh dau doc
ARP dang dién ra bang Ettercap, lic do cc ban s& thiy dén tin hiéu cta thiét bi switch
nhép nhay lién tuc hay thdm chi bi treo budc phai khoi dong lai thi méi hoat dong dugc.

K¥ Thuat DNS Spoofing

Spoofing c¢6 nghi la gid mao, vay thuit ngtt DNS Spoofing hay con goi la DNS poisoning
14 k¥ thuat 1a cho may chu DNS chap nhan nhitng thong tin phan giai dia chi IP gia mao
va luu trir cac thong tin nay trén dit liéu cache, sau d6 1a goi vé cho cac may tram (DNS
client) khi cdc may nay c6 nhu cau phan giai cac thong tin DNS di bi hacker gia mao. Vi
du nhu khi cic ban mudn truy cap vao trang web www.netpro.edu.vn thi lai bi phan giai
qua dia chi IP cia www.security365.vn . Diéu nay that sy nguy hiém khi ching ta truy




cap vao trang paypal hay cac tai khoan ngan hang truc tuyén dé thyc hién giao dich
nhung lai bi dan sang nhiing web gia mao c6 chu y danh cap tai khodn cua nguoi dung.
Day 1a mot hinh thirc tn cong rat nguy hiém vi nguoi dung kho ma phat hién ra mot khi
d3 “tin tuong” vao may chit DNS ma minh d4 cau hinh hay dugc cdu hinh. Dé c6 thé tin
cong theo hinh thirc ndy cac hacker s& tim cach khai thac cac may chi DNS bi 16i dé
budc chung chap nhan cac thong tin khong hop 1¢, day 1a mot hinh thirc tn cong gian
tiép nhung tac dong manh 1én két qua phan giai ciia nguoi ding.

Khong glong trong mdi truong that, ching ta co thé nghi ngo khi nhan dugc nhing chi
dan sai ¢ di dén mot noi nao do, cac may tinh hoan toan tin twong khi nhan dugc cac dap
(g tir noi ma ching cho 1a xuit phat tir nhitng ngudn tin cay. Sau ddy la mot sd ky thuat
DNS Spoofing thong dung :

L Intranet spoofing—hoat dong nhu 1a mdt thiét bi trén cung l6p mang ndi bo.
L Internet spoofing—hoat dong nhur mot thiét bi trén internet

L Proxy server DNS poisoning—thay d6i cac chi muc DNS trén proxy server dé chuyén
hudng nguoi dung dén mot tram dich khac.

L DNS cache poisoning— thay d6i chi muc DNS trén bét ki h¢ thong nao dé chuyén
hudng nguoi dung dén mot tram dich khac.

Cac Cong Cu Tén Cong DNS Spoofing

EtherFlood : Pugc st dung dé 1am tran ngap mot hé ‘ghéng Ethernet switch yé
lam n6 hoat dong nhu hub. Véi cach nay hacker cé thé bat giir tat ca nhirng truyén
thong trén 16p mang chir khong chi nhitng goi tin dugc goi va nhan tir chinh may
cua ho.

Dsniff : Gom tap hop nhiéu cong cu khic nhau c6 thé chay trén Windows va
Linux (tuy nhién khi st dung Dsniff trén Linux s€ dat hi¢u qua tot hon voi ddy du
cac tinh nang cta no6). Nhitng chirc nang ma dsniff cung cap gdm co bat gilt cac
thong diép thu dién tir voi mailsnarf, bat giit tap tin v6i filesnarf, danh cap thong
di¢p chat vo1 msgsnarf... Tuy nhién, rng dung nay chi hoat dong hiu qua trong
moi truong hub véi co ché passsive sniff, trén cac hé théng mang su dung
Ethernet switch thi dsniff khong c6 tac dung.

Packet Crafter : Dugc dung dé tao ra cic goi tin TCP/UDP di dugc tiy bién lai
vi du ddi dia chi ngudn ciia cac goi tin hay thiét 1ap cac co theo muc dich riéng
cua hacker nhu dat co RST yéu cau hé théng nhén phai reset lai cac két ndi, sira
d6i gia tri tudn ty sequence number ...

Cain & Able : Mic du dsniff mat tac dung trong moi trudng mang chuyén mach
voi thiét bi switch, nhung cac hacker c6 thé sir dung Cain & Able véi sitc manh
hon nhiéu c¢6 kha ning chin bt cac goi tin thong qua bude ddu doc ARP dé dicu



hudng cac dit liéu nhay cam vé may ciia hacker va danh cip thong tin nhay cam
ctia ngudi dung. Ngoai ra, cain & Able c6 kha ning bit ca nhirng gbi tin voice ip
ctia Skype, gia mao ching chi dién tir && thdm nhdp cac hop thu Gmail, Yahoo
hay bé khoa mat khau ciia hé thdng mang khong diy, mat khau ma héa véi MD3.

SMAC : Dung dé thay doi dia chi MAC cua mét h¢ thong, cho phép hacker gia
mao d}a chi phan cung khi tan cong vao mdt muc tiéu nao do, qua mat dugc co
ché kiém tra dua trén dia chi MAC.

MAC Changer : Cong cu dung dé thay d6i dia chi MAC trén Unix/Linux, cho
phép hacker gia mao dia chi phan cimg va ca thong tin ctia nha san xuat.

WinDNSSpoof : Mot cong cu don gidn chay trén Windows dung dé gia mao dia
thong tin DNS. Thong thuong, hacker két hop WinDNSSpoof véi mot ing dung
c6 kha ning dau doc ARP dé mang lai hidu qua cho WinDNSSpoof trén cic hé
thong mang dung thiét bi swicth.

Distributed DNS Flooder : Co kha nang goi mét sd luong 16n cac yéu cdu truy
van dén may chii DNS, tao ra mot cudc tan cong tur chéi dich vy (DOS) khién cho
méy cha DNS khong thé dép Gmg cac yéu cau that ciia may khach.

Cach Phong Chong Sniffer

Dé phong chong bi nghe 1én hay dénh cap thong tin chiing ta can can than khi truy cap tai
cac h¢ thong mang céng cong nhu san bay, quan ca phé wifi. Trong trudng hop can phai
kiém tra thu hay truy cdp thong tin bi mat trén nhitng hé thng mang khong an toan nén
sir dung co ché mi hoa hay ding VPN. Cé nhirng giai phap VPN mién phi rat hiéu qua
trong moi truong mang khong day nhu gidi phdp dung Hot Pot Shield
(http://anchorfree.com/)

Ngodi ra, cac ban c6 thé cai dat chuwong trinh do tim va phat hién cac sniffer & trén mang
nhur XARP, tmg dung nay s& canh bao ngay khi phat hién c6 mot dau hiéu kha nghi xuét
hién nhu c6 may tinh dang hoat dong & ché dd promicouse hay dang tién hanh ARP
poisoning. Céc ban c6 thé download chwong trinh XARP tai day http://www.chrisme.de

Néu hé thong mang dugc quan ly thong qua may chu Active Directory thi giai phap
phong chéng don gidn nhu di dé cap cu hinh dja chi MAC tinh di véi default gateway
cho tat ca cic may tinh thong qua chinh sach an ninh cua toan vung két hop voi mot kich
ban chay khi khai dong, dé tit ca cac may tinh dé dwoc cap nhap thong tin niy sau khi
khoi dong. Vi chung ta cap nhat thong tin nay thong qua 1énh arp —s thong thuong thi khi
may tinh khoi dong lai dir li€u trén s€ bi x0a.

Cdc ban c6 thé tham khdo bai huéng dan cia t6i vé phong chong sniffer theo co ché nay
tai dai chi http://www.youtube.com/watch?v=SfW3a-KZdPo




Tong Két

Nhu vay, trong chwong nay chung ta di thao luan vé mot chu dé rat quan trong do 1a tan
cong dudi dang nghe 1én. Cac ban di phan biét duoc thé nao 1a Active Sniff va Passive
Sniff ciing nhu thé nio 14 MAC Flooding, DNS Spoofing kém theo d6 1a nhiing gia phap
phong chdng thich hop. C6 mdt bai thuc hanh phong chdng sniffer ma toi da trinh bay
trogn chuong trinh dao tao CEH 1a sir dung cong cu AntiNetcut 3, day la rng dung chay
duoc trén hé théng Windows XP, Windows 7 va hoan toan mién phi. Khi cai dat cong cu
nay cac ban co thé bao vé minh khoi sy dom ng6 cua cac sniffer mot cach tu dong.

Trong chuong t&i ching ta sé tim hiéu vé dang tan cong phi k¥ thuat Social Engineering.
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