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Social Engineering La Gi ?

Bén canh céc bién phap tin cong bang k¥ thuat nhu
st dung cac chuong trinh tin cong thi hacker

K thuong van dung két hgp véi cac phuong phap phi
Human Stup ldltY ky thuét, tan dung cac kién thirc va ky ning xa hoi
dé dat dugc két qua nhanh chong va hiu qua hon. Va phuong phap tan cong khong duya trén
cac ky thuat hay cong cu thuan tiy nay duoc goi la Social Engineering, trong doi thyc thi
dang tdn cong nay c6 thé xem nhu 1a cac kiéu lira dao dé chién dung tai san, gia mao dé dat
duoc mot muc tiéu nao do.

There is No Patch to

C6 mdt cau chuyén thudng duoc nhic nhu 1 mot dang tin cong Social Engineering dién hinh
nhu sau “ trong mot cudc tham do tinh bao mat va sy chat ch€ trong quan Iy thong tin ctia cac
cong ty tai mot cao d¢ van phong 16n tai Wall Street, cac chuyén gia bao mat da gia dang mot
nhoém cac chuyén vién an ninh mang tién hanh mot dot khio sat va tham dinh an ninh mién
phi cho cac doanh nghi¢p thudc toa cao b¢ trén. Va trong dot thir nghiém nay cac “chuyén gia
béo mat gia dang” di yéu cAu nhan vién quan tri hé théng cia cac doanh nghiép cho phep
kiém tra céc hé thong may chu, ké ca nhirng thong tin quan trong dé dénh gia xem co 16 hdng
nao hay khong. Va két qua that dang ngac nhién, c6 dén 7/10 cong ty duoc yéu cau di cho
phép cac hacker trén tham nhap va thao tac truc tiép trén hé thong ctia minh. May ma day chi
14 cac hacker mil tring dang hoat dong v&i muc tiéu d6 luong tinh bao mat ciia doanh nghiép.

Tai Sao Cac Dang Tan Cong Social Engineering Thanh Cong ?

Cac hacker khi tién hanh cac cudc tin cong Social Engineering thuong tin dung nhirng mdi
quan hé than thiét, tin ciy ma trong méi trudng thong tin duoc goi 1a cac “trust relationship”
dé tién hanh khai thac muc tiéu. Chic hin cac ban con nhé vu Tién ST Lé biang Doanh bi
hacker dénh cap hop thu va goi mail cho tit ca dong nghiép, ban bé trong danh ba dé hoi
muon tién do dang bi ket tai nudc ngoai. Hay ching ta _cling thuorng xuyén nhén tin nhin tir
cac sO may la dé yéu cau mua gitm mot thé dién thoai roi goi mé sé dén sb cua hacker.

Vié tAn cong ndy rat hiéu qua vi danh vao diém yéu nhat trong quy trinh an toan thong tin cta
chiing ta, d6 1a sy kém hiéu biét ciia ngudi dung. Chinh vi vay dé phong chdng cac dang tin
cong nay thi doanh nghiép cin c6 nhimg chwong trinh dao tao nhiam nang cao nhan thirc an
toan thong tin cho nhan vién ctia minh.

Nhitng Kiéu Tan Cong Thong Dung Cua Social Engineering

Social Engineering dugc chia lam hai hinh thtrc chinh :
Human-based : Human-based social engineerign dua trén dua trén mdi qua hé gitra
nguoi — va — nguoi dé khai thac, thu thap thong tin nhu goi dién thoai hoi cac nhin
vién by phan ho trg ngudi dung dé thir tim céc thong tin nhay cam.
Computer-based : Computer-based Social Engineering sit dung cac chuong trinh

may tinh hay nhiing trang web dé dan du nguoi dung nhép vao céc thong tin bi mat la
tai khoan va mat khau truy cép. Dang tan cong nay thuong dugc goi 1a phissing.



Human-Based Social Engineering

Nhirng truong hop dién hinh cho dang tin

- cong nay la gia dang nhan vién hay la
lls a company’s help desk and says ‘ Céng té.C Vlén dé truy Cé.p Vé.t 1}” VﬁlO nhfi'ng
orgotten his password. He adds that

'misses the deadline on a big advertising théng tin dlIOC béO Vé. NhlI glé- dang lé-m

project, his boss might fire him.

The help desk worker feels sorry for him and . nhan vién bao tri hé théng dé dét I]hﬁp
B e phong may chu trai phép. Bén canh do

e hacker con gia 1am mot nhan vat quan
trong hay nhan vat thir ba nao d6 dé goi
dién thoai cho bo phén hd tro, nhiing quan
tri hé théng yéu cdu cung cdp céc tai
khoan quén tri nhu hinh minh hoa. Tinh hudng tin cong nay da dugc hacker Kevin Mitnick
cung cong sy trinh dlen tai dai hoi Blackhat, trong tinh hung nay anh ta da dung phan mém
gla giong nodi va ca sO dién thoai cua mot nhan vat quan tri cao cap yéu cau quan tri mang
nhic mat khau email do bj quén password, va két qua 1a hoan toan thanh cong,

Shoulder surfing : Dang tin cong nay hacker s& xem 1én thong tin mat khau ching ta nhap
vao man hinh nhu tén tai khoan, xem 1én ki ty ban phim hay ling nghe cic am thanh phat ra
khi nguoi diung gd vao dé doan xem d6 1a nhitng ki ty gi. Vi Iy do ndy ma nhiéu doanh
nghiép cho thiét ké cac tram lam viéc sao cho van bao d¢am tinh than thién nhung ngin ngira
ngudi nay c6 thé nhin thiy man hinh ciia ngudi khac.

Dumpster diving : Ciing ¢6 nhing tinh hudng cac hacker gia dang lam nhitng nguoi quét
don vé sinh, hay nhitng dong nghiép luc loi hd so ciia nhau dé tim kiém cac bi mat cong

ngh¢, nhung thong tin riéng tu va hinh thirc
el nay dugc goi la Dumpster diving. Vi vy,

cac doanh nghiép thudng trang bi cdc may
= hiry gidy dé ngin ngira cac thong tin bi mat
@ hay cac y tudng quan trong bi 10 tur cac
ST manh giéy bd. Hodc chinh sach cua cac
cong ty ndy yéu cau nhan vién khi roi khoi
ban lam viéc phai dat man hinh ché do
Screen Saver, va lat ip mat cac tai li€u
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mang tinh riéng tu ctia minh.

Mot hinh thitc nang cao khac cua social engineering 1a reverse social engineering, trong tinh
hudng nay hacker s& gida mao nhitng ngudi ¢6 du thim quyén dé truy cap thong tin mat, hay
gia v dong vai tro nhitng chuyén vién hd tro dé do hoi cac tai khoan cta nguoi ding nhu
trong vi du ma ta thy & phan trén.

Computer-Based Social Engineering

Dang tin cong computer-based social engineering bao gdm :
L E-mail attachment / Phising

L Fake website



L Popup window

Hang ngay chung ta nhan rit nhiéu email lira ddo hay con goi 13 phising mail véi nhiing
thong tin hap dan nhu cic ban vira tring mot giai thuong 1on nhu Hinh 9.1, hay duoc goi
tang thiép dién tir nhitng hinh anh qua mail dinh kém, hay lién két din dén trang web dé
ngudi dung nhin vao c6 kha ning bi 1ay nhiém virus, hodc dan dén cac trang web nguy hiém
chtra ma ddc.
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Hinh 9.1 - Mot théng diép gia mao thuong thay trén email

Doi khi cac trang web dugc lam gidng nhu nhimg trang chinh thirc nhu Paypal, Ebay,
Clickbank ... dé khi chung ta dang nhép s€ bi danh cap thong tin. Cac trang web gid mao nhu
vay goi 1a Fake Web, mot dang tan cong dién hinh cia Computer-based Social Engineering.
Ngoa1 ra, cac trang web nguy hiém con tao cac cita s6 popup vdi cac thong tin canh bao
ngudi dung bi virus, hay may tinh ciia ban d3 bi nhiém mot loai virus, yéu cau tai vé mot
chwong trinh dé quét va di nhién day 1a chuong trinh nguy hiém.

Tan Coéng Vat Ly Va Tan Cong Tir Bén Trong

Béo vé thong tin & mirc vat Iy 1a mot trong nhitng muc tiéu quan trong hang dau cta an toan
thong tin. Vi vay nhiéu t6 chirc hay doanh nghiép xay dung cac phong may chii véi hé théng
an ninh nhiam bao vé sy an toan téi da cho nhirng thiét bi quan trong. Viéc bao vé cac thiét bi
vét Iy ngoai phong chdng mat cap hay ngan khong cho ké gian xdm nhép va tuong tac vao
cac thiét bi quan trong chung ta can c6 nhitng hé thong bao dam sy 6n dinh diép ap, gitr nhiét
d6 phong ¢ mirc thich hop cho sy van hanh cua cac may chu, phong chdng chay nd theo cac
chinh sach an ninh can dugc tuan tha day du.

D6i v6i nhitng may tram hay hé thong may tinh ciia nhan vién, viéc bao dam an toan vat 1y s&
ngin ngira cac hacker Iy trom thong tin thong qua cac giao tiép USB, cai dat cac chuong
trinh nguy hiém va dé phong mét cap mdy tinh xach tay vi ddy la nhitng myc tiéu ma hacker
hay ké gian thuong nham dén. Nhitng hinh thirc nhu vay thudc dang tin cong & mirc vét ly.

Néu mot hacker khong tim duoc cach ndo dé tin cong vao muyc tidu tir bén ngoai thi ho s& tin
cong tir bén trong, déy chinh la insider attack mjt giai phap tan cong hidu qua ma cac chuyén
gia phong chong toi pham ciing thuorng str dyng. Insider Attack ngu y cac hacker tra tron hay
tham nhép vao ndi by cua cong ty, t6 chirc bang cach xin lam nhan vién cua doanh nghiép dé
tan dung loi thé tir bén trong va tién hanh céc thao tac danh cap dir liu dé dang hon. Vi vay



cd cau noi “ néu ban & bén trong, ban s€ 1a chu nhan cta hé thong mang”. Day cling 1a mot
tinh huong thudc dang tan cong vat ly.

Chiing ta d& dang nhin thiy cac tinh hudng twong tu trong cac phim anh hanh dong ma & d6
cac gian diép duoc cai cim vao hang ngii c¢d k& dich hay cac t6 chic t6i pham dé diéu tra
manh mdi. Mot vi du dién hinh d6 1a t6 chuc hacker khét tiéng hi¢én nay Anonymous da bi
chinh cac nhan vién anh ninh ctia FBI tra tron vao hang ngii ciia minh,sau d6 1an ra cac manh
mdi va danh tinh ciia nhitng thanh vién quan trong trong to chirc “4n danh” nay, lam cho hon
25 thanh vién chii chdt di bi bét giam trong d6 c¢6 ca thii linh mang biét danh Sector404.

Hinh 9.2 - M6t thanh vién cia to chirc hacker Anonymous
Identity Theft

Identuty Theft noi dén viéc danh ca‘ip dinh danh cua nguoi dung bao gém tur vi€c an trom mat
khau email, tai khoan ngan hang cho dén vi¢c lay cap cac thé kiém tra an ninh dé dot nhap
vao nhitng khu vuc dugce bao vé.

Online Scam

Mot sb trang web dua ra cac thong tin gia mao dé dan du ngudi dung nhap vao dia chi email
va mat khau. Nhu cic tinh hudng hacker goi link chua hinh anh qua Yahoo ! Messenger va
khi chung ta click vao s& dugc dian dén mot trang web yéu cau nhdp vao email va password
ctia hop thu Yahoo dé ¢ thé xem hinh anh nay, rd rang day Ia cac trang web Fake (website
gid mao, lira d40) nén khi chiing ta nhap thong tin vao s& bi cac hacker danh cip.

Hinh thuc nay con xay ra khi hacker goi nhitng email c¢6 chua ma ddc dugc nhiing trong tap
tin dinh kém, cac chwong trinh nguy hiém nay c6 thé 1a virus, trojan hay key logger danh cép
cac thong tin ma chung ta nhap vao tir ban phim. Nhu trong vi du sau s& minh hoa vé& mot
email scam c6 chira cac chuong trinh nguy hiém trong tap tin dinh kém.



Mail server report.

Our firewall determined the e-mails containing worm copies are being sent from
your computer.

Nowadays it happens from many computers, because this is a new virus type
(Network Worms).

Using the new bug in the Windows, these viruses infect the computer
unnoticeably.

After the penetrating into the computer the virus harvests all the e-mail
addresses and sends the copies of itself to these e-mail addresses

Please install updates for worm elimination and your computer restoring.
Best regards,

Customer support service

Noi dung thong diép nay twong ty nhu nhiéu email lra dao khac yéu cau ngudi ding thay do1
tén va mat khau truy cap vao cic tai khoan quan trong Paypal, E- gold ... ma ching ta van
thuong nhan dwoc. Bén canh hinh thirc Email Attachment thi mot s6 trang web den hay hién
thi nhitng Popup (cita s6) canh bao chung ta bi nhiém virus, hay ban vira c6 mot email mai
dé khi nhdp vao thi s& dugc chuyén hudng dén mot trang web khac chua nhitng ndi dung
nguy hiém hay cic trang web quang céo.

URL Obfuscation

URL 1a Uniform Resource Locator thudng dugc nhdp vao trinh duyét dé két ndi dén cac
trang web. Va thay vi dua ra duong din dén trang web ma ngudi ding can truy cp thi cac
hacker s& ¢6 tinh thay d6i cac dudng dan url ndy dén mot trang web gia mao khac dé lay cip
thong tin ma nguoi dung khong nhan ra do céac lién két nay thuong dugc an dudi dang mot
hyper link trong céc tip tin word hay pdf, ddy la hinh thirc tan cong theo kiéu URL
Obfuscation.

Phong Chéng Social Engineering Nhu Thé Nao ?

bé phong chdng bi tdn cong Social Engineering chiing ta can nang cao nhan thirc va kién
thirc vé& an toan thong tin cho ngudi st dung thong qua cac budi huan luyén va cac chuong
trinh dao tao.

Bén canh d6, trong mdi td chirc can ¢6 mot chinh sach an ninh chit ché két hop voi nhitng
bién phap ché tai dé han ché va ngin ngira nhitng hanh vi xdm pham thong tin trai phép.
Chinh vi Iy do ndy ma trong cac mo hinh phong thii theo chiéu sau dé bao vé thong tin thi 16p
chinh sich bao mat luén dugc nhin manh va bao trim 1én tit ca cac 16p phong thu vat Iy
khac, dong thoi qué trinh hudn luyén nguoi dung duge xem nhu 1a hanh dong quan trong
hang dau trong cong tac bao vé an toan thong tin.

Ngoai viéc bao v€ cac dir liéu thi chung ta can bao vé cac thiét bi luu trir, vin hanh hé théng
thong tin nhu dia ctng, may chii, hé thong truyén dan nhu cap truyén, mang wifi nham tranh
su twong tac truc tiép ciia hacker. Mot trong cac phuong phap dé bao vé vat Iy 1a ngan khong
cho sy xdm nhap trai phép voi nhitng thong bao nhu “khdng phan sy mién vao” , dé ra chinh
sach sir dung thiét bj thich hop phong bi mat mat dit liéu qua cac dudng truyén internet,
duong két ndi dial-up hay 6 cim USB. Va ciing can luu ¥, nhitng nhan vién cta cong ty hay



nhitng nguoi lam viée ban thdi gian déu co thé 1a nhirng hacker nguy hiém c6 kha ning tan
cong vat ly vao h¢ thong.

Bén canh nhiing tic nhan con ngudi, thi cic yéu té dén tir thién nhién nhu hda hoan, dong dat
ciing 12 cac yéu t6 hang dau cho nguy co mat an toan thong tin, nhu tham hoa 11/9 1a mot vi
du dién hinh. Do d6 chung ta can c6 mot ké hoach bao dam tinh lién tuc va phuc hoi tham
hoa thong qua céac g1a1 phap sao luu, xay dung cac h¢ thong du phong dap ng cac yéu cau
ctia t6 chirc. Va cubi cung, nhirng tac nhan den tur moi truong nhu ngudn dién, nhi¢t do ciing
cd thé dem dén nhitng mdi nguy h1em vé mat mat thong tin do d6 trong vai tro CEH ching ta
can lyu y dén nhung tac dong nay, can c6 cac hé thong 6n dinh ngudn dién, hé thong dién du
phong, hé thong dleu hoa nhi¢t 9. Tham chi, nhiéu doanh nghiép con Gmg dung quy luét
phong thuy trong vin dé sap dat tir vi tri workstation cho dén cic méy tinh, may chi nham

dem dén sy hoa hop gitta moi truong va co s vat chét va tao ra su thuén loi trong cong viéc
kinh doanh.

Day chinh 13 nhirng vin d& ma cac ban can cha ¥ trong chuong Social Engineering va dé
phong tan cong vat ly.

Tong Két

Qua chuong nay ching ta da nim mot s6 khai niém quan trong nhu dang tan cong Social
engineering ng dung cac ky nang xa hoi, dung mdi quan hé con nguoi dé thu thap tin can
thiét phuc vu cho nhirng cudc tin cong ph1a sau. Viéc cac cudc tn cong social engineering co
thé thanh cong 1a do danh vao diém yéu cuia con ngudi. Cac budc thyc hién mot cue tan
cong Social engineering goém : Thu thap thong tin, chon muc tiéu, tin cong. Ngoai ra, cac
ban ciing d4 tim hiéu nhitng vin d¢ Insider Attack, Indentify Theft, Online Scam, Phising. ..

Va cubi cung 1a dé phong chdng lai kiéu tin cong nay, ching ta can phai dao tao, huan luyén
nguoi dung dé nang cao nhan thirc vé an toan thong tin cho ho.






