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Tan Coéng DoS La Gi ?

Mot khi khong thé tim duoc cach thirc xAm nhap vao hé théng muc tiéu bang cach do tim
va khai thac 101 thi cac hacker s€ a4p dung phuong phap tan cong tur choi dich vu hay con
goi la Denial of Service (DoS).

« customer . DoS la dang tdn cong lam cho cac hé thong
: may chu, trang web bi té liét khong thé dap
mg lai cac yéu cau cta nguoi ding. Pay la
mot trong cac hinh thic tin cong dem lai
hiéu qua cao cho céac hacker cling nhu 1a giai
phap sau cung néu nhu khong tim dugc cach
nao dot nhdp vao myc ti€u. DOS danh vao
ban chat ty nhién cia mot qua trinh truyén
: thong ctia client va server, néu c6 quéa nhiéu
Hacker S clicent truy cap thi server s€ bi qua tai, budc
long phai tur chdi cac yéu cau truy cap khéc.
Trong vai tro cua mét CEH cac ban can hiéu 1d vé DoS va DDoS, déy 1a nhitng thuat ngi
rat hay dugc nhic dén trong cac ki thi ldy chung chi hacker mii trang nay.

C6 kha nhiéu tinh hudng tin cong DoS dugc nhic dén trén cac phuong tién truyén thong
gan ddy, vi du nhu BKAV bi tan cong tir chdi dich vu lam cho website khong thé truy cap
vao ngay 6/2/2012 hay trang web cta Cuc Tinh bao Trung wong My da bi ha guc sudt
dém 10/2/2012 (gid VN), hiu qua ciia mot vu tan cong tir chdi dich vu c¢6 chu dich
(DDoS). Mot tai khoan Twitter tuyén bd chinh nhém hacker khét tiéng Anonymous da
gy ra vu viéc (theo tin tir VietnamNet).

Sau ddy la mot s6 dang tin cong tir chdi dich vu ma cac hacker thudng sir dung :

- Lam tran ngap h¢ thdng mang bang s6 luong rit 16n cia cac dit liéu truyén, khién
cho cac giao dich thong thuong khac khong thé thyc hién duogc. Vi du vao khoang
cudi nam 2012 va dau nam 2011 cac hé thong mang trong nhiéu cong ty va to
chirc bi té liét khién cho nguoi dung khong thé két ndi dén may chu hay truy cip
internet do nhidu may tinh bi liy nhidm virus conflicker. Vo thoi gian nay t6i c6
nhén duoc kha nhiéu yéu ciu hd trg xir 1y ciing nhu phat hién ‘nguyén nhan trén,

voi giai phap cai dat nhitng ng dung nhu Wiresharke dé phan tich duong
truyen thi nhan thay rang cac ludng dir lidu dé xuat phat tir nhirng may bi nhiém
mot loat virus co nhiéu tén goi khac nhau 1a conflicker hay kido ..Virus trén lay
nhiém vao cac hé théng Windows do thiéu cai dat mot ban va 16i co tén la
Microsoft Security Bulletin MS08-067.

- Ngit két ndi giita hai may tinh, ngan khéng cho may khach truy cip cac dich vu
trén may chu.

- Chan mot host nao dé khong cho truy cap dich vu.

- Ngit cac dap Gmg d6i voi mot hé thdng hay nguoi ding.



C6 nhiéu loai cong cu tin cong DoS khac nhau va mdi loai sir dung nhing co ché riéng
dé 1am tran ngap hé thong nhung két qua cudi cung van 1a nhu nhau — lam cho hé thong
muc tiéu tré nén qua ban ron hay bi qua tai ma khong thé dap img dugc cac yéu cau cua
nguoi dung, va mot khi khong thé dap ung dugc nhing yéu cau nay s& lam thiét hai vé
mit kinh té, uy tin cho don vi chi quan ciia trang web bi tan cong (thuong thi DoS hay
nhdm vao cic trang web co chirc nang kinh doanh tryc tuyén, tmg dung thuong mai dién
tr). Vi du nhu vao cac ki dai hoi thé thao dién ra nhu Euro, WorldCup thi cac nha cai nhu
Bet365.Com, SportingBet ... co rat nhiéu khach hang dang ki tham gia du doan két qua
ctia nhirng trn cau néng bong den dén cac ngudn loi khong 10. Va cac hacker biét rat rd
nhitng diéu nay, chinh vi vy ho thuong him doa nhiing nha ci trén s& tan cong DoS /
DDoS lam té liét trang web ngin khong cho khach hang truy cap, con néu khong mudn bi
tan cong thi phai dong y tra cho cac hacker mot khoan tién 16n. Hinh thic tong tién nay
dugc cac bang nhom toi pham mang wa chudng vi dem dén hiéu qua cao.

Luwu ¥ : DoS 1a dang tdn cong khi hacker st dung mot may tinh dé tién hanh, con
DDoS hay Distribute Denial of Services (tin cong tir chdi dich vu phén tan) 1a khi
hacker tién hanh tin c6ng DoS tir nhidu may tinh khac nhau, thong thudng 1a mot
hé thong mang botnet.

Vay thi cdc hacker thuong s dung cac cong cu nao dé tan cong DoS, dudi day 1a mot s6
ung dung dién hinh :

- Ping of Death : Céc cong cu tan cong Ping of Death goi nhiéu goi tin IP véi kich
thudc 16n dén muyc tiéu lam cho cic may nay phai mét nhidu thoi gian va tai
nguyén hé théng dé xur 1y, két qua 1a khong thé dap ing duogc cac yéu cau két ndi
thong thudng ctia nhitng may tinh khac dan dén bi tir chdi dich vu.

- LAND Attack : Nhiing cong cu c6 chirc ning tan cong LAND Attack s& goi cac
goi tin ¢6 dia chi IP trung lip véi cac dia chi IP dich khién cho viéc xir Iy cac yéu
cau niy co thé dan dén tinh trang bi lap lai (loop) va khong thé tiép nhan thém cac
yéu cau truy cap khac.

- WinNuke : Chuong trinh nay tim kiém cic may tinh dang mo port 139 dé goi
cac goi tin IP rac dén muc tiéu. Dang tin c6ng nay con dugc goi la Out of Bound
(OOB) va lam tran ngdp bo nhé dém cua giao thirc IP.

- CPU Hog : Cong cu nay lam qué tai ngudn tai nguyén CPU ciia cic may bi tin
cong .

- Bubonic : La cong cu DoS hoat dong bang cach goi cac goi tin TCP v6i nhitng
thiét 1ap ngu nhién lam cho muc tiéu bi tan cong bi qué tii hay tham chi bi gay
do.

- RPC Locator : Bay la mét dich vu nhay cam néu nhu khong duogc va 18i co kha
ning bi tan cong gy tran by dém. Dich vu nay hoat dong trén cac h¢ thong
Windows dé phan ph01 cac ban cai dat hay mg dung tren toan h¢ thong, day ciing
1a mot dich vu d& bi tan cong gay ra tinh trang tur chdi dich vu trén cac may chu.

- Ngoai ra con co cac cong cu nhu SSPing hay Targa co thé goi cac goi tin vai
kich thuoc 16n dén muyc tiéu lam té liét kha ning dap tng cling nhu xtr 1y cac dit
liéu nay, didu d6 ciing co nghia nan nhan s& khong thé tiép nhan cac yéu cau khac
din dén tinh trang “tu chdi dich vu”.



Co Ché Hoat bong Cua DDoS

Tuy nhién, cac cudc tan cong ma cic ban thuong nghe trén nhirng phuong trién truyén
thong thuong s dung nhiing cong cu khac. Cac cudc tan cong ndy la DDoS, hinh thire
ndy sir dung cac hé thong mang may tinh “ma” goi la botnet, va mdi may tram trong h¢
thong nay goi 1a mot bot hay zombie da dugc cac hacker cai dit trojan c6 thé didu khién
tir xa thong qua kénh IRC hay nhirng dit liéu tap trung (c6 thé 1a mot tap tin diéu khién
dit trén mot trang web nao d6 nhu Hinh 10.1). M6t trong nhitng vi du tin céng cua hinh
thirc nay 13 hacker DanTruongX di tin cong vao trang web cua cong ty VietCo dugc phat
hién bdi cac chuyén gia BKAV trude day.
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Hinh 10.1 - Tap tin diéu khién cic may tinh trong mang botnet
Thong thudng DDoS gdm c6 3 thanh phén :

- Master hay Handler : Chuong trinh dung dé diéu khién.

- Slave hay zombie, bot 1a cic may tinh bi cai dit hay 1dy nhiém cic chwong trinh
nguy hiém va bi diéu khién boi cac master / handler.

- Victim : Nhitng muyc tiéu bi tdn cong tir chdi dich vu.

Trong cac cudc tin cong DDoS gan day hacker thuong st dung cong cu Low Orbit Ion
Cannon (LOIC). Hién nay, nhom hacker hang dau thé gioi 1a Anonymous s€ phat trién
mot ung dung mdi c6 tdc dung manh mé hon c6 tén la #RefRef dé thay thé cho LOIC.

Vay tng dung DDoS diu tién dugc st dung 1a chuong trinh nao, c¢6 1& 1a Trojan
SubSeven. Trong mdt bai tudng thudt trén website cua minh, chuyén gia bdo mat noi
tiéng hi¢én 1a Webmaster cia www.grc.com c¢6 ké lai mét 1an anh ta vo tinh goi mot



hacker tré tudi 1 script kiddi, mot thuat ngit am chi nhitng k& chi biét sir dung cong cu dé
khai thac ma khong c6 sy hiéu biét chuyén sau ciia hacker diing nghia. Piéu nay da lam
hacker tré tudi trén bi cham tir Gi va anh ta da cung véi mot ngudi ban phat trién cong cu
c6 tén goi 1a Sub Seven, sau d6 cai dit cling nhu 1y nhidm trén mot sb lwong 16n cac may
tinh tao thanh hé théng botnet manh meg. Tiép theo, anh ta cling véi nguoi ban cod
nickname hellfire cia minh da cting diéu khién hé théng bomnet trén qua kénh IRC khoi
dong cac cudc tin cong tur chdi dich vu lam cho trang web grc.com bi té€ 1i€t trong mot
thoi gian dai. Sau cung, webmaster cua GRC ciing 1a mdt hacker 130 luyén da phai tu
minh do tim ra thii pham va goi dén hacker tré tubi nay 10i xin 15i cho nhan xét vo tinh
ctia minh, dong thoi ciing dua ra canh céo lién quan dén hinh phat ctia luat phap danh cho
nhing ké tin cong) dé yéu cau nging tat ca nhitng cudc tin cong trén.
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Hinh 10.2 - Giao dién ctia Low Orbit Ion Cannon

Ngoai cach st dung botnet thi mot ) cong cu van duoc cac hacker ung dung dé tién hanh
tan cong DDoS nhu Trinoo, mét ing dung co thé goi cac dir liéu s dung giao thirc van
chuyén User Datagram Protocol (UDP) véi dia chi gbe dugce gia mao hay s dung mot
danh sach cac IP khac nhau, 1am cho muyc tiéu bi tin cong phai vat va trong qua trinh dap
ing lai cdc dia chi gia nay ma khong hé biét d6 chi la nhitng thong tin gia vi Iy do UDP
la mot giao thire thiéu tin cay khong c6 co ché kiém tra ddy du cho tinh hop 1¢ cta IP
nguédn. Trinoo hoat dong trén nén Linux, trén Windows c6 phién ban tuong tw goi la
WinTrinoo hay bién thé khac cta né 1a Sharf.

Bén canh Trinoo con ¢6 Tribal Flood Netowrk (TFN) c6 kha nang lam suy yéu tai nguyén
ciing nhu bang thong cta cic hé théng muc tidu thong qua viéc goi sb luong 16n cac gbi
tin UDP va ca ICMP. Nhung viéc goi nhiéu dix li¢u theo cach nay hi¢n nay rat dé bi nhan
dang cho nén TFN di nang cap 1én phién ban TFN2 dé cho kho bi phat hién hon
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Hinh 10.3 — Céc cong cu DoS khac nhu DoSHTTP, Sput, PHP DOS ...

SMURF Attack

Day 1a hinh thtc tn cong kha lac hau va vo hi¢u ddi véi cac hé théng hién nay. Dang tan
cong Smurf s& goi mot s6 luong 10n cac yéu céu ICMP ECHO Request (Ping) dén nhiéu
muc tiéu theo dang broadcast v6i dia chi ngudn gia mao, dleu ndy s& lam phat sinh sd
luong 16n cac dap ung cua cac mdy tinh nhan duogc yéu cau cliia may tdn cong dan dén
bang thong bi chiém dung va hé théng mang may tinh c6 kha ning té liét.

“SYN” Flooding

Khong nhu UDP la mét giao thirc van chuyén thiéu tin cay, TCP la giao thirc tin cdy hon
trong truyen thong voi quy trinh bt tay ba budc Three-way handshake chat ché. Khi mot
may tinh can két n01 s€ go1 nhirng tin hiéu yéu cau dong bd hoa 1a cac co SYN. Nhung khi
co qua nhiéu yéu cau dugc dong bd dugc tao ra boi cac hacker thong qua nhirng cong cu
tan cong thi may nhan s€ bi qua tai voi viée dap img va khong thé tiép nhan thém cac yéu
cau két ndi hop 16 khac. Pay chinh 1a dang tdn cong SYN Flooding.

Phong Chéng Tan Cong Tir Choi Dich Vu Nhu Thé Nao ?

C6 nhiéu cach thirc d& nhan biét va phong chdng bi tn cong tir chdi dich vu khac nhau.
Trude tién chung ta cdn va nhitng 16 hdng bao mat cia cac dich vu hay tng dung dang
chay trén may chu dé tranh bi hacker loi dung tan cong tur chéi dich vu nhu RPC Locator
service. Sau ddy 1a mot sb giai phap can dugc quan tim :



Network-lngress filtering : Tat ca cac hé théng hay thiét bi cung cp nhiing két
ndi va truy cdp mang can thuc hién co ché loc Network-infgress filtering nhim
loai bo cac ludn dir lidu xuét phat tir cac dia chi gia mao, c6 nguodn goc khong rd
rang. Didu nay khong ngin ngira duge cac cudc tan cong nhung ¢ thé gitip ching
ta chin ding ching ciing nhu c¢6 thé truy tim khi c6 nhitng hanh dong trai phép
dién ra. Céac thiét bi dang nay nhu Cisco IPS Source IP Reputation Filtering,
Black Hole Filtering ...

Rate-limiting network system : Nhiéu bo dinh tuyén hién nay cé kha ning han
ché va kiém soat bang thong trén nhitng giao thirc khac nhau, k¥ thuat nay con
duoc goi 1a trafic shapping.

Instruction Detect System : Trién khai cac hé théng do tim xdm pham trai phép
dé phat hién kip thoi cac luong truyén thong nguy hiém, nhirng cudc tan cong hay
cac virus / worm lan truyén trén mang. Mot trong cac ing dung IDS ngudén mo
duoc st dung phd bién nhu Snort (www.snort.org).

Str dung cong cu Host-auditing : Mot sO chuong trinh ¢6 kha nang quét cac tap
tin trén hé thong dé tim ra cac cong cu tan cong DDoS hay cic chuong trinh
botnet nguy hiém.

Sir dung cong cu Network-auditing : Chay cic chuong trinh quét mang dé phat
hién cac agent (cac thanh vién cua mang botner) va loai bé chung.

St dung cic chwong trinh do tim cong cu DoS : Thuong xuyén quét tim cac

cong cu DoS trén hé thong voi nhitng chuong trinh thich hop nhu Find_ddos,
SARA, Zombi Zapper dé phat hién va xir 1y kip thoi cac mam mdng gy nén sy cb
tr chdi dich vu.

Tﬁt cac dich vu khong cin thiét : Pong cac cong hay tat nhitng dich vu khong
can thiét hay han ché sy dung nhitng chirc nang nhu get, strepy ...

Céu hinh firewall dé chiin tit ca céc tin hi¢u ICMP tir bén ngoai.

Thuong xuyén cap nhit hé théng : Cap nhat cac ban va 16i mdi nhat cho hé
thong va tmg dung lién quan.

Sir dung cic h¢ thong bio vé DDoS chuyén dung nhu IntelliGuard DDoS
Protection System (DPS) hay c4c chuong trinh phong chong DDoS nhu Hinh 10.4
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Hinh 10.4 - M6t s cong cu phong chdng DoS/DDoS

Tong Két

Chwong nay di trinh bay vé cac dang tin cong nguy hiém hang dau hién nay 1a DoS va
DDoS cung nhitng cong cu dién hinh ma cic ban cin ghi nhd. Can phan biét sy khac
nhau ciia tan cong tir chdi dich vu thong thuong va tan cong tur chéi dich vy theo m6 hinh
phan tan, luu ¥ cac cong cu va bién phap do tim, phong chéng bi tin cong DoS / DDoS.
Thuong xuyén kiém tra cac 16 hong bao mat va cap nhat cac ban va 16i kip thoi. Trong
chuong tiép theo ching ta s& tim hiéu vé Session Hijacking.




