Module 11

Session Hijacking
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Session Hijacking La Gi ?

Tlep theo, chung ta s& tim hiéu vé chu dé Session Hijacking, mot hinh thirc tin cong phd
bién nhiam vao cac nguoi ding mang xa hoi nhu Facebook hay nhirng hop thu Gmail,
Yahoo. Session Hijacking la hinh thirc tdn céng vao phién lam viéc giita client va server
cdach déanh cdp cookie ciia nguoi sit dung sau khi ho da qua buée xdc thie véi mdy chil,
sau dé sé chiém quyén diéu khién ciia phién lam viéc nay. Session 14 thuat ngir noi dén
mot phién két ndi gitra hai may tinh trén hé thong mang thuong dugc duy tri boi cac gia
tri nhu thoi gian tdn tai cua session, thong tin cookie cua trinh duyét hay cac thé bai thich
hop. Céc ban c¢6 thé xem lai phan gi6i thiéu vé phién lam viéc va qua trinh three-way
handshake & nhitng chuong trudce.

Trong dai hdi Blackhat nam 2009 mot hacker da 1am ngd ngang khan thinh gia vi da trinh
dién tryc tiép mot phuong phap dot nhap vao hop thu ciia phong vién BBC dang tham du
hoi thao va gai thu trude mit cir toa trong hoi trudng. Phuwong phép tan cong nay duoc
chuyén gia bao mat trén dit tén 1a Side jacking, mot thuat ngir khong thay xuét hién trong
CEH nhung ciing thudc dang tin cong Session Hijacking.

Phan bi¢t Spoofing va Hijacking

T4n cong spoofing khic voi dang tin cong hijacking. Vi trong tinh huong tan cong
spoofing cac hacker s& nghe 1én dit liéu truyén trén mang tir nguoi goi dén noi nhan sau
do6 st dung céc thong tin thu thap dugc gida mao dia chi (hodc s dung ngay cac dia chi da
ldy trom) nhim qua mit céc hé théng kiém tra. Trong khi d6 hinh thirc tin cong hijacking
s& lam cho két n6i ciia nan nhan dén may chu bi ngat khi di xac thyc thanh cong sau do
cudp lay phién lam viéc nay ciia nguoi ding nham vugt qua bude kiém tra ciia may chu.

Qua trinh tan cong Session Hijacking gdm c6 ba budc nhu sau :

- Do Tim Session : Hacker s& do tim céc session dang mé va tinh toan gia tri tuan
tur ctia goi tin tiép theo.

- Tai Dong Bo Két Nbi : Hacker goi cac tin hiéu TCP reset (RST) hay FIN dé yéu
cau khoi dong lai qua trinh két ndi ddng thoi dong phién lam viée cil.

- Cheén Cac Packet Tan Cong : lic nay hacker s& goi dén may chii nhitng goi tin
TCP v6i s6 hiéu tuan ty da duoc tinh toan thich hop véi phién lam viée do d6 may
chii s& chip nhan nhitng thong tin ndy gidng nhu 1a cac dir liéu hop 1¢ tiép theo
ctia ngudi ding bi tdn cong. Nghia 13, khi nay cc hacker c6 thé goi di mot thong
diép trén chinh Wall cia nan nhan bang tai khoan Facebook ciia ngudi bi tan
cong nhu Hinh 11.1
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Hinh 11.1 — Tinh hudng tin cong Hijacking bang Add-on Firesheep cii trén Firefox,
truy cdp vao session Facebook cia mdt nguoi dung khac trén cung mang, sau dé goi
thong di€p Post By FireSheep.

Céc dang tan cong Session Hijacking

Co hai dang Session Hijacking d6 1a chi dfng va bi dong. Khac biét chinh giira hai hinh
thirc hijacking nay phu thudc vao sy tac dong cua hacker Ién phién lam vi¢c cua nguoi stir
dung trong moi trudng mang. O trang thai chi dong hacker s& tim cac ph1en lam viéc
dang hoat dong va chiém doat n6 thong qua cic cong cu va tinh toan cac gia tri tuan tu
cta goi tin trong TCP session. Ngugc lai, ¢ tinh hudng tén cong hijacking thu dong thi
cac ké tan cong chi theo ddi va ghi lai tat ca nhirng truyen thong dugc gdi bdi nguoi s
dung hop 1&, cac ban co thé thdy tinh hudng nay rat giong voi nghe 1én vi n6 s& thu thép
cac thong tin quan trong cua ngudi dung nhu mat khau ding nhap dé tién hanh xac thyc
cho cac lan x4m nhap trai phép sau nay trén mot session khac.

Three-Way Handshake

Chure ndng chinh ctia TCP trong m6 hinh OSI 1a van chuyén cac gbi tin gibng nhu tén goi
cua né 1a Transmission Control Protocol. Pé thyc diéu nay TCP st dung cac gOi tin bao
nhan (ACK) cung vé6i sd hiéu tudn ty (sequence number). Tan dung cac sd hleu nay la
mot trong nhitng diém then chét cia TCP Session Hijacking, do d6 dé hiéu rd vé dang tan
cong nay cac ban can xem lai cac khai niém co ban ctia qua trinh bit tay ba budc da trinh
bay trong phan diu cua gi4o trinh :



1. Khi nguoi dung hop 1¢ khoi tao mét két ndi dén may chu vi du két ndi dén trang
Facebook dé lién lac voi ban bé hay Flickr dé chia s& hinh anh véi nguoi than thi
may tinh cta anh ta s& goi mot goi tin ¢ chira tin hiéu SYN yéu cau dong b va
mot gia tri ISN (Initial Sequence Number) ban dau .

2. May chii Facebook hay Flickr tiép nhan géi tin ndy va phan hdi bang mot thong
diép duoc thi€t 1ap bang co SYN cung v61 ISBN cia may chu, kém theo do 1a co
ACK dugc xac dinh véi s6 hi€u duge khoi tao cia ngudi goi cong thém 1.

3. Tiép theo may tinh ciia ngudi ding hop 1¢ s& thong bao bing g01 tin voi c& Ack
duoc thiét 1ap cing voi gia tri ISN ctia may chu cong thém 1 dé bat dau phién lam
viéc.

Két ndi nay c6 khd ndng bi dong khi hét thoi gian do mang bi lag (bi tré) hay két ndi c6
the bi ket thic khi nhan dugc cac yéu cau la nhiing goéi tin voi cd FIN hay RST dugce dat.

Khi nhan duoc tin hiéu RST thi két ndi s& bi dong va tit ca cac goi tin tiép theo bj tir
chdi, con khi nhan dugce tin hiéu dong b@ing cO FIN thi cac goi tin dang xur ly van duoc
tiép nhan cho dén khi hoan tat thi két ndi mai két thuc. Va viée goi nhiing tin hiéu voi co
FIN hay RST la phuong phap chinh ma céc hijacker (nhiing hacker tan cong hijacking)
sir dung dé dong cac session cua client voi server va sau d6 chiém quyén diéu khién,
hoat dong nhu la client hop I€.

Hacker Dy Poan Cac S6 Hiéu Tuan Ty Nhu Thé Nao ?

TCP 1a mot giao thire hudng lién két co nhiém vu tong ‘hop cac goi tin (packet) bi phén
ménh khi truyén thanh di liéu gdc. Vi vay mdi packet can dugc cip mot gia tri duy nhat
theo thir tu goi 1a sequence nember (SN), ngoai ra mdi packet con duoc gan gia tri
session dé may nhan c6 thé hop nhit cac ludng packet thanh dir liéu gdc ban dau. Néu cac
packet khong dén dich theo mot trat tu nhu ban dau thi sequence number s€ gitip cho viéc
sap xEp chung theo dung trinh tw. Ngoai ra, mot hé thong khoi tao TCP session bang
cach gai goi tin véi cd SYN duoc thiét 1ap va goi tin nay duoc goi la synchronize packet
c6 chira céc gia tri khoi tao ISN (Initial Sequence Number) nhu Hinh 11.2.
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Hinh 11.2 — Ciu triic cia goi tin

Va khi cac gobi tin c6 chura thong tin bado nhan ACK dugc goi di thi cac may tinh s su
dung s6 SN ciia ACK nay cong thém mot don vi. Ciing luu ¥ 13 viée cong mot nay chi ap
dung trong qua trinh three-way handshake, voi cac truyén thong khac thi gia tri cong
thém bang véi kich thugc ciia goi tin, vi du chiing ta truyén 45 byte dit liéu thi ACK dap
mg s& liy sb SN ciia ACK nhén cong véi 45.

- < SYN/ACK  Seq:7000, Ack: 4001

ACK  Seq: 4002, Ack :7001

.............................................................. LT

Bob
Hinh 11.3 - Tién trinh bét tay 3 budc three-way handshake

Nim dugc co ché niy clia qua trinh bat tay ba budc hacker di tao ra cac cong cu co thé
xac dinh gia tri SN ctia nhirng goi tin, trude tién hacker s& nghe 1én truyén thong giita hai
may tinh dé rdi xac dinh gia tri ISN va tinh ra gié tri tiép theo. Tuy nhién day khong phai
la mét viéc don gidn nhu khi ching ta trinh bay nguyén tit hoat dong cua ching vi cac
g6i tin di chuyén voi tbe do cuc nhanh, néu nhu hacker khong sniff (nghe 1én) duoc goi
tin thi ho ciing khong thé tién hanh tan cong Session Hijacking. Vi vay hau hét cac cong
cu tan cong Session Hijacking théng dung déu kém theo tmg dung cho phép nghe 1én cac
g6i tin nham xac dinh ra gia tri SN.

Vi dy khi hacker tan cong Side jacking trong moi truong wifi sir dung bo cong cu gom
hai chuong trinh 1a ferret.exe va hamster.exe (http://erratasec.blogspot.com) , trong dé
ferret c6 nhiém vu nghe 1én thong tin trén mang wifi.
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Hinh 11.4 - Attacker nghe 1én duong truyén khi tan cong Session Hijacking

Sau khi nghe 1én dit liéu truyén va xac dinh dugc gia tri SN ké tiép thi cac chwong trinh
tan cong s& tién hanh gia mao dia chi IP (IP Spoofing) ciia hé thong hop 1¢ da khoi tao
session véi may cha roi gdi cac goi tin véi gia tri SN thich hgp nham sir dung session da
duogc tao ra va vuot qua qud trinh xac thyc. Nhu vay cac ban sé dat cau hoi la néu nhu ca
may tdn cong va nan nhin cing goi cac goi tin véi gia tri SN thich hop thi sao ? Thuong
thi hacker s€ chay cac chuong trinh lam cho mdy tinh cua nan nhan bi reset lai két ndi
bang cach goi cac goi tin voi co RST duoc dit.

Cac Budce Trong Qua Trinh Session Hijacking
D¢ tién hanh tn cong Session Hijacking thi hacker can thyc hién cac budc sau :

- Tracking Session : Trong budc nay hacker can xac dinh cac session dang hoat
dong va tinh dugc gia tri SN ket tiép clia goi tin.

- Desynchronizing : Hacker tién hanh dong két ndi cia nan nhan dé chiém toan bo
session ctia ho théng qua cac cong DoS hay goi nhiing tin hiéu reset dén may tinh
nguoi dung.

- Géi Cac Goi Tin Pia Puoc Cheén Gia Tri SN Hop Lé Pén May Chi : Két ndi
nhu nguoi dung da xac thuc.

Cac Cong Cu Tan Cong Session Hijacking

C6 kha nhiéu cong cu c6 thé tién hanh tin cong Session Hijacking di duoc phét trién
trudc day nhu Juggernaut chuyén sniff caic TCP session trong mdi trudng mang hoat
dong voi hub. Hodc Hunt véi chirc ning gia mao dia chi MAC véi co ché ARP spoofing,
reset va giam sat cac két ndi, nghe 1én dudng truyén.



Hién nay, nhiéu cong cu manh mé khac duoc phat trién gitp cho hacker co thé tién hanh
t4n cong Session Hijacking d& dang hon. Trong s6 d6 phai ké dén Burp Suite, tmg dung
c6 mit trong danh sach 125 cong cu bao mat hang dau hién nay c6 kha ning thay doi dix
liéu trén qua trinh truyén, danh cudp session hay gid mao ca cac chimg chi dién tir ding
trong xac thuc https
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Hinh 11.5 - Giao di¢n Burp suite

Trong moi truong mang khong day thi Firesheep
(http://codebutler.github.com/firesheep/) ¢6 1& 14 cong cu ndi tiéng nhat xuat hién vao
khoang gitra nam 2011, m¢t add-on manh mé& cta Firefox (cac phién ban Firefox tir 4 tro
1én khong cai dit dugc Firesheep) cho phép ké tin cong dé dang nghe 1én va danh cip
session cua ngudi dung khi truy cap Facebook, Flicker ... Dé chong lai add-on nay cac
ban nén st dung mot add-on khac c6 té€n goi 1a Blacksheep dugc hack5.org mo ta tai day
http://hak5.org/hack/blacksheep-%E2%80%93-firesheep-defense
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allows attacker to steal a valid session ID to get into the
system and snoop the data
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Firesheep is an extension for the Firefox web browser which ]

Hinh 11.6 — Tan cong bang Firesheep

Ngoai ra, trong qua trinh dao tao vé an ninh mang cho cac t6 chirc t6i ciing thudng hay deé
cap dén mot ing dung tha vi la Tamper Data, thuong dugc cac hacker s dung dé thay
d6i cac tham s truyén dén may chi, vi du khi ngudi dung choi cac game online nhu
ndng trai trén facebook, ban chim ... ho c6 thé dé dang thay ddi diém sd cua minh dé
danh lira may chii game. Céc ban c¢6 thé tham khao bai huéng dan thyc hanh vé Tamper
Data tai http://www.youtube.com/watch?v=Z8yYei50Sxk.

Nhitng Mbi Nguy Hiém Cuia Session Hijacking

C6 phong vién cia tap chi ndi tiéng da mit nhiéu thoi gian dé suwu tam va viét bai vé mot
vu an duge nhiéu nguoi quan tam, nhung khi bai bao chuén bi 1én khudn thi trén mang da
xuat hién rat nhiéu tin trc lién quan dén chu dé nay khién cho chinh tac gia phai ngac
nhién, vi khong biét tai sao thong tin da bi 16 dii anh ta n6i ring minh da cai dat day du
chwong trinh bao vé, phong chéng virus . ..Nguyén nhén la phong vién nay déa s dung
may tinh trong cac quan ca phé Wifi thiéu can trong bi hacker tdn cong Session Hijacking
dot nhap vao hdp thu dién tu lay di céac tin bai quan trong.

Do d6, trong vai trd clia mdt chuyén gia biao mat hay CEH chung ta can huéng dan nguoi
ding tranh sir dung may tinh trong méi trudng cong cong (un-trusted) thiéu can trong, vi
dang tin cong Session Hijacking rat dé& tién hanh, dic biét 1a trong moi trudng mang
khong day thi ti 1¢ thanh cong rat cao. Trong chuong trinh dao tao vé an toan thong tin
cho cac can bd cua Téng Cuc Hai Quan ti ¢é trinh bay mot tinh hudng Side Jacking dé



minh hoa tac dong cua no va khi hoc vién thyc hanh trong méi truong thuc té thi hau hét
deu cho rang dat két qua thanh cong.

Vay Lam Sao Phong Chdng Session Hijacking ?

Dé phong chong khong bi tan cong Session Hijacking thi ching ta can phong tranh bi
nghe 1én, mot khi hacker khong thé nghe 1én duoc thi ciing koh6ng thé tan cong vio
session ctia ngudi ding. Mot torng cac giai phap dé tranh céac sniffer chinh 1a mi hoa dir
liéu, ma hoa duong truyén véi cac ki thuat nhu ding Secure Shell (SSH thay cho Telnet
thong thuong) khi quan tri tir xa hay ap dung Secure Socket Layer (SSL ding cho truyén
thong qua HTTPS ).

Ngoai ra ching ta co thé ngin khong cho hacker twong tic vao dudng truyén ciing gitip
loai bo nguy co bi tn cong nay, vo1 nhirng giai phap hitu hiéu nhu dung mang rleng ao
(VPN), hay ap dung IPSEC. Nhiéu ¥ kién con cho rang khi truy cdp internet & moi truong
cong cOng hdy dung cac thiét bi DCOM 3G ciing giam dang ké nguy co mat mat dir liéu.
Sau day la mot s khuyén nghi nham ngin ngira Session Hijacking :

- Str dung ma hoa.

- Ung dung céc giao thirc an toan.

- Han ché céac két ndi dau vao.

- Gidm céc truy cdp tur xa.

- Cb ché d6 xéac thuc manh mé.

- Huén luyén cho ngudi dung, ning cao nhén thirc an toan thong tin.

- Sur dung céc thong tin truy cép khéac nhau cho cac tai khoan khéac nhau.

Tong Két

Trong chuong trén ching ta da thao luan vé mot hinh thirc tan cong thong dung, dé tién
hanh va dic bi¢t nguy hlem trén cac hé thong mang khong day do 1a tdn cong Session
Hijacking. Cic ban di nim nhiing c6ng cu manh hay dugc sir dung hién nay ciing nhu
cac hudng dan kém theo, va trong vai tro CEH chung ta can biét rd tac hai ciia Session
Hijacking cling nhu giai phap phong chong dé co thé bao vé dir lidu cho chinh minh va
huéng dan nguoi dung cac thao tac nham bao vé tinh  riéng tw, phong chdng bi mat cap
dir liéu. Trong phén tiép theo chung ta s& thao luan v& mot cha dé rit duoc quan tdm la
“T4n Cong Web Server”.



