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Su ndi tiéng cua hacker phan 16n 1a do nhitng cudc tdn cong vio cac trang web hay may
chit web dé danh cap thong tin thé tin dung, tai khoan ngan hang hay lay di dir liéu mat
va cong bd trén website cia minh nhu Wikileak. Boi vi web server hay may chu web la
cac thanh phin “online 24/7” cua cic to chic va doanh nghiép nén ching thudng 1a cac
muc tiéu chinh dé cac hacker nhim t&i, mot khi dd xdm nhap duoc vao hé théng may chu
web cac hacker s& tiép tuc do tim va tham nhap dén cac hé thong khac trong mang ndi bd
hay tién hanh deface trang web, mot khai niém chung ta sé tim hiéu sau ddy.

Trong vai tro mot CEH hay hacker mii trang chung ta can hiéu rd nhitng cach thic tan
cong ma hacker sir dung dé khai thac thong tin hay cac diém yéu thong dung ciia may
chu web gom :

- Lbi cau hinh ciia phan mém may chii web.

- L&i bao mat cta hé didu hanh hay cta nhitng tmg dung chay trén may chu web.

- Thiéu céc ban vé 16i hay hé théng khong duoc cap nhat day du, va viée s dung
cac thong tin mac nhién sau khi cai dat cling la nguyén nhan lam cho may chu
web bi tin cong.

- Thiéu cac chinh sach an toan thong tin va nhiing thi tuc van hanh hop ly.

Thong qua cac khe hd nay hacker s& khai thac dé chiém quyén diéu khién hay tham nhap
vao cac may chu web, tir day ho c6 thé leo thang tan cong sang cac thanh phan quan
trong khéac cta hé thong nhu thim nhép mang ndi bo, tan cong vao may chi co so dir lidu
hay cac dich vu mang quan trong khac ciia to chirc.

Cach Tan Céng Thong Dung Vao May Chu Web

Cac tinh hudng tan cong ma hacker thuong thuc hién trén cic web server la deface web
site, ddy 14 thuat ngir n6i dén hanh dong hacker dot nhap vao web server va thay doi trang
chi cia website bang mot noi dung khac. Vi du dé lai cac 16i nhin mang tinh chat chinh
tri, hay thay d6i hinh anh nhim bdi xdu don vi chi quan ciia website. Ddi v6i nhirng
hacker thich khoe thanh tich thi nhiing théng diép dé lai 1a thong tin ciia chinh ho trong
thé gi¢i mang. Sau day la nhirng phuong phap ma cac hacker c6 thé ding dé tin cong :

- Tim cach bét giir tai khoan quan tri ciia web server hay web site thong qua nghe
1én hay tin cong man in the middle. Mt trong nhitng vi du dién hinh 1a hacker
nghe 1én khi quan tri vién bét can st dung telnet dé didu khién may chii tir xa, hay
tham chi khi web master str dung céc giao thirc an toan nhu SSH dé truy cap tir xa
van co kha ning bi hacker danh cip thong tin tai khoan qua hinh thirc gia mao
chung chi dién tu (fake certificate).

- B& khoa mat khau quan trj bang cac cong cu brute-force
- Tén cong DNS dé diéu huéng ngudi ding sang mot trang web khac.

- Téc dong Ién dich vu FTP hay Email server.



- Khai thac cac bug (16i bao mat) ciia ing dung web hay web server.

- Lot dung cac tai nguyén chia s€ trén may chu web dugc cau hinh khong hop 1y,
hay viéc gan quyén bi sai nhur cho phép ngudi ding bét ki dugc phép upload va
thuc thi cac chuong trinh.

- Str dung céc 151 trong 1ap trinh co s& dit liéu dé tiém cac chi thi nguy hiém vao hé
thong ma ching ta thuong nghe dén voi thuat ngr SQL Injection.

- Piéu hudng ngudi ding dén cac trang web khac théng qua nhitng phuong phap
spoofing DHCP, DNS hay danh cip cookie nhim tién hanh tin cong vao phién
lam viéc cua client va web server (con dugc goi 1a session hijacking).

IIS Unicode Exploit

IIS Unicode Exploit 1a mot 15i bao mat trén cac hé thong may chit web chay trén nén IIS
5 chua dugc patch (va 16i). Ldi anh huong dén cac thanh phan mé rong cta ISAPI nhu
.ASP hay céc kich ban CGI cho phép hacker c6 kha ning thao tac trén hé thong thu muc
ciia may chu. Piém dic biét nguy hiém la cac hé théng IIS 5 duoc cai dat mac dinh trén
Windows 2000 Server nén rét hay bi hacker khai thac, vi nhiéu t6 chirc khi trién khai cac
may chu trén nén Windows 2000 Server khong hé hay biét rang dich vu IIS duoc cai kém
theo véi nhitng diém yéu chét nguoi ma hacker c6 thé tan cong dé lam giy do toan bo hé
thong. Theo thong ké cac 16i bao mat trén IIS version 5 1 nhitng nguyén nhan lam cho
cac website ctia nhiéu td chuc tai Viét Nam bi deface.
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Hinh 12.1 - Giao dién mdt trang web bi deface

Vé co ban, Unicode s& chuyén déi cac ki ty cua bat ki ngon ngir nao sang dinh dang
chung co thé sir dung trén toan cau, mang lai sy thuan tién cho nguoi dung trong viée
phai suy nghi Iya chon mot bang ma nao dé tuwong thich dugc véi da sb ngudi xem. Cac



hacker s& tan dung sy dién dich sai do thiéu kiém soat tinh hop 1& cta cac dir liéu dau vao
trén IIS dé sao chép, upload hay thdm chi thyc thi chuong trinh trai phép trén may chi
web. Néu cac ban can truy cép vao trang web http://www.netpro.etc thi yéu cau s€ duoc
xu ly bang cach tim kiém tap tin index.html hay defaul.html trén thu muc goc dat tai
C:\inetpub\wwwroot\index.html , day 13 duong din dén thu muc local trén cic web
server, dudng dan nay c6 thé khac néu nhu web master tily bién trong qua trinh cai dat.

Khi ching ta truy cép dén cac ndi dung co tén bao gom nhiing khoang tréng thi trinh
duyét s& chuyén ki ty khoang tring nay thanh %20, day 1a ma Unicode cua ki tw khoang
trang trong bo mi ASCIL Nhu vay thi cac hacker ciing s& dung Unicode dé dlen dich céc
chi thi ma chung muén web server hiéu va thyc thi. Vi du khi hacker mubn thuc hién
viée hién thi noi dung cua 6 dia C:\ trén trinh duyét thi ho can chay dong 1énh cmd.exe
trén trinh duyét, day 1a mot 1énh ndi tra trong thu muc /winnt/system32/ cia 6 dia hé
thdng do d6 can phai chuyén ngugc 1én cac thu muc bén trén voi 1énh DIRUP ma ching
ta hay dung thong qua ca phap nhu “CD ../../”

Vay ké tan cong s& thir thyc hién dong 1énh sau trén trinh duyét :
http://www.netpro.etc/scripts/..%255C..%255C/winnt/system32/cmd.exe?/c+dir+c:\

Pé hiéu cau 1énh trén ching ta cAn xem qua céc tuy chon cua Iénh cmd.exe (cac gia tri
sau dau ? dugc xem la cac d61 s0 dé thuc hién 1énh va cac ma unicode cua ki tu ASCII, &

day .../ s& chuyén thanh %5C sau d6 chuyén dbi cac ki ty thém mot 1an nita thi may chi
web mai hiéu va thuc thi duge. Dudi day 1a mot so ki tw ASCII va ma unicode tuong tng

ASCIL.....ccoeeiennn UNICODE
Y0 %25
S %35
Caes %43

Néu nhu web server cia www.netpro.etc ding phién ban IIS 5 chua dugc va 13i thi trén
trinh duyét web sé hién thi toan b ndi dung cua ¢ dia C:\ trén may chu. Tuong tu, hacker
c6 thé sir dung nhirng 1énh khac dé tién hanh khai thac sau hon, chi can chuyén doi cac
1énh thanh nhitng ma unicode hop 1¢.

e http://www.juggyboy.com/GET/process.php./../.[..[ ../ ./ ../ ../ .[etc/passwd

Attacker
sending HTTP request

E <?php

: Stheme = 'Jason.php';

s if ( is set( § CCEIKIE[TEEHE] ) )
L E $thm-$CUJKIE[TﬁR|B]
Grrrnrnnrnsnanninns auees Crrrnnnnnnsnnannsinnas { : include (

Server resp;n:: with : "/home/users/juggyboy/Jason/™ .
PassWo es E Stheme ) ;7>

i [oot:a98b24a1d3e8:0:1:5ystem Operator:/:/binfksh  : :
* daemon:*:1:1::/tmp: : Vulnerable Server Code

* Jason:a3b698a 76f76d57.:182:100: Developer:fhome/users/Jason/:/bin/csh

Hinh 12.2 — Attacker khai thac 10i unicode trén web server



Mac du day 1a mot 161 thudc dang hét han st dung, ~chi dfmg dé minh hoa nhung nhiéu
web site chay trén may chu Windows 2000 Server van c6 thé gap phai. Website tai Vit
Nam bi anh hudng boi 101 nay nhue www.cantho.gov.vn va da tung bi hacker tham nhap.

Tan Céng Web Server Qua L6i Ciia Hé Théng

Ngoai céc 18i cia may chii web thi hacker con tin cong vao hé diéu hanh néu phat hién ra
cac khiém khuyét bao mat. Trong thoi gian 2010 — 2011 ¢6 kha nhiéu may cha web tai
Viét Nam dugc cai dat trén Windows Server 2003, va tich hop ca hé thong phan giai tén
mién DNS di bi hacker tan cong chiém quyén diéu khién tir xa v6i nhiing céng cu nhu
Metasploit Framework. Cac ban c6 thé tham khao mot bai hudng din thyc hanh khi dao
tao vé& an ninh mang cho Toéng Cu Hai Quan vao nim 2012 tai
http://youtu.be/oImK2NaTnXI.

Tan Cong Tir Choi Dich Vu

Trong trudng hop hé thdng dugc bao vé chit ché va hau nhu khong c6 diém yéu thi
hacker s& tan cong tu chél dich vu bang cach dung mang botnet dé goi mot sé lwong cur
16n cac yéu cau két nbi, dang tin cong nay chung ta da biét qua thuat ngitr DDoS. Ngoai
ra, khi phan mém may chu web c6 10i cling c6 thé bi hacker sir dung nhirng cng cu tan
cong tu chdi dich vu nhu OWASP HTTP Post Tool
(http://www.youtube.com/watch?v=IY QFF4Ki8 s).

Patch Management

Patch Management 1a thuat ngir chi tién trinh cap nhat cac ban vé 15i gom patch (céc ban
va 16i tong quat) va hotfix (nhiing xur ly 16i cho mot tinh huéng khan cap nao do) cua hé
thong dé bit lai cac 16 hdng bao mat ngin khong cho hacker loi dung dé xam nhap trai
phép. Viéc cap nhat cac ban va hay hotfix can duoc thuc hién day du bao gdm xac dinh
cac phién ban thich hop, kip thoi va can phai kiém tra trén cic mdy thir nghiém nham bao
dam khong co6 nhitng sy ¢d nao xay ra khi ing dung cac ban cap nhat nay.

Trong mot s6 tinh hudng cac 16 h5ng da duoc phat hién nhung nha san xuét chua c6 ban
va 16i tuong Ung thi chung ta can tim hiéu phuong phap xur ly thu cong nhu thiét lap cac
co ché kiém soat riéng hay tam tit cac dich vu néu thiy can thiét. Cac 16i dang nay hay
duoc dé cap bang thuat ngir Zero Day (0-Day).

Cong Cu Tan Cong



N-Stalker Web Application Security Scanner cho phép chung ta kiém tra cac
mg dung web c6 kha ning bi khai thac thong qua cac diém yéu nhu XSS, SQL
injection, buffer overflow hay khong.

Metasploit Framework 12 mdt tmg dung mién phi dugc tich hop san nhidu ma
khai thac va payload nguy hiém chuyén ding dé tan cong cac web server. Phién
ban hién nay ciia Metasploit 1a Version 4.2 co thé chay trén hé thong Windows
hay Linux 32 / 64 bit. Ngoai ra, cac ban c6 thé chay Metasploit truc tiép ma
khong can cai dit trén dia Live DVD BackTrack 5 R1 (phién ban méi nhét vao
thoi diém hién tai).

Core Impact va SAINT Vulnerability Scanner 1a nhirng cong cu khai thac
thuong mai chuyén dung cho muc dich kiém tra va tan cong cdc phan mém may
chu web.

OWASP HTTP Post Tool la cong cu tan cong va kiém dinh bao mét cho may
chu web dugc phat trién bd1 OWASP, c6 thé tan cong tir chdi dich vu cac may
chu web sur dung Apache bi 16i.

Phuong Phap Ki¢n Toan Bao Mat Cho May Chu Web

Pé phong chdng bi tdn cong cac administrator ciia may chi web hay web master can tién
hanh thao tac ki€n toan bao mat thuong duoc goi la tién trinh hardening, sau day 1a mot
s0 budc ma cac CEH can thyc hién dé tang d6 viing chac cho may chu :

- Thay ddi tén tai khoan quén tri, khong dung tén mic dinh la administrator va ding
cac mat khau manh, dugc thay d61 thuong xuyén.

- Tit céc trang web va trang FTP mic dinh.

- G& bo cac tmg dung khong can thiét trén may chi nhu dich vu WebDAV. Can
lww y WebDAV la mot trong nhitng tac nhdn chinh lam cho cac website o Viét
Nam bi hacker tan cong. Céac 16 hong cia WebDAV xuat hién trong IIS phién ban
6 chua duoc va.

- Cau hinh may chii web ngin khong cho duyét thu muc.

- Dat cac thong bio nham canh bao hacker khong duge tham nhap trai phép va pha
hoai v6i nhitng hinh phat twong trng ma phap luat quy dinh.

- Ap dung cac ban va 15i va cap nhat mdi nhét cho hé diéu hanh va cho ca cac tng
dung chay trén hé di€u hanh nay.



- Tién hanh kiém ta cac khu vyc tiép nhan dit liéu dau vao nhim loai b6 kha ning
bi khai thac thong qua hinh thirc chén ma djc hay céc chi thi nguy hiém.

- Tat chirc ning quan tri tir xa néu khong that sy can thiét.

- Bat chirc nang auditing va logging dé ghi lai cac ching ctr va dau vé ma hacker dé
lai.

- Su dung firewall ¢ gilta web server va internet dé kiém tra chit ché cic yéu cau
truy cdp va luong dir liéu. Chi mé nhitng cong can thi¢t nhu 80, 443, 22 ...

- Thay thé phuong phap géi dir liéu voi ham GET bang ham POST d¢ khong hién
thi thong tin khi truyén tir client dén server.

Tong Két

Dé phong chéng va bao vé cho cac mdy chu web cling tuong tu nhu cac hé théng may
chii khac d6 14 chiing ta can tién hanh hardening cac may tinh dung dé cai phan mém web
server, thong thuong cac may duge ap dung ché do bao mat cao nhit nhu vy duoc goi 1a
Bastion Host. Thuong xuyén kiém tra 16i bao mat cia hé théng va cac tmg dung véi
nhitng chwong trinh quét 16i manh m& nhur Retina, GFI NSS hay NESSUS. Loc va thay
thé cac ki ty ddc biét ma hacker hay dung dé tin coéng nhu phong tranh cross site
scripting ta co thé thay thé cac ki tu “<” va “>” v4i “&lt;” va “&gt;”



