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Web application hay tng dung web 1a cic chuong trinh chay trén cac web server nhu
http://vncert.gov.vn/ va dugc phan loai theo cac chitc nang ctia rng dung nhu Forum la
trang web vé dién dan, chia s& thong tin, CMS / Blog la nhitng web site ctia cdp ndi dung,
thong tin hay céc trang vé mang xa hoi, nhirng ung dung quan 1y cong viéc, quan ly
khach hang hay kinh doanh tryc tuyén.

Hacker dic biét quan tdm dén cic trang web cua nhirng t6 chirc 16n hay cac site ciia co
quan nha nudc nhu nhitng tén mién .gov.vn & Viét Nam. Ngoai ra, cic hacker ngay nay
bén canh ¥ thich trinh dién, khoe khoang con hanh dong vi muyc tiéu kinh té nén ho hay
dua céc trang thuong mai dién tr vao danh sach wu tién cua ho, vi & d6 c6 nhiing thong
tin quan trong nhu thé tin dung ctia khach hang, cac tai khoan ngan hang truc tuyén ...
Sau khi tdn cong, cac hacker hay khoe chién tich trén trang zone-h tai dia chi
http://www.zone-h.org/ , diy dugc xem nhu 1a mot bang phong thn cia cac trang web
nhu hinh minh hoa sau 14 danh séch céac trang web c6 tén mién .vn da bi tn cong va co
kha ning chua dugc va hay nhan biét.
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NOTIFIER DOMAIN VN

Special defacements only Fulltext/Wildcard Onhold (Unpublished) only D

Date : ALL -~ | Apply filter

Total notifications: 956 of which 532 single ip and 424 mass defacements

Legend:

H - Homepage defacement

M - Mass defacement (click to view all defacements of this IP)

R - Redefacement (click to view all defacements of this site)

L - IP address location

¥ - Special defacement (special defacements are important websites)

Date Notifier H MR L 7 Domain os View
2012/03/20 TeaM MosTa M ¥ doankhoiceg.laocai.gov.vn/inde... Win 2003 mirror
2012/03/20 TeaM MosTa M ¥ congbaoc.laocai.gov.vn/index.htm Win 2003 mirror
2012/03/20 TeaM MosTa M ¥ home.vdb.gov.vn/dz.txt Win 2003 mirror
2012/03/19 mS_Dz HM ¥ lucnam.bacgiang.gov.vn Linux mirror
2012/03/18 DR.WaHaM H M # ictc-binhphusc.gov.n Linux mirror
2012/03/16 3viLEEE M ¥ gianghia.daknong.gov.vn/indesx.... Linux mirror
2012/03/16 terminal_pk H ¥ wwav.snv.daknong.gov.vn Linux mirror
2012/03/15 Micky ¥ sokhdt.thainguyen.gov.vn/m.htm Win 2003 mirror
2012/03/15 Nobody H # dhtn.haiphong.gov.vn win 2003 mirror
2012/03/14 virus3033 H ¥ taichinheakar.gov.vn Linux mirror
2012/02/15 sTeel HM # ttpyhcm.gov.vn Win 2003 mirror
2012/02/06 VN H # bacgiangeity.gov.vn win 2003 mirror
2012/02/06 HEXBOOT3R # glvbchonthanh.binhphuoc.gov.vn... win 2003 mirror
2012/02/06 HEXBOOTZR ¥ kden.xaydung.gov.vn/index.htm Win 2003 mirror
2012/02/06 AlZhzEr H ¥ dansodaklak.gov.vn Linux mirror

Hinh 13.1 — C4c trang web Viét Nam bj tan cong va cong bd trén zone-h.org

Pa s6 cac (mg dung web ngay nay hoat dong theo mé hinh client / server véi cac trinh
duyét web nhu Firefox, IE, Chrome la web client con nhirng may chu web la phia server
nhu Apache, IIS, TomCat .Nhirng c6ng nghé phd bién dé xay dung cac web site hién nay
1a ASP, PHP, JavaScript ...Mdi k§ thuat c6 nhirng diém manh va yéu riéng cho nén khi
tn cong hacker diéu phai nghién ctru can than dé xac dinh chinh x4c cac hé diéu hanh,
méy chil web, cong nghé trién khai web site dé dua ra phwong an tdn cong hiéu qua.

Céc hinh thirc tn cong img dung web thong dung ma chung ta can biét d6 1a :



« Thao tac tryc tiép trén ing dung thong qua giao dién web truc quan (GUI) ctia nd goi 1a
GUI Web Hacking.

« Tién hanh khai thac voi Uniform Resource Identify hay con goi la URL (URL
Hacking)

« Khai thac cac thanh phan ctia HTTP ma khong c6 trong URL

GUI Web Hacking

La viéc thao tac tryc tiép trén giao dién web application hay str dung cac cong cu audit
website nhu Havji, WebAcunetix ... ma trong cac bai hoc sau chung ta sé trinh bay. Cac
ban c6 thé xem hinh anh minh hoa mot khai thac dé tim kiém 16i SQL Injection trén trang
web maiu ctia FoundStone nhu hinh sau ...
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Browser input not
: validated by the web
: application

Attacker

string sql "select * from Users

where

http://juggyboy.com/login.aspx
user ='" 4 User.Text + "'
and pwd='" + Password.Text + "'“r

?user=jasons@pass=springfield

Browser Post Request Modified Query

Hinh 13.2 — Gui Web Hacking

Trén hinh minh hoa céc attacker nhép truc tiép gia tri ‘OR 1=1— nhiam vuot qua co ché
kiém soat ctia mg dung néu viéc kiém tra tinh hop 18 cta cac gia tri INPUT khong dugce
thyc hién diy du. Day 1 mot trong nhitng 16i thong dung nhit ma cac website thuong
méc phai va duoc attacker rat quan tim

Tan Cong Dua Trén URL

Cac HTTP method 14 nhitng hanh dong duoc tién hanh tai img dung web va web client.
are the type of action performed on the target resource. Trong HTTP RFC c6 dinh nghia
cac hanh dong nay va img dung WEBDAV trén nén may chu IIS cia Windows c6 bd
sung mét s6 phuong phap khac nhung nhin chung cac ing dung web sir dung 2 ham sau :

GET va POST. GET dung dé yéu cau thong tin, con POST dé goi thong tin va ca POST



va GET dé co thé goi thong tin dén server véi mot diém khac biét quan trong giita chiing
14 GET d data trong URL trong khi d6 POST dat dir liéu (data) trong phan body (than)
ctia request va khong hién thi trong URL.: 'Vivay POST dugc dung dé submit dir liéu dén
web application nhu khi ching ta cung cap thong tin tén, dia chi khi dang ki mua hang
truc tuyén 1a dang s dung ham POST. Tuy vay, viéc khong hiém thi thong tin cia
POST khong han 13 bao vé dit liéu tét hon GET, déy ciing 1a mdt trong nhiing diém
thudng gdy nham 1an déi v&i ngudi dung, vi voi cac hacker thi viée tim kiém thong tin
duoc che ddu bai POST khong phai 1a van dé qua kho khan.

Oo _hﬂp:ffwww.juggybank,r:a:.rmfr:ust,usp?pmﬁJ'FZI&debit=2500- Goonnes

Go - http://www.juggybank.com/cust.asp ?profile=82&debit=1500 | ===+~

O O http://www.juggybank.com/stat.asp?pg=531&status=view | Ee=sss

O O http://www.juggybank.com/stat.asp?pg=147&status=delete = E*=****

Hinh 13.3 — Minh hoa tdn cong duwa trén URL

HTTP header thuong duoc dung dé luu trix cac théng tin m6 rong nhu cac giao thire van
chuyén hay nhitng yéu t6 bao mat lién quan gém c :

« Authorization x4c dinh c6 hay khong nhitng co ché bao mat kém thoe yéu cau nhu la
Basic authentication, Certificate ...

« Cache-control x4c dinh ¢ luu cache cac yéu cau nay trén mot may chu trung gian hay
khong.

*» Referer Liét ké source URI .

 Cookies dugc dung dé luu trit thé bai (token) trong qua trinh xac thyc dya trén phién
lam viéc cua client.



Sau day 1a mot vi du vé cac ham dugce sir dung boi cong cu netcat két ndi dén may chu
www.test.com server trén TCP port 80 (port chuén cho giao thirc HTTP;

HTTPS la TCP 443), va yéu cau cua két ndi nay 1a 1y vé tap tin /test.html. Puong din
day ¢ cua yéu cau nay 1a http://www.test.foo/test.html.

www. test.foo [10.124.72.30] 80 (http) open
GET /test.html HTTP/1.0

HTTP/1.1 200 OK

Date: Mon, 04 Feb 2002 01:33:20 GMT
Server: Apache/1.3.22 (Unix)

Connection: close

Content-Type: text/html
<HTML><HEAD><TITLE>TEST.FOO</TITLE>etc.

Trong vi du ndy cac ban c6 thé thidy ham GET trong yéu cau tu client duoc sir dung boi
netcat va dap tng tra v€ trong phan header cuia may chu 1a Server: Apache/1.3.22 (Unix) ,
con phan dit li¢u (response body data) ndm trong khung (BODY)

<HTML><HEAD><TITLE>TEST.FOO</TITLE>.

Tuy nhién du cho hacker sit dung nhitng phuong phéap tdn cong nao thi nhu da trinh bay
muc tiéu chinh cua ho van la nhitng thong tin cé trong cac trang web nay, c6 thé d6 la
nhiing cong van hay tai liéu quan trong, hodc 1a thong tin vé khach hang cua trang web
nhu danh sach email, s6 thé tin dung. Va dé dat dugc muc tiéu hacker can tién hanh quy
trinh tin cong theo dung trinh ty nhu sau :

- Scanning : Quét 16i trang web, tim kiém cac thong tin hiru ich vé may chu.

- Information Gathering : Tap trung céc thong tin chinh,

- Test : Thir nghiém mdt s6 phuong an.

- Planning Attack : Hoach dinh phuong an tan cong nhu dung proxy nao, su dung
cong cu gi dé tdn cong.

- Luanching Attack : Khoi dong cudc tin cong
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Hmh 13.4 - Audit trang web voi W3AF

Luu ¥ video minh hoa nay chi dung cho muc dich dao tao, nghién ctru. Khong dugc ng
dung thuc té. Xem demo tai day : http://www.youtube.com/watch?v=uglxUtbFH-
o&feature=youtu.be

Nhitng Diém Yéu Thong Dung Cua Ung Dung Web.

C6 nhiéu mdi nguy hiém ma cic trang web c6 thé méic phai, nhitng mbi de doa hang dau
ma chung ta thuong nghe den 1a SQL injection, XSS, Authentication Hijacking.. Trong
vai trd CEH chung ta cin nim ¥ nghia ciia cic 16i ndy va mot s6 cong cu khai thac thinh
hanh :

- Cross-site scripting : L5i ndy cho phép hacker thyc thi cac doan md nguy hiém
thong qua cac khung tiép nhan dir li¢u cia trang web nhu 6 tim kiém.

- SQL injection : Mot 161 c6 ti 1& bi hacker tan dung rat cao, cho phép hacker chay
cac cau lénh SQL tu trinh duyét va xem ndi dung cua cac bang, cot chira thong tin
quan trong. Cac ban c6 thé tham khao video minh hga kém theo ¢ phan trén.

- Buffer Overflow : Mot s6 Iugng 16n cac dit liéu hai dén ing dung web thong qua
cac bieéu mau gay nén tran by dém.

- Cookie poisoning va Authentication hijacking : Hacker danh cap cookie ciia
mot phién lam vi¢c gitta web client va web server, sau do truy cip vao khu vuc



riéng tu cua nguoi su dung, demo
http://www.youtube.com/watch?v=zL.dB3UgDi I

- Directory travelsal / Unicode : Hacker truy van hé théng tap tin va thu muc hé¢
thong thong qua trinh duyét web hay windows explorer.

Sau déy la danh sach cac 161 bao mat cta web application ma hacker thudng tan dung dé
tan cong do ma tai liéu CEH cong bd, trong d6 dan dau 1a nhitng 15i lién quan dén XSS
(Cross-Site Scripting), tiép theo sau 13 SOL Injection, Parameter Tampering, Cookie
Poisoning ...

|
| Cross-Site Scripting

(115798 Parameter Tampering

(Jookie Poisoning

Database Server

23% RVEREAE

Hinh 13.4 — Céc 16i ing dung web hay bi tan cong

Ngoai danh sach trén, cac ban c6 thé tham khao thém cac ngudn thong tin vé 10 15i bao
mat thong dung do OWASP thong ké tai https://www.owasp.org/index.php/Vietnam ,
trong danh sach dang tin cdy nay ching ta nhan thdy c6 doi chut khac biét vé ti 1¢ giira
nhitng 161 hay bi anh huong nhu xép dau bang 1a SQL Injection (dugc goi 14 161 nhiing
ma) nhung nhin chung thi cac 16i lién quan dén SQI injection, XSS, hu hong co ché
chimg thue va quan 1y phién lam viéc 13 nhitng mdi quan tim ma cac ban nén dit 1én
hang dau.




OWASP Top 10 — 2007 OWASP Top 10 - 2010 (M&i)
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Hinh 13.5 — Danh sach 10 16i tmg dung web hang dau

Cac Cong Cu Tan Céng Ung Dung Web

Acunetix Web Security Scanner Ung dung hang dau phai ké dén do 1a Web
Acunetix Scanner, mt chuong trinh thuong mai dung cho viéc tim ki€ém céc 101
bao mat cia web site nhu XSS, SQL injection, Directory Travesal ...

Havji La chuong trinh ty dong khai thac 16i SQI injection ma chiing t6i c6 minh
hoa qua video hudng dan, day la cong cu mién phi dugc da so cac hacker s dung
hién nay dé tan cong va xem cac thong tin trong co s¢ dir li¢u.

Burpsuite Gom nhiéu cong cu manh mé tir quét 16i trang web cho dén cac chirc
nang proxy, chin dit li¢u trong qué trinh truyén sau do thay doi va goi vé may
chu.

BlackWidow C6 thé scan va tao 1ap so d0 cua trang web.

Teleport Pro Co kha ning toan bd ndi dung ciia mot trang web dé xem offline

Google Hacking

Google hacking 13 k§ ning tim kiém nang cao vdi cong cu tim kiém ciia Google nhim
xac dinh cac thong tin nhay cam ctra muc tiéu. Néu khong duogc cAu hinh chit ché thi cac
thong tin nhu mat khiu dang nhap, cac tai liéu riéng tu co thé bi hacker danh cip chi véi
ung dung tim kiém Google. Co nhiéu tai liéu vé chu dé nay duoc dé cap tai trang web



http:/johny.ihackstuff.com hay chuyén trang http://www.exploit-db.com/google-dorks/
cung cép nhitng cum tir tim kiém nhim xac dinh céc diém nhay cam ciia trang web.

ACKING-DATA3ASE

We call them 'googledorks': Inept or foolish people as revealed by Google. Whatever you call these
fools, you've found the center of the Google Hacking Universe!

Category: [ B Free text search: [

Hinh 13.6 - Trang web cung cap nhyng cum tir tim kiém lién dung cho viéc khai thac

Nhirng Phuvong Phap Tang Cuong An Ninh Cho Web

Trude ddy, hing Microsoft di té chirc mot cudc thi cho phép cac hacker tin cong vao hé
thong tmg dung va may chi web dugc xay dung trén nén tang ctia hing nhu co so dir liéu
SQL Server, h¢ diéu hanh Windows, nén tang lap trinh ASP. Cudc thi niy c6 tén 1a Open
hack va chi sau mot thoi gian ngin phat dong cudc thi ban té chic da ghi nhan c6 dén
hon 40.000 dot tin cong, tuy nhién cac hacker khong cach nao xam nhdp dugc vao hé
thong may chu hay gy ton hai dén cac trang web muc tiéu ma ban t6 chic di dung 1én.
Vay ho da sir dung quy trinh kién toan bao mat cho tng dung web nhu thé ndo ma dem
dén su vitng chic nhu vay ? T4t ca nhitng diéu ndy di duoc cac ky su cia Microsoft tiét
10 trong tai liéu huéng dan ting cuong an ninh cho web application c6 tén goi la
“Improving Web Application Security: Threats and Countermeasures” tai dia chi :
http://msdn.microsoft.com/en-us/library/ff649874.aspx , day cling 1a tai liéu ma toi da
ding dé hudng dan trong chuong trinh bao mat ing dung web cho Tap doan EVN tai D6
Son, Hai Phong va cudi ndm 2011.

Sau day la mot s6 huéng din dé ting cuong an ninh cho tng dung web ma ching ta can
quan tam :

- Cross-site scripting : Dé phong trach dang tin cong ndy ta can kiém tra tinh hop
1é ctia cac dit liéu dau vao, cac cookie, nhitng yéu cau truy van hay cac thong tin
an ky cang. Dung cong cu quét 16i chuyén dung cho trang web nhu Web Acunetix
Scanner dé phat hién xem c6 nhiing 16i XSS trén website.

- SOL injection / Command injection : Dong vai trd hacker dé tién hanh quét 15i
SQL injection tren trang web v&i cong cu nhu W3AF (Web Application Attack
and Audit Framework, download tai http://w3af.sourceforge.net/). Va kiém tra
cac bién nguoi dung chat ché, &p dung cac co ché loc ki tu dac biét qua tap tin
‘htaccess hay cac module chuyén ding cho viéc phong chdng SQL injection.




- Cookie poisoning : Khong luu trir mat khau trong cookie, thiét lap thoi gian ton
tai va cho ché xac thyc thich hop cho cac cookie.

- Buffer overflow : Kiém tra kich thudc cia cac bién do nguoi ding cung cap dé
chwong trinh khong bi vugt qua kha ning kiém soat, c6 xir 1y cac tinh hudng
ngoai 1& day du ngan khong cho hacker loi dung chén nhiing chi thi doc.

- Authentication hijacking : Str dung SSL dé ma hoa dit liéu truyén.

- Directory travesal / Unicode : Can cai dat cac ban va 16i va cap nhat day du, thiét
lap quyén truy cap thu muc va tap tin chat ché theo nguyén tat least priveledge
(chi cAp quyén vira du cho nguoi dung dya trén nhu cau)

Cac K¥ Thuat Bé Khoa Mat Khau Cua Trang Web

La mot CEH chung ta cAn nim rd mot sb k¥ thuat ma céc hacker thuong dung dé bé khoa
mét khau cuia tmg dung web. Bao gdm cac phuong phap xac thuc ma tmg dung web st
dung, thé ndo 1a password cracker ciing nhu xac dinh va phan loai cac k¥ thuat password-
cracking dé c6 nhitng bién phap phong chdng thich hgp. Ching ta s& dé cap dén nhing
khai niém trong phén tiép sau day.

Cac Dang Xac Thuc Ciia Web Server Va Web Application

Web server va web application hd trg nhiéu phwong phap xéc thuc khac nhau. Pho bién
nhat 13 x4c thuc dua trén HTTP vé6i hai dang HTTP authentication 1a : basic va digest.
Trong md hinh xé4c thuc co ban (basic), qua trinh xac thuc HTTP s€ goi cac thong tin tai
khoan va mat khau dudi dang cleartext (khong ma hoa) trong khi dé véi digest authention
thi mé hinh xdc thyc cuia HTTP s& tién hanh bam thong tin tai khoan, ngoai ra gitta client
va server can tién hanh mot bude thir thach goi 1a chalenge-response nham nang cao tinh
an toan cho qua trinh giao dich.

R4 rang, khi thong tin dugc goi dudi dang cleartext thi tinh an toan rat thap vé hacker s&
de dang danh cdap mat khau cung tén dang nhdp bang cac cong cu sniffer.

Ngoai hai phuong phéap trén thi trong m6 hinh xac thuc cuia may chu va tng dung web
con hd tro NTML (mé hinh xéc thyc trén nén tang cta hé diéu hanh Windows), st dung
chirmg chi dién tr nhu khi ching ta dung giao thirc https:// hay sir dung the bai va cao
cap nhit 13 co ché xac thyc sinh tric hoc dya trén cac dic diém nhan dang cua ngudi
dung nhu van tay, giong no6i, vong mac .

Trong céc co ché xac thyc trén thi NTML st dung Internet Explorer va IIS webserver , vi
co ché nay hoat dong trén nén tang ctia Windows cho nén rat thich hop cho cac qua trinh
kiém tra trong cac hé théng ndi b hay mang intranet dung hé diéu hanh Windows. Déi
voi cac hé théng may cha nhu Windows Server 2000/2003/2008 thi c6 thé tan dung

10



Keberos dé nang cao tinh an toan cho qué trinh x4c thyc ciia ing dung hay may chu web.
Trong khi d6, xdc thyc dya trén chung chi dién to hay certificate dung cac x.509
certificate dé trién khai cap khoa public va private key. O day chiing ta khong di sdu vao
cong nghé nay nhung cac ban can luu ¥ day 1a mot trong cong nghé thinh hanh trong viéc
xac thyc nguoi dung véi may chi hay ung dung web.

Con dbi véi xac thyc bang token nhu SecurelD ma ching ta thuong thiy trién khai tao
cac ngan hang trong qua trinh chuyén khoan truc tuyén , mdi khi can ding nhap hay thuc
hién giao dich ching ta s& nhan mét ma s6 dugc goi dén hay phat sinh ngau nhién trén
mot thiét bi phan cting, va khi nhap chinh xac thong tin ndy chung ta méi dugc dang nhap
hay xir Iy giao dich. Vi du nhu thiét bi SecureID ctia ngan hang TechComBank.

Password Cracker La Gi ?

Password cracker 1a nhirng chwong trinh duoc thiét ké dé bé khoa mat khau hay vo hiéu
hoa co ché kiém tra ciia ing dung. Céc cong cu nay thuong sur dung cac ky thuat do mat
khau duya trén tir dién hay dung k¥ thuat quét can dé pha mat khau.

Trong qua trinh bé khoa mat khau thong qua tur dién cracker (ta dung thuat ngit nay thay
cho hacker) s& tao mot danh sach cac mat khau tiém ning trong dir lidu cia tir dién, thong
qua cac chuong trinh tao tu dién mat khau hay tai nhiing tur dién duoc tao sdn tir internet.
Sau d6 cac mat khau ndy s& duoc mi hoa hay ban véi cac thuat toan hash thuong dugc
dung trong qua trinh bam cac mat khiu nhu MD5. Va dé bé khoa mat khau cta (mg dung
thi cic mat khau da duoc xir 1y trong tir dién dugc so sanh v6i mat khau thyc sy cho dén
khi xay ra su trung khép (may chu hay ting dung xac thuc thanh cong) thi qua trinh bé
khéa hoan tat. Cac mat khau bi bé khoa thuong duoc lay trong tap tin SAM (Security
Account Manager) hay tép tin /etc/passwd trén cac may chu web dung hé diéu hanh linux
(khi hacker tin cong vao cac trang web ho s& upload cac trojan nhu ¢99, rv57 dé tai vé
tap tin nay).

Nhung phuong phap do tir dién nay kho thanh cong voi nhitng mat khau manh, vi khong
thé tap hop du cac dir liéu can thiét ciing nhu thoi gian tién hanh khong thyuc té. Trong
nhiing truong hop d6 phuong phap do mat khiu theo k¥ thuat quét can hay brute-force s&
duoc ap dung. Brute-force s& thir tat ca cac tinh hudng két hop ciia nhirng ki tu dé tao ra
mat khau. Lay vi du don gian néu nhu mat khau chi duoc tao ra tir 3 ki tu 1,2,3 thi chi co
t6i da 8 két qua vi vy cong cu chi can so sanh tdi da 8 lan 14 tim ra mat khau gdc. Tuy
nhién, trong thyc té cac mat khau s& phirc tap hon nhiéu cho nén qué trinh bé khoa dién ra
lau hay nhanh phu thudc vao do manh cua thuat toan va ciu hinh phﬁn cirng cia may chu
ding dé bé khoa. Chuong trinh thong dung trong linh vuc nay thudng duge dé cap trong
CEH chinh 1a LOphtCrack, Join the ripper, Ophcrack ...Nhiing Uing dung manh mé
thuong két hop ca hai phuong phap do mat khau trén va ky thuat nay goi la Hybrid.

Tong Két
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Trong chuong niy ching ta da thao ludn vé nhig mdi de doa hang dau ddng véi su an
toan cua ng dung web qua thong ké ciia tai liéu CEH hay trong danh sach 10 mbi nguy
hiém hang dau cia OWASP. Vi nhitng mdi de doa hay dang tan cong nguy hiém can c6
nhiing cach thirc khic phuc riéng, nhung trudce tién ching ta can phai tién hanh hardening
cho cac h¢ thong may chu dé kién toan bao mat tmg dung web.

V& cac k¥ thuat b& khéa mat khdu cac ban can phan biét hai tinh hudng chinh la bé khoa
dua trén tir dién khic v6i bé khoa quét can nhu thé nao. Va dé phong chdng bi bé khéa
mat khéu thi cac quan tri vién can ap dung cac chinh sach mat khau manh v&i 6 dai mat
khau it nhét 1a 8 ki tw, c6 su két hop giita chit hoa, chir thudng, sé kém céc ki ty didc biét.
Ngoai ra, phai bat cac ché do audit, ghi nhat ki thich hop dé co thé do tim nhiing tinh
hudng bi tan cong. Dic biét, hdy sao luu cin than dé phong khi cé rili ro xay ra thi van co
thé phuc hdi dit liéu, dua hé théng vao hoat dong nhanh chong.
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